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Overview of Cisco loT Field Network Director

This section provides an overview of the Cisco IoT Field Network Director (Cisco 10T FND) and describes its role within the Cisco Internet of
Things (10T) Network solution. Topics include:

B Cisco loT Connected Grid Network
B How to Use This Guide

B Interface Overview

Cisco loT Connected Grid Network

This section provides an overview of:

B Cisco loT FND Features and Capabilities
B |oT FND Architecture

B Mesh Endpoints

B Grid Security

B Related Software

The Cisco |oT Field Network Director (10T FND) is a software platform that manages a multi-service network and security infrastructure for 10T
applications, such as smart grid applications, including Advanced Metering Infrastructure (AMI), Distribution Automation (DA), distributed
intelligence, and substation automation. 10T FND isascaable, highly secure, modular, and open platform with an extensible architecture. loT FND
isamulti-vendor, multi-service, communications network management platform that enables network connectivity to an open ecosystem of power
grid devices.

1oT FND isbuilt on alayered system architecture to enable clear separation between network management functionality and applications, such as
adistribution management system (DMS), outage management system (OM S), and meter data management (MDM). This clear separation between
network management and applications helps utilitiesroll out Smart Grid projectsincrementally, for examplewith AMI, and extend into distribution
automation using a shared, multi-service network infrastructure and a common, network management system across various utility operations.

Features
B Geographic Information System (GIS) map-based, visualization, monitoring, troubleshooting, and alarm notifications

B Group-based configuration management for field-area routers (FARs) and smart meter endpoints
B OScompatible (Guest OS) and provides application management

B Rule-engineinfrastructure for customizable threshold-based alarm processing and event generation
B North Bound API for transparent integration with utility head-end and operationa systems

B High availability and disaster recovery

Cisco |oT FND provides powerful Geographic Information System (GIS) visualization and monitoring capability. Through the browser-based
interface, utility operators manage and monitor devicesin a Cisco 10T Connected Grid Field Area Network (FAN) solution, using IPv6 over
Low-power Wireless Personal Area Networks (6LoWPANS). The FAN includes the following devices:
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Cisco 1000 Series Connected Grid Routers (CGRs), also called pole-top or DIN-rail-mount routers. These devices are referred to as FARsin
this document and identified by model (for example, CGR1000, CGR1120, or CGR1240) on the Field Devices page. Available CGRs modules
provide 3G, 4G LTE, and mesh connectivity (WPAN) . CGR1000s also support the Itron OpenWay RIVA CAM module, which provides
connectivity to the Itron OpenWay RIVA electric and gas-water devices.

Cisco 800 Series Integrated Services Routers (ISR 800s) are used in most networks as edge routers or gateways to provide WAN connectivity
(cellular, satellite over Ethernet, and WiFi) to an end device (energy-distribution automation devices, other verticals such asATMs, and mobile
deployments such astaxis or trucks). These devices are referred to as FARs in this document; and identified by product ID (for example, C800
or C819) on the Field Devices page. You can use |loT FND to manage the following hardened Cisco 819H ISRs:

— C819HG-4G-V-K9

— CB819HG-4G-A-K9

— CB19HG-U-K9

— CB819HGW-S-A-K9

— CB819H-K9

10T FND also manages the following non-hardened Cisco 819 ISRs:
— (C819G-B-K9

— (C819G-U-K9

— (CB819G-4G-V-K9

— (C819G-7-K9

Cisco 800 Series Industrial Integrated Services Routers (IR800s) are compact, ruggedized, Cisco |OS Software routers. They offer support for
integrated 4G LTE wireless WAN (both IR809 and IR829 models) and wireless LAN capabilities (IR829 only). These devices are referred to
as FARsin this document; and identified by product ID (for example, IR800) on the Field Devices page. You can use loT FND to manage the
following IR800 models:

— IR809
— IR829

Cisco Interface Module for Long Range Wide Area Network (LoRAWAN) is an extension module for the industrial routers, Cisco IR809 and
IR829, and serves as carrier-grade gateways for outdoor deployments. The module provides unlicensed low-power wide area (LPWA) wireless
connectivity for arange of Internet of Things (10T) use cases such as asset tracking, water and gas metering, street lighting, smart
parking/building/agriculture and environment monitoring. There are two models supported, which are differentiated by their band support
(863-870 MHz ISM or 902-928 MHz ISM).

Cisco 500 Series Wirel ess Personal AreaNetwork (WPAN) Industrial Routers (IR500) supply RF mesh connectivity to |Pv4 and serial Internet
of Things (IoT) devices (for example, recloser control, cap bank control, voltage regulator controls, and other remote terminal units).

Note: CGRs, C800s, IR800s, IR500s and other types of mesh endpoint devices can coexist on a network, but cannot be in the same device
group (see Creating Device Groups and Working with Mesh Endpoint Firmware Images) or firmware management group (see Configuring
Firmware Group Settings).

Cisco 800 Series Access Points are integrated with IR800s and C800s. These devices are referred to as FARs in this document; and identified
by product ID (for example, AP800). You can use loT FND to manage the following AP800 models:

— AP802 embedded in C800
— AP803 embedded in IR829

Cisco ASR 1000 Series Aggregation Services Routers (ASRs) and Cisco | SR 3900 Series Integrated Service Routers (ISRs), referred to as
head-end routers or HERs in this document.
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B Cisco IPv6 RF (radio frequency), PLC (power line communications), and Dua PHY (RF and PLC) mesh endpoints (smart meters and range
extenders).

Note: In this document, mesh endpoints (MES) refersto Cisco range extenders and Cisco-compatible smart meters.

1oT FND typically residesin the utility control center with other utility head-end operational systems, such asan AMI head end, distribution
management system, or outage management system. 10T FND features enterprise-class fault, configuration, accounting, performance, and security
(FCAPS) functionality, as defined in the Open Systems Interconnection (OSI) model.

The Cisco |oT FND North Bound Application Programmable Interface (NB API) alows various utility applicationslike DMS, OMS, or MDM to
pull appropriate, service-specific data for distribution grid information, outage information, and metering data from a shared, multi-server
communication network infrastructure. For more information about the Cisco 10T FND North Bound AP, see the Cisco |oT FND NMS North
Bound API Programming Guide for your 10T FND installation.

TheNB API can send eventsusing HTTPS. NB API clients must subscribeto |oT FND by providing avalid HTTPS URL to send events. 0T FND
accepts all SSL and handshake certificates published by the NB API client (the event consumer) while making the secure connection.

Cisco |oT FND Features and Capabilities

B Configuration Management — Cisco |oT FND facilitates configuration of large numbers of Cisco CGRs, Cisco C800s, Cisco ISRs, Cisco
IRs, Cisco ASRs, and MEs. Use Cisco 10T FND to bulk-configure devices by placing them into configuration groups, editing settingsin a
configuration template, and then pushing the configuration to al devicesin the group.

B Deviceand Event Monitoring— Cisco loT FND displays easy-to-read tabular views of extensive information generated by devices, allowing
you to monitor your network for errors. Cisco loT FND providesintegrated Geographic Information System (GIS) map-based visualization of
FAN devices such asrouters and smart meters. Use 10T FND to create CGR-specific work ordersthat include therequired certificatesto access
the router.

B FirmwareManagement —Cisco |0T FND servesasarepository for Cisco CGR, Cisco C800, Cisco ISR, Cisco IR, and ME firmwareimages.
Use Cisco 10T FND to upgrade the firmware running on groups of devices by loading the firmware image file onto the Cisco |oT FND server,
and then uploading the image to the devices in the group. Once uploaded, use loT FND to install the firmware image directly on the devices.
In release 3.0.1-36 and later, a Subnet List view on the Firmware Upgrade page for Mesh Endpoints lets you filter and view subnets by PAN
identifier (PAN 1D) and Group (details include number of nodes within a group, hops away from the router and operational status). A subnet
progress histogram has also been added.

B OSMigration —For Cisco CGR 1000, IoT FND allows you to migrate CGRs running CG-OSto |OS.

B Zero Touch Deployment — This ease-of-use feature automatically registers (enrolls) and distributes X.509 certificates and provisioning
information over secure connections within a connected grid network.

B Tunné Provisioning — Protects data exchanged between Cisco ASRs and Cisco CGRs, C800s, Cisco ISRs and Cisco IRs, and prevents
unauthorized access to Cisco CGRs, to provide secure communication between devices. Cisco 10T FND can execute CLI commands to
provision secure tunnels between Cisco CGRs, C800s, Cisco ISRs and Cisco IRs and Cisco ASRs. Use 10T FND to bulk-configure tunnel
provisioning using groups.

B |Pv6 RPL Tree Polling—The IPv6 Routing Protocol for Low-power and Lossy Networks (RPL) finds its neighbors and establishes routes
using |CM Pv6 message exchanges. RPL manages routes based on the rel ative position of the ME to the CGR that isthe root of the routing tree.
RPL tree polling is available through the mesh nodes and CGR periodic updates. The RPL tree represents the mesh topology, which is useful
for troubleshooting. For example, the hop count information received from the RPL tree can determine the use of unicast or multicast for the
firmware download process. 10T FND maintains a periodically updated snapshot of the RPL tree.

B Dynamic Multipoint VPN and FlexVPN - For Cisco C800 devicesand Cisco IR800 devices, DMVPN and FlexVPN do not require loT FND
to apply device-specific tunnel configuration to the HER during tunnel provisioning. HER tunnel provisioning is only required for site-to-site
VPN tunnels.

B Embedded Access Point (AP) Management - 10T FND provides management of embedded APs on C819 and IR829 routers.
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B Dual PHY Support —1oT FND can communicate with devicesthat support Dual PHY (RF and PLC) traffic. |oT FND identifies CGRsrunning
Dual PHY, enables configuration to masters and slaves, and collects metrics from masters. 10T FND al so manages security keysfor Dual PHY
CGRs. Onthemesh side, loT FND identifies Dual PHY nodes using unique hardware | Ds, enables configuration pushes and firmware updates,
and collects metrics, including RF and PLC traffic ratios.

B Guest OS(GOS) Support — For Cisco I0S CGR 1000 and IR800 devices that support Guest OS, 10T FND allows approved usersto manage
applications running on the supported operating systems. 10T FND supports all phases of application deployment, and displays application
status and the Hypervisor version running on the device.

B DeviceLocation Tracking—For CGR 1000, C800, and IR800 devices, loT FND displays real-time |ocation and device location history. This
feature requires enabling the GPS feature.

B Software Security Module (SSM) — Thisis alow-cost aternative to the Hardware Security Module (HSM), and is used for signing CSMP
messages sent to meters and IR500 devices.

B Customer Certificates— Cisco loT FND allows you to use your own CA and ECC-based certificates to sign smart meter messages.

B Diagnostics and Troubleshooting — The 10T FND rule engine infrastructure provides effective monitoring of triage-based troubleshooting.
Device troubleshooting runs on-demand device path trace and ping on any CGR, Cisco C800, range extender, or meter (mesh endpoints).

B High Availability — To ensure uninterrupted network management and monitoring, you can deploy the Cisco 0T FND solution in aHigh
Availability (HA) configuration. By using clusters of load-balanced 10T FND servers and primary and standby |oT FND databases,
Cisco |oT FND constantly monitors the health of the system, including connectivity within clusters and server resource usage. If a server
cluster member or database becomes unavailable or atunnel fails, another takes its place seamlessly. Additionally, you can add reliability to
your [oT FND solution by configuring redundant tunnels between a Cisco CGR and multiple Cisco ASRs.

B Power Outage Notifications— Connected Grid Endpoints (CGES) implement a power outage notification service to support timely and
efficient reporting of power outages. In the event of a power outage, CGESs perform the necessary functions to conserve energy and notify
neighboring nodes of the outage. FARs relay the power outage notification to |oT FND, which then issues push notifications to customersto
relate information on the outage.

B Mesh Upgrade Support — Over-the-air software and firmware upgrades to field devices such as Cisco CGRs and CGEs (for example, AMI
meter endpoints).

B Audit Logging — Logs access information for user activity for audit, regulatory compliance, and Security Event and Incident Management
(SEIM) integration. This simplifies management and enhances compliance by integrated monitoring, reporting, and troubleshooting
capabilities.

B North Bound APIs— Eases integration of existing utility applications such as outage management system (OMS), meter data management
(MDM), trouble-ticketing systems, and manager-of-managers.

B Work Ordersfor Device Manager — Credentialed field technicians can remotely access and update work orders.
B Role—Based Access Controls— Integrates with enterprise security policies and role-based access control for AMI network devices.

B Event and I ssue Management — Fault event collection, filtering, and correlation for communication network monitoring. |oT FND supports
avariety of fault-event mechanisms for threshold-based rule processing, custom alarm generation, and alarm event processing. Faults display
on a color-coded Gl S-map view for various endpoints in the utility network. This allows operator-level custom, fault-event generation,
processing, and forwarding to various utility applications such as an outage management system. Automatic issue tracking is based on the
events collected.

loT FND Architecture

Figure 1 provides a high-level view of the systems and communication paths that exist in atypical utility company operating on a Cisco CGR
connected grid network in which Zero Touch Deployment isin use.

For Cisco |0S CGRs, we recommend atunnel configuration using FlexVPN. FlexVPN combinesall of these featuresin one GRE tunnel (protected
by 1Psec).

For Cisco C800s and IR800s, we recommend using Dynamic Multipoint VPN (DMVPN) or FlexVPN.
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Figurel  Zero Touch Deployment Architecture
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In this example, the firewall provides separation between those items in the utility company public network (DMZ) and its private network.

The utility company private network shows systems that might reside behind the firewall such as the Cisco |0T FND, the Oracle database server,
the Cisco 10T FND North Bound API, the DHCP server, and the Certificate Authority (CA). The Cisco IoT FND Tunnel Provisioning Server proxy
(TPS proxy) and Registration Authority (RA) might be located in the DMZ.

After installing and powering on the Cisco CGR, it becomes activein the network and registersits certificate with the RA by employing the Simple
Certificate Enrollment Protocol (SCEP). The RA (Cisco 3945 ISR in Figure 1), functioning as a CA proxy, obtains certificates for the Cisco CGR
from the CA. The Cisco CGR then sends atunnel provisioning request over HTTPS to the TPS proxy that forwardsit to [oT FND.

Cisco loT FND manages collection of all information necessary to configure atunnel between Cisco CGRs and the head-end router (Cisco ASR
1001 in Figure 1). For CG-OS CGR installations, we recommend a network configuration with an outer 1Psec tunnel over IPv4 inside which isan
IPv6-in-IPv4 GRE tunnel. All traffic from the MEsis over |Pv6. The GRE tunnel provides a path for | Pv6 traffic to reach the data center. The outer
IPsec tunnel secures that traffic. When the tunnel is active, the Cisco CGR (after configuration) connects to the utility company network like a
Virtual Private Network (VPN).
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Main Components of aloT FND Solution

Component Description

loT FND Application Server Thisthe heart of loT FND deployments. It runson an RHEL server and allows administrators to control
different aspects of the loT FND deployment using its browser-based graphical user interface.

1oT FND HA deployments include two or more 10T FND servers connected to aload balancer.

NMS Database This Oracle database stores all information managed by your 10T FND solution, including all metrics
received from the MEs and all device properties such asfirmwareimages, configuration templates, |ogs,
event information, and so on.

Software Security Module (SSM) Thisis alow-cost alternative to the Hardware Security Module (HSM), and is used for signing CSMP
messages sent to meters and IR500 devices.

TPS Proxy Allows FARs to communicate with [oT FND when they first start up in the field. After loT FND
provisions tunnels between the FARs and ASRs, the FARs communicate with 10T FND directly.
Load Balancer (Optional) 10T FND usesthe Cisco ACE 4710 in Figure 1 to provide HA. Theload balancer distributes

the traffic among the loT FND serversin the server cluster in your solution.

High Availability and Tunnel Redundancy

The examplein Figure 1 is of asingle-server deployment with one database and no tunnel redundancy. However, you could take advantage of
Cisco loT FND HA support to deploy acluster of Cisco 10T FND servers connected to a Cisco ACE 4710 |oad balancer, as shownin Figure 2. The
load balancer sends requests to the serversin around-robin fashion. If aserver fails, the load balancer keeps servicing requests by sending them to
the other serversin the cluster.

You could also deploy a standby Cisco 10T FND database to provide another layer of high availability in the system with minimal data loss.

Figure2  |oT FND Server and Database HA
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To provide tunnel redundancy, loT FND allows you to create multiple tunnels to connect a CGR to multiple ASRs, as shown in Figure 3.
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Figure3 10T FND Tunnel Redundancy
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Mesh Endpoints

The Cisco Field Area Network (FAN) solution brings the first multi-service communications infrastructure to the utility field area network. It
delivers applications such as AMI, DA, and Protection and Control over acommon network platform.

Advanced meter deployments follow a structured process designed to match the right solution to the needs of the utility company. This process
moves in phases that require coordination between metering, | T, operations, and engineering. The first phase for most utilitiesis identification of
goals, followed by analysis of data needs, and business processes. After an evaluation of the business case is compl ete and a technology chosen,
system implementation and validation compl ete the process.

Once the utility company moves past the business case into system implementation, unforeseen complications can sometimes slow or delay a
deployment. The true value of a plug-and-play system isthat it saves cost and improves the return on investment by allowing the benefits of
advanced metering to be realized sooner.

The features that enable a true plug-and-play RF or PLC mesh network system include:

B Sdf-initializing endpoints: CGRs automatically establish the best path for communication through advanced self-discovery — meters and
infrastructure deploy without programming.

B Scalability: Thistype of network enables pocketed deployments where each Cisco 10T FND installation can accept up to 10 million
meters/endpoints. Large capacity enables rapid, multi-team deployments to occur in various parts of the targeted AMI coverage area, while
saving infrastructure and communication costs.

In atrue mesh network, metering and range extender devices communicate to and through one another and decide their own best links, forming the
RF Mesh Local Area Network (RFLAN) or PLC LAN. These ME devices become the network and possess dynamic auto-routing functions that
eliminate the need for dedicated repeater infrastructure or intermediate (between endpoint and collector) tiered radio relay networks. Theresult is
asubstantial reduction in dedicated network infrastructure as well as powerful and more flexible fixed-network communication capability.

Range extenders are installed by the utility company to strengthen mesh coverage and provide redundancy, supplementing network reliability in
difficult environmental settings such as dense urban areas where buildings obstruct the normal mesh signal propagation, or in low-meter-density
geographically sparse regions and RF-challenged areas. A range extender automatically detects and connectsto the mesh after installation or outage
recovery, and then provides an alternate mesh path.

In anormal deployment scenario, these MEsform a stable RFLAN or PLC LAN network the same day they are deployed. Once the collector is
installed, placing M Es throughout the deployment areais as simple as changing out ameter. MEs form anetwork and begin reporting automaticaly.

Mesh endpoints send and receive information. A two-way mesh system allows remote firmware upgrades, as well as system settings changes and
commands for time-of-use periods, demand resets, and outage restoration notifications. Not having to physically “touch the meter” isamajor value,
especially when entering the advanced demand response metering domain that requires time-of-use (TOU) schedule changes and interval data
acquisition changes to meet specific client needs. These commands can be sent to groups or to a specific ME. Meter commands can be scheduled,
proactive, on-demand, or broadcast to the entire network.
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Communication between the data center/network operations center (NOC) and the collector is accomplished by widely available and cost-efficient
mass marketed TCP/IP-based public wide area network (WAN) or with the utility company-owned WAN. The flexibility and open standard public
WAN architectures currently available and in the future create an environment that allows continued ongoing cost reduction and future options,

without being tied into one type of connectivity over the life of the asset. It isbest if the AMI system avoids using highly specialized WAN systems.

After deployment is complete, the system can transmit scheduled hourly (and sub hourly) datato support utility applications such as billing reads,
advanced demand response initiatives, load research, power quality, and transformer asset monitoring.

Easy access and reliable on-demand capability allow the utility to perform grid diagnostics and |oad research system-wide or for selected groups of
meters. Other standard features support outage management, tamper detection, and system performance monitoring.

Grid Security

Designed to meet the requirements of next-generation energy networks, Cisco Grid Security solutions take advantage of our extensive portfolio of
cybersecurity and physical security products, technologies, services, and partnersto help utility companies reduce operating costs while delivering
improved cybersecurity and physical security for critical energy infrastructures.

Cisco Grid Security solutions provide:

B |dentity management and access control: Secure utility facilities, assets, and data with user authentication and access control are
custom-built for grid operations.

B Thread defense: Build alayered defense that integrates with firewall, VPN, intrusion prevention, and content security services to detect,
prevent, and mitigate threats.

B Datacenter security: Turn network, computing, and storage solutionsinto a secure, shared pool of resourcesthat protects application and data
integrity, secures communi cations between business processes and applicationswithin the utility, and secures connectivity to external resources
such as providers of renewable energy.

B Utility compliance: Improve risk management and satisfy compliance and regulatory requirements such as NERC-CI P with assessment,
design, and deployment services.

B Security monitoring and management: |dentify, manage, and counter information security threats and maintain compliance through ongoing
monitoring of cyber events.

Related Software

The following software packages assist in deploying and managing your Cisco Internet of Things (10T) Network solution.

Cisco 10T Device Manager

The Cisco |oT Device Manager (Device Manager or loT-DM) is a Windows-based application used by field technicians to remotely manage Cisco
CGRs. For some activities, the |oT-DM retrieves information from 1oT FND.

Cisco Industrial Operations Kit

The Cisco Industrial Operations Kit (I0K) incorporates multiple virtual appliances for management, network, and 10K security-related head-end
network services for the Cisco 10T Network solution. Talk to your Cisco representative for more information.

How to Use This Guide

This section has the following topics to help you quickly find information:
®  Common Tasks

B CGR Tasks

B Mesh Endpoint Tasks
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B Administration Tasks

B Document Conventions

Common Tasks

Table 1 lists tasks that users perform on both FARs and MEs. The ability to perform tasks is role-based. For information about user roles, see

System-Defined User Roles.

Table 1 Common Tasks

Task

Use

Device Viewing Tasks

View devices

Working with Router Views, Viewing Endpointsin Default View

View detailed device information

Displaying Detailed Device Information

Device Labeling Tasks

Add labels

Adding Labelsin Bulk

Remove labdls

Removing Labelsin Bulk

Search and Device Filtering Tasks

Usefilters

Using Filtersto Control the Display of Devices

Diagnostics and Troubleshooting Tasks

Ping

Pinging Devices

Traceroute

Tracing Routes to Devices

Download logs

Downloading Logs

Monitoring Tasks

View and search events

Monitoring Events

View and search issues

Monitoring Issues, Viewing Device Severity Status on the Issues Status Bar

View tunnel status

Monitoring Tunnel Status

General Tasks
Change password Resetting Passwords
Set time zone Configuring the Time Zone

Set user preferences

Setting User Preferences

CGR Tasks
Table 2 lists CGR tasks. For information about user roles, see System-Defined User Roles.
Table 2 CGR Tasks

Task Use

Router Configuration Group Tasks

Add CGRsto configuration groups

Creating Device Groups

Delete a configuration group

Deleting Device Groups

List devicesin a configuration group

Listing Devicesin a Configuration Group
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Table 2 CGR Tasks (continued)

Task

Use

Assign devices to groups

Adding FARsto loT FND
Adding HERsto IoT FND
Moving Devices to Another Configuration Group Manually

Moving Devices to Another Configuration Group in Bulk

Rename configuration groups

Renaming a Device Configuration Group

Router Configuration Tasks

Change device configuration properties

Changing Device Configuration Properties

Edit configuration templates

Editing the ROUTER Configuration Template

Editing the AP Configuration Template

Push configurations

Pushing Configurations to Endpoints

Migrate from CG-OSto |0S

Performing OS Migrations

Manage applications

Managing GOS Applications

Tunnel Provisioning Tasks

Configure tunnel provisioning

Configuring Tunnel Provisioning

Edit tunnel provisioning templates

Configuring Tunnel Provisioning Templates

Reprovision tunnels

Tunnel Reprovisioning

Factory Reprovisioning

Firmware Management Tasks

Assign devices to firmware groups

Assigning Devices to a Firmware Group

Upload images to firmware groups

Uploading a Firmware Image to a FAR Group

Work Order Tasks

Create work orders

Creating Work Orders

Mesh Endpoint Tasks

Table 3 lists ME tasks. For information about user roles, see System-Defined User Roles.

Table 3 Mesh Endpoint Tasks

Task

Use

ME Configuration Group Tasks

Add mesh endpoint configuration groups

Creating Device Groups

Delete mesh endpoint configuration groups

Deleting Device Groups

Rename mesh endpoint configuration groups

Renaming a Device Configuration Group

Assign mesh endpoint devicesto a
configuration group

Moving Devices to Another Group

List devicesin a configuration group

Listing Devicesin a Configuration Group

ME Configuration Tasks

Change mesh endpoint configuration
properties

Changing Device Configuration Properties

Edit mesh endpoint configuration templates

Editing the ENDPOINT Configuration Template

Push configuration to mesh endpoints

Pushing Configurations to Endpoints
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Table 3 Mesh Endpoint Tasks (continued)

Task

Use

Add mesh endpoint firmware groups

Creating Device Groups

Assign devices to firmware groups

Moving Devices to Another Group

Upload images to firmware groups

Uploading a Firmware Image to a Mesh Endpoint Group

Administration Tasks

Table 4 lists administration tasks.

Table 4 Administration Tasks

Task

Use

System Management Tasks

Set password policies

Managing the Password Policy

Defineroles

Managing Roles

Manage user accounts

Managing Users

Access Management Tasks

Manage active sessions

Managing Active Sessions

Display the audit trail

Displaying the Audit Trail

Manage certificates

Managing Certificates

Configure data retention

Configuring Data Retention

Manage licenses

Managing Licenses

Manage logging

Managing Logs

Configure server settings

Configuring Server Settings

Manage the syslog

Managing System Settings

Configure tunnel settings

Configuring Provisioning Settings

Document Conventions

This document uses the following conventions.

Conventions Indication

bold font Commands and keywords and user-entered text appear in bold font.

italic font Document titles, new or emphasized terms, and arguments for which you supply values arein italic font.

[ ] Elements in square brackets are optional.

{x|ylz} Required aternative keywords are grouped in braces and separated by vertical bars.

[x]y]z] Optional aternative keywords are grouped in brackets and separated by vertical bars.

string A nonquoted set of characters. Do not use quotation marks around the string or the string will include the
guotation marks.

courier font Terminal sessions and information the system displays appear in courier font.

< > Nonprinting characters such as passwords are in angle brackets.

[ 1] Default responses to system prompts are in square brackets.

L # An exclamation point (!) or a pound sign (#) at the beginning of aline of code indicates a comment line.
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Note: Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.
Caution: Meansreader be careful. In thissituation, you might perform an action that could result in equipment damage or loss of data.

Warning: IMPORTANT SAFETY INSTRUCTIONS

Meansdanger. You arein a situation that could cause bodily injury. Before you work on any equipment, be awar e of the hazardsinvolved
with electrical circuitry and befamiliar with standard practicesfor preventing accidents. Usethe statement number provided at the end of
each warning to locate itstranglation in the trandated safety war nings that accompanied this device.

SAVE THESE INSTRUCTIONS

Regulatory: Provided for additional information and to comply with regulatory and customer requirements.

Interface Overview

This section provides a general overview of the loT FND GUI, including:
B Common Page Controls

®  |cons

B Main Menus

The loT FND displays the dashboard after you log in (Figure 4). See Using the Dashboard.
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Figure4  1oT FND Dashboard
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This section describes buttons, tabs, user-entry fields, and available settings on 10T FND pages.

Navigating the Main Window

Asshownin Figure 5, thetop of theloT FND window containsthe main menus. Devices, Operations, Config, and Admin (3). Roll over these menus
to display and select menu options. Submenus display astabs bel ow the main menus. Each page contains controls for functions specific to that page.

Figure5  Main Window Elements
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2 |Default list view settings tab 8 | submenu tabs
3 |Main menus 9 |Maptab
4 | search query field 10 |Device management drop-down menus
5 |<user name> menu 11 |Browse Devices pane
6 |Refresh button 12 |Device EID link to Device Info page

Setting User Preferences
Access the <user name> drop-down menu in the upper-right of the menu bar (5) to set or do one of the following options:

B Preferences: Sets display settings of the user interface.
B Change Password
B TimeZone

B | og Out
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Working with Views

Use the Browse Devices pane (11) to view default and custom groups of devices. At the top of the Browse Devices pane the total number of
registered devices displaysin parenthesis. The total number of devicesin groups displays in parenthesis next to the group name.

You can refine the List display using filters (see Using Filters to Control the Display of Devices). Built-in filters are automatically deployed by
clicking a device group in the Browse Devices pane. Use the Quick View tab to access saved custom filters.

Click the device Name or EID (element identifier) link (12) to display a device information page. You can generate work orders directly from the
Device Info page, and perform some device-specific tests such as pinging the device to determineif it respondsin your network. Click the <<Back
link in the Device Info page to return to the page you were on when you clicked the device EID link. Click the refresh button (6) on any page to
update the List view.

When you enable the Issues Status bar (7) in User Preferences, atally of issues by alarm state displays at the bottom of the browser window (see
Viewing Device Severity Status on the I ssues Status Bar).

Using the Tabs

When you are on a page, the main menu tab (3) isdarkened (for example, in Figure 5 Devicesisthe main menu for the Routers page). On each page,
use the tabs (8) bel ow the main menu bar to access those submenu pages. The tab is lightened when you are on that page (for example, the Routers
tab in Figure 5).

Each device page has tabsin the main window (2 and 10) to view associated information. The active tab is lightened when you are on that tab (for
example, the Default tab in Figure 5). These tabs are configurable (see Editing Device Views). Click the drop-down arrow on the Default tab to
display the Edit/Delete View dialog where you can change the column display in List view. Column widthsin List view are also configurable, and
you can sort columns in ascending or descending order.

Working with Devices
With device check boxes selected, you can perform device management from the drop-down menus above the list (7):

B Label: Add and remove device label
B Bulk Import: Perform label management, change device properties, and remove devices

B MoreActions: Create work orders for routers, refresh router mesh keys, block mesh devices, and remove devices

Navigating Page Views

By default, device management pages display in List view, which displays devices in a sortable table. On the Routers and Mesh pages, select the
Map tab (9) to display devices on a GIS map (see Viewing Routersin Map View and Viewing Mesh Endpointsin Map View).

Working with Filters

Create custom filters by clicking the Show Filterslink (the Hide Filterslink displaysin the same place in Figure 5) and using the provided filter
parameters (1) to build the appropriate syntax in the Search Devicesfield (4). Click the Quick Viewstab to display saved custom filters (see Creating
and Editing Quick View Filters).

Completing User-entry Fields

Figure 6 shows an error in the user-entry field. loT FND displays ared aert icon, highlights thefield in red, and disables the OK button. These
errors occur, for example, on an invalid character entry (such as, @, #, !, or +) or when an entry is expected and not compl eted.
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Figure 6
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Table 5 lists the icons that display in the UI.

Table5

loT FND Icons

Icon

Description

Thisrouter icon is used for CGRs, ISRs, and IRs (FARSs), and HERSs.

Thisisthe server icon.

Thisisthe DA gateway (IR500) deviceicon.

Thisisameter icon.

Thisis an undefined endpoint icon.

The up icon indicates that the device is up and online.

The down icon indicates that the device is down.

The unheard icon indicates that the device has not yet registered with |oT FND.

The outages icon indicates that the device is under power outage.

The restored icon indicates that the device has recovered from an outage.

The default group icon indicates that this is the top-level device group. All devices appear in this
group after successful registration.

Thisisthe Add Group icon.

/rPEEEBRORa l d U@

These are the Edit and Delete Group icons.




Overview of Cisco loT Field Network Director

Table5 IoT FND Icons (continued)
Icon Description
On the Events page, click this button to initiate an export of event datato aCSV file.
C
= The Group icon indicates that this is a custom device group.
i,

The Custom Label icon indicates agroup of devices. Use labelsto sort devicesinto logical groups.
Labels are not dependent on device type; devices of any type can belong to any label. A device can
also have multiple labels.

On the Dashboard page, click this button to set the refresh data interval and add dashlets.

On the Dashboard page, click this button to initiate an export of dashlet datato a CSV file.

On the Dashboard page, click this button to refresh dashlet data.

On the Dashboard page, click this button to change the dataretrieval interval setting and add filters
to the dashlets. On line-graph dashlets, this button not only provides access to the dataretrieval
interval setting and filters, but you can also access graph-specific data settings. Thisicon is green
when afilter is applied.

On the Dashboard page in the dashl et title bar, click this button to show/hide the dashlet. When the
dashlet is hidden, only itstitle bar displaysin the Dashboard.

In Map view, thisisthe RPL treeroot device icon. This can be a CGR or mesh device, as set when
Configuring RPL Tree Palling. The colors reflect the device status: Up, Down, and Unheard.

The RPL tree connection displays as blue or orange lines.
B Orange linesindicate that the link is up.

B Bluelinesindicate that the link is down.

SNN o000

In Map view, thisis adevice group icon. The colors reflect the device status: Up, Down, and
Unheard.
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Table5 IoT FND Icons (continued)
Icon Description
On the Events and I ssues pages, and on the I ssues Status bar, these iconsindicate the event severity
9 level, top-to-bottom, as follows:

@ ® Critica

®  Mgjor

®  Minor

o B |nfo

Each event type has a preset severity level. For example, a Router Down event isa Magjor severity

level event.
L On the Firmware Update page, click the Schedule Install and Reload button to configure firmware
E updates.
On the Firmware Update page, click the Set as Backup button to set the selected image asthe
@ firmware image backup.

Main Menus

This section describes the 0T FND menus available in the title bar at the top of the page.

Devices Menu

The Devices menu provides access to the Dashboard and the device management pages:

Dashboard-This user-configurable page displays information about the connected grid.
Field Devices-This page displays atop-level view of registered routers and mesh endpointsin your grid.
Head-End Routers-This page displays a top-level view of registered HERsin your grid.

Servers-This page displays atop-level view of loT FND and database serversin your network.

Operations Menu

The Operations menu provides access to the following tabs:

B Events-This page displays events that have occurred in your grid.

B |ssues-This page displays unresolved network events for quick review and resolution by the administrator.

B Tunnel Status-This page lists provisioned tunnels and displays information about the tunnels and their status.
B Work Orders-Use this page to create and monitor work orders.

Config Menu

The Config menu provides access to the following tabs:

B App Management (I0S CGRs only) —Use this page to manage applications.

B Device Configuration—Use this page to configure device properties.
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B Firmware Update-Use this page to install a new image on one or multiple devices, change the firmware group of a device, view the current
firmware image on adevice (routers, endpoints) and view subnet details on mesh endpoints.

B Router File Management—Use this page to view device file status, and upload and delete files from FARs.

B Rules-Usethis pageto create rulesto check for event conditions and metric thresholds.

B Tunnel Provisioning—Use this page to provision tunnels for devices.

Admin Menu

The Admin menu is divided into two areas for managing system settings and user accounts:

Access Management pages:

— Password Policy—Use this page to set password conditions that user passwords must meet.
— Remote Authentication—Use this page to configure remote authentication for loT-DM users.
— Roles-Use this page to define user roles.

— Users-Use this page to manage user accounts.

System Management pages:

— Active Sessions-Use this page to monitor |oT FND sessions.

— Audit Trail-Use this page to track user activity.

— Certificates-Use this page to manage certificates for CSMP (CoAP Simple Management Protocol), 10T-DM, and the browser (Web) used
by 10T FND.

— Data Retention—Use this page to determine the number of daysto keep event, issue, and metric datain the NM S database.
— License Center—Use this page to view and manage license files.
— Logging—Use this page to change the log level for the various logging categories and download logs.

— Provisioning Settings-Use this page to configurethe loT FND URL, and the Dynamic Host Configuration Protocol v4 (DHCPv4) Proxy
Client and DHCPv6 Proxy Client settings to create tunnels between CGRs and ASRs.

—  Server Settings-Use this page to view and manage server settings.

— Syslog Settings-Use this page to view and manage syslog settings.
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CISCO.

Installing Cisco loT FND

This section describes how to install 10T FND and related software, and includes the following topics:
B Before You Install loT FND

B Instaling and Setting Up the |oT FND Database

B |Instaling and Setting Up loT FND

B |nstalling and Configuring the loT FND TPS Proxy

B Configuring loT FND for Dual-PHY

B Backing Up and Restoring the loT FND Database

B Deploying loT FND/Oracle/TPS Virtual Machines on ESX 5.x

Before You Install loT FND

Use the proceduresin the following sections to prepare for your 0T FND installation:
H  |oT FND Map View Requirements

B System Requirements

B Obtaining loT FND and CNR Licenses

B Instaling the Linux Packages Required for Installing Oracle

B Obtaining loT FND RPM Packages

B Configuring NTP Service

B |oT FND Instalation Overview

loT FND Map View Requirements

On any devicetab, click the Map button in the main pane to display a GIS map of device locations. Inits Map View pane, loT FND usesa
GIS map to display device locations. However, before you can use this feature, you must configure your firewall to enable access for all
10T FND operator systemsto Cisco-provided GIS map tile servers. Only loT FND operator browsers are allowed accessto the GISmapttile
Servers.

Note: The operator browsers will not have access to other Google sites. No Internet accessis required for the 10T FND application server.

You must also assign afully qualified domain name (FQDN) for each 10T FND server installation and provide Cisco at
ask-fnd-pm-external @cisco.com with the following:

B Thenumber of loT FND installation environments (test and production)
B TheFQDN of theloT FND server

B For cluster deployments, the FQDN of any load balancer in the deployment

Cisco Systems, Inc.  www.cisco.com
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Note: The FQDN isonly used to provision and authorize accessto thelicensed Cisco loT FND installation and make API callsto Enterprise
Google Map to download the map tiles. No utility operational data or asset information is ever used (that is, sent over Internet) to retrieve
Google map tiles. Map tiles are retrieved only using geographic location information.

FQDN INFORMATION EXAMPLE

For example, your non-cluster installation has a domain named UtilityA.com, and cgnmsl as the hostname with an FQDN of
cgmsl.UtilityA.com. You would email ask-cgnms-pm@cisco.com and include the FQDN, cgms1.UtilityA.com.

In acluster deployment with one or moreloT FND servers and aload balancer with the FQDN of loadbal ancer-vip, which directstraffic to
the cgnms-main or cnms-dr cluster (DR installations). You would email ask-cgnms-pm@cisco.com and include the FQDN,
loadbal ancer-vip.UtilityA.com.

System Requirements

Table 1 lists the required hardware and software versions associated with this release.

Note: For alarge scale system, refer to Table 2 and Table 3 for scale requirements.

Tablel Minimum Hardware and Software Requirementsfor Cisco loT FND and Supporting Systems

Component Minimum Hardware Requirement Minimum Software Release
Cisco IoT FND application server (or B Processor: B Red Hat Enterprise Linux 6.4 and above,
comparable system that meets the _ 64-bit with all packagesinstalled (software
minimum hardware and software — Intel Xeon x5680 2.27 GHz (64-hit) development and web server)
reguirements)

— 4CPUs See Table 3 on page 26 for suggested

) application server resource alocation
— RAM:16GB profiles.
W Disk space: 100 GB B Internet connection

B Hardware Security Module (HSM) or

_ When you access |oT FND from a client
Software Security Module (SSM)

browser, the browser connects to the
Internet to download the necessary data
files from the GIS maps provider.

B Alicenseto use SafeNet for mesh endpoint
security

Note: loT FND software bundle includes the
required Java version.

Cisco loT FND TPS proxy H  Processor: B Red Hat Enterprise Linux 6.4 and above
with all packages installed (software
— 2CPUs B |nternet connection
H RAM:4GB Note: 10T FND software bundle includes

required Java version.

B Disk space: 25 GB

22




Installing Cisco 0T FND

Tablel

Minimum Hardware and Software Requirementsfor Cisco 10T FND and Supporting Systems (continued)

Component

Minimum Hardware Requirement

Minimum Software Release

Database server for |oT FND

Scalable to 25 routers/10,000 endpoints
with minimum hardware requirement. See
Resource Management Guidelines for
additional scale sizes.

B Processor:

— Intel Xeon x5680 3.33 GHz (64-bit)
m 2CPUs
B RAM: 16 GB

B Disk space: 100 GB (120 GB when
installing Oracle 12c)

Note: 10T FND 3.2.x supportsboth of the Oracle
releases listed below.

B Oracle Database 12c Enterprise Edition
Release 12.1.0.2.0 - 64bit Production (with
Patch 20830993)

B Oracle 119 Enterprise Edition (11.2.0.3
64-bit version only)

Note: Before installing Oracle, install the
Linux packagesreferenced in Installing the
Linux Packages Required for Installing
Oracle.

See Table 2 on page 26 for suggested
Oracle Database server resource allocation
profiles.

B Red Hat Linux 6.4 and above, 64-bit with
all packagesinstalled (software
development and web server)

Cisco loT FND Client

The client must meet the following minimum
reguirements to connect to the loT FND
application server and view loT FND displays:

B Windows 7 or Win2000 R2 Server
H RAM:8GB
B Processor: 2 GHz

B Resolution: 1024 x 768

B Adobe Flash Version 9.0.115 or later
(required for viewing charts)

B Supported browsers:
— Internet Explorer (IE): 11.0
— MozillaFirefox: 3.5 or higher

—  Windows 7 works with |IE 11.0

Cisco Network Registrar (CNR)
(used as a DHCP server)

Server must have the following minimum
requirements:

B Freedisk space: 146 GB

®  RAM: 4 GB (smdl network), 8 GB
(average network), 16 GB (large network)

B Harddrives:

—  SATA driveswith 7500 RPM drive >
500 |eases/second

or

— SASdriveswith 15K RPM drive >
1000 leases/second

The following software environment must exist
before installing Cisco Network Registrar,
software release 8.2 on the server:

B Operating System: Windows Server 2000

B Development Kit (JDK) Java SE Runtime
Environment (JRE)
8.0 (1.8.0_65-b17) or equivaent Java
Development Kit (JDK).

B User interfaces: Web browser and
command-line interface (CLI) (Browser
versions listed below):

— Internet Explorer (IE) 11.0, Mozilla
Firefox 3.0 or later

B CNRlicense. Contact your Cisco partner
for the necessary license.
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Tablel

Minimum Hardware and Software Requirementsfor Cisco 10T FND and Supporting Systems (continued)

Component

Minimum Hardware Requirement

Minimum Software Release

10T Device Manager (I0T-DM or Device
Manager)

The laptop running Device Manager must have

the following:

B Microsoft Windows 7 Enterprise

B 2 GHz or faster processor recommended

B 1 GB RAM minimum (for potential large
log file processing)

B WiFi or Ethernet interface

B 4GB disk storage space

B Windowslogin enabled

B Utility-signed Certificate Authority (CA)
and Client Certificate for router
authentication (obtained from your IT
department)

B Customer-specific I T security hardening

to keep the Device Manager |aptop secure

B Vesion5.0.0.16

Cisco 1000 Series Connected Grid Router

B CiscolOS Release 15.6.3M1b

Cisco CG-OS Release CG4(5)

Cisco ISR 800 Series Integrated Services
Routers (C800)

Cisco IOS Release 15.6.3M 1

Cisco 800 Series Access Points (AP800)

B AP802: ap802-k9w7-tar.153-3.JBB.tar

B AP803: aplg3-kOw7-tar.153-3.JBB2.tar

Cisco 800 Series Industrial Integrated
Services Routers (IR800)

Cisco |0S Release 15.6.3M 1b

Cisco 3900 Series Integrated Service
Router (ISR)

B Cisco |OS Release 15.4(3)M

B Cisco |OS Release 15.4(2)T

Cisco ASR 1001 or 1002 Aggregation
Services Router (ASR) serving asa
head-end router

Cisco |OS XE Release 3.17.02.S for Flex
tunnels (10S)

B Cisco lOS XE Release 3.11S for Point to
Point tunnels (CG-0S)

Cisco 500 Series Wireless Personal Area
Network (WPAN) Industrial Routers
(IR500)

B Cisco IR509, DA Gateway device:
Firmware version 5.6.10

B Cisco IR529, Range Extender: Firmware
version 5.6.10

Note: ASRs and |SRs with different releases can co-exist on the network.

Cisco Connected Grid CG-Mesh Module
and supported endpoints

B Firmwareversion 5.6.10
when communicating with
CGR 1000s or Cisco ASRs and the
minimum Cisco 10S software versions
recommended for these routersin these
release notes
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Tablel

Minimum Hardware and Software Requirementsfor Cisco 10T FND and Supporting Systems (continued)

Component

Minimum Hardware Requirement

Minimum Software Release

Cisco Connected Grid RF Mesh endpoints

B Firmware version 5.6.10 when
communicating with IR500

Long Range Wide Area Network
(LoRAWAN) Interface Module for Cisco
800 Series Industrial Integrated Services
Routers (IR800)

B Ciscol0S15.6.3M1b

Hardware Security Module (HSM)

Luna SA appliance, with client software
installed on the |oT FND application servers

Luna SA appliance:
B Release 6.10.2 firmware

Note: Contact SafeNet to determineif you
can run a higher version.

B Release 5.4.7-1 software, plus security
patches

Luna SA client software:

Release 5.4.7-1 software

Software Security Module (SSM)

H RAM:8GB

B Processor: 2 GHz

B 2CPUs

B RedHat EnterpriseLinux 6.4 or 7.1, 64-bit
with all packages installed (software
development and web server)

Note: If deploying aloT FND server cluster, all nodes in the cluster should run on similar hardware. Additionally, all nodes must run the

same version of 10T FND.

Resource Management Guidelines

Virtual machine configuration workload characterization isimportant. When using multiple VMs on the same physical host, allocate
resources so that individual VMs do not impact the performance of other VMs. For example, to allocate 4 VMs on a 8-CPU host, do not
allocate all 8 CPUs to ensure that one (or more) VM does not use all resources.

Table 2 on page 26 lists example Oracle database server usage profiles for important resource parameters such as CPU, memory, and disk

space.

Note: Please note the following with respect to Table 2, when you install the IOTFND SKU (R-IOTFND-V-K9) that has Oracle bundled
into the Virtual Machine (VM), the maximum number of supported routers is 1000 and the maximum number of endpoints supported is

250,000.
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Table2 Oracle DB Server Hardware Requirements Example Profiles
Nodes CPU Memory Disk Space (GB)
(Routers/Endpoints) (Virtual Cores) (RAM GB)
25/10,000 2 16 100
50/50,000 4 16 200
500/500,000 8 32 500
1,000/1,000,000 12 48 1000
2,000/2,000,000 16 64 1000
5,000/5,000,000 20 96 1000

Table 3 on page 26 listsexample 10T FND Application server usage profiles for important resource parameters such as CPU, memory, and

disk space.

Table 3 Application Server Hardware Requirements Example Profiles
Nodes CPU Memory Disk Space (GB)
(Routers/Endpoints) (Virtual Cores) (RAM GB)
25/10,000 2 16 100
50/50,000 4 16 200
500/500,000 4 16 250
1,000/1,000,000 8 16 250
2,000/2,000,000" 8 16 500
5,000/5,000,000! 8 16 500

1. Clustered installations.

Note: We strongly recommend RAID 10 for all deployments.

For Router Only Deployments
Information in Table 4 and Table 5 applies to Router Only deployments.

Table 4 Application Server Har dware Requirements Example Profile For Routersand LoRa Modules
Nodes CPU Memory Disk Space (GB)
(IR800/LoRa modules) (Virtual Cores) (RAM GB)
10,000/30,000 4 24 100

Table5 Database Server Hardware Requirements Example Profile For Routersand LoRa Modules
Nodes CPU Memory Disk Space (GB)
(IR800/LoRa modules) (Virtual Cores) (RAM GB)
10,000/30,000 6 32 500

Obtaining 10T FND and CNR Licenses

B Contact your Cisco partner to obtain the necessary licensesto use [oT FND and CNR.

26




Installing Cisco 0T FND

B Obtain alicenseto use SafeNet as your HSM for mesh endpoint security.

Installing the Linux Packages Required for Installing Oracle
Install these packagesin this order before you install the Oracle database:
1. libaio-devel-0.3.106-5.i386.rpm
2. libaio-devel-0.3.106-5.x86_64.rpm
3. sysstat-7.0.2-11.el5.x86_64.rpm
4. unixODBC-libs-2.2.11-10.€l5.i386.rpm
5. unixODBC-libs-2.2.11-10.el5.x86_64.rpm
6. unixODBC-2.2.11-10.€l5.i386.rpm
7. unixODBC-2.2.11-10.e15.x86_64.rpm
8. unixODBC-devel-2.2.11-10.el5.i386.rpm

9. unixODBC-devel-2.2.11-10.615.x86_64.rpm

Obtaining IoT FND RPM Packages

Before you install and set up your 10T FND system, ensure that you have the following packages:

RPM Package Description

cgms-version_number.x86_64.rpm ContainstheloT FND installer. Thisisthe main RPM that containsthe 0T FND
application server itself. Install this package on the 10T FND application servers.

cgms-oracle-version_number.x86_64.rpm Contains the scripts and tools to create the |loT FND Oracle database. This
package contains the Oracle database template and management scripts. Install
this package on the |oT FND database server system.

cgms-tools-version_number.x86_64.rpm Contains afew optional command-linetools. If needed, install this package on
the system running the 10T FND application server.

cgms-ssm-version_number.x86_64.rpm Contains the Software Security Module (SSM). Install this package on the
system running the IoT FND application server.

cgms-tpsproxy-version_number.x86_64.rpm Contains the TPS proxy application. Install this package on the loT FND TPS
proxy system.

Configuring NTP Service

Configure all RHEL servers (including al serversthat run 10T FND) in your 10T FND deployment to have their NTP service enabled and
configured to use the same time servers as the rest of the system.

Caution: Before certificates are generated, synchronize the clocks of all system components.
To configure NTP on your RHEL servers:
1. Configure the /etc/ntp.conf file.
For example:

cat /etc/ntp.conf
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# Use the same NTP servers on all our Connected Grid systems.
server 0.ntp.example.com
server l.ntp.example.com
server 2.ntp.example.com

2. Restart the NTP daemon and ensure that it is set to run at boot time.

service ntpd restart
chkconfig ntpd on

3. Check the configuration changes by checking the status of the NTP daemon.

This example shows that the system at 192.0.2.1 is configured to be alocal NTP server. This server synchronizesitstime using the NTP

server at 10.0.0.0.
# ntpqg -p
remote refid st t when poll reach delay offset Jjitter
*192.0.2.1 198.51.100.1 3 u 309 1024 377 0.694 0.899 0.435
LOCAL(0) .LOCL. 10 1 36 64 377 0.000 0.000 0.001

For information about configuring NTP on RHEL servers, refer to RHEL documentation.

loT FND Installation Overview
Complete the following proceduresto install [oT FND:
1. Installing and Setting Up the loT FND Database.
2. Installing and Setting Up loT FND.

3. Installing and Configuring the loT FND TPS Proxy.

Installing and Setting Up the loT FND Database

Complete the following procedures to finish your IoT FND installation:
B |nstdlation and Setup Overview

B Downloading and Unpacking Oracle Database

B Running the Oracle Database Installer

B Setting Up the loT FND Database

B Additional 10T FND Database Topics

Installation and Setup Overview

The following topics provide an overview of 10T FND deployment:
B Single-Server Deployment

B High Availability Deployment
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Single-Server Deployment
Toinstall and set up 10T FND database for a single-server database deployment:
1. Log in to the database server.
2. Downloading and Unpacking Oracle Database.
3. Running the Oracle Database Installer.

4. Setting Up the loT FND Database.

High Availability Deployment
Toinstall and set up 10T FND database for HA:

1. Loginto the primary 10T FND database server.
2. Downloading and Unpacking Oracle Database.
3. Running the Oracle Database Installer.

4. Log in to the standby database server.

5. Downloading and Unpacking Oracle Database.
6. Running the Oracle Database Installer.

7. Setting Up 0T FND Database for HA.

Downloading and Unpacking Oracle Database
To download the Oracle database:
1. Login to your server asroot.

2. Download Oracle 11g Enterprise Edition (11.2.0.3 64-bit) or Oraclel2c Enterprise Edition Release 12.1.0.2.0 - 64bit Production (with
Patch 20830993).

3. To avoid display-related errors when installing the Oracle Database software, as root run this command:
# xhost + local:oracle
4. Create the oracle user and dba group:

# groupadd dba
# adduser -d /home/oracle -g dba -s /bin/bash oracle

5. Unpack the Oracle Database zip archives.

pl0404530_112030_Linux-x86-64_1lof7.zip
pl0404530 112030 Linux-x86-64 20f7.zip
pl0404530_ 112030 _Linux-x86-64_ 30f7.zip
pl10404530_112030_Linux-x86-64_40f7.zip
pl0404530 112030 Linux-x86-64 50f7.zip
pl0404530_ 112030 _Linux-x86-64_60f7.zip
pl10404530_112030_Linux-x86-64_70f7.zip

29



Installing Cisco 0T FND

Running the Oracle Database Installer

Note: Before running the Oracle installer, disable the firewall.

Toinstall the Oracle database:

1

10.

1.

Switch to user oracle and run the Oracle database installer:

# su - oracle
# setenv DISPLAY <desktop>
# path to DB installation folder/database/runInstaller

. Click Yes, and then click Next.

. Click Install database software only, and then click Next.

. Click Singleinstance database installation, and then click Next.

. Select English as the language in which the database runs, and then click Next.

. Click Enter prise Edition (4.29GB (Oracle 11g) or 6.4GB (Oraclel2c), and then click Next.

. Select the following two default installation values, Oracle Base and Software Location (11.2.0 or 12.1.0), and then click Next.

B Oracle Base—/home/oracle/app/oracle
B Software Location—/home/or acle/app/or acle/product/11.2.0/dbhome_1
B Software Location—/home/or acle/app/or acle/product/12.1.0/dbhome_1

Later you will create the environment variables ORACLE_BASE and ORACLE_HOME based on the values of the Oracle Base and
Software Location properties.

. Onthe Create I nventory page, keep the default values, and then click Next.

B Inventory Directory—/home/or acle/app/oral nventory

B oranventory_Group Name—dba

. Onthe Privileged Operating System Groups page, keep the default values, and then click Next.

B Database Administrator (OSDBA) group—dba

B Database Operator (OSOPER) group—dba

Database Backup and Recovery (OSBACKUPDBA) group—dba (12¢ only)

B Data Guard administrative (OSDGDBA) group—dba (12c only)

B Encryption Key Management administrative (OSKMDBA) group—dba (12c only)

(optional) On the Perform Prerequisite Checks page, install any required software or run supplied scripts.

The installer might require the installation of additional software based on your system kernel settings, and may also instruct you to
run scripts to configure your system and compl ete the database installation.

Note: If no missing packages are noted or you see the message “ Thisis a prerequisite condition to test whether the package “ksh” is
available on the system, check the I gnore All box.

After installing any missing packages, click Fix & Check Again.

Keep doing this until all requirements are met.
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Caution: Do not ignore errors on this page. If there are errors during database installation, 10T FND may not function properly.
12. Click Next.
13. Onthe Summary page, verify the database settings, and then click Finish (11g) or Install (12c) to start the installation process.
14. At the prompts, run the supplied configuration scripts.

Because the installer runs as the user oracle, it cannot perform certain install ation operations that require root privileges. For these
operations, you will be prompted to run scripts to complete the installation process. When prompted, open atermina window and run
the scripts as root.

15. If theinstallation succeeds, click Close on the Finish page.

Note: If performing anew installation of Oracle 12c or upgrading from Oracle 11g, you must install the Oracle 12¢ Patch 20830993.
Go to (Mandatory) Installing 12¢ Patch.

(Mandatory) Installing 12c Patch
For all new Oracle 12c database installations and all Oracle 11g upgrades, you must install the 12¢ patch.
To ingtall the patch:
1. Stop loT FND application if running.
2. Stop Oracle service if running.

3. Run the following commands to verify inventory of installed Oracle software components and patches. No patches applied at this
stage. The following displays at the end: There are no interim patches installed in this Oracle Home.

/home/oracle/app/oracle/product/12.1.0/dbhome_1/OPatch/opatch lsinventory -details

Oracle Interim Patch Installer version 12.1.0.1.3
Copyright (c) 2016, Oracle Corporation. All rights reserved.

Oracle Home : /home/oracle/app/oracle/product/12.1.0/dbhome 1

Central Inventory : /home/oracle/app/oralnventory from
/home/oracle/app/oracle/product/12.1.0/dbhome_1/oralnst.loc

OPatch version : 12.1.0.1.3

OUI version : 12.1.0.2.0

Log file location

: /home/oracle/app/oracle/product/12.1.0/dbhome 1/cfgtoollogs/opatch/opatch2016-02-25 10-37-50AM 1.log

Lsinventory Output file location :
/home/oracle/app/oracle/product/12.1.0/dbhome 1/cfgtoollogs/opatch/lsinv/lsinventory2016-02-25 10-37-50
AM. txt

Installed Top-level Products (1):

Oracle Database 12c 12.1.0.2.0
There are 1 products installed in this Oracle Home.

Installed Products (135):

Assistant Common Files 12.1.0.2.0
Buildtools Common Files 12.1.0.2.0
Cluster Verification Utility Common Files 12.1.0.2.0
Database Configuration and Upgrade Assistants 12.1.0.2.0
Database Migration Assistant for Unicode 12.1.0.2.0
Database SQL Scripts 12.1.0.2.0
Database Workspace Manager 12.1.0.2.0
DB TOOLS Listener 12.1.0.2.0
Deinstallation Tool 12.1.0.2.0

31



Installing Cisco 0T FND

Enterprise Edition Options
Expat libraries

Generic Connectivity Common Files
Hadoopcore Component

HAS Common Files

HAS Files for DB
Installation Common Files
Installation Plugin Files
Installer SDK Component
Accelerator (COMPANION)
Java Development Kit

LDAP Required Support Files
OLAP SQL Scripts

Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle

Advanced Security

Application Express

Bali Share

Call Interface (OCI)

Clusterware RDBMS Files

Configuration Manager

Configuration Manager Client
Configuration Manager Deconfiguration
Containers for Java

Context Companion

Core Required Support Files

Core Required Support Files for Core DB
Core XML Development Kit

Data Mining RDBMS Files

Database 12c

Database 12c

Database 12c Multimedia Files
Database Deconfiguration

Database Gateway for ODBC

Database Plugin for Oracle Virtual Assembly Builder

Database User Interface
Database Utilities

Database Vault option

DBCA Deconfiguration

Extended Windowing Toolkit
Globalization Support
Globalization Support
Globalization Support For Core
Help for Java

Help Share Library

Ice Browser

Internet Directory Client

Java Client

Java Layout Engine

JDBC Server Support Package
JDBC/0OCI Instant Client
JDBC/THIN Interfaces

JFC Extended Windowing Toolkit
JVM

JVM For Core

Label Security

LDAP administration

Locale Builder

Message Gateway Common Files
Multimedia

Multimedia Client Option
Multimedia Java Advanced Imaging
Multimedia Locator

Multimedia Locator Java Required Support Files
Multimedia Locator RDBMS Files
Net

Net Java Required Support Files
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Oracle Net Listener

Oracle Net Required Support Files
Oracle Net Services

Oracle Netca Client

Oracle Notification Service

Oracle Notification Service (eONS)
Oracle Notification Service for Instant Client
Oracle ODBC Driver

Oracle ODBC Driverfor Instant Client
Oracle OLAP

Oracle OLAP API

Oracle OLAP RDBMS Files

Oracle One-Off Patch Installer

Oracle Partitioning

Oracle Programmer

Oracle Quality of Service Management (Client)
Oracle R Enterprise Server Files
Oracle RAC Deconfiguration

Oracle RAC Required Support Files-HAS
Oracle Real Application Testing
Oracle Recovery Manager

Oracle Security Developer Tools
Oracle Spatial and Graph

Oracle SQL Developer

Oracle Starter Database

Oracle Text

Oracle Text ATG Language Support Files
Oracle Text for Core

Oracle Text Required Support Files
Oracle Universal Connection Pool
Oracle Universal Installer

Oracle USM Deconfiguration

Oracle Wallet Manager

Oracle XML Development Kit

Oracle XML Query
oracle.swd.oui.core.min

Parser Generator Required Support Files
Perl Interpreter

Perl Modules

PL/SQL

PL/SQL Embedded Gateway

Platform Required Support Files
Precompiler Common Files

Precompiler Common Files for Core
Precompiler Required Support Files
Precompilers

RDBMS Required Support Files

RDBMS Required Support Files for Instant Client
RDBMS Required Support Files Runtime
Required Support Files

Sample Schema Data

Secure Socket Layer

SQL*Plus

SQL*Plus Files for Instant Client
SQL*Plus Required Support Files

SQLJ Runtime

SSL Required Support Files for InstantClient
Tracle File Analyzer

XDK Required Support Files

XML Parser for Java

XML Parser for Oracle JVM

There are 135 products installed in this Oracle Home.
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There are no Interim patches installed in this Oracle Home.

4. Apply the patch.
a. Onthe database machine. Copy the patch file: *p20830993 121020 Linux-x86-64.zip”
b. Runaprerequisite check. It should pass.
$ cd /home/oracle/patches/20830993/
$ /home/oracle/app/oracle/product/12.1.0/dbhome_1/OPatch/opatch prereqg
CheckConflictAgainstOHWithDetail -ph ./
Oracle Interim Patch Installer version 12.1.0.1.3

Copyright (c) 2016, Oracle Corporation. All rights reserved.

PREREQ session

Oracle Home : /home/oracle/app/oracle/product/12.1.0/dbhome 1
Central Inventory : /home/oracle/app/oralnventory

from : /home/oracle/app/oracle/product/12.1.0/dbhome 1/oralnst.loc
OPatch version :12.1.0.1.3

OUI version :12.1.0.2.0
Log file location :/home/oracle/app/oracle/product/12.1.0/dbhome 1/cfgtool
logs/opatch/opatch2016-02-25 10-48-48AM 1.log

Invoking prereq "checkconflictagainstohwithdetail"
Prereq "checkConflictAgainstOHWithDetail" passed.
OPatch succeeded.

c. Apply the patch.

$ /home/oracle/app/oracle/product/12.1.0/dbhome_1/OPatch/opatch apply
Oracle Interim Patch Installer version 12.1.0.1.3
Copyright (c) 2016, Oracle Corporation. All rights reserved.

Oracle Home : /home/oracle/app/oracle/product/12.1.0/dbhome 1
Central Inventory : /home/oracle/app/oralnventory from :
/home/oracle/app/oracle/product/12.1.0/dbhome_1/oralnst.loc

OPatch version : 12.1.0.1.3

OUI version : 12.1.0.2.0

Log file location:

/home/oracle/app/oracle/product/12.1.0/dbhome 1/cfgtoollogs/opatch/20830993 Feb 25 2016 10 53 25/ap
ply2016-02-25_10-53-25AM 1.log

Applying interim patch '20830993' to OH '/home/oracle/app/oracle/product/12.1.0/dbhome 1'
Verifying environment and performing prerequisite checks...
All checks passed.

Please shutdown Oracle instances running out of this ORACLE HOME on the local system.
(Oracle Home = '/home/oracle/app/oracle/product/12.1.0/dbhome 1")

Is the local system ready for patching? [y|n]
Y

User Responded with: Y

Backing up files...

Patching component oracle.rdbms, 12.1.0.2.0...

Verifying the update...

Patch 20830993 successfully applied

Log file location:/home/oracle/app/oracle/product/12.1.0/dbhome 1/cfgtoollogs/opatch/
20830993 Feb 25 2016_10 53 25/apply2016-02-25_10-53-25AM 1.log
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OPatch succeeded.
d. Run Opatch utility to verify that the patch is now recognized. Notice the mention of "Interim Patch" at the end of following output.
$ /home/oracle/app/oracle/product/12.1.0/dbhome 1/OPatch/opatch lsinventory -details

Oracle Interim Patch Installer version 12.1.0.1.3
Copyright (c) 2016, Oracle Corporation. All rights reserved.

Oracle Home : /home/oracle/app/oracle/product/12.1.0/dbhome 1
Central Inventory : /home/oracle/app/oralnventory
from : /home/oracle/app/oracle/product/12.1.0/dbhome 1/oralnst.loc
OPatch version :12.1.0.1.3
OUI version :12.1.0.2.0

Log file location
/home/oracle/app/oracle/product/12.1.0/dbhome_1/cfgtoollogs/opatch/opatch2016-02-25 11-05-19AM 1.1lo
g

Lsinventory Output file location
/home/oracle/app/oracle/product/12.1.0/dbhome_1/cfgtoollogs/opatch/lsinv/lsinventory2016-02-25 11-0
5-19AM. txt

Installed Top-level Products (1):
Oracle Database 12c 12.1.0.2.0
There are 1 products installed in this Oracle Home.

Installed Products (135):

Assistant Common Files 12.1.0.2.0
Buildtools Common Files 12.1.0.2.0
Cluster Verification Utility Common Files 12.1.0.2.0
Database Configuration and Upgrade Assistants 12.1.0.2.0
Database Migration Assistant for Unicode 12.1.0.2.0
Database SQL Scripts 12.1.0.2.0
Database Workspace Manager 12.1.0.2.0
DB TOOLS Listener 12.1.0.2.0
Deinstallation Tool 12.1.0.2.0
Enterprise Edition Options 12.1.0.2.0
Expat libraries 2.0.1.0.2
Generic Connectivity Common Files 12.1.0.2.0
Hadoopcore Component 12.1.0.2.0
HAS Common Files 12.1.0.2.0
HAS Files for DB 12.1.0.2.0
Installation Common Files 12.1.0.2.0
Installation Plugin Files 12.1.0.2.0
Installer SDK Component 12.1.0.2.0
JAccelerator (COMPANION) 12.1.0.2.0
Java Development Kit 1.6.0.75.0
LDAP Required Support Files 12.1.0.2.0
LAP SQL Scripts 12.1.0.2.0
Oracle Advanced Security 12.1.0.2.0
Oracle Application Express 12.1.0.2.0
Oracle Bali Share 11.1.1.6.0
Oracle Call Interface (OCI) 12.1.0.2.0
Oracle Clusterware RDBMS Files 12.1.0.2.0
Oracle Configuration Manager 10.3.8.1.1
Oracle Configuration Manager Client 10.3.2.1.0
Oracle Configuration Manager Deconfiguration 10.3.1.0.0
Oracle Containers for Java 12.1.0.2.0
Oracle Context Companion 12.1.0.2.0
Oracle Core Required Support Files 12.1.0.2.0
Oracle Core Required Support Files for Core DB 12.1.0.2.0
Oracle Core XML Development Kit 12.1.0.2.0
Oracle Data Mining RDBMS Files 12.1.0.2.0
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Oracle Text for Core 12.1.0.2.0
Oracle Text Required Support Files 12.1.0.2.0
Oracle Universal Connection Pool 12.1.0.2.0
Oracle Universal Installer 12.1.0.2.0
Oracle USM Deconfiguration 12.1.0.2.0
Oracle Wallet Manager 12.1.0.2.0
Oracle XML Development Kit 12.1.0.2.0
Oracle XML Query 12.1.0.2.0
oracle.swd.oui.core.min 12.1.0.2.0
Parser Generator Required Support Files 12.1.0.2.0
Perl Interpreter 5.14.1.0.0
Perl Modules 5.14.1.0.0
PL/SQL 12.1.0.2.0
PL/SQL Embedded Gateway 12.1.0.2.0
Platform Required Support Files 12.1.0.2.0
Precompiler Common Files 12.1.0.2.0
Precompiler Common Files for Core 12.1.0.2.0
Precompiler Required Support Files 12.1.0.2.0
Precompilers 12.1.0.2.0
RDBMS Required Support Files 12.1.0.2.0
RDBMS Required Support Files for Instant Client 12.1.0.2.0
RDBMS Required Support Files Runtime 12.1.0.2.0
Required Support Files 12.1.0.2.0
Sample Schema Data 12.1.0.2.0
Secure Socket Layer 12.1.0.2.0
SQL*Plus 12.1.0.2.0
SQL*Plus Files for Instant Client 12.1.0.2.0
SQL*Plus Required Support Files 12.1.0.2.0
SQLJ Runtime 12.1.0.2.0
SSL Required Support Files for InstantClient 12.1.0.2.0
Tracle File Analyzer 12.1.0.2.0
XDK Required Support Files 12.1.0.2.0
XML Parser for Java 12.1.0.2.0
XML Parser for Oracle JVM 12.1.0.2.0

There are 135 products installed in this Oracle Home.
Interim patches (1)

Patch 20830993 : applied on Thu Feb 25 10:53:50 PST 2016
Unique Patch ID: 18912657
Created on 13 May 2015, 00:37:38 hrs PST8PDT
Bugs fixed: 20830993
Files Touched:
/gksvc.o --> ORACLE_HOME/lib/libserverl2.a
ins_rdbms.mk --> ORACLE_HOME/rdbms/lib/ioracle
Patch Location in Inventory:
/home/oracle/app/oracle/product/12.1.0/dbhome_1/inventory/oneoffs/20830993
Patch Location in Storage area:
/home/oracle/app/oracle/product/12.1.0/dbhome_1/.patch_storage/20830993 May 13 2015 _00_37_38

Process complete.

Continue to Setting Up the 0T FND Database

Setting Up the loT FND Database
Complete the following procedures to set up the 10T FND database:
B |oT FND Database Setup Overview

B Defining Oracle Database Environment Variables

37



Installing Cisco 0T FND

B Instdling loT FND Oracle Database Scripts

B Creating the loT FND Oracle Database

B Starting the loT FND Oracle Database

loT FND Database Setup Overview
To set up the loT FND database:

1. Defining Oracle Database Environment Variables.

2. Installing 10T FND Oracle Database Scripts.

3. Creating the loT FND Oracle Database.

4. Sarting the loT FND Oracle Database.

Defining Oracle Database Environment Variables

Before installing the 10T FND Oracle database, switch to the or acle user account and define the following Oracle database environment

variables.
Table 6 Oracle Database Environment Variables
Variable Description
ORACLE_BASE Defines the path to the Oracle root directory on your system. For example:

$ export ORACLE_BASE=/home/oracle/app/oracle

If this variable is not set, the loT FND setup script displays an error.

ORACLE_HOME

Defines the path to the Oracle home of the 0T FND database. For example:

$ export ORACLE HOME=/home/oracle/app/oracle/product/11.2.0/dbhome 1

Note: Do not have any trailing backslashes in the ORACLE_HOME environment variable.

PATH

Defines the path to the Oracle binaries. For example:

$ export PATH=$PATH:$ORACLE_ HOME/bin

LD_LIBRARY_ PATH

Defines the path to the libraries. For example:

$ export LD LIBRARY PATH=$ORACLE HOME/lib:S$LD_ LIBRARY PATH

ORACLE_SID

Defines the Oracle System ID (SID).

If you are only using one database server or installing an HA deployment, set this variable on the primary database
server to cgms:

$ export ORACLE_SID=cgms
If deploying a standby database server, set this variable on the standby database server to cgms s:
$ export ORACLE SID=cgms_s

If thisvariable is not set, the loT FND setup script displays an error.
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You can set these variables manually, as shown in the following example:

On asSingle or Primary Database Server

On a Standby Database Server

$ su - oracle

$ export ORACLE BASE=/home/oracle/app/oracle

S export
ORACLE_HOME=/home/oracle/app/oracle/product/11.2.0/db
home 1

$ export PATH=$PATH:S$SORACLE_HOME/bin

S export
LDfLIBRARYiPATH=$ORACLE7HOME/lib:$LD7LIBRARY7PATH

$ export ORACLE_SID=cgms

$ su - oracle

$ export ORACLE BASE=/home/oracle/app/oracle

$ export
ORACLE_HOME=/home/oracle/app/oracle/product/11.2.0/db
home 1

$ export PATH=$PATH:S$SORACLE_HOME/bin

$ export
LDiLIBRARYiPATH=$ORACLE7HOME/lib:$LD7LIBRARY7PATH

$ export ORACLE_ SID=cgms_s

You can also use a .bashrc file to define these variables.

Installing 10T FND Oracle Database Scripts

loT FND is packaged with scripts and Oracle database templ ates.

To install the Oracle scripts on your Oracle server:

1. Login astheroot user.

2. Securely copy the loT FND Oracle script RPM to your Oracle server:

$ scp cgms-oracle-version number.x86_ 64.rpm root@oracle-machine:~
$ rpm -ivh cgms-oracle-version number.x86 64.rpm

3. Create the cgms directory and download the scripts and templatesto it:

cd $ORACLE BASE/app/oracle

mkdir cgms

cd cgms

cp -R /opt/cgms-oracle/scripts .
cp -R /opt/cgms-oracle/templates .
cp -R /opt/cgms-oracle/tools .

cd ..

chown -R oracle:dba cgms

Vr r r r Ur Ur Ur

Creating the 10T FND Oracle Database

To createtheloT FND Oracledatabasein asingle-database-server deployment, run the setupCgmsDb.sh script asthe user oracle. Thisscript

starts the Oracle Database and creates the 0T FND database.

This script creates the user cgms_dev used by 0T FND to access the database. The default password for this user account is cgms123.

The default password for the sys DBA account is cgmsDbal23.

Note: We strongly recommend that you change all default passwords. Do not use special characters such as, @, #, !, or + when using the
encryption_util.sh script. The script cannot encrypt special characters.

Note: This script might run for several minutes. To check the setup progress, run the command:

$ tail -f /tmp/cgmsdb setup.log

$ su - oracle

$ export DISPLAY=localhost:0

$ cd $ORACLE BASE/cgms/scripts
$ ./setupCgmsDb.sh

09-13-2012 10:38:07 PDT: INFO:
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09-13-2012 10:38:07 PDT: INFO: Log file: /tmp/cgmsdb_setup.log
Are you sure you want to setup CG-NMS database (y/n)? y

09-13-2012 10:38:08 PDT: INFO: User response: y

09-13-2012 10:38:08 PDT: INFO: CGMS database does not exist.
Enter new password for SYS DBA:

Re-enter new password for SYS DBA:

09-13-2012 10:38:14 PDT: INFO: User entered SYS DBA password.

Enter new password for CG-NMS database:

Re-enter new password CG-NMS database:

09-13-2012 10:38:18 PDT: INFO: User entered CG-NMS DB password.
09-13-2012 10:38:18 PDT: INFO: Stopping listener

09-13-2012 10:38:18 PDT: INFO: Listener already stopped.

09-13-2012 10:38:18 PDT: INFO: Deleting database files

09-13-2012 10:38:18 PDT: INFO: Creating listener

09-13-2012 10:38:19 PDT: INFO: Listener creation completed successfully.
09-13-2012 10:38:19 PDT: INFO: Configuring listener

09-13-2012 10:38:19 PDT: INFO: Listener successfully configured.
09-13-2012 10:38:19 PDT: INFO: Creating database. This may take a while. Please be patient
09-13-2012 10:42:55 PDT: INFO: Database creation completed successfully.
09-13-2012 10:42:55 PDT: INFO: Updating /etc/oratab

09-13-2012 10:42:55 PDT: INFO: /etc/oratab updated.

09-13-2012 10:42:55 PDT: INFO: Configuring database

09-13-2012 10:42:56 PDT: INFO: Starting listener

09-13-2012 10:42:56 PDT: INFO: Listener start completed successfully.
09-13-2012 10:42:56 PDT: INFO: Starting database configuration
09-13-2012 10:43:17 PDT: INFO: Database configuration completed successfully.
09-13-2012 10:43:17 PDT: INFO: Starting Oracle

09-13-2012 10:43:17 PDT: INFO: Starting Oracle in mount state

ORACLE instance started.

Total System Global Area 1.6836E+10 bytes

Fixed Size 2220032 bytes

Variable Size 8589934592 bytes

Database Buffers 8187281408 bytes

Redo Buffers 56487936 bytes

Database mounted.

09-13-2012 10:43:26 PDT: INFO: Opening database for read/write

Database altered.

09-13-2012 10:43:29 PDT: INFO: ========== CGMS Database Setup Completed Successfully ==========

Starting the loT FND Oracle Database

To start the 10T FND Oracle database:
1. Runthe script:
$ su - oracle
$ cd $ORACLE BASE/cgms/scripts

$ ./startOracle.sh

2. Configure acron job that starts |oT FND database at bootup by running this script:

./installOracledob.sh

Additional |oT FND Database Topics

The following procedures discuss database management:
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B Stopping the loT FND Oracle Database

B Removing the loT FND Database

B Upgrading the loT FND Database

B Changing the SYS DBA and |loT FND Database Passwords

B |oT FND Database Helper Scripts

Stopping the 10T FND Oracle Database

Typically, you do not have to stop the Oracle database during the installation procedure. However, if it becomes necessary to stop the Oracle
database, use the stop script in the scripts directory:

su - oracle

cd $ORACLE BASE/cgms/scripts
./stopOracle.sh

SQL> Database closed.

Database dismounted.
ORACLE instance shut down.

Removing the loT FND Database
Caution: The following script is destructive. Do not use this script during normal operation.
To remove the loT FND database, run this script:

cd $ORACLE BASE/cgms/scripts
./deleteCgmsDb. sh

Upgrading the 10T FND Database
To upgrade the loT FND database:
1. Add the databasefiles (atotal of 15files).

ALTER TABLESPACE USERS ADD DATAFILE '&oracle base/oradata/&sid caps/users<02 to 15>.dbf’
SIZE 5M AUTOEXTEND ON;

Thisisrequired for scaling the system.
2. Enable block-change tracking (required for incremental backup):

ALTER DATABASE ENABLE BLOCK CHANGE TRACKING USING FILE
'&oracle base/oradata/&sid_caps/rman_change track.f' REUSE;

3. Disable paralld execution:
set parallel max servers = 0 scope=both

Caution: Theincremental 10T FND backup script enables the Oracle block-change tracking feature to improve backup performance.
To take advantage of this feature, delete your |oT FND database and run the setupCgmsDb.sh script before performing the first
incremental backup. To avoid losing data, run these commands:

sglplus sys/passwordecgms as sysdba

ALTER DATABASE ENABLE BLOCK CHANGE TRACKING USING FILE

' /home/oracle/app/oracle/oradata/CGMS/rman_change track.f' REUSE;
exit;
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Changing the SY S DBA and IoT FND Database Passwords
To change default 10T FND database password for the cgms_dba user:

1. OntheloT FND server, run the setupCgms.sh script and change the password for the cgms_dba user.

Caution: The password for the |oT FND database and the cgnms_dba user password must match or 10T FND cannot access the
database.

# cd /opt/cgms/bin
# ./setupCgms.sh

Do you want to change the database password (y/n)? y

09-13-2012 17:15:07 PDT: INFO: User response: y

Enter database password:

Re-enter database password:

09-13-2012 17:15:31 PDT: INFO: Configuring database password. This may take a while. Please wait

09-13-2012 17:15:34 PDT: INFO: Database password configured.

For information about running the setupCgms.sh script, see Setting Up loT FND.
2. On the Oracle server, run the change_password.sh script and change the password for the cgms_dba user:

$ ./change password.sh
09-13-2012 10:48:32 PDT: INFO: ======== Database Password Util Started ==========
09-13-2012 10:48:32 PDT: INFO: Log file: /tmp/cgms oracle.log

Are you sure you want to change CG-NMS database password (y/n)? y
09-13-2012 10:48:33 PDT: INFO: User response: y

Enter current password for SYS DBA:

Re-enter current password for SYS DBA:

09-13-2012 10:48:41 PDT: INFO: User entered current SYS DBA password.
Enter new password for SYS DBA:

Re-enter new password for SYS DBA:

09-13-2012 10:48:54 PDT: INFO: User entered SYS DBA password.

Enter new password for CG-NMS database:
Re-enter new password CG-NMS database:

09-13-2012 10:49:03 PDT: INFO: User entered CG-NMS DB password.
User altered.

Note: Asroot, you can also use this script to change the password for the sys user (SYS DBA).

3. OntheloT FND server, run the cgms_status.sh script to verify the connection between [oT FND and the 10T FND database:

# service cgms status
09-06-2012 18:51:20 PDT: INFO: CG-NMS database server: localhost
09-06-2012 18:51:21 PDT: INFO: CG-NMS database connection verified.
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loT FND Database Helper Scripts
Table 7 describes helper 10T FND database scripts available in the SORACLE_BA SE/cgms/scripts/ directory:

Table7

loT FND Database Helper Scripts

Script

Description

change_password.sh

Usethis script to change the passwords for the database administration and 10T FND database user accounts. The
IoT FND database user account is used by 10T FND to access the database.

backup_archive log.sh

Use this script to back up the archive logs.

backupCgmsDb.sh Use this script to back up the 10T FND database. This script supports full and incremental backups.
restoreCgmsDb.sh Use this script to restore the |loT FND database from a backup.

setupCgmsDb.sh Use this script to set up [oT FND database.

startOracle.sh Use this script to start the loT FND database.

stopOracle.sh Use this script to stop the 10T FND database.

setupStandbyDb.sh (IoT FND database HA installations only) Use this script to set up the standby database server.
setupHaForPrimary.sh (IoT FND database HA installations only) Use this script to set up the primary database server.
getHaStatus.sh Run this script to verify that the database is set up for HA.

Installing and Setting Up the SSM

The Software Security Module (SSM) is alow-cost aternative to a Hardware Security Module (HSM). 10T FND uses the CSMP protocol
to communicate with meters, DA Gateway (IR500 devices), and range extenders. SSM uses CiscoJ to provide cryptographic services such
as signing and verifying CSM P messages, and CSMP K eystore management. SSM ensures Federal Information Processing Standards
(FIPS) compliance, while providing services. You install SSM on the loT FND application server or other remote server. SSM
remote-machine installations use HTTPS to securely communicate with 10T FND.

This section describes SSM installation and set up, including:

B Instaling or Upgrading the SSM Server

B Uninstalling the SSM Server

B |ntegrating SSM and loT FND

Withthe SSM server installed, configured, and started and with 10T FND configured for SSM, you can view the CSM P certificate on Admin
> Certificates > Certificate for CSMP.

Note: See Setting Up an HSM Client for information on the Hardware Security Module (HSM).

BEFORE YOU BEGIN
Ensure that the installations meets the hardware and software requirements listed in Table 1.

Installing or Upgrading the SSM Server

Toinstall the SSM server:

1. Run the cgms-ssm-<version>-<rel ease>.<architecture>.rpm rpm script:

[root@VMNMS demossm]# rpm -Uvh cgms-ssm-<version>.x86 64.rpm

Preparing.. .
1:cgms-ssm

HHHE R [100%]
HHEHH R [100%]
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2. Get the loT FND configuration details for the SSM. SSM ships with following default credentias:

ssm_csmp_keystore password: ¢iscossm
csmp aias hame: ssm_csmp

key password: ciscossm

ssm_web_keystore password: ssmweb

[root@VMNMS demossm]# cd /opt/cgms-ssm/bin/
[root@VMNMS bin]# ./ssm_setup.sh

Software Security Module Server

Generate a new keyalias with self signed certificate for CSMP
Generate a new keypair & certificate signing request for CSMP
Import a trusted certificate

Change CSMP keystore password

Print CG-NMS configuration for SSM

Change SSM server port

. Change SSM-Web keystore password

Select available options.Press any other key to exit

Enter your choice

N oUW N

3. Enter 5 at the prompt, and complete the following when prompted:

Enter current ssm_csmp_ keystore password :ciscossm
Enter alias name : ssm_csmp
Enter key password :ciscossm

security-module=ssm

ssm-host=<Replace with IPv4 address of SSM servers
ssm-port=8445

ssm-keystore-alias=ssm_csmp
ssm-keystore-password=NQ1l/zokip4gtUeUyQnUuNw==
ssm-key-password=NQ1/zokip4gtUeUyQnUuNw==

4. To connect to this SSM server, copy paste the output from 3. into the cgms.propertiesfile.
Note: You must include the IPv4 address of the interface for 10T FND to use to connect to the SSM server.

5. (Optional) Run the ssm_setup.sh script to:

Generate anew key alias with self-signed certificate for CSMP
Change SSM keystore password

Change SSM server port

Change SSM-Web keystore password

Note: If you perform any of the above operations, you must run the SSM setup script, select “ Print CG-NM S configuration for SSM,”
and copy and paste all detailsinto the cgms.propertiesfile.

6. Start the SSM server:

[root@VMNMS ~]# service ssm start
Starting Software Security Module Server: [ OK ]

Monitoring SSM Log Files

You can monitor SSM logs in /opt/cgms-ssm/log/ssm.log
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The default metrics report interval is 900 secs (15 min.), which isthe minimum valid value. Only servicing metrics are logged. If there are
no metrics to report, no messages are in the log.

You can change the metrics report interval by setting the ssm-metrics-report-interval field (in secs) in the
/opt/cgms-ssm/conf/ssm.properties file.

Note: Your SSM must server is up and running before starting the |oT FND server.

Uninstalling the SSM Server

This section presents steps to completely uninstall the SSM server, including the steps for afresh installation.
Note: Do not use this procedure for upgrades. Use the procedure in Installing or Upgrading the SSM Server.
To uninstall the SSM server:

1. Stop the SSM server:

service ssm stop
2. Copy and move the /opt/cgms-ssm/conf directory and contents to a directory outside of /opt/cgms-ssm.
3. Uninstall the cgms-ssm rpm:

rpm -& Ccgms-sSsm

Fresh installations only
4. Install anew SSM server.

5. Copy and overwrite the /opt/cgms-ssm/conf directory with the contents moved in 2..

Integrating SSM and |oT FND
Note: You must install and start the SSM server before switching to SSM.
To switch from using the Hardware Security Module (HSM) for CSMP-based messaging and use the SSM:
1. Stop loT FND.
service cgms stop
2. Run the ssm_setup.sh script on the SSM server.
3. Select option 3 to print loT FND SSM configuration.
4. Copy and paste the detailsinto the cgms.properties to connect to that SSM server.
EXAMPLE
security-module=ssm
ssm-host=127.107.155.85
ssm-port=8445
ssm-keystore-alias=ssm_csmp
ssm-keystore-password=NQ1l/zokip4gtUeUyQnUuNw==
ssm-key-password=NQ1/zokip4gtUeUyQnUuNw==

5. To set up the HSM, specify the following properties in the cgms.properties file (see also, Setting Up an HSM Client):

security-module=ssm/hsm (required; hsm : Hardware Security Module default.)
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hsm-keystore-name=testGroupl (optional; hsm partition name; testGroupl default)
hsm-keystore-password=TestPartl (optional; encrypted hsm partition password; TestPartl default)

6. Ensure that the SSM up and running and you can connect to it.

7. Start loT FND.

Installing and Setting Up loT FND
Complete the following procedures to finish your loT FND installation:
B |nstalation and Setup Overview
B Instdling loT FND
B Generating and Installing Certificates
B Setting Up loT FND
B Starting loT FND
B Checking lIoT FND Status
B Running the loT FND Database Migration Script

B Accessing theloT FND Web GUI

BEFORE YOU BEGIN
Toinstall loT FND, first obtain the loT FND installation RPM:

cgms-version number.x86_64.rpm

Note: Ensure that /etc/hosts and /etc/resolv.conf files are correctly configured on the loT FND server.

Installation and Setup Overview
These topics provide an overview of the two types of 10T FND installations:
B Single-Server Deployment

B Cluster Deployment (HA)

Single-Server Deployment
Toinstall and set up 10T FND for a single-server deployment:
1. Loginto the RHEL server that will host loT FND.
2. Installing 10T FND.
3. Setting Up 10T FND.
4. Running the loT FND Database Migration Script.
5. Checking loT FND Status.

6. Accessing theloT FND Web GUI
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Cluster Deployment (HA)

Toinstall and set up 10T FND for HA deployments, repeat the stepsin Single-Server Deployment, but only run the loT FND database

migration script once.

Installing loT FND
Toinstall the loT FND application:
1. RuntheloT FND installation RPM:
$ rpm -ivh cgms-version.x86 64.rpm
2. Verify installation and check the RPM version:

$ rpm -ga | grep -i cgms
cgms-1.0

Setting Up 10T FND

To set up 10T FND, run the setupCgms.sh script.

Note: If deploying aloT FND server cluster, the setupCgms.sh script must be run on every node in the cluster.

Caution: TheloT FND certificate encrypts data in the database. The setupCgms.sh script runs database migration, which requires access
totheloT FND certificate in the keystore. You must set up certificates must before running setupCgms.sh. The script resultsin an error if
it migrates the database and cannot access the certificate (see Generating and Installing Certificates).

Caution: Ensure that the database password entered while running the setupCgms.sh script is valid. If you enter an invalid password
multiple times, Oracle might lock your user account. You can unlock your account on the database server. For more information about
unlocking your password, see Unlocking the 10T FND Database Password.

This example uses the setupCgms.sh script to set up asingle-server [oT FND system that uses one database.

# cd /opt/cgms/bin

# ./setupCgms.sh
09-13-2012 17:10:00 PDT:
09-13-2012 17:10:00 PDT:

INFO:

Are you sure you want to setup CG-NMS
09-13-2012 17:10:02 PDT: INFO: User response:
Do you want to change the database settings
09-13-2012 17:10:05 PDT:

INFO: User response:

Enter database server IP address
09-13-2012 17:11:02 PDT:

Enter database server port
09-13-2012 17:11:07 PDT:

[1522] :

Enter database SID [cgms]:
09-13-2012 17:11:12 PDT: INFO: Database SID:

(y/n)? y

[example.com] :
INFO: Database server IP:

INFO: Database server port:

(y/n)? y

128.107.154.246
128.107.154.246

1522

cgms

Do you wish to configure another database server for this CG-NMS ?

09-13-2012 17:11:18 PDT: INFO: User response:

47

INFO: Log file: /opt/cgms/bin/../server/cgms/log/cgms_setup.log

(y/n)? n



Installing Cisco 0T FND

09-13-2012 17:11:18 PDT: INFO: Configuring database settings. This may take a
09-13-2012 17:11:19 PDT: INFO: Database settings configured.

Do you want to change the database password (y/n)? y
09-13-2012 17:15:07 PDT: INFO: User response: y

Enter database password:
Re-enter database password:

09-13-2012 17:15:31 PDT: INFO: Configuring database password. This may take a
09-13-2012 17:15:34 PDT: INFO: Database password configured.

Do you want to change the keystore password (y/n)? n
09-13-2012 17:16:18 PDT: INFO: User response: n

Do you want to change the web application 'root' user password (y/n)? n
09-13-2012 17:16:34 PDT: INFO: User response: n

Do you want to change the FTP settings (y/n)? n

09-13-2012 17:16:45 PDT: INFO: User response: n

09-13-2012 17:16:45 PDT: INFO: ========== CG-NMS Setup Completed Successfully
The setupCgms.sh script lets you configure these settings:

B Configuring Database Settings

B Configuring Database HA

B Configuring the loT FND Database Password

B Configuring the Keystore Password

B Configuring the Web root User Password

B Configuring FTPS Settings

Configuring Database Settings

To configure the database settings, the setupCgms.sh script prompts you for thisinformation:
B |Paddress of the primary 10T FND database server
B Port number of the loT FND database server

Press Enter to accept the default port number (1522).

B Database System ID (SID), which is cgms for the primary database server

while. Please wait

while. Please wait

Press Enter to accept the default SID (cgms). This SID identifies the server as the primary database server.

Do you want to change the database settings (y/n)? y
09-13-2012 17:10:05 PDT: INFO: User response: y

Enter database server IP address [example.com]: 128.107.154.246
09-13-2012 17:11:02 PDT: INFO: Database server IP: 128.107.154.246

Enter database server port [1522]:
09-13-2012 17:11:07 PDT: INFO: Database server port: 1522

Enter database SID [cgms]:
09-13-2012 17:11:12 PDT: INFO: Database SID: cgms
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Configuring Database HA
To configure the standby database settings, the setupCgms.sh script prompts you for the following information:
B |Paddress of the standby 0T FND database server
B Port number of the standby 10T FND database server
Enter 1522.
B Database System ID (SID), which is cgms for the primary database server
Enter cgms_s. This SID identifies the server as the standby database server.
Do you wish to configure another database server for this CG-NMS ? (y/n)? y
09-13-2012 17:11:18 PDT: INFO: User response: y
Enter database server IP address []: 128.107.154.20
09-13-2012 17:11:02 PDT: INFO: Database server IP: 128.107.154.20
Enter database server port []: 1522
09-13-2012 17:11:07 PDT: INFO: Database server port: 1522
Enter database SID []: cgms_s
09-13-2012 17:11:12 PDT: INFO: Database SID: cgms_s
09-13-2012 17:11:18 PDT: INFO: Configuring database settings. This may take a while. Please wait

09-13-2012 17:11:19 PDT: INFO: Database settings configured.

For information about setting up database HA, see Setting Up 1oT FND Database for HA.

Configuring the loT FND Database Password

When prompted to change the |oT FND database password, enter the password of the cgms_dba user account on the database server. If
using the default password, do not change the database password now.

Do you want to change the database password (y/n)? y
09-13-2012 17:15:07 PDT: INFO: User response: y

Enter database password:
Re-enter database password:

09-13-2012 17:15:31 PDT: INFO: Configuring database password. This may take a while. Please wait
09-13-2012 17:15:34 PDT: INFO: Database password configured.

Configuring the Keystore Password

To configure the keystore password:

Do you want to change the keystore password (y/n)? y
09-13-2012 10:21:52 PDT: INFO: User response: y

Enter keystore password: keystore password
Re-enter keystore password: keystore password

09-13-2012 10:21:59 PDT: INFO: Configuring keystore password. This may take a while. Please wait
09-13-2012 10:22:00 PDT: INFO: Keystore password configured.

Configuring the Web root User Password
To change the password of the root user account that letsyou accessthe 0T FND browser-based interface, enter y and provide the password:

Do you want to change the web application 'root' user password (y/n)? n
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09-13-2012 17:16:34 PDT: INFO: User response: n

Configuring FTPS Settings

If deploying a cluster, provide the FTPS settings required for downloading logs. FTPS securely transfers files between cluster nodes. If the
FTPS settings are not configured, you can only download logs from the loT FND node where you are currently logged in.

Do you want to change the FTP settings (y/n)? y
09-13-2012 17:16:45 PDT: INFO: User response: y

Enter FTP user password:
Re-enter FTP user password:

09-13-2012 17:16:49 PDT: INFO: Configuring FTP settings. This may take a while. Please wait ...
09-13-2012 17:16:57 PDT: INFO: FTP settings configuration completed successfully

Checking 10T FND Status
Before you can start 10T FND, check its connection to the |oT FND database by running this command:
# service cgms status
09-06-2012 18:51:20 PDT: INFO: CG-NMS database server: localhost

09-06-2012 18:51:21 PDT: INFO: CG-NMS database connection verified.

This command provides the | P address or hostname and status of the |oT FND database, and aso verifies the connection to the loT FND
database. If the connection is not verified, you cannot start [oT FND.

Running the IoT FND Database Migration Script

loT FND uses a specia database migration system that lets you quickly migrate your 10T FND database without having to perform a
database dump and restore. Each database migration creates or modifies some of the tablesin the loT FND database so that |oT FND can
keep arecord of migrations already performed.

Before launching 10T FND the first time, run the database migration script to set up the |oT FND tables in the database:

# cd /opt/cgms/bin
# ./db-migrate

Note: This script runs for afew minutes before launching loT FND for the first time. Running this script after upgrading to a new version
of loT FND takes longer depending on the amount of datain the |oT FND database.

Note: If deploying aloT FND server cluster, run the db-migrate script on only one cluster node.
The db-migrate command prompts you for the database password. The default password is cgms123.

Caution: Ensure that the password entered while running the db-migrate script is the correct password. If you enter an incorrect password
multiple times, Oracle might lock your user account. If so, you have to unlock your account on the database server. For more information
about unlocking your password, see Unlocking the 10T FND Database Password.

Accessing the loT FND Web GUI

10T FND hasasdf-signed certificate for itsWeb GUI. You must add a security exception in your browser to accessthe loT FND GUI. Once
you start loT FND, you can access its web GUI at:

https://nms_machine_|P_address/
Theinitial default usernameis root; the password isroot123.

10T FND uses the default password of root123 unless the password was changed when the setup script ran.
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For more information on the setup script, see Setting Up |oT FND.

Note: If theloT FND includes the Hardware Security Module (HSM), the Firefox browser will not connect to |oT FND. To work around
thisissue, open Firefox Preferences, navigate to Advanced, and click the Encryption tab. Under Protocols, clear the Use TL S 1.0 check
box. Reconnect to |oT FND and ensure that the page |oaded properly.

HTTPS Connections

10T FND only accepts TLSv1.2 based HTTPS connections. To accesstheloT FND GUI, you must enablethe TL Sv1.2 protocol to establish
an HTTPS connection with the loT FND.

Note: 10T FND Release 2.1.1-54 and later do not support TLSv1.0 or TLSv1.1 based connections.

First-TimeLog In
When youloginto loT FND for thefirst time, a popup window (Figure 1) prompts you to change the password.

Figurel 10T FND Initial Password Change

Hmim
Cisco

Change Password Time Zone

IoT Field Metwork Director

Change Password

User Mame: root

MHew Password: |

Canfirm
Password:

“hange Password

FPassword Policy

Note: 10T FND supports a maximum 32-character password length.

Configuring the Time Zone

To configure the time zone, follow these steps:
1. From the username drop-down menu (top right), choose Time Zone.
2. Select atime zone.
3. Click Update Time Zone.

4. Click OK.
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Changing the Sorting Order of Columns

Inall pageswhereloT FND displaysalist with column headings, you can change the sort order of columns using the Sort drop-down menu,
as shown in this example:

EID ~ | IP Address «
00173BABO03C3100 | 4| Sort Ascending

00173BABO03C3101 zl Sort Descending
00173BABO03C3102 O T ST TOTE T

285999

Filtering Lists

10T FND lets you definefilters. In the following example, typing “ro” in the Filters field of the User Name column drop-down menu lists
the active sessions for users with user names that start with “ro.” To reset thefilter, you can click the Clear Filter button.
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Inthefollowing example, typing the search string deviceType: cgmesh status: up in the Search Devicesfield lists the mesh endpoint devices
with an Up status.
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Setting User Preferences

10T FND lets you set these user preferences from the <user name> drop-down menu (top right):

U Prefarances »

Show chian on ewenls page
Show SUMMMEs COUMS 0N Bvenisissues page;
Enakle map:

Deraul 1o map wew:

. T A T Y

Show demca tyae and FURCTION O devics pEDas:
Disp ey Device Calepories on Issuss Statues bar
Soulers

Endpoinis

Head End Routers

b T T . Y

Seners

B Enablethedisplay of the Events chart on the Events page (Oper ations > Events).

B Enablethedisplay of event counts on the Events page (Oper ations > Events) and issues counts on the | ssues page (Oper ations >
Issues). The counts display in the left pane next to the event or issue status.

B Enablethedisplay of the Map View pane (Devices > Field Devices).
B Set the default display to Map View (Devices > Field Devices).

B Set the device type for issues that display on the I ssues Status bar.

Logging Out

Tolog out of 10T FND, click Log Out in the <user name> drop-down menu (top right).

loT FND CLIs
This section presents the following commands to manage |0T FND:
B Starting loT FND
B Checking lIoT FND Status
B Stopping loT FND
B |oT FND Log File Location
B |oT FND Helper Scripts
B Upgrading loT FND

B Uninstaling loT FND

Starting loT FND
To start loT FND, run this command:

service cgms start

To configure loT FND so that it runs automatically at boot time, run this command:
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chkconfig cgms on

Checking lIoT FND Status

To check 10T FND status, run this command:

service cgms status

Stopping loT FND

To stop 10T FND, run this command:
service cgms stop

Note: The application typically takes approximately 10 secondsto stop. Run ps| grep java to verify that no Java processes are running.

loT FND Log File Location
The loT FND log file (server.log) is located in the /opt/cgms/server/cgms/log directory.

loT FND Helper Scripts
Table 8 describes the helper [oT FND scriptsin the /opt/cgms/bin/ directory.

Table 8 loT FND Helper Scripts

Script Description

deinstall_cgms watchdog.sh Uninstalls the watchdog script.

install_cgms_watchdog.sh Installs the watchdog script.

mcast_test.sh Tests the communication between cluster members.
password_admin.sh Changes or resets the user password used to access 10T FND.
print_cluster_view.sh Prints cluster members.

Upgrading 10T FND

Note: It isnot necessary to stop the database during normal upgrades. All upgrades are in-place.

Note: For virtual 10T FND installations using custom security certificates, see Managing Custom Certificates before performing this
upgrade.

Caution: Run the following steps sequentially.
To upgrade the loT FND application:
1. Obtain the new [oT FND RPM.
2. Stop loT FND:
service cgms stop
Note: The application typically takes approximately 10 secondsto stop. Run ps| grep javato verify that no Java processes are running.
3. UpgradetheloT FND RPM:
rpm -Uvh new cgms rpm filename

Note: Thesefiles overwrite the filesin /opt/cgms.
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4. Run the database migrations to upgrade the database from the /opt/cgms directory:

cd /opt/cgms
bin/db-migrate

Note: You must run the db-migrate script after each upgrade.
5. When prompted, enter the database password. The default password is cgms123.
6. Start loT FND:
# service cgms start
You can also use the RHEL GUI to start the loT FND service (Admin > Server Settings > Services). For information, see the RHEL

documentation.

Uninstalling loT FND

Note: Thisdeletesal 10T FND local installation configuration settings and installation files (for example, the keystore with your
certificates).

Tip: If you planto reinstall 10T FND, copy your current keystore and certificate files to use to overwrite the keystore and certificate files
included with the install package.

To remove the loT FND application, run these commands:

# rpm -e cgms
# rm -rf /opt/cgms

Cleaning up the 10T FND Database
To clean up the 10T FND database:

1. (HA database configurations) Stop the Observer server.
2. (HA database configurations) Run the SORA CLE_BA SE/cgms/scripts/ha/del eteStandbyDb.sh script to delete the standby database.

3. (HA database configurations) Run the SORA CLE_BA SE/cgms/scripts/ha/del etePrimaryDbHa.sh script to deletethe HA configuration
from primary database.

4. Run the SORACLE_BA SE/cgms/scripts/del eteCgmsDb.sh script to delete primary database.

Installing and Configuring the loT FND TPS Proxy

Thefirst use of the optional TPS proxy istypically when a CGR sends an inbound request to initialize the portion of ZTD handled by

1oT FND. IoT FND operates behind a firewall and does not have a publicly reachable | P address. When FARs (CGRs and I SRs) contact
10T FND for thefirst time, loT FND requiresthat they use the TPS proxy. This server |lets FARs contact the loT FND application server to
request tunnel provisioning (see Managing Tunnel Provisioning).

The TPS proxy does not have its own GUI. You must edit the properties in the cgnms.properties and tpsproxy.properties-template files
for HTTPS outbound tunnel provisioning requests so that IoT FND recognizes them as requests from the TPS proxy.

After provisioning the tunnel(s), the FARs can contact 10T FND directly without using the TPS proxy. loT FND is notified of the exact
certificate subject from the proxy certificate, and then authenticates that the HTTPS inbound requests are coming from the TPS proxy.
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Setting Up the TPS Proxy

Install the cgms-tpsproxy RPM package Java application on aseparate (TPS proxy) server to act asastatelessextension of 0T FND outside
the firewall. The TPS proxy can be a Red Hat Enterprise Linux (RHEL) server (see TPS proxy system requirementsin Table 1). The
cgnms-tpsproxy application runs as a daemon on the server and requires the following configuration parameters:

B URL of theloT FND server (to forward inbound requests).
B |Paddressof the loT FND server, as part of awhitelist (approved list) for forwarding outbound requests.
Before you install the TPS proxy, obtain the TPS proxy installation package:
cgms-tpsproxy-version number.x86 64.rpm
To configure the proxy-server settings:
1. Configure a RHEL server to use as the TPS proxy.
2. Connect this RHEL server so that it can be reached while outside the firewall.
3. Configure the TPS proxy using the template file:
ssh root@tps proxy server
cd /opt/cgms-tpsproxy/conf

cp tpsproxy.properties-template tpsproxy.properties

Note: Edit the cgnms.properties and tpsproxy.properties files after running the encryption_util.sh script during loT FND TPS Proxy
Enrollment.

4. Edit the tpsproxy.properties file to add the following lines defining the inbound and outbound addresses for the |oT FND application
server:

[root@cgr-centos57 confl# cat tpsproxy.properties-template
inbound-proxy-destination=https://nms_domain name:9120
outbound-proxy-allowed-addresses=nms_ip address

cgms-keystore-password-hidden=<obfuscated password>

Note: You must edit the propertiesin the cgnms.properties and tpsproxy.properties-template files for HTTPS outbound tunnel
provisioning requests so that 0T FND recognizes them as requests from the TPS proxy.

Configuring the TPS Proxy Firewall

To configure the TPS proxy firewall:

B Setupafirewall ruleto alow HTTPS connections from the TPS proxy to the 10T FND server on port 9120 (for HTTPS inbound
requests).

B Setupafirewall ruleto alow HTTPS connections from the IoT FND server to the TPS proxy on port 9122 (for HTTPS outbound
requests).

loT FND TPS Proxy Enrollment

The enrollment process for the TPS proxy is the same as the 10T FND enrollment process. The certification authority (CA) that signs the
certificate of the 10T FND application server must also sign the certificate of the TPS proxy. The certificate of the TPS proxy isstoredin a
Java keystore and is similar to the |oT FND certificate.

For the enrolIment process, consider these scenarios:
B Freshinstalation

— If the keystore password is the same as the default password, change the default password.
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Note: We strongly recommend that you change all default passwords. Do not use special characterssuch as, @, #, !, or + asthe
encryption_util.sh script cannot encrypt special characters.

— If thekeystore password is different from default password, run the encryption_util.sh script and copy the encrypted password to
the propertiesfile.

Note: Edit the cgnms.properties and tpsproxy.properties files after running the encryption_util.sh script.
B Upgrade

Regardless of whether you are using the default password or a custom one, the upgrade process encrypts the password in the
/opt/cgms-tpsproxy/conf/tpsproxy.properties file.

For information on 10T FND enrollment, see: Generating and Exporting Certificates.
To enroll the terminal TPS proxy:

1. Createacgms_keystorefile.

2. Add your certifications to thisfile.

3. Copy thefile to the /opt/cgms-tpsproxy/conf directory.

Configuring 10T FND to Use the TPS Proxy

You must edit the properties in the cgnms.properties and tpsproxy.properties-template files for HTTPS outbound tunnel provisioning
reguests so that 10T FND recognizes them as requests from the TPS proxy. The TPS proxy logs al inbound and outbound requests.

Note: If the properties in the cgnms.properties and tpsproxy.properties-template files are not set, loT FND does not recognize the TPS
proxy, drops the forwarded request, and considers it from an unknown device.

Note: The following examples employ variable not mandatory values, and are provided as examples only.
To configure loT FND to use the TPS proxy:
1. Open an SSH connection to the 10T FND server:

ssh root@nms machine
cd /opt/cgms/server/cgms/conf/

Note: Edit the cgnms.properties and tpsproxy.properties files after running the encryption_util.sh script during [oT FND TPS Proxy
Enrollment.

2. Edit the cgms.propertiesfile to add lines identifying the TPS proxy |P address, domain name, and user subjectsin the
cgdm-tpsproxy-subject property:

Note: The cgdm-tpsproxy-subject property must match the installed TPS proxy certificate.
cgdm-tpsproxy-addr=proxy server IP address
cgdm-tpsproxy-subject=CN="common name", OU="organizational unit", O="organization", L="location",

ST="state", C="country"

Note: Use quotes around comma-separated strings.

Starting the 10T FND TPS Proxy

Start the TPS proxy after it isinstalled, configured, and enrolled.

To start the TPS proxy, run the start script:
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service tpsproxy start
The TPS proxy log fileislocated at:
/opt/cgms-tpsproxy/log/tpsproxy.log

Note: For information, see TPS Proxy Validation.

TPS Proxy Validation
The TPS proxy logs all HTTPS inbound and outbound requests in the TPS proxy log file located at /opt/cgms-tpsproxy/log/tpsproxy.log
The following entry in the TPS proxy tpsproxy.log file defines inbound requests for a CGR:

73: cgr-centos57: May 21 2014 01:05:20.513 -0700: %CGMS-6-UNSPECIFIED:

% [ch=TpsProxyServlet-49dc423f] [eid=CGR1240/K9+JAF1732ARCJ] [ip=192.168.201.5] [sev=INFO] [tid=qtp46675819-
29] : Inbound proxy request from [192.168.201.5] with client certificate subject
[CN=CGRJAF1732ARCJ.example.com, SERIALNUMBER=PID:CGR1240/K9 SN:JAF1732ARCJ]

This message entry in the TPS proxy tpsproxy.log file indicates that the TPS successfully forwarded the message to 10T FND:

74: cgr-centos57: May 21 2014 01:05:20.564 -0700: %CGMS-6-UNSPECIFIED:

% [ch=TpsProxyServlet-49dc423f] [sev=INFO] [tid=com.cisco.cgms.tpsproxy.TpsProxyServlet-49dc423£f-22]:
Completed inbound proxy request from [192.168.201.5] with client certificate subject
[CN=CGRJAF1732ARCJ.example.com, SERIALNUMBER=PID:CGR1240/K9 SN:JAF1732ARCJ]

The following entry in the loT FND server log file identifies the TPS proxy:

Request came from proxy
Using forwarded client subject (CN=cg-cgr-1, SERIALNUMBER=PID:CGR1240/K9 SN:JSJ15220047) for
authentication

The following entry in the TPS proxy tpsproxy.log file defines outbound requests:

%$CGMS-6-UNSPECIFIED: % [ch=TpsProxyOutboundHandler] [ip=192.168.205.5] [sev=INFO] [tid=qtp257798932-15]:
Outbound proxy request from [192.168.205.5] to [192.168.201.5:8443]

The following entry in the loT FND server log file identifies the HTTPS connection:

Using proxy at 192.168.201.6:9122 to send to https://192.168.201.4:8443/cgdm/mgmt commands :

Configuring IoT FND for Dual-PHY

For Dua-PHY CGRs, you must configure all Dual-PHY WPAN modul es-master and slaves-by setting the Dual-PHY parameters (see
Table 13) in the device addition file. The parameters to set in the appropriate device addition file are master WpanlInter face and
daveWpanl nterface. For ave Dual-PHY WPAN devices, you must also set the slave-mode parameter.

Note: See the Connected Grid WPAN Module for CGR 1000 Series Installation and CG-Mesh Configuration Guide (Cisco 10S) for
Dual-PHY CGR configuration information.

EXAMPLE
ThefollowinginstructsloT FND which WPAN devicesto allocate as the master interface and slave interface during the configuration push:

deviceType, eid, ip, meshPrefixConfig, meshPrefixLengthConfig, meshPanidConfig, meshAddressConfig,
dhcpV4LoopbackLink, dhcpV4TunnelLink, dhcpVéLoopbackLink, dhcpVéTunnelLink, tunnelSrcInterfacel,
tunnelHerEid, adminUsername, adminPassword, certIssuerCommonName, ipsecTunnelDestAddrl,
masterWpanInterface, slaveWpanInterface, lat, 1ng
cgrl000,CGR1240/K9+JAF1741BFQS,2.2.56.253,2319:EXTRA:BEEF:CAFE: :, 64,1233,
2319:EXTRA:BEEF:CAFE::,20.211.0.1,20.211.0.1,2001:420:7bf:7e8::1,
2001:420:7bf:7e8::1,GigabitEthernet2/1,cg-isr900,cg-nms-administrator,
OERIF+cKsLwyTOYTFAOk+NpVAAPxcIVFfoX1s0gAXVkSOAczUFT8TGOUS58ccJuhds52KXL4dtu51i1jZsQNH+
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PEQ1aIQvIGulas9wp9IMKUARYPNErXRiHEnpeH044Rfa4uSgsWXEyrVNxHyuvSefB5j6HOUA7t IQWEHDX01ig
/d0yxvEd4IYos7NzPX1INiR+Cp6bwx7dG+d9Jo+JuNxLXpi8Fo5n88usjMoXPNbyrgqvgn7SS4f+VYgXx1iyDNPOk
+70EE8uSTVeUJXe7UXkndz5CaUl 7yk94Ux0Oxamv2i1KEQxTFgw/UvrkCwPQoDM1i j PstDBXpFv8dgtA0XDGKuaRg
==,cenbursaca-cenbu-sub-ca,2.2.55.198,Wpan3/1,Wpan5/1,41.413324,-120.920315

Thefollowing isatypical template for configuring the master/slave interface on CGR WPAN modules:

interface ${device.masterWpanInterface}
no shut
ipvé address ${device.meshAddressConfig}/${device.meshPrefixLengthConfig}
ieeel54 panid ${device.meshPanidConfig}
outage-server ${device.relayDest}
exit

interface ${device.slaveWpanInterface}
no ip address
ip broadcast-address 0.0.0.0
no ip route-cache
ieeel54 beacon-async min-interval 10 max-interval 10 suppression-coefficient 0
ieeel54 ssid cisco_muruga_ dual
ieeel54 txpower 21
slave-mode 3
rpl dag-lifetime 240
rpl dio-min 21
rpl version-incr-time 240
authentication host-mode multi-auth
authentication port-control auto
ipvée dhcp relay destination global 2001:420:7BF:5F::705
dotlx pae authenticator
ieeel54 panid ${device.meshPanidConfig}
exit
end

Mesh Security Keys for Dual-PHY Devices

Note: Do not configure mesh security keys on slave WPAN devices.

With master/slave mode configured correctly in 1oT FND, loT FND automatically detects the master WPAN and sets its the mesh security
keys. When configuring an existing CGR and adding another WPAN interface, remove all mesh security keysfrom both interfaces, and then
configure master/slave mode through IoT FND. If CGRs are connected, all meters go through re-authentication.

You can remove mesh keys using the command:

mesh-security expire mesh-key interface wpan <slots>/<slot numbers>

Configuration Example

The following examples retrieve the current Dual-PHY WPAN device RPL dlot tree, RPL slot table, RPL |P route info table, and
configuration information for slots 4/1 and 3/1.

cisco-NXT-FARS#show wpan 4/1 rpl stree
————————————————————————————— WPAN RPL SLOT TREE [4] -----m-mmmmmmmmmmmmmmmme e -

[2001:RTE:RTE:64: :4]

\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:1800 // SY RF nodes
\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:1801
\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:1A00
\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:1802
\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:1803
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\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:1804
\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:1805

\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:

\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:
\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:1806
\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:1807
\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:1808
\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:1809
\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:180A
\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:180B

\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:

\--(RF )-- 2001:RTE:RTE:64:207:

\--(RF )-- 2001:RTE:RTE:64:207:

\--(RF )-- 2001:RTE:RTE:64:207:

\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:

\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:

\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:

\--(RF )-- 2001:RTE:RTE:64:207:

\--(RF )-- 2001:RTE:RTE:64:207:

\--(RF )-- 2001:RTE:RTE:64:207:

\--(RF )-- 2001:RTE:RTE:64:207:

\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:

\--(RF )-- 2001:RTE:RTE:64:207:

\--(RF )-- 2001:RTE:RTE:64:207:

\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:

\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:

\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:

\--(RF )-- 2001:RTE:RTE:64:207:

\--(RF )-- 2001:RTE:RTE:64:207:

\--(RF )-- 2001:RTE:RTE:64:207:

\--(RF )-- 2001:RTE:RTE:64:207:8108:3C:
\-- (PLC)-- 2001:RTE:RTE:64:217:3BCD:26:4E00
\--(PLC)-- 2001:RTE:RTE:64:217:3BCD:26:4E01
\-- (PLC)-- 2001:RTE:RTE:64:217:3BCD:26:4E02
\--(PLC)-- 2001:RTE:RTE:64:217:3BCD:26:4E03
\--(PLC)-- 2001:RTE:RTE:64:217:3BCD:26:4E04
\--(PLC)-- 2001:RTE:RTE:64:217:3BCD:26:4E05
\-- (PLC)-- 2001:RTE:RTE:64:217:3BCD:26:4E06
\--(PLC)-- 2001:RTE:RTE:64:217:3BCD:26:4E07

RPL SLOT TREE: Num.DataEntries

44,

Num.GraphNodes 45

cisco-NXT-FARS#ping 2001:RTE:RTE:64:217:3BCD:26:4E01
Type escape sequence to abort.

Sending 5,

Success rate is 100 percent

(5/5),

round-t

rip min/avg/max

cisco-NXT-FARS#ping 2001:RTE:RTE:64:207:8108:3C:1C00
Type escape sequence to abort.

Sending 5,

Success rate is 100 percent

cisco-NXT-FARS#

(5/5),

round-t

cisco-NXT-FARG#show wpan 4/1 rpl stable

NODE_IPADDR

2001 :RTE:RTE: 64
// SY RF nodes
2001 :RTE:RTE: 64
2001 :RTE:RTE: 64
2001 :RTE:RTE: 64

:207:8108:3C:

:207:8108:3C:
:207:8108:3C:
:207:8108:3C:

rip min/avg/max

NEXTHOP_IP
1800 2001:RTE:RTE:64::
1801 2001:RTE:RTE:64::
1802 2001 :RTE:RTE:64::
1803 2001 :RTE:RTE:64::

60

WPAN RPL ROUTE SLOT TABLE [4]

S

1A03
1A07

1A01
8108
8108
8108
1A02
1A04
1A05
8108
8108
8108
8108
1A06
8108
8108
1A08
1A09
1A0A
8108
8108
8108
1A0B

:3C:
:3C:
:3C:

:3C:
:3C:
:3C:
:3C:

:3C:
:3C:

:3C:
:3C:
:3C:

1C05
1Co06
1C07

1C03
1Co8
1C09
1CoA

1C02
1C04

1Co00
1Co1
1COB

// CY PLC nodes

= 254/266/294 ms

= 272/441/636 ms

(external 0)

100-byte ICMP Echos to 2001:RTE:RTE:64:217:3BCD:26:4E01,

100-byte ICMP Echos to 2001:RTE:RTE:64:207:8108:3C:1C00,

(RF 36)

timeout is 2 seconds:

timeout is 2 seconds:

17:

18
18
17

SSLOT LAST HEARD
49:

:14:
:14
:56

12

05

:37
:56
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2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001 :RTE:
2001:RTE:
2001 :RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001 :RTE:
2001:RTE:
2001 :RTE:
2001 :RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001 :RTE:
2001 :RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001 :RTE:
2001:RTE:
2001:RTE:

RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:

64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64

// CY PLC nodes

2001:RTE:
2001 :RTE:
2001 :RTE:
2001:RTE:
2001 :RTE:
2001 :RTE:
2001:RTE:

RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:

64
64
64
64

64
64

:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:217:

:217:
:217:
:217:
:217:
64:
:217:
:217:

217

8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108

3BCD:
3BCD:
3BCD:
3BCD:
:3BCD:
3BCD:
3BCD:

:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
3BCD:

26

26
26
26
26
26
26
26

1804
1805
1806
1807
1808
1809
180A
180B
1A00
1A01
1A02
1A03
1A04
1A05
1A06
1A07
1A08
1A09
1A0A
1A0B
1C00
1C01
1Co02
1C03
1C04
1C05
1C06
1C07
1Co8
1C09
1Co0A
1COB

:4E00

:4E01
:4E02
:4E03
:4E04
:4E05
:4E06
:4E07

2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001

2001
2001
2001
2001
2001
2001
2001

:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:

:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:

Number of Entries in WPAN RPL ROUTE SLOT TABLE:

cisco-NXT-FARS#show wpan 4/1 rpl itable

NODE_ IPADDR

2001:RTE:

// SY RF

2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:

RTE:64:207
nodes

RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207
RTE:64:207

:8108:

:8108:
:8108:
:8108:
:8108:
:8108:
:8108:
:8108:
:8108:
:8108:
:8108:
:8108:
:8108:
:8108:
:8108:
:8108:
:8108:
:8108:
:8108:

RANK VERSION

:1800

:1801
:1802
:1803
:1804
:1805
:1806
:1807
:1808
:1809
:180A
:180B
:1A00
:1A01
:1A02
:1A03
:1A04
:1A05
:1A06

835

692
776
968
699
681
744
705
811
730
926
602
948
646
948
803
858
646
858

NEXTHOP_IP
2001:RTE:RTE:64::4

FVOVRPNMREPNMNRENRERNRERREREODON

2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001
2001

:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:
:RTE:

RTE:64::
RTE:64::
RTE:64::
RTE:64::
RTE:64::
RTE:64::
RTE:64::
RTE:64::
RTE:64::
RTE:64::
RTE:64::
:207:
:207:
:207:
:207:
:207:
:207:
:207:

RTE:64
RTE: 64
RTE: 64
RTE: 64
RTE: 64
RTE:64
RTE:64

NI N SE N S I I NS

IS

RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:

RTE:
RTE:
RTE:
RTE:
RTE:
RTE:
RTE:

64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64

64::
64::
64::
64::
64::
64::
64::
64::
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
:207:
64::

64::
64::
64::
64::
64::
64::
64::

L N A

L S S R

8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108
8108

44 (external 0)

8108:3C:
8108:3C:
8108:3C:
8108:3C:
8108:3C:
8108:3C:
8108:3C:

61

WPAN RPL IPROUTE INFO TABLE [4]

ETX_P

1801
180B
180B
1805
180B
180B
180B

:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:
:3C:

1801
180B
180B
1805
180B
180B
180B
1805
180B
180B
180B
180B
1A0A
1A0A
1A06
1A05
1A06
1A01
1A01
1A01
1A05
1A05
1A05
1A0A

ETX_LRSSIR RSSIF HOPS

0

Ooocoooooooo

692
323
602
503
602
323
602

762

547
711
968
643
627
683
648
811
692
926
314
256
256
256
256
256
256
256

-67

-68
-82
-72
-71
-70
-69
-76
-68
-68
-66
-74
-73
-73
-73
-68
-65
-71
-73

-71

BWWwWwwwwwwwwwwwwwwwwwwwwwwwwwwwwwuw

L T S S R

PARENTS

1

NNDNNOMNNNERRBERRRBRR B R

MNP WNWRERERRNRERRERRRBR

17:

17
17
17
18
17
17
18

18

18

17:

18

18

18:

18

18

18
18
18
18

18:

18
18
18
18
18
18

17
18
17
18

18
18

48

:47
:49
:46
:22:
:50:
:50:
:24:
17:
:27
18:

56

04

02

24

147
:20
:49:
:21
18:
122
:24:

22

SSLOT

3

WWWwWwWwwwwowwowwowwwwww

:53
:52
:54
:38

01
02
02
00

:34
:34
03:
:25:
57:
:23
18:
17:

06
18
15

:39
:16
55:
:19
02:
:18:
18:
122
18:
:25:
:15:
124
:10:
05:
:11:
:15:
:15:
:15:
124
:21

00

:35

02
00

146

03

:03

03
05
05
02
03
03
05
04
04
03

:40

:23
:16

07

:49
: 06
:51

04
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2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:

nodes

2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:
2001:RTE:

RTE:64:207:8108:3C:1A07 979 1 2001:RTE:RTE:64:207:8108:3C:1805 627 352 -71 =73
RTE:64:207:8108:3C:1A08 646 2 2001:RTE:RTE:64:207:8108:3C:180B 390 256 -75 -70
RTE:64:207:8108:3C:1A09 948 1 2001:RTE:RTE:64:207:8108:3C:180B 602 256 -70 -69
RTE:64:207:8108:3C:1A0A 646 2 2001:RTE:RTE:64:207:8108:3C:180B 390 256 -75 -71
RTE:64:207:8108:3C:1A0B 858 1 2001:RTE:RTE:64:207:8108:3C:180B 602 256 -68 -68
RTE:64:207:8108:3C:1C00 902 2 2001:RTE:RTE:64:207:8108:3C:1A0A 646 256 -70 -74
RTE:64:207:8108:3C:1C01 902 2 2001:RTE:RTE:64:207:8108:3C:1A0A 646 256 -71 =72
RTE:64:207:8108:3C:1C02 1114 1 2001:RTE:RTE:64:207:8108:3C:1A06 858 256 -74 -73
RTE:64:207:8108:3C:1C03 1114 1 2001:RTE:RTE:64:207:8108:3C:1A05 858 256 -76 =77
RTE:64:207:8108:3C:1C04 902 2 2001:RTE:RTE:64:207:8108:3C:1A06 646 256 -75 -68
RTE:64:207:8108:3C:1C05 1114 1 2001:RTE:RTE:64:207:8108:3C:1A01 858 256 -66 -74
RTE:64:207:8108:3C:1C06 1114 1 2001:RTE:RTE:64:207:8108:3C:1A01 858 256 -74 =72
RTE:64:207:8108:3C:1C07 1114 1 2001:RTE:RTE:64:207:8108:3C:1A01 858 256 -70 -75
RTE:64:207:8108:3C:1C08 1114 1 2001:RTE:RTE:64:207:8108:3C:1A05 858 256 -74 -70
RTE:64:207:8108:3C:1C09 1114 1 2001:RTE:RTE:64:207:8108:3C:1A05 858 256 -70 -74
RTE:64:207:8108:3C:1C0A 1114 1 2001:RTE:RTE:64:207:8108:3C:1A05 858 256 -70 -69
RTE:64:207:8108:3C:1CO0B 902 2 2001:RTE:RTE:64:207:8108:3C:1A0A 646 256 -76 -74
RTE:64:217:3BCD:26:4E00 616 2 2001:RTE:RTE:64::4 0 616 118 118
RTE:64:217:3BCD:26:4E01 702 1 2001:RTE:RTE: 0 646 118 118
RTE:64:217:3BCD:26:4E02 557 2 2001:RTE:RTE: 0 557 118 118
RTE:64:217:3BCD:26:4E03 626 1 2001:RTE:RTE: 0 579 118 118
RTE:64:217:3BCD:26:4E04 609 2 2001:RTE:RTE: 0 609 118 118
RTE:64:217:3BCD:26:4E05 602 2 2001:RTE:RTE: 0 602 118 118
RTE:64:217:3BCD:26:4E06 594 2 2001:RTE:RTE: 0 594 118 118
RTE:64:217:3BCD:26:4E07 584 2 2001:RTE:RTE: 0 584 118 118

Number of Entries in WPAN RPL IPROUTE INFO TABLE: 44
cisco-NXT-FARS#

cisco-NXT-FARS#show run int wpan 4/1
Building configuration...

Current configuration : 320 bytes
!

interface Wpan4/1

no ip address

ip broadcast-address 0.0.0.0

no ip route-cache

ieeel54 beacon-async min-interval 100 max-interval 600 suppression-coefficient
ieeel54 panid 5552

ieeel54 ssid ios_far5 plc

ipv6 address 2001:RTE:RTE:64::4/64

ipvé enable

ipvé dhcp relay destination 2001:420:7BF:5F::500
end

cisco-NXT-FARS#show run int wpan 3/1
Building configuration...
Current configuration : 333 bytes

I

interface Wpan3/1

no ip address

ip broadcast-address 0.0.0.0

no ip route-cache

ieeelb4 beacon-async min-interval 120 max-interval 600 suppression-coefficient
ieeel54 panid 5551

ieeel54 ssid ios_far5_rf

slave-mode 4

ipv6 address 2001:RTE:RTE:65::5/64

ipvé enable

ipvée dhcp relay destination 2001:420:7BF:5F::500
end

Backing Up and Restoring the IoT FND Database

The following topics demonstrate how [oT FND supports both full and incremental database backups:
B Before You Begin

B Creating a Full Backup of the loT FND Database
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Scheduling a Full [oT FND Backup

Restoring aloT FND Backup

Before You Begin

Before backing up your |oT FND database:

1

2.

3.

Download and install the latest cgms-oracle-version_number.x86_64.rpm package.
Copy the scripts, templates, and tools folders from the /opt/cgms-oracle folder to the SORACLE_BA SE/cgms folder.

Set the ownership of the files and folders you copied to oracle:dba.

Creating a Full Backup of the loT FND Database

Full backups back up all the blocksfrom the datafile. Full backups are time consuming and consume more disk space and system resources
than partial backups.

10T FND lets you perform full hot backups of 10T FND database. In a hot backup, |oT FND and the |oT FND database are running during
the backup.

Note: The destination backup directory must be writable by the oracle user and have enough space for the IoT FND data.

To create a backup file of the loT FND software:

1

2.

Onthe loT FND database server, open a CLI window.
Switch to the user oracle:

su - oracle

. Change directory to the location of the loT FND backup script (backupCgmsDb.sh):

cd /home/oracle/app/oracle/cgms/scripts

. Run the backup script and specify the destination folder. For example, to store the backup data in the /home/oracle/bkp folder, enter

this command:

. /backupCgmsDb.sh full /home/oracle/bkp

08-03-2012 15:54:10 PST: INFO: ========== CGMS Database Backup Started ==========
08-03-2012 15:54:10 PST: INFO: Log file: /tmp/cgms_backup restore.log

Are you sure you want to backup CG-NMS database (y/n)? y

. Enter y to begin the backup process.

Scheduling aFull 1oT FND Backup

To schedule afull IoT FND backup to run daily at 1:00 AM (default setting):

Note: The destination backup directory must be writable by the oracle user and have enough space for the IoT FND data.

1

2.

3.

On the 0T FND database server, open a CL| window.
Switch to the user oracle:

su - oracle

Change directory to the location of the |oT FND backup script (backupCgmsDb.sh):

63
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cd /home/oracle/app/oracle/cgms/scripts

4. Run the backup script and specify the destination folder.

To change the backup scheduling interval, edit the install CgmsBackupJob.sh script before running it.
For example, to store the backup datain /home/oracle/bkp, enter this command:

./installCgmsBackupJdob.sh /home/oracle/bkp

To delete the backup job, enter these commands:

cd /home/oracle/app/oracle/cgms/scripts
./deinstallCgmsBackupJob.sh

Backing Up the loT FND Database Incrementally

Incremental backups only back up data file blocks that changed since the previous specified backup. 10T FND supports two incremental
backup levels, and an hourly log backup:

incrO-Base backup for subsequent incremental backups. Thisis similar to afull backup. For large deployments (millions of mesh
endpoints and several thousand FARS). Run incr0 backups twice a week.

incrl-Differential backup of all blocks changed sincethelast incremental backup. For large deployments (millions of mesh endpoints
and several thousand FARS), run incrl backups once a day.

Note: AnincrO backup must run before an incrl backup to establish abase for the incrl differential backup.

Hourly archivelog backup-The Oracle Database uses archived logs to record all changes made to the database. These files grow over
time and can consume alarge amount of disk space. Schedule the backup_archive_|og.sh script to run every hour. This script backs up
the database archive (.arc) log files, stores them on a different server, and deletes the source archivelog files to free space on the
database server.

Tip: Before performing any significant operation that causes many changesinthe loT FND database (for example, importing amillion
mesh endpoints or uploading firmware images to mesh endpoints), perform am incrO backup. After the operation compl etes, perform
another incrO backup, and then resume the scheduled incremental backups.

Performing an Incremental Backup

Note: The destination backup directory must be writable by the oracle user and have enough space for the IoT FND data.

To perform an incremental backup:

1. OntheloT FND database server, open a CLI window.

2. Switch to the user oracle and change directory to the location of the loT FND backup script:

su - oracle
cd /home/oracle/app/oracle/cgms/scripts

3. Runthe backup script and specify theincremental backup level and the destination folder where the backup datais stored (for example,

/homeloracle/bkp). For example, to perform an incrO backup to/home/oracle/bkp, enter the command:
. /backupCgmsDb.sh incr0 /home/oracle/bkp
To perform an incrl backup, enter the command:

. /backupCgmsDb.sh incrl /home/oracle/bkp
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Restoring aloT FND Backup

Perform database backups and restores using the scripts provided in the cgms-oracle.rpm package. If using the supplied scripts, backups

and restores only work if performed on the same Oracle database version.

Note: Backups from Oracle version 11.2.0.1 can only be restored on v11.2.0.1 if using the supplied scripts. Backups do not work across
different versions of Oracle, for example, abackup taken on 11.2.0.1 cannot be restored on 11.2.0.3 using the supplied scripts. If a database
upgrade from 11.2.0.1 to 11.2.0.3 is required, follow the Oracle upgrade procedure. Refer to the Oracle upgrade document and Web site.

loT FND supportsrestoring loT FND backups on the same host or different host. If you choose to restore loT FND backups on a different
host, ensure that the host runs the same or a higher version of the Oracle database software and that IoT FND database on the destination

host was created using the setupCgmsDb.sh script.
Note: 10T FND does not support cross-platform backups.
Torestore aloT FND backup:

1. Stop loT FND.

service cgms stop
2. Switch to the user oracle, change directories to the script location, and stop Oracle:

su -oracle
cd /home/oracle/app/oracle/cgms/scripts
./stopOracle.sh

3. To restorethe loT FND database, run the command:

./restoreCgmsDb.sh full-backup-file

Tip: Performing arestore from afull backup can be time consuming. For large deployments, we recommend restoring the database

from incremental backups.

To restore 10T FND database from an incremental backup, run these commands and specify the path to last incremental backup file:

su -oracle

cd /home/oracle/app/oracle/cgms/scripts
./restoreCgmsDb.sh last-incrl-backup-file
The restore script might display these errors:

06-08-2012 13:12:56 PDT: INFO: Import completed successfully

06-08-2012 13:12:56 PDT: INFO: Shared memory file system. Required (1K-blocks): 6084456,

Available (1K-blocks): 4083180

06-08-2012 13:12:56 PDT: ERROR: Insufficient shared memory file system.
shared memory file system before restoring this database.

06-08-2012 13:12:56 PDT: ERROR: ========== CGMS Database Restore Failed
06-08-2012 13:12:56 PDT: ERROR: Check log file for more information.

To avoid these errors, increase the size of the shared memory file system:
###### as "root" user
###### Following command allocates 6G to shm. Adjust size as needed.
# umount tmpfs
# mount -t tmpfs tmpfs -o size=6G /dev/shm
H###### Edit /etc/fstab and replace defaults as shown below
tmpfs /dev/shm tmpfs size=6G
4. Start Oracle:

./startOracle.sh
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5. Change directories to /opt/cgms and run the db-migrate script:

$ cd /opt/cgms
$ bin/db-migrate

When you restorealoT FND database, the restore script restores the database to the 10T FND version the database was using. An error
returnsif you restore an old database to a newer version of |oT FND. Run the migrate script to ensure that the database runs with the
current version of 10T FND.

6. Start 1oT FND:
service cgms start

For disaster recovery, perform a clean restore. The script starts by deleting the current |oT FND database:
$ su -oracle
$ cd /home/oracle/app/oracle/cgms/scripts
$ ./deleteCgmsDb.sh
INFO: ======== CGMS Database Deletion Started - 2011-10-16-07-24-09 ==========
INFO: Log file: /tmp/cgmsdb_setup.log
INFO: Deleting database. This may take a while. Please be patient ...
INFO: Delete database completed successfully

INFO: ========== CGMS Database Deletion Completed Successfully - 2011-10-16-07-25-01 ==========

If aclean restoreis not required, use the Oracle tool to restore the database.

Deploying loT FND/Oracle/TPS Virtual Machines on ESX 5.x

You use the VMware vSphere client to import OVA filesinto ESXi 5.x.

BEFORE YOU BEGIN
B |ndtal the VMware vSphere Client for the ESXi 5.x server.

B | ocate the VMware ESXi 5. x credentials to create virtual machinesin ESXi 5.x.
B Ensurethat you meet the VMware server machine requirements.

These are the VM CPU and memory requirements for asmall scale deployment:

NMS OVA

— 16 GB Memory

— 1coreand 4 virtual sockets

— 150 GB of virtual storage

Oracle OVA

— 24 GB of Memory

— 2virtual socketswith 2 cores per socket

— 300 GB of virtual Storage

TPSOVA

— 4GB of Memory

— 1virtual socket with 1 core

— 50 GB of virtual storage
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DETAILED STEPS
To import the loT FND, Oracle, and TPS virtual appliancesinto ESXi 5.x using VMware vSphere Client 5.x:

1. Loginto the VMware vSphere Client.

2. Select File> Deploy OVF Template...

File | Edit View Inventory Administt
‘ New >

| Deploy OVF Template... |
Export »

Report >
Browse VA Marketplace...

Print Maps 3
Exit

AP AEITTY v

3. Browse to the CISCO-10K-NMS.ovafile, and then click Open.
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= — e — -
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B Deswiop W CISCO-I0E-GRACLE RS EI P Open Vistwslsatie . )
& Divr ot W CISCO-MK- MM LARGOLY 445 BV Span Vidtuskartie.
W Recon Placm W CIECO-0K-TRE LABNLE S41 PME Cpen Viusoale
Jo cpi B2 D) seguenal gl L0y 108 F File Feldei
o Liliisines b Vihware. E5-5.5.0-1 3 210-depck LALGA 1S M Fila fulde
J‘ (15
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. Widgtn Select a file b presien
o Compiden
& Logsl Disticy
kil Pirtwmk
. = "
7 et Rt il
| P pime | - |mwr.mfm,} !l 1
| Open = Cancel |

4. Ensure that the correct OVA file displaysin the Source window, and then click Next.
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5. Inthe OVF Template Details window, verify the information and click Next.
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6. Inthe Name and Location window, enter a name for this virtual appliance, and then click Next.
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7. Inthe Disk Format window, select the Thin Provision option, and then click Next.
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Thin Provision allows the VM disk to grow as needed.
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8. Inthe Network Mapping window, select your Sour ce Network, and then click Next.
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9. In the Ready to Complete window, confirm your deployment settings, and then click Finish.
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The VM isnow in your Datastore.
10. While logged in to the vSphere Client, repeat the above steps to deploy the CISCO-10K-ORACLE and CISCO-IOK-TPS OVA files.
11. Add all new OVA appliances to your VM Network.

The following vSphere Client home screen shows the nms appliance.
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12. Select the Configuration Tab to view Networking properties for this selected ESXi server.

Networking properties vary depending on server requirements. Shown below is the vSphere Standard Network Switch and VM
Network label for management network connectivity.

73



Installing Cisco loT FND

(4 1723716090 - wSpkere Cliant Elm
=T P 2 . B PR - —
Ble Edn Vieyy [pventony Afmeristnrtion Plogam Hedp
ﬁ ﬂ g O pﬂ Treniory pu frresnbory
B e
=] 17447161, sjtwi- s -S0LCkmmm Ve PSEL 550, 1311
B renes 160
a f¥mg-203 fremring Starmed . Summary - Wirmesl Hathaes - RegoerceAlooetan | Femomance LocH Ligers & Grouves
| Hardware Veewi:  [nisfiere Shaadeed Sedtch r I
il by i Mebueorking mefresh  Add hetweieng... Propemes..
Procpssre P R U . T A T .
e — Wit Marearw Frat Gaog Foaaa! Bipans 5
Phaia WM Metwgri L M vaicd 1603 Pl
v " = 1 wiaal Aacline]s} =
araiu Adapie adiient & P
Nt Adamiers o @
Aguarved Sells Wi P
R, I Hanagement Mebwark ﬂ
Forvar Marsgersnt
vkl ; 1T A1
Saftware
'_Jl.ll.lr;ld'l'.lll - = I H 1 [ i orwces : =
Recend Tasks Mare. Taigel o Slatas corlaiz, « Clear X
ame [ Target [ Stans [Detats | Intsked oy | Requested Stat Tl — | e Time [ Completea T
4 I | []
] Taaka | et g
- B = s - s s

13. Intheleft panel, select the nms-303 appliance, and then select the Summary tab.

14. Scroll to the Command section, and then click Edit Settings.
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The Virtual Machine Properties page displays.

15. In the Network Connection section of the Hardware tab, select the network adapter, and then select the VM Network label (or the
network label created for you) from the Network label drop-down menu.
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16. Click OK.

The Network Label is saved in your settings.
17. Right click on the nmsinstance, and then select Open Console from the context menu.
18. Click the green play button.

The Linux VM starts to boot up.

Linux boot messages display, and then your login screen.

To exit the VM console, press Ctrl + Alt.
19. Click the middle of the screen to login and adjust your |P address settings.

Thisisthe same as any other RedHat 6.4 Enterprise System.

20. Repeat steps 12 through 19 for the Oracle and TPS appliances.

Editing Network Configuration Fileswithin the VM
1. Right click on your desktop, and then click Open in Terminal.

2. At the command prompt, type system-config-network.

The Device configuration window displays.
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" roo calhost:~/Desktop
File Edit View Search Jerminal Help

Select Action

OHS configuraticn

3. Inthe Select Action window, ensure that Device configuration is selected, and then press Enter.

4. Inthe Select A Device window, use the arrow keys to select the interface, and then press Enter.

root@local host:~/Dasktop

Eile Edit Yiew Search Terminal Help

Select A Device

ethl [ethl) - Ethernst
<New Devices

In the following example, DHCP is selected in the Network Configuration window.

root@localhost:~/Desktop

File Edit Yiew 3earch Terminal Help

Hetwork Configuration

M
Device
Use DHCP
Static IP

Netmask

Default gateway IF
Primary DHS Server
Secondary DHS Server

5. Enter the network settings assigned by your network administrator.

6. Click OK.
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7. Repeat steps 1 through 5 to assign | P addresses for each appliance.
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Generating and Installing Certificates

This section describes how to generate and install certificates, and includes the following topics:
B Information About Certificates

B Generating and Exporting Certificates

B Instaling the Certificates

B Configuring loT FND to Access the Keystore

B Configuring the TPS Proxy to Access the Keystore

B Setting Up an HSM Client

B Configuring the HSM Group Name and Password

Information About Certificates
The following topics provide information on certificates:
B Roleof Certificates

B Keystore

Role of Certificates

All communications between the Cisco 1000 Series Connected Grid Router (CGR 1000 or CGR) and the Cisco Connected loT Field
Network Director (IoT FND) must be authenticated in both directions through mutual authentication. Before mutual authentication can
occur, the Cisco loT FND and the CGR must each have a certificate signed by the same Certificate Authority (CA). You can employ either
aroot CA or subordinate CA (subCA).

For detailson generating certificatesfor CGRs, refer to the Certificate Enrollment Guide for the Cisco 1000 Series Connected Grid Routers.

Generating certificates for 10T FND also involves generating and loading certificates on the loT FND TPS Proxy (tpsproxy). After
generating the certificates, import them into the storage location on the TPS proxy and 10T FND known as the Keystore.

K ey store
The Keystore provides details for a specific system (such as [oT FND or the TPS proxy) and includes the following items:
B Thecertificate for that system (such asthe loT FND certificate or TPS proxy certificate)
B Theprivate key for the system
B Thecertificate chain (path to the CA or subCA)

The loT FND key and certificates are stored in the cgms_keystore file on the loT FND server in the
/opt/cgms/server/cgms/conf directory.

Cisco Systems, Inc.  www.cisco.com
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Generating and Exporting Certificates

Note: TheloT FND certificate encrypts datain the database. Do not lose this certificate! Loss of this certificate results in some database
data that will not be able to be decrypted.

Complete the following procedures to generate and export certificates:

B Configuring a Certificate Template for loT FND and the loT FND TPS Proxy
B Enabling a Certificate Template

B Generating Certificates for loT FND and the loT FND TPS Proxy

B Command Authorization Support

B Configuring a Custom CA for HSM

B Configuring a Custom CA for SSM

B Exporting the CA Certificate

Configuring a Certificate Template for [oT FND and the loT FND TPS Proxy
Onthe CA (or subCA) you must create certificate templates to generate certificates for the loT FND and TPS proxy.
To create a certificate template:
1. Open the Certificate Authority application on a Windows Server 2008 R2 system operating with the Enterprise edition.
The Certificate Authority application is standard on the above noted Windows Server version.
2. Expand the menu to view the Certificate Templates folder.
3. Right-click Certificate Templates and choose M anage from the context menu.
4. Inthe right-pane, right-click Computer, choose Duplicate Template from the context menu, and enter NM S.
5. In the Duplicate Template pane, select Windows Server 2008 Enter prise.
6. Click OK.
7. Click the NM S Properties > General tab, and do the following:
a. Enter NMSinthe Template display name and Template namefields.
b. Enter an appropriate Validity period, which defines the lifetime of the certificate.
c. Check the Publish certificatein Active Directory check box.
d. Click OK.
8. Click the NM S Properties > Extensions tab, and do the following:
a. Select Application Paliciesin the Extensions pane.
b. Inthe Application Policies pane, verify that Client Authentication and Server Authentication appear in the bottom pane.
c. Select Key Usage in the Extensions top pane and click Edit.
d. Inthe Edit Key Usage Extension pane, clear the M ake this extension critical check box.

e. Click OK.
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9. Click the NM S Properties > Request Handling tab, and do the following:
a. Choose Signature and encryption from the Purpose drop-down menu.
b. Check the Allow private key to be exported check box.
c. Click OK.
10. Click the NM S Properties > Security tab, and do the following:
a. Select Administrator within the Group or user names pane.

b. For each group or user names item listed (such as authenticated users, administrator, domain administrators, enterprise
administrators) check the Allow check box for all permissions (full control, read, write, enroll, autoenroll).

c. Click OK.
11. Click the NM S Properties > Cryptography tab, and retain the following default settings:
B Algorithm name: RSA
H  Minimum key site: 2048
B Cryptographic provider: Requests can use any provider available on the subject computer
B Request hash: SHA256
12. Click OK.
13. Click the NM S Properties > Subject Name tab, and retain the following default settings:
B Radio button for Supply in therequest radio button selected
B Check box checked for Use subject information from existing certificates for autoenrollment renewal requests
14. Click OK.

Note: Retain the default settings for the remaining tabs: Superseded Templates, Server, and | ssuance Requirements.

Enabling a Certificate Template

Before you can create a certificate, you must enable the certificate template.

To enable the certificate template:
1. Configure a certificate template (see Generating and Exporting Certificates).
2. Open the Certificate Authority application on the Windows Server.
3. Expand the menu to view the Certificate Templates folder.
4. Right-click Certificate Templates and choose New > Certificate Template to | ssue from the context menu.
5. In the Enable Certificate Templates window, highlight the new NM S template.

6. Click OK.
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Generating Certificatesfor loT FND and the loT FND TPS Proxy

Follow the same stepsfor generating acertificatefor [oT FND and for the TPS proxy by using the configuration template that you previously
created.

Go through the stepsin this section twice: once to generate the 10T FND certificate, and once to generate the TPS proxy certificate.
Tip: In 9.b the value you enter is dependent on whether you are creating a certificate for the IoT FND or the TPS proxy.

After creating these two certificates, securely transfer theloT FND certificateto the loT FND application server, and securely copy the TPS
proxy certificate to the TPS proxy server.

To generate a certificate:
1. Configure a certificate template (see Generating and Exporting Certificates).
2. Enable the certificate template (see Enabling a Certificate Template).
3. From aserver running Windows Server 2008, choose Start > Run and enter mmc to open the MMC console.
4. Inthe Console 1 window, expand the Certificates > Per sonal folders.
5. Right-click Certificates and choose All Tasks > Request New Certificate from the context menu.
6. Inthe Before You Begin window, click Next.

7. Inthe Select Certificate Enrollment Policy window, choose Active Directory Enrollment Policy.
Click Next.

8. Inthe Request Certificates window, do the following:
a. Check the NM'S check box.
b. Click the Moreinformation... link.

9. Inthe Certificate Properties window, click the Subject tab, and do the following:
a. From the Type drop-down menu, choose Common name (CN).

b. Inthe Valuefield, add the fully-qualified domain name (FQDN):

B For loT FND certificates, enter the FQDN of the 10T FND server for your deployment, for
example: CN=nms.sgbu.cisco.com.

B For TPS proxy certificates, enter the FQDN for the TPS proxy for your deployment, for
example: CN= tps.sgbu.cisco.com.

c. Click Add and the Common Name appears in the right-pane.
d. From the Type drop-down menu, choose Or ganization (O).
e. IntheValuefield, add the company name or organization for the |loT FND or TPS proxy.

f. Click Add and the organization appears in the right-pane.
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Figurel  Defininga Common Name and Organization for |oT FND

& Subject | General | Extensions | Private Key | Certification Authority | Signature |
The subject of a certificate is the user or computer to which the certificate is issued. You can

enter information about the types of subject name and alternative name values that can be used
in a certificate,

Subject of certificate
The user or computer that is receiving the certificate

Subject name:
Type:

O=Cisco Systems Inc

[,\‘g CN=nms,sgbu.dsco.com
Add > I
Value:
I < Remove |

Alternative name:
Type:
IDirectory name j

Value:

I Add > I
< Remove |

Learn more about subject name

o =1l=

302128

10. Click Apply. Click OK.

11. Inthe Certificate Enrollment window, check the NM S check box and click Enroll.

12. After enrollment completes, click Finish.

13. Inthe MMC console (Console 1), expand the Certificates folder.

14. Choose Personal > Certificates.

15. Inthe Issued To pane, right-click the new certificate and choose All Tasks > Export from the context menu.

The Export Wizard window appears.
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Figure2 I ssued To Pane Showing Supported Certificates
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16. Initiate the Export Wizard.
17. At the Export Private Key window, select the Yes, export the private key radio button. Click Next.
18. At the Export File Format window, do the following:

a. Click the Personal Information Exchange radio button.

b. Check the Includeall certificatesin the certification path if possible check box.

This option includes the full certificate chain within the certificate.

c. Click Next.
19. In the password window, enter keystor e and re-enter to confirm.

The password is the default password that the IoT FND and the TPS proxy use to read thisfile.
20. Click Next.
21. Inthe Fileto Export window, enter the file name (such as nms_cert or tps_cert) and click Next.
22. Inthe Completing the Certificate Export Wizard, click Finish.

Fileswith a*.pfx extension are automatically saved to the Desktop. PFX refers to the Personal Information Exchange format, which
isalso known as PKCS_#12 format. PFX isan industry-standard format that allows certificates and their private keysto be transferred
(exported) from one computer to another.

23. Securely transfer the two certificate files (such as nms_cert.pfx and tps_cert.pfx) from the Windows Desktop to the loT FND
(nms_cert.pfx) and TPS proxy (tps_cert.pfx), respectively.

Note: For heightened security, after a successful transfer delete the *.pfx files from the Windows Desktop and empty the Recycle bin.

Command Authorization Support

The Cisco Connected Grid Routers (CGRs) are managed by 10T FND over aWAN backhaul connection such as 3G, 4G, or WiMAX. For
CG-0S CGRs, you define an OID value to enable administrative privileges for [oT FND.

The OID for thispolicy is1.3.6.1.4.1.9.21.3.3.1. This element appearsin the certificate if loT FND is authorized to issue management
commandsto the CGR with administrative privileges. IloT FND communicates with the CGR over asecured session, suchasTLS, the CGR
can execute these commands as if they were issued by the network administrator.
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This section discusses the following topics:
B Enabling Command Authorization Using NMS/TPS Certificates
B Adding an OID Valueto the CA Certificate

B Renewing Certificates

Enabling Command Authorization Using NMS/TPS Certificates

Follow this procedure to authorize the command authorization (CA) feature of the router, and complete registration with [oT FND.

1. Generate new NMS/TPS certificates (see Generating Certificates for IoT FND and the |oT FND TPS Proxy) or renew the existing
NMS/TPS certificate (see Renewing Certificates).

2. Add an OID value to the CA certificate (see Adding an OID Valueto the CA Certificate).

3. Generate anew .pfx file for the NMS/TPS certificate (see Generating Certificates for 10T FND and the loT FND TPS Proxy).
4. Stop 10T FND (see Stopping 0T FND).

5. Renamethe existing cgms_keystore file (for example, cgms_keystore_no_oid).

6. Export the .pfx fileto 10T FND and create a new cgms_keystore file (see Using Keytool to Create the cgms_keystore File).
7. Install the new certificates (see Installing the Certificates).

8. Add the new cgms _keystorefileto |oT FND (see Copying the cgms_keystore Fileto 10T FND).

9. Start 10T FND (see Starting loT FND).

10. Register the routerswith [oT FND.

Adding an OID Vaueto the CA Certificate

You must add an OID value to the CA certificate to allow 10T FND to use the admin role for command authorization on the router.
To add an OID value to the CA certificate:
1. Onthe CA server, open acmd console and type:
certutil -setreg policy\EnableRequestExtensionList +1.3.6.1.4.1.9.21.3.3.1
2. Restart the CA.
3. Inthe Select Certificate Enrollment Policy window, choose Active Directory Enrollment Policy and click Next.
4. Inthe Request Certificates window, do the following:
a. Check the NM S check box.
b. Click the Moreinformation... link.
5. In the Certificate Properties window, click the Subject tab complete the fields.

6. Inthe Certificate Propertieswindow, click the Extensionstab and click the Custom extension definition button to expand the section.
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Certificate Properties B3

2B\ Subject | General Extensions | private Key | Certification Authority | Signature |

Extended Key Usage (application policies) ® A
Basic constraints @
Indude Symmetric algorithm 1)
Custom extension definition @&

Custom extensions can be defined by specifying object identifiers (OIDs).

Add the following custom exensions:

Object ID:
| 1.3.6.1.4.1.9.21.3.3.1

Value: Add > |
o1
I~ Make this custom SRS

extension critical

Ll

Learn more about certificate extensions

| oK I Cancel Apply

7. Typethefollowing in the Object ID field:

1.3.6.1.4.1.9.21.3.3.1

8. Inthe Valuefield, type:
01

9. Click Add.
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b, Subject | General Extensions | private Key | Certiication Authority | Signature |
Extended Key Usage (application polices) ® =
Basic constraints [£7]
Include Symmetric algorithm @
Custom extension definition ®

Custom extensions can be defined by specifying object identifiers (OIDs).

Add the following custom exensions:

Object ID: Object ID: 1.3.6.1.4.1
I Value: 01

Value:

I Add >
[T Make this cuskom < Remove |

exkension critical

(i X
Learn more about certificate extensions -
=+
@

The OID and Value are added to the field at the right as custom extensions.

10. Ensure that these values are correct, and then click Apply.

Renewing Certificates
To renew certificates and add the OID value:

1. From the RSA CA server with the original NMS/TPS certificate, type the following open command at the command prompt:
certutil -setreg policy\EnableRequestExtensionList +1.3.6.1.4.1.9.21.3.3.1

2. Restart the CA server.

3. Open the certificate console in the MMC.

4. Locate the issued NMS/TPS certificate in the Personal folder on the CA server.

5. Right-click on the server icon, and select All Tasks > Advanced Operations > Renew This Certificate with the Same Key option
from the context menu.
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Ei E

E?ggnnﬂ
H

6. Inthe Certificate Enrollment window, click Next.

B Certificate Enrollment

733

7. Click Details.
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e Enrollment

8. Click Properties.

> Enrollment

Active Directory Enrollment Policy
[ NMS Template |1 STATUS: Available Detais @
The following options describe the uses and validity period that apply to this type of certificate:

835

9. Enter the OID and its value, and click OK.
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Ll ==
| Certificate Enroliment ———
Request Certificates B
Yo ran rmoi et tha frllrusinn tunse of rectificates Calact tha cactificates uni want tn rsmset and than dick Enroll.
Il
Ji - < »
_* General | Subject Extensions |private Key | Certification Autharity | Sgnature |
| jed Key Usage (applcation poliges) @ Al jes®
Basic constraints @
Include Symmetric algarithm @
foes |
Custom extension definition ®
Custom extensions can be defined by specifying object identifiers (OIDs).
| Add the following custom exensions:
il ——————
Object ID:
| 1.3.6.1.4.1.9.21.3.3.1
Value: _I
Add >
0 | =
™ Make this custom ;{EE ]
extension critical
=
Learn more about certificate extensions
w
[Tox ] e | o | E
[

10. Click Add >, and then click OK.

Certificate Properties x|

General | subject Extensions | private Key | Certification Autherity | Signature |

Extended Key Usage (application policies) @ =
Basic constraints 1)
Indude Symmetric algorithm 1)
Custom extension definition @

Custom extensions can be defined by spedfying object identifiers (OIDs).

Add the following custom exensions:

Object ID: Object ID: 1.3.6.1.4.1.9,

Friendly &name:  nms Policl
I Value: 01

Value: Add > |
[T Make this custom ﬂl

exkension critical

1| | »

Ll

Learn more about certificate extensions

:
]
§

11. Click Enrall.
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B Certificate Enrollment N =10l x|

[, Certificate Enrollment

Request Certificates

You can request the following types of certificates, Select the certificates you want to request, and then dick Enroll.

Active Directory Enroliment Policy

[7 NMS Template 1) STATUS: Available Details &)
The following options describe the uses and vabdity period that apply to this type of certificate:
Key usage: Digital signature
Key endpherment
Mon repudiation
Application polides: Server Authentication
Client Authentication

Validity period (days): 10950

PrﬂD!‘ﬁesl

Learn more about ertificates
12. Click Finish.
~iBix]

] Certificate Enrollment

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

Active Directory Enroliment Policy

[7 NMS Template  STATUS:Succeeded Details (¥

347830

13. Verify that the certificate contains the OID value.

Configuring a Custom CA for HSM

This section describes configuring a custom CA for the hardware security module (HSM) for signing CSM P messages sent from loT FND
to mesh devices.

BEFORE YOU BEGIN
B Ensurethat you install the SafeNet client software version listed in Table 1 on page 22 on the IOT-FND server.

B You must have your own CA (for example, Microsoft or OpenSSL).
To configure a custom CA for generating HSM certificates:

1. Create anew partition on the HSM and assign it to your 10T FND client (see Setting Up an HSM Client).
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2. Generate akeypair on the HSM and export a CSR for that keypair (see Keystore).
All commands run from the Luna client on the |oT FND server. You do not have to login to the HSM machine.
[root@<user>-scaledb bin]l# cd /usr/safenet/lunaclient/bin/

# Generate a Key Pair (a set of private and public keys. You MUST provide explicit labels to the
private and public keys)

[root@<user>-scaledb bin]# ./cmu generatekeypair -sign=T -verify=T -labelpublic="nms public_key"
-labelprivate="nms_private_key"

Please enter password for token in slot 1 : **x*kx**

Enter key type - [1] RSA [2] DSA [3] ECDSA : 3 <--- Choose option 3

Enter curve type [1] NISTP 192

[2] NISTP 224

[3] NISTP 256

[4] NISTP 384

[5] NISTP 521

Enter curve type [1] NISTP 192

[2] NISTP 224

[3] NISTP 256 <--- Choose option 3
[4] NISTP 384

[5] NISTP 521

(1 to 5) 3

[root@<user>-scaledb bin]#

# Test if the keypair exists on the HSM partition

[root@<user>-scaledb bin]l# ./cmu list

Please enter password for token in slot 1 : **x*kx**
handle=2000001 label=nms_public_key
handle=2000002 label=nms private key

# Now, export a certificate signing request for this keypair. Note that the specific fields for DN
and handle may be different for your HSM. Fill appropriately.

[root@<user>-scaledb bin]#./cmu requestcertificate
Please enter password for token in slot 1 : **x*kx*xx
Select the private key for the request

Handler Label

2000002 nms_private_ key

Enter handler (or 0 for exit) : 2000002

Enter Subject 2-letter Country Code (C) : US

Enter Subject State or Province Name (S) : CA

Enter Subject Locality Name (L) : San Jose

Enter Subject Organization Name (O) : Cisco Systems Inc.
Enter Subject Organization Unit Name (OU) : IOTSSG
Enter Subject Common Name (CN) : IOT-FND-HSM

Enter EMAIL Address (E)
Enter output filename : hsm.csr
[root@<user>-scaledb bin]#

# Verify the file exists and has properly formatted content

[root@<user>-scaledb bin]# 1ls hsm.csr
hsm.csr

[root@<user>-scaledb bin]# cat hsm.csr

MIIBKzCBOQIBADBVMQswCQYDVQQGEwJVUzZELMAkKkGA1UECBMCQOEXETAPBgNVBACT
CFNhbiBKb3N1MROWGAYDVQQKEXFDaXNjbyBTeXNOZW1zIE1uYzEPMAOGA1UECXMG
SWOUULNHMRMwEQYDVQQDEwWpPDRY10TVMt SENNMFkwEWYHK0OZIzj0CAQYIKoZIzZzj0D
AQcDQgAESfdlrrcVtzN3YexjotrlI5qd0ow5Sdus8Vj2s17JAF /vPFUOYIw/uXwD6 +
bb8vg3WH1A6tmgRbj+FU6G3Bmt /vCgAAMASGBYgGSM4 9BAEFAANIADBFAIEAroJO
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gz3dHA2GLrGzBmUO1vYys642Nkb4B4gyEoUZIGSCIFs0iTUyGQreM1BaSDEPHArZ
RvF1rKo/Zi3c804gzFZW

3. Savethe generated CSR to your CA and sign the certificate.

Note: Ensurethat the certificate is signed for 30 years. Mesh nodes reject any certificate signed for less than 30 years. You can usethe
root CA that is used for 802.1x authentication for node admission.

4. Copy the signed certificate to the loT FND server and import it to the HSM.
[root@<user>-scaledb bin]# ./cmu import
Please enter password for token in slot 1 : ***k*x*x
Enter input filename : <your file name with signed certificates>

# Verify that the certificate was imported

[root@<user>-scaledb bin]# ./cmu list

Please enter password for token in slot 1 : ***k*x*x

handle=2000001 label=nms public_key

handle=2000002 label=nms_private key

handle=2000003 label=IOT-FND-HSM <--- This is my certificate with label = CN

5. Configure loT FND to use this new certificate.

[root@kartven2-nms ~]# service cgms stop
[root@kartven2-nms ~]# cd /opt/cgms/server/cgms/conf/

# Add following properties to the cgms.properties file

hsm-private-key-label=nms_private key <--- private key label you gave to your public key
hsm-public-key-label=nms_public key <--- public key label you gave to your public key
hsm-cert-1label=I0T-FND-HSM <--- label for your signed certificate
hsm-keystore-name=customca-group <--- your HA partition group
hsm-keystore-password=2bVvZsg+vsqg94YxuAKdaag== <--- encrypted password for the partition

[root@kartven2-nms confl# service cgms start
[root@kartven2-nms confl#

6. Verify that the certificate appears on the Certificatesfor CSMP tab (Admin > Certificates).
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altan]es ;
cisco IoT Field Network Director Devices

Active Sessions Audit Trail Certificates Data Retention License Center Log

Operations

Certificate for CSMP Certificate for Routers || Certificate for Web

Certificate:
Data:
Version: 3
Serial Number: 28673
Signature Algorithm: SHA256withECDSA
Issuer: CN=MyECCCA, OU=loTSSG, O=Cisco Systems Inc., L=5an Jose, ST=CA, C=US

Validity ‘\
Not Before: Tue Jun 23 21:14:11 UTC 2015 My ECC CA

Not After : Thu Jun 15 21:14:11 UTC 2045
Subject; OU=I0TSSG, O=Cisco Systems Inc., ST=CA, C=US
Fingerprints:
MDS5: 4C:81:56:12:51:D8:22:59:90:D7:57:8D:22:6B:B6:ET
SHA1: 9B:D8:DC:71:C4:50:C1:688:88:A8:A4:75:C2:50:05.ED:B4:2E:EE:32
Subject Public Key Info: : -
Public Key Algorithm: EC My Signed Certificate
30:59:30:13:06:07:2A:86:48:CE:3D:02:01:06:08:
2A:86:48:CE:3D:03:01:07:03:42:00:04:F5:F3:ED:
19:8F:5C:89:57:15:96:60:6A:04: AB:5A:D9:2E:B4:
57.0C:29:F2:95:9E:58:04:A3:E9:E5:04:F3:09:3D:
40:09:DAE4:DF:.79:E9:83:73:78:0D:07:02:C5:40:
50:07:89:C5:63:FC:86:09:C4:D3:BE:TA:BT:8A:23:
F&
X509v3 extensions:
X508v3 Basic Constraints: fffff
Signature Algorithm: SHAZ56wWIthECDSA
30:45:02:20:7A:C7:05:08:39:E1:DC:3F:6A:DT:32:37:CC:2B:
96:36:CF:71:21:E4:DB:A8:8B:45:02:66:7B:EB:2D:00:3E:ET:
02:21:00:BD:0B:C6:B8:2B:75:5E:18:01:AE:34:F2:B6:63:7C:
91:3E:DC:CA00:C6:40:29:EAF1:57:D9:02:81:E9:2D:86

7. Configure your mesh nodes to use this certificate for signatures.

Configuring a Custom CA for SSM

This section describes configuring a custom CA for the software security module (SSM) for signing CSM P messages sent from 10T FND

to mesh devices.

BEFORE YOU BEGIN

B Ensurethat you install the SafeNet client software version listed in Table 1 on page 22 on the IOT-FND server.

B Only SSM versions 2.2.0-37 and above are supported.
B You must have your own CA (for example, Microsoft or OpenSSL).
To configure a custom CA for generating SSM certificates:

1. Stop the ssm service.

[root@nms-rhel-6-6 ~]# stop ssm

2. Usethe ssm_setup.sh script to configure a new keypair with a specific alias and generate a CSR:

[rootenms-rhel-6-6 ~]# cd /opt/cgms-ssm/bin/

[root@nms-rhel-6-6 binl# ./ssm setup.sh

Software Security Module Server

1.Generate a new keyalias with self signed certificate for CSMP
2.Generate a new keypair & certificate signing request for CSMP
3.Import a trusted certificate

4 .Change CSMP keystore password
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5.Print CG-NMS configuration for SSM
6.Change SSM server port

7.Change SSM-Web keystore password

Select available options.Press any other key to exit

Enter your choice : 2

Warning: This action will modify ssm csmp_keystore file. Backup the file before performing this
action.

Do you want to proceed (y/n): y

Enter current ssm csmp_keystore password

Enter a new key alias name (8-16): ssmcustomca

Enter key password (8-12):

Enter certificate issuer details

Enter common name CN [Unknown]: IOT-FND-SSM

Enter organizational unit name OU [Unknown]: IOTSSG

Enter organization name O [Unknown]: Cisco Systems Inc.

Enter city or locality name L [Unknown]: San Jose

Enter state or province name ST [Unknown]: CA

Enter country code for this unit C [Unknown]: US

Is [CN=IOT-FND-SSM, OU=IOTSSG, O=Cisco Systems Inc., L=San Jose, ST=CA, C=US] correct (y/n)? :y
Certificate Signing Request file name: /opt/ssmcustomca.csr

Succefully generated keypair with alias ssmcustomca. You can use the CSR from /opt/ssmcustomca.csr
for signature by certificate authority

[root@nms-rhel-6-6 bin]#

3. Savethe generated CSR to your CA and sign the certificate.

Note: Ensure that the certificateis signed for 30 years. Mesh nodes reject any certificate signed for less than 30 years. You can usethe
root CA that is used for 802.1x authentication for node admission.

4. Copy the signed certificate to the loT FND server and import it to the SSM.
5. Use the ssm_setup.sh script to import the two certificates to the SSM keystore:

[root@nms-rhel-6-6 binl# ./ssm setup.sh

Software Security Module Server

1.Generate a new keyalias with self signed certificate for CSMP
2.Generate a new keypair & certificate signing request for CSMP
3.Import a trusted certificate <--- Choose option 3

4 .Change CSMP keystore password
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5.Print CG-NMS configuration for SSM
6 .Change SSM server port

7 .Change SSM-Web keystore password

Select available options.Press any other key to exit

Enter your choice : 3

Enter current ssm_csmp_ keystore password

Enter the alias for import: root

Certificate file name: /opt/ca.crt

Certificate reply was installed in keystore
Succefully imported certificate into alias root

6. Usethe ssm_setup.sh script to import the signed certificate for the alias:

[root@nms-rhel-6-6 binl# ./ssm _setup.sh

Software Security Module Server

1.Generate a new keyalias with self signed certificate for CSMP
2.Generate a new keypair & certificate signing request for CSMP
3.Import a trusted certificate <--- Choose option 3

4 .Change CSMP keystore password

5.Print CG-NMS configuration for SSM

6 .Change SSM server port

7.Change SSM-Web keystore password

Select available options.Press any other key to exit

Enter your choice : 3

Enter current ssm_csmp_ keystore password

Enter the alias for import: ssmcustomca

Certificate file name: /opt/ssmcustomca.crt
Certificate reply was installed in keystore

Succefully imported certificate into alias ssmcustomca

7. Update cgms.properties file with following parameters to configure IoT FND to use this certificate on the SSM for signatures:

security-module=ssm

ssm-host=172.27.163.153

ssm-port=8445

ssm-keystore-alias=ssmcustomca
ssm-keystore-password=GgeQJAOk3£SIH97qJARGRA==
ssm-key-password=GgeQJAOk3£SIH97qJARGRA==

8. Verify that the certificate appears on the Certificates for CSMP tab (Admin > Certificates).
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e,
 cisco

IoT Field Network Director Devices Operations Cot

Active Sessions Audit Trail Certificates Data Retention License Center Logging

Certificate for CSMP Certificate for Routers || Certificate for Web

Certificate:

9.

Data:
Version: 3
Serial Number: 28674
Signature Algorithm: SHA256wWIthECDSA
Issuer: CN=MyECCCA, OU=l0TSS5G, O=Cisco Systems Inc., L=San Jose, ST=CA, C=US
alidity
Not Before: Wed Jun 24 22:27:55 UTC 2015 My ECC CA
Mot After : Fri Jun 16 22:27:55 UTC 2045
SubjeclU=ioTSSG. 0=Cisco Systems Inc., ST=CA, C=US
Fingerprinis:
MDS5: 17:1C:DB:E8:AF:B0:2E:FC:BT7:60:1C:DA:02:65:30:BF
SHA1: 92:73:EB:66:B0:C6:685:A9:11:91:5B8:59:17:37:03:F5:02:D9:0E:C2
Subject Public Key Info: . i
Public Key Algorithm: EC My Signed Certificate
30:59:30:13:06:07:2A:86:48:CE:30:02:01:06:08:
2A:86:48:CE:3D:03:01:07:03:42:00:04:FC:C2:93:
D2:15:24:4F:D3:57:4A:TC:E3:2D:7B:55:2D:27:40:
AF:CA00:64:4A:66:D4:84:C5:09:01:84:D5:B6:D1:
75:47:50:87:EF:F7:36:D0:AF:81:5D:A3:E8:BF:93:
8C:44:45:A6:2E:A3:46:52:06:D6:EE:CT.BE:D5:BC:
aD
X509v3 extensions:
X509v3 Basic Constraints: fiffiff
Signature Algorithm: SHAZ56wWIthECDSA
30:45:02:20:17:4C:50:1E:81:75:23:02:50:6E:34:4F:56:14:
21:.CE:ED:2C:B2:5A:23:58:4B:70:97:E4:0A.D3:F4.0E:TE:19:
02:21:00:D1:B8:7D:6B: TA:F3:8E:D4:1A:C1:B6:69:7D:3B:ET:
00:3F:0E:94:21:4A:FA:4C.CE:AB:93:6E:46:C1:99:C3:52

Configure your mesh nodes to use this certificate for signatures.

Exporting the CA Certificate

To export the certificate from the Certificate Authority or subordinate CA to the loT FND:

1

2.

9.

10.

Open the Certificate Authority application on a Windows Server 2008 R2 system operating with the Enterprise Edition.

Expand the menu to view the Certificates (L ocal Computer) > Personal > Certificates folder.

. Locate the certificate whose fingerprint matches that in use by the Cisco CGR 1000 and

Cisco ASR.

. Right-click the certificate and choose All Tasks > Export from the context menu.

. Inthe Certificate Export Wizard window, click Next.

. In the Export Private Key window, select the No, do not export the private key radio button. Click Next.
. Inthe Export File Format window, select the Base-64 encoded X.509 (.CER) radio button. Click Next.

. Inthe File to Export window, assign a name for the file that you want to export. Click Next.

In the File to Export window, enter the file name (such as ca_cert or subca_cert) and click Next.

In the Completing the Certificate Export Wizard, click Finish.

Fileswith a*.cer extension are automatically saved to the Desktop.

11.

Securely transfer the certificate file (such as ca_cert.cer) from the Windows Desktop to 10T FND.

Note: For heightened security, after a successful transfer delete the *.cer file from the Windows Desktop and empty the Recycle bin.
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Installing the Certificates

You must create acgms_keystore file on both the servers running loT FND and |oT FND TPS Proxy.

loT FND—When creating the cgms_keystore file, you import the [oT FND certificate, its private key, and the certificate chain. After
creating the cgms_keystore file, you copy it into a specific directory on the server.

1oT FND TPS Proxy—When you create the cgms_keystore file, you import the IoT FND TPS Proxy certificate, its private key, and
the certificate chain. After you create the cgms_keystorefile, you copy it into a specific directory on the TPS proxy.

To create the cgms_keystore file for the TPS proxy and loT FND, use Keytool and complete the following procedures:

BEFORE YOU BEGIN

Using Keytool to Create the cgms_keystore File
Copying the cgms_keystore Fileto 1oT FND
Importing the CA Certificate

Installing Custom Browser Certificates

BEFORE YOU BEGIN

Determine the password to use for the keystore.

The examples in this chapter refer to this password as keystore_password.

Using Keytool to Create the cgms_keystore File
To create the cgms_keystore file for both [oT FND and the TPS proxy:

1

Asroot, view the contents of the .pfx file by entering the following command on the server (IoT FND and TPS proxy):

[root@tps_server ~|# keytool -list -v -keystore nms_cert.pfx -srcstoretype pkcsl2

Note: Viewing the .pfx provides the Alias Name required during the import.

2.

Enter the keystore password when prompted.

Thisis the same password entered when creating the .pfx file.

The information that displays (see the following Example) includes the alias_name needed for 3.

3.

4.

5.

6.

Enter the following command to import the certificates into the cgms_keystorefile:

keytool -importkeystore -v -srckeystore filename.pfx -srcstoretype pkcsl2
-destkeystore cgms_ keystore -deststoretype jks -srcalias alias name -destalias cgms
-destkeypass

keystore password

At the prompt, enter the destination keystore password.

Re-enter the keystore password when prompted.

Enter the password used when creating the .pfx file (either nms_cert.pfx or tps_cert.pfx) when prompted for the source keystore
password.

Note: In this example, keystor e was the password when we created the .pfx file.

Example

To view the nms_cert.pfx file and access the Alias name, enter the following commands as root:
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Note: Thisexample showsthestepsfor thenms_cert.pfx. To view the detailson thetps_cert.pfx and import the certificatesto the TPS proxy,
use the same commands but replace the references to nms_cert.pfx with tps_cert.pfx, and use the Alias name from the tps_cert.pfx file.
# keytool -list -v -keystore nms cert.pfx -srcstoretype pkcsl2

Enter keystore password: keystore

Keystore type: PKCS12

Keystone provider: SunJSSE

Your keystore contains 1 entry

Alias name: le-cgnms-75eddle3-7e65-41b4-97f1-a913ebf21c8b

Creation date: March 29.2012

Entry type: PrivateKey Entry

Certificate chain length: 3

Certificate([1]:

Owner: CN=nms.sgbu.cisco.com

Issuer: CN=cisco-RSA-SUBCA-CA, DC=cisco, DC=com

To import the certificates to the cgms _keystorefile on 10T FND, enter the following commands as root:
# keytool -importkeystore -v -srckeystore nms cert.pfx -srcstoretype pkcsl2
-destkeystore cgms keystore -deststoretype jks -srcalias
le-cgnms-75eddle3-7e65-41b4-97£f1-a913eb£f21c8b -destalias cgms

-destkeypass

keystore password

Enter destination keystore password: keystore password

Re-enter new password: keystore password

Enter source keystore password: keystore

...Storing cgms_keystore

Note: The storing cgms_keystore text indicates successful completion.

Copying the cgms_keystore Fileto loT FND
To copy the cgms_keystorefileinto the following loT FND and TPS proxy directories:
1. For 1oT FND, copy the cgms_keystore file to this directory: /opt/cgms/ser ver /cgms/conf/
2. For the TPS proxy, copy the cgms_keystore file to this directory: /opt/cgms-tpsproxy/conf/

Note: For these certificates to be active and enforceable, they must be in the correct directory.

Importing the CA Certificate
In addition to importing the NM S certificate, you must import the CA or (subCA) certificate to the cgms_keystore.
To import the CA certificate into the cgms_keystore:
1. OntheloT FND application server, log in as root.
2. Change directory to /opt/cgms/server/cgms/conf, where you have placed the cgms_keystorefile:
# cd /opt/cgms/server/cgms/conf
3. Import the CA certificate:
# keytool -import -trustcacerts -alias root -keystore cgms keystore -file ca cert.cer
A script displays on the screen.

4. Enter the keystore password when prompted.
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5. Re-enter the password.
6. Enter yes when prompted to trust the certificate.

The certificate is added to the Keystore.

Example
To import the CA certificate, enter the following commands as root:

# keytool -import -trustcacerts -alias root -keystore cgms_keystore -file ca_cert.cer
Enter keystore password: keystore password
Owner: CN=SGBUNMSCA-WIN-4BGS4M94L66-CA,DC=SGBUNMSCA,DC=1ab,DC=co
Issuer: CN=SGBUNMSCA-WIN-4BGS4M94L66-CA,DC=SGBUNMSCA,DC=1ab,DC=co
Serial number:50adbd57e6b136984f9c1512a0eb7174
Valid from: Wed Jan 11 10:58:09 PDT 2012 until: Wed Jan 11:08:59 PDT 2016
Certificate _fingerprints:
MD5: AE:5D:F4:0A:2B:E5:C8:D8:4A:F4:18:56:FD:A7:8D:7D
SHAl: 83:22:12:8C:6A:23:D3:08:2B:00:55:EF:BD:FF:BA:47:97:99:7E:41
Signature algorithm name: SHAlwithRSA
Version:3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647

]

#2:0bjectId: 2.5.29.15 Criticality=false

KeyUsage [

DigitalSignature

Key CertSign

Crl Sign

]

#3:0bjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [

KeyIdentifier [

0000:C6 AB 38 CC EE 79 BO 51 3B 4D 13 c¢8 9A 56 F6 73 ..8..y.Q;M...V.s
0010:B9 19 FF 7B

]

]

#4: ObjectId:1.3.6.1.4.1.311.21.1 Criticality=false
Trust this certificate [no] yes

Certificate was added to the keystore.

Importing the CA Certificate into the loT FND TPS Proxy Keystore

Follow the same steps as in Importing the CA Certificate to import the CA certificate into cgms_keystore on the [oT FND TPS proxy.

Installing Custom Browser Certificates

Default 10T FND installations use a self-signed certificate for HTTP(S) communication using either a client Web browser or the NB AP
client. If required, you can use certificates signed by your CA servers. This section presents installation procedures for these custom
certificates.

This section covers the following topics:
B |nstalling Custom Certificates in the Browser Client
B Importing Custom Certificates with the North Bound API Client (Windows)

B Importing Custom Certificates with Window |E
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B Managing Custom Certificates

B Managing North Bound API Events

BEFORE YOU BEGIN
B Clear the client browser cache.

B Remove existing certificates for the NM S server (by |P and DNS) on the client browser.

In Firefox for example, select Preferences > Advanced > Encryption > View Certifications. Remove the certificatesin the list for
the respective server.

B Choose a common nameto use in the signed certificate.
This name requires a DNS entry that resolves to the NM S server |P address.
B Generate the new certificates and export them to a .PFX file.
Thisfile must contain the private keys, public certificate, and CA server certificates.
See Using Keytool to Create the cgms_keystore File for the procedure to generate the private and public keys for the cgms_keystore

file and export them to a .PFX file.

Installing Custom Certificates in the Browser Client

1. Onthe NMS server, copy the existing jbossas.keystore and jbossas.keystore.password files from the /opt/cgms/server/cgms/conf/
directory to a safe location.

2. Delete the existing jbossas.keystore and jbossas.keystore.password files from the /opt/cgms/server/cgms/conf / directory.
3. Determinethe aliasin the .PFX file that you plan to import into the jbossas.keystorefile:

#keytool -list -v -keystore newcert.pfx -storetype pkcsl2
Enter the keystore password: keystore_password_when_pfx_file_ was _created

Keystore type: PKCS12
Keystore provider: SunJSSE

Your keystore contains 1 entry

Alias name: le-nms-a88efl3a-a519-457f-a2el-0540f5453ee0
Creation date: Feb 23, 2016

Entry type: PrivateKeyEntry

Certificate chain length: 2

Certificate[1]:

4. Import the new custom certificate, in .pfx file format into a new jbossas.keystore file; and, at the same time change the alias name to
jboss. Follow the prompts:

# keytool -importkeystore -v -srckeystore newcert.pfx -srcstoretype pkcsl2
-destkeystore /opt/cgms/server/cgms/conf/jbossas.keystore -deststoretype jks-
srcalias le-nms-a88efl3a-a519-457f-a2el-0540f5453ee0 -destalias

jboss -destkeypass your keystore password

Enter destination keystore password: your keystore password

Enter source keystore password: keystore password when pfx file was created
[Storing /opt/cgms/server/cgms/conf/jbossas.keystorel

5. (Optional) Define a salt.
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Note: If salt isunchanged, then you can skip this step.

The salt defines the strength of the encrypted password and must be at |east 8 characters long.
For example: A1alB2b2C3c3D4dESe5F6f6G7g7H8N819i9J10j10K 11k11L 12112M 13m13N14n14015

a. Copy thefile /opt/cgms/server/cgms/depl oy/security-servicexml to a safe location.

b. Update the sat in the /opt/cgms/server/cgms/depl oy/security-service.xml file.

NOTE: Select either Step 6 or Step 7 below, based on the NM S release you are running.

6. CG-NM S Releases earlier than 2.1.0 store the keystore password in the following file:

10.

1.

/opt/cgmg/server/cgms/conf/jbossas.keystore.password

This step encrypts the password that will be stored in the jbossas.keystore.password file.

The password is used to open the jbossas.keystore that has the new custom certificate imported in Step 4.

a. Run /opt/cgms/bin/encrypt-password.sh script with the following parameters:

—  Specify the new salt defined in step 5. or use the existing one in the /opt/cgms/server/cgms/depl oy/security-servicexml file.
— Set count to 1024.

—  Set the password file to jbossas.keystore.password.

—  Set your_keystore password.

#./encrypt-password.sh

AlalB2b2C3c3D4dE5e5F6£6G7g7H8h8I919J10710K11k11L12112M13m13N14n14015 1024 jbossas.keystore.password
your keystore password

b. Move or copy the jbossas.keystore.password to the /opt/cgms/server/cgms/conf directory.

c. Goto Step 8.

. CG-NMSreleaseslater than 2.1.0 or 10T FND 3.0 release or later, store the keystore password in the

/opt/cgms/server/cgms/conf/VAULT.dat file

Perform the following steps to update the password to match the one entered in Step 4 (your_keystore _password):
a. Backup the VAULT.dat and vault.keystore files in /opt/cgms/server/cgms/conf to a safe location.

b. Update the VAULT.dat file with the new password:

#/opt/cgms/bin/vault.sh -k /opt/cgms/server/cgms/conf/vault.keystore -p cgmsl23

-e /opt/cgms/server/cgms/conf -i 50 -s 12345678 -v vault -b keystore pass

-a password -X your keystore password

wherevault.keystore containsthereferenceto VAULT.dat and VAULT.dat storesand hidesthe jbosskeystore password. Thiscommand
createsanew VAULT.dat filethat containsthe new jboss.keytsore password. The default password to open vault.keystoreis cgnms123.

. Restart loT FND:

# service cgms restart

. Use your browser to connect to the NM S server.

Accept and add the new certificates.

Use your browser to loginto 10T FND.
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Importing Custom Certificates with the North Bound API Client (Windows)

For an NB API client running on a Windows Server, import the CA public certificate to the Certificate Store on your local computer.
Matching CA public certificates ensures that the client machine communicates with 0T FND using the NB API client.

Importing Custom Certificates with Window |E
1. InIE, enter the https URL address of the NMS server.

The URL name must match the Common Name on the NM S Server certificate.
2. Inthe Security Alert window, click OK.

3. Inthe security certificate warning window, click the Continue to this Website (Not Recommended) link.
4. Inthe Security Alert window, click OK.

5. Click the Certificate error section of the address bar.

e —
221470230 ome s 0 €@ Certfcate emar @) 44 C6-MMS - login

1 j et}
1 'a Certificate [nwalid

The security certificate presented by this
website has errors,

This problem might indicate an attempt o
fool wou or inkerce pr ary datz you send to
the server,

e recormimend that you close this webpage.

About certficate errors

Wiy certificate:
. Cisco Systems

6. Inthe Certificate Invalid window, click View certificates.

221110230 home cear O = @ Centifeatsemst @ | 2t CG-MS - login

1 &Y certifcaervaic

The security certificabe presented by this
webisibe has errars,

Thiz problem might indicate an attempt to
fool you or intzrce pt any datz you send fo
the server,

e recorniriend that ou close thiz webpage.

About certficate errors

{ Wiewy certificates ,

| - Clsco Systems

The Certificate window lists the device certificate issued to the NM S server and signed by theissuing CA (or sub CA) server.

7. Select the Certification Path tab, and look for theinvalid certificate (that is, the one with ared cross).
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W Certicate

CertFcate stabus:

This CA Rock certificake s not brusted becauss it & nob in the Trusted Roct
Certification suthortias stora,

Leam more shouk cerbificstion paths

8. Select theinvalid certificate, and select the General tab.
9. Click Install Certificate.
10. Inthe Certificate Install Wizard window, click Next.

11. Select the Place all certificatesin the Following Store option, and then click Browse.
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Carlillicatn Sbura
CarbFcate shones are spstem areas whire certificabas ana kapt,

wwindoss can sstomebcaly select & carbficate stone, o wou can sp=cfy 8 ocston for
Lra carlificate.

Cerlilicala shore

Learn more sbout cerafizabe stores

12. Inthe Certificate Store window, check the Show physical stores check box, open the Trusted Root Certification Authorities folder,
select L ocal Computer, and then click OK.

Select the certficate shore you want to use,

| -] Personal
B Trusted Root Certification Authorities

| Frtarrwica Trot
rn

< e D

13. Click Next.

14. Click Finish.

15. Click OK.

16. In the Certificate window, click I nstall Certificate.

17. Select the Place all certificatesin the Following Store option, and then click Browse.

18. In the Certificate Store window, check the Show physical stores check box, open the Trusted Root Certification Authorities folder,
select Local Computer, and then click OK.
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19.

20.

21.

22.

23.

24.

25.

(&
Select Certificate Store

Select the certificate store you want ko use.

- | Trusted Root Certification Authorities
=l | Enterptise Trust
| Regiskry

Click Next.

Click Finish.

Click OK.

In the Certificate window, click OK.

Repeat the previous stepsiif the Certificate error section of the address bar is still displaying.

B Ensurethat the device certificate issued to the NM S server and signed by the issuing CA (or sub CA) displays server in the
Certificate window.

B Select the Certification Path tab and verify that all certificates in the path are valid (that is, there are no red crosses on the
certificates).

Close and restart the browser

Enter the [oT FND server secure URL in the address bar.

TheloT FND log in page displays without the security screen.

Managing Custom Certificates

1

Back up the following files that are overwritten when you upgrade or perform afresh installation of 1oT FND:

B |nthe/opt/cgms/server/cgms/conf/ directory:
—  jbossas.keystore.password

— jbossas.keystore
B |nthe/opt/cgms/server/cgms/deploy/ directory:

—  security-service.xml file

Thisisthefilewhereyou added the salt valuein Installing Custom Certificatesin the Browser
Client).

B |nthe/opt/cgms/server/cgms/conf directory:
—  VAULT.dat

— vault.keystore
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2. Perform the loT FND upgrade or new installation (see Upgrading 10T FND).

3. Copy the above filesto their respective folders, and restart 10T FND.

Managing North Bound API Events

The North Bound (NB) API client can send eventsusing HTTPS. NB API clients must subscribe to 10T FND by providing avalid HTTPS
URL over which IoT FND will send events. IoT FND accepts SSL certificates and handshakes published by the NB API client.

Configuring IoT FND to Access the Keystore
After you create cgms_keystore and import the NM S and CA certificatesto it, configure |oT FND to access the cgms_keystore file.
To set the keystore password:
1. Stop loT FND.
2. Run the setupCgms.sh script:
pwd
/opt/cgms/bin
./setupCgms.sh
06-12-2012 10:21:39 PDT: INFO: ========== CG-NMS Setup Started - 2012-06-12-10-21-39 =====
06-12-2012 10:21:39 PDT: INFO: Log file: /opt/cgms/bin/../server/cgms/log/cgms_setup.log
Are you sure you want to setup CG-NMS (y/n)? y
06-12-2012 10:21:39 PDT: INFO: User response: y
Do you want to change the keystore password (y/n)? y
06-12-2012 10:21:52 PDT: INFO: User response: y
Enter keystore password: keystore password
Re-enter keystore password: keystore password
06-12-2012 10:21:59 PDT: INFO: Configuring keystore password. This may take a while.
Please wait ...
06-12-2012 10:22:00 PDT: INFO: Keystore password configured.
This script saves the password set in the cgms.propertiesfile.
3. Start loT FND.
Tip: To protect the cgms_keystore and cgms.properties files, set their permissions to root read only.

Caution: Protect your system! Ensure that only root has accessto the 10T FND server. Your firewall should only allow SSH access from
internal hosts.

Configuring the TPS Proxy to Access the Keystore
To configure the TPS proxy to access the keystore:
1. Change to the tpsproxy bin directory:
cd /opt/cgms-tpsproxy/bin
2. Convert your chosen password into encrypted form:

./encryptionUtil.sh {your chosen password for cgms keystore}
7j1XPnivVpMvat+TrDWghlw==

3. Copy the encrypted password into the tpsproxy.properties file:
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a. Open thefilefor editing.

cd /opt/cgms-tpsproxy/conf
emacs tpsproxy.properties

b. Addthislineto thefile:

cgms-keystore-password-hidden=keystore password

In this example, the encrypted keystore_password is “7jIXPniVpMvat+TrDWghlw==".
4. Restart TPS proxy:

service tpsproxy restart

Setting Up an HSM Client
Complete the following procedures to set up the HSM client:
B |nstdling an HSM Client on the 10T FND Server
B Configuring an HSM HA Client

Note: If your installation uses SSM for CSMP-based messaging, see Installing and Setting Up the SSM.

Installing an HSM Client on the loT FND Server
The Hardware Security Module (HSM) works as a security server listening at port 1792. For 10T FND to communicate with HSM:
1. Ingtall an HSM client on the loT FND server.
2. Configurethe HSM client to have the certificate for HSM.
3. Upload the certificate to HSM.
This section describes how to install and configure an HSM client, assuming that HSM isat 172.16.0.1 and the client at 172.31.255.254.
Toinstall and set up an HSM client:
1. Get the HSM client package, unpack it, and run the installation script:
sh install.sh
2. Change to the /usr/lunasa/bin directory:
cd /usr/safenet/lunaclient/bin/
3. Create the client certificate:
./vtl createCert -n ip address of hsm client
4. Download the HSM certificate from the HSM server:
scp admin@ip address of hsm server:server.pem .
5. Upload the client certificate to the HSM server:
scp ../cert/client/ip address of hsm client.pem admin@ip address of hsm server:

6. Load the HSM certificate:
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vtl addServer -n ip address of hsm server -c server.pem .
7. Ensure that the HSM server is added:

vtl listServer

8. From the HSM client, use SSH to log in to the HSM server:

ssh admin@ip address of hsm server

Last login: Mon Aug 15 15:36:43 2012 from 10.27.164.171

Luna SA 5.0.1-2 Command Line Shell - Copyright (c) 2001-2010 SafeNet, Inc. All rights reserved.
[TestLunaSAl] lunash:>

9. Use SSH to perform these steps on the HSM server:
a. Addtheclient to the HSM server:

[TestLunaSAl] lunash:>client register -c hsm client name -i ip address of hsm client
'client register' successful. Command Result : 0 (Success)

b. List the clients defined on the server and ensure that the client was added:

[TestLunaSAl] lunash:>client list
registered client 1: cg-nms
registered client 2: hsm client_name
Command Result : 0 (Success)

c. Assigntheclient to a partition:

[TestLunaSAl] lunash:>client assignPartition -c hsm client name -p partition name
'client assignPartition' successful.
Command Result : 0 (Success)

d. Logout of HSM.
10. On the server running the HSM client, verify the HSM client installation:
vtl verify

The following Luna SA Slots/Partitions were found:
Slot Serial # Label

1 151285008 TestPartl

11. After the HSM client installation completes, run the test suite ckdemo.
ckdemo
Ckdemo is the property of SafeNet Inc and is provided to our customers for
diagnostic and development purposes only. It is not intended for use in
production installations. Any re-distribution of this program in whole or
in part is a violation of the license agreement.

CrystokiConnect () (modified on Oct 18 2012 at 20:57:53)

**% CHRYSTOKI DEMO - SIMULATION LAB ***

Status: Doing great, no errors (CKR_OK)

TOKEN FUNCTIONS

(1) Open Session ( 2) Close Session ( 3) Login

( 4) Logout ( 5) Change PIN ( 6) Init Token

( 7) Init Pin ( 8) Mechanism List ( 9) Mechanism Info
(10) Get Info (11) Slot Info (12) Token Info
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(13) Session Info (14) Get Slot List 15) Wait for Slot Event
(18) Factory Reset 19) CloneMofN
OBJECT MANAGEMENT FUNCTIONS
(20) Create object (21) Copy object 22) Destroy object
(23) Object size (24) Get attribute 25) Set attribute
(26) Find object Display Object
SECURITY FUNCTIONS
(40) Encrypt file (41) Decrypt file (42) Sign
(43) Verify (44) Hash file (45) Simple Generate Key
(46) Digest Key
HIGH AVAILABILITY RECOVERY FUNCTIONS
(50) HA Init (51) HA Login
KEY FUNCTIONS
(60) Wrap key (61) Unwrap key (62) Generate random number
(63) Derive Key (64) PBE Key Gen (65) Create known keys
(66) Seed RNG (67) EC User Defined Curves
CA FUNCTIONS
(70) Set Domain (71) Clone Key (72) Set MofN
(73) Generate MofN (74) Activate MofN (75) Generate Token Keys
(76) Get Token Cert(77) Sign Token Cert (78) Generate CertCo Cert
(79) Modify MofN (86) Dup. MofN Keys (87) Deactivate MofN
(88) Get Token Certificates (112) Set Legacy Cloning Domain
OTHERS
(90) Self Test
(94) Open Access (95) Close Access
(97) Set App ID (98) Options (100) LKM Commands
OFFBOARD KEY STORAGE:
(101) Extract Masked Object (102) Insert Masked Object
(103) Multisign With Value (104) Clone Object
(105) SIMExtract (106) SIMInsert
(107) SimMultiSign (118) Extract Object
(119) Insert Object
SCRIPT EXECUTION:
(108) Execute Script 109) Execute Asynchronous Script
10) Execute Single Part Script
CLUSTER EXECUTION:
(111) Get Cluster State
SRK FUNCTIONS:
(200) SRK Get State (201) SRK Restore (202) SRK Resplit
(203) SRK Zeroize (204) SRK Enable/Disable
( 0) Quit demo

Enter your choice

Slots avai
slot#l
slot#2
slot#3
slot#4

Select a s

SO[0] or n

You must e

Status: Do

1

lable:
- LunaNet Slot
- Luna UHD Slot
- Luna UHD Slot
- Luna UHD Slot
lot: 1

ormal user[1]?
1

nter a number between 0 and 1:

ing great, no errors (CKR_OK)

TOKEN FUNCTIONS
(1) Open Session ( 2) Close Session ( 3) Login
( 4) Logout ( 5) Change PIN ( 6) Init Token
( 7) Init Pin ( 8) Mechanism List ( 9) Mechanism Info
(10) Get Info (11) Slot Info (12) Token Info
(13) Session Info (14) Get Slot List (15) Wait for Slot Event
(18) Factory Reset (19) CloneMofN
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OBJECT MANAGEMENT FUNCTIONS

Destroy object
Set attribute
Display Object

Sign
Simple Generate Key
Digest Key

Generate random number
Create known keys

Set MofN

Generate Token Keys
Generate CertCo Cert
Deactivate MofN

Set Legacy Cloning Domain

LKM Commands

Insert Masked Object
Clone Object
SIMInsert

Extract Object
Insert Object

Execute Asynchronous Script
Execute Single Part Script

SRK Resplit

(20) Create object (21) Copy object 22)
(23) Object size (24) Get attribute 25)
(26) Find object 27)
SECURITY FUNCTIONS
(40) Encrypt file (41) Decrypt file 42)
(43) Verify (44) Hash file 45)
46)
HIGH AVAILABILITY RECOVERY FUNCTIONS
(50) HA Init (51) HA Login
KEY FUNCTIONS
(60) Wrap key (61) Unwrap key (62)
(63) Derive Key (64) PBE Key Gen (65)
(66) Seed RNG (67) EC User Defined Curves
CA FUNCTIONS
(70) Set Domain (71) Clone Key (72)
(73) Generate MofN (74) Activate MofN (75)
(76) Get Token Cert(77) Sign Token Cert (78)
(79) Modify MofN (86) Dup. MofN Keys (87)
(88) Get Token Certificates (112)
OTHERS
(90) Self Test
(94) Open Access (95) Close Access
(97) Set App ID (98) Options (100)
OFFBOARD KEY STORAGE:
(101) Extract Masked Object (102)
(103) Multisign With Value (104)
(105) SIMExtract (106)
(107) SimMultiSign (118)
(119)
SCRIPT EXECUTION:
(108) Execute Script 109
10
CLUSTER EXECUTION:
(111) Get Cluster State
SRK FUNCTIONS:
(200) SRK Get State (201) SRK Restore (202)
(203) SRK Zeroize (204) SRK Enable/Disable

( 0) Quit demo

Enter your choice : 3
Security Officer[0]

Crypto-Officer [1]
Crypto-User [2]: 1
Enter PIN 9JT5-WMYG-ESFE-TExs
Status: Doing great, no errors (CKR_OK)
TOKEN FUNCTIONS
( 1) Open Session ( 2) Close Session ( 3)
( 4) Logout ( 5) Change PIN (6)
( 7) Init Pin ( 8) Mechanism List ( 9)
(10) Get Info (11) Slot Info (12)
(13) Session Info (14) Get Slot List (15)
(18) Factory Reset (19)
OBJECT MANAGEMENT FUNCTIONS
(20) Create object (21) Copy object
(23) Object size (24) Get attribute
(26) Find object
SECURITY FUNCTIONS
(40) Encrypt file (41) Decrypt file (42)
(43) Verify (44) Hash file (45)
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Wait for Slot Event
CloneMofN

Destroy object
Set attribute
Display Object
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Simple Generate Key
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(46) Digest Key
HIGH AVAILABILITY RECOVERY FUNCTIONS
(50) HA Init (51) HA Login
KEY FUNCTIONS
(60) Wrap key (61) Unwrap key (62) Generate random number
(63) Derive Key (64) PBE Key Gen (65) Create known keys
(66) Seed RNG (67) EC User Defined Curves
CA FUNCTIONS
(70) Set Domain (71) Clone Key (72) Set MofN
(73) Generate MofN (74) Activate MofN (75) Generate Token Keys
(76) Get Token Cert(77) Sign Token Cert (78) Generate CertCo Cert
(79) Modify MofN (86) Dup. MofN Keys (87) Deactivate MofN
(88) Get Token Certificates (112) Set Legacy Cloning Domain
OTHERS
(90) Self Test
(94) Open Access (95) Close Access
(97) Set App ID (98) Options (100) LKM Commands
OFFBOARD KEY STORAGE:
(101) Extract Masked Object (102) Insert Masked Object
(103) Multisign With Value (104) Clone Object
(105) SIMExtract (106) SIMInsert
(107) SimMultiSign (118) Extract Object
(119) Insert Object
SCRIPT EXECUTION:
(108) Execute Script 109) Execute Asynchronous Script
10) Execute Single Part Script
CLUSTER EXECUTION:
(111) Get Cluster State
SRK FUNCTIONS:
(200) SRK Get State (201) SRK Restore (202) SRK Resplit
(203) SRK Zeroize (204) SRK Enable/Disable
( 0) Quit demo

Enter your choice 27

Enter handle of object to display (-1 to list available objects)
You must enter a number between -1 and 10000000: -1
No objects found

Enter handle of object to display (-1 to list available objects)

You must enter a number between -1 and 10000000:
You must enter a number between -1 and 10000000:
You must enter a number between -1 and 10000000: 0
ERROR: Can not find object with handle 0

Status: C_GetObjectSize returned error. (CKR_OBJECT HANDLE_INVALID)

TOKEN FUNCTIONS
( 1) Open Session ( 2) Close Session ( 3) Login
( 4) Logout ( 5) Change PIN ( 6) Init Token
( 7) Init Pin ( 8) Mechanism List ( 9) Mechanism Info
(10) Get Info (11) Slot Info (12) Token Info
(13) Session Info (14) Get Slot List (15) Wait for Slot Event
(18) Factory Reset (19) CloneMofN
OBJECT MANAGEMENT FUNCTIONS
(20) Create object (21) Copy object (22) Destroy object
(23) Object size (24) Get attribute (25) Set attribute
(26) Find object (27) Display Object

SECURITY FUNCTIONS
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(40) Encrypt file (41) Decrypt file (42) Sign
(43) Verify (44) Hash file (45) Simple Generate Key
(46) Digest Key
HIGH AVAILABILITY RECOVERY FUNCTIONS

(50) HA Init (51) HA Login
KEY FUNCTIONS
(60) Wrap key (61) Unwrap key (62) Generate random number
(63) Derive Key (64) PBE Key Gen (65) Create known keys
(66) Seed RNG (67) EC User Defined Curves

CA FUNCTIONS

(70) Set Domain (71) Clone Key (72) Set MofN

(73) Generate MofN (74) Activate MofN (75) Generate Token Keys

(76) Get Token Cert(77) Sign Token Cert (78) Generate CertCo Cert

(79) Modify MofN (86) Dup. MofN Keys (87) Deactivate MofN

(88) Get Token Certificates (112) Set Legacy Cloning Domain
OTHERS

(90) Self Test

(94) Open Access (95) Close Access

(97) Set App ID (98) Options (100) LKM Commands

OFFBOARD KEY STORAGE:

(101) Extract Masked Object (102) Insert Masked Object
(103) Multisign With Value (104) Clone Object
(105) SIMExtract (106) SIMInsert
(107) SimMultiSign (118) Extract Object
(119) Insert Object

SCRIPT EXECUTION:
(108) Execute Script (109) Execute Asynchronous Script
Execute Single Part Script

[

CLUSTER EXECUTION:
(111) Get Cluster State
SRK FUNCTIONS:
(200) SRK Get State (201) SRK Restore (202) SRK Resplit
(203) SRK Zeroize (204) SRK Enable/Disable
( 0) Quit demo

Enter your choice : 0

Exiting GESC SIMULATION LAB

Configuring an HSM HA Client

Note: You must perform the stepsin this section even if you only have one HSM server. You must also create agroup that containsthe HSM
server.

To configure an HSM HA client:
1. Configurethe HSM client so that it connects with both HSM servers, as described in Installing an HSM Client on the loT FND Server.
2. Change to the /usr/safenet/lunaclient/bin/ directory:
/usr/safenet/lunaclient/bin/

3. Create agroup that contains only the partition of the first HSM server by running this command and providing the serial number
(serial_num) of the HSM server obtained by running the ./vtl verify command (10.), the name of the group (group_name), and the
password (prtn_password) for accessing the partition:

./vtl haAdmin newGroup -serialNum serial num -label group name -password prtn password
For example:

./vtl haAdmin newGroup -serialNum 151285008 -label testGroupl -password TestPartl
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Warning: There are 2 objects currently on the new member.
Do you wish to propagate these objects within the HA
group, or remove them?

Type 'copy' to keep and propagate the existing

objects, 'remove' to remove them before continuing,
or 'quit' to stop adding this new group member.
> copy

New group with label "testGroupl" created at group number 1151285008.
Group configuration is:

HA Group Label: testGroupl
HA Group Number: 1151285008
Synchronization: enabled

Group Members: 151285008
Needs sync: no

4. Add the partition of the second HSM to the group.
For example:

./vtl haAdmin addMember -group testGroupl -serialNum 151268008 -password TestPartl
Member 151268008 successfully added to group testGroupl. New group
configuration is:

HA Group Label: testGroupl
HA Group Number: 1151285008
Synchronization: enabled
Group Members: 151285008, 151268008
Needs sync: yes

Please use the command 'vtl haAdmin -synchronize' when

you are ready to replicate data between all members of the
HA group. (If you have additional members to add, you may
wish to wait until you have added them before synchronizing
to save time by avoiding multiple synchronizations.)

5. Verify that both partitions can be listed:
./vtl haAdmin -listGroups

If you would like to see synchronization data for group testGroupl,
please enter the password for the group members. (Press enter to

skip the synchronization check) :
> *kkkkkkkk

HA Group Label: testGroupl
HA Group Number: 1151285008
Synchronization: enabled
Group Members: 151285008, 151268008
Needs sync: yes

HA auto recovery: disabled
HA logging: disabled
6. Enable HA auto recovery:

[root@localhost binl# ./vtl haAdmin -autoRecovery

vtl haAdmin -autoRecovery [ -retry <count> | -interval <seconds> ] -retry <retry counts>
-interval <seconds>

— Set theretry value between -1 and 500 where, -1 is an infinite number of retries and O disables auto recovery.
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—  Specify the auto recovery poll interval in seconds.
7. Enable HA.

./vtl haAdmin -HAOnly -enable

Configuring the HSM Group Name and Password
The HSM Group name and password is provided by Cisco at manufacture.
To alow the HSM Group name and password to be configured by the user:
1. Edit the cgms.propertiesfile to add the following properties:
B hsm-keystore-name <name>
B hsm-keystore-password <encrypted password>

Tip: You can use the same HSM server for multiple 10T FND installations by creating multiple partitions on the HSM server, configuring
the HSM client, and specifying the partition name and partition password in the cgms.propertiesfile.

2. Savethe cgms.propertiesfile.
3. To apply these changes, restart 10T FND:

service cgms start
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Managing User Access

This section has the following topics for managing users and rolesin 10T FND:
B Managing the Password Policy

B Configuring Remote Authentication

B Managing Roles

B Managing Users

All user management actions are accessed through the Admin > Access M anagement menu (Figure 1).

Figurel  Admin Menu

Admin .

Access System
Management Management
Password Policy Arlive Sessions

Remote Authentication  Audit Trall

Roles Centificales

Users Diata Retention
License Canter
Loggaing
Provisioning Seflings
ServerSelings
Syslog Setlings
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Managing the Password Policy
loT FND provides default password policy values that you can enforce among loT FND users.
Note: To modify these values, you must be logged in either as root or as a user with Administrative Operations permissions.
Caution: In some cases, changing password policiesimmediately terminates all user sessions and resets al passwords.
Note: The“Password history size” and “Max unsuccessful login attempts’ policies do not apply to 10T FND North Bound APl users.
These changes invalidate all user sessions and expire their passwords (including the root user):
B When you increase the minimum length of passwords

B When you decrease the password expiry interval

Cisco Systems, Inc.  www.cisco.com
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B When you enable “Passwor d cannot contain username or rever se of username”
B When you enable “Passwor d cannot be cisco or ocsic (cisco rever sed)”
B When you enable “No character can berepeated morethan three times consecutively in the password”

B When you enable “Must contain at least one character from all the character sets (upper-case, lower-case, digits and special
characters)”

To edit password policies:

1. Choose Admin > Access Management > Password Policy.

thiilhe ot Fleid Metwork Director Devess .  Opentons . Comy . Ao Foct v Time Toee Ameriaflos_Zogeles

Password Policy Remate Authenticabon Rolkes Uten

b i ored e, Prasmwrcard
Famrword mmimum =gt Tl v, i ruligan sasewond langt i creased
Passwerd buitery mos [mol apphiable for Morthdeousd AF] usecs )

M ursucressfid ingin stemgis (ol spploatie for Rosthboond LPT wers)

o

Pangmord awpers irdereal (e o it spere obevg! @ rechaced.
Pakiword Canrcl COMEIN ST Of M of uesTame - ¥ charged o Erabled @i,

Password cannot be osoo o ocee [iDecn reversed) Deabl  ¥es, # changed to Exabled sirte.

iz charscter can e repmstind = than e e cormscutiosly n e pasmac d Dt

st coniain of lasek one Charecer rom all the arecier sets | uiver Cass, lovsi oo, gy s special characiess) (= v, F changet o Eaabled stuis.

S =]
D 10122005 Otacn Systams, Inc. AN Rights Mesenved, (wermon 1.2.0-14) [re— -1 T ie

2. To enable or disable a palicy, choose the appropriate option (Enabled or Disabled) from the Status drop-down menu.
3. To modify the value of apolicy, if applicable, enter the new value in the Valuefield.

Note: 10T FND supports a maximum password length of 32 characters.
4. Click Saveto start enforcing the new policies.

Note: The password policy you configurein 10T FND appliesonly to local users and not to remote Active Directory (AD) users. The
password policy for AD usersis determined and enforced by the AD admin.

Configuring Remote Authentication
To configure remote authentication for 10T FND, you need to perform configurations steps in Active Directory (AD) and 10T FND.
B Support for Remote Authentication
B Configuring Remote Authenticationin AD

B Configuring Security Policies on the RADIUS Server
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B Configuring Remote Authentication in 10T FND
B Enabling and Disabling Remote User Accounts
B Deleting Remote User Accounts

B Logging Into loT FND Using a Remote User Account

Support for Remote Authentication

With Remote Authentication, it is easier to integrate |oT FND into an existing AD and Network Policy Server (NPS) infrastructure. This
allows administrators to configure 10T FND access for usersin AD.

When you configure remote authentication in [oT FND, it hands over the authentication and authorization responsibility to AD and NPS.
AD performs user authentication to check thevalidity of user credentials. The RADIUS server performs user authorization to check whether
auser belongs to a group that defines the user role. If so, the server returns the role name to 10T FND.

EIEII EIEII
CG-NMS RADIUS Active
Server Server Directory

Thefollowing is the flow of user authentication and authorization by AD and NPS:
1. The user enterstheir credentials.

B |f user was created locally on the NM S server, authentication and authorization occurs locally.
B |f loT FND determinesthat the user isaremote user, authentication and authorization occurs on the configured RADIUS server.

B If remote authentication is not configured, authentication fails and user is denied access.

2. For remote users, if authentication and authorization are successful, the assigned user rolereturnsto the NM S server fromthe RADIUS
server.

3. If therolethat returnsis valid, the user is granted access.

Note: When remote authentication is enabled, user management isdonein AD. If an AD user logsin who was deleted from 10T FND,
their profile is added back to 10T FND. To prevent accessto loT FND, their AD user profiles must first be deleted from AD.

Configuring Remote Authentication in AD
To configure AD to allow 10T FND to remotely authenticate users:
1. Loginto NPS.
2. Add loT FND as aradius client on the RADIUS server.

Provide afriendly name, and | P address or DNS name of the loT FND server and configure the shared secret that [oT FND usesto
connect to the RADIUS server.
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Settings |A.d\far|ced I
[¥ Enable this RADIUS client
[ Select an existing template:
| =

 MName and Address

Friendly name:

INMS-Sunw—Mac

Address (IP or DNS):

|10.154 204 157 Veriy... |
 Shared Secret

Select an existing Shared Secrets template:

INone j

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

% Manual  Generate
Shared secret:

Corfirn shared secret:

oK I Cancel Apply

47319

An entry for the RADIUS client appears under RADIUS Clients and Servers.

E. 5erver Manager

Fle  Acion View Help

&= | 2m Hm
[ 5eve Mo imvonoGRS7A%)
= B Reles r—
£ TF Actve Drectory Domain Services Sl RADIUS chents allow you to specify the network access sarvers, that provide access bo your networ.
| ] Active Drectory Users and Computers ;

# [@ig Active Directory Sites and Services
@ % DNS Server
B Network Policy and Access Services
&= 1S (Local)
= [ RADIUS Chents and Servers
7| RADIUS Chents
35 Remote RADIUS Server Groups
= 1 Poldes
| Connection Request Polides
| Metwork Polices
| Health Poliies
# B, Network Access Protecton
B¢, Acoounting
® il Templates Management
# {3 Routing and Remote Access
@ Wy veb Server (1)
& ] Featres
*] ’ Dragnostics
# i} Configuration
¥ 52 Storage
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3. Loginto AD and create an organizational unit.

Cisco recommends that you create all security groups (10T FND roles) within this organizational unit.
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- Active Directory Users and Computers

‘File Action  View Help

A EENEREE SN R =R
j Active Directory Users and Comput | Name I Type | Description
® ] Saved Queries | Builtin builtinDomain &
EREE] corbu. iy s : Container Default container for upar...
: . Delegate Control...
g i Bui I__'_I?a ft... Organizational ... Default container for dom..,
B 1 Co h "'E S r... Container Default container for secu...
; — E;_ Ch:e Dmﬁle:unwuer.,, Container Default container for unar...
@  Use Raise domain functional level...
Operations Masters, ..

Export List..,

Properties

Help Shared Folder
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4. Add security groups corresponding to |0T FND roles to the organizational unit.

The following example shows the security groups defined in the NMS_ROLES organizational unit.

admin_role Properties E3

Ovenview | Conditions | Constraints | Settings |

Policy name:

[ Policy State
If enabled, NPS evaluates this policy while peforming authodzation. K disabled. NPS does not evaluate this policy.

[+ Policy enabled

—hAccess Pemission
If conditions and constraints of the network policy match the connection request, the policy can either grant access or deny
aocess. What is access permission?

% Grant access. Grant access Fthe connection request matches this policy.
"~ Deny access, Deny access if the connection request hd‘m this policy.

[ lonore user account dialn properties.

if the connection request matches the condttions and constraints of this netweark policy and the policy grents access, perform
autherization with network policy only; do not evaluate the dialin properties of user accounts .

[~ Metwark connection method

Select the type of network access server that sends the connection request to NFS. You can select either the networs access servertype
or Vendor specic.

% Type of network access server:
| Unspecified |

" Vendor specific:

OK | Comced | iy |

e wic-=l )

Tip: When creating the security groups, ensure that they map one-to-oneto loT FND roles(that is, every roledefinedin loT FND maps
to only one AD security group). The name of the security group does not have to match arole namein loT FND, but for organizational
purposes, Cisco recommends using names that correlate the security group nameto aloT FND role.
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Note: You cannot create or assign the 10T FND root rolein AD.

loT FND Roles AD Security Groups

Administrator
— | i .
Endpoint Operator >, admin_role

\ #2, router_operator_role
Issue_Management /

ﬁd:!,tes‘t_rulu
Manitor Only 32, endpoint_operator,..
Northbound AP! 52, security_role
— | s
Root 44, northbound_api_rale
Router Operator e

5. Assign AD users arole by adding them to the security group mapping to that role.

Since, users can only belong to one security group, the loT FND rolethat the user is assigned after log in is dependent on their assigned
AD security group.

Tip: In AD, users cannot be assigned multiple IoT FND roles, and cannot belong to multiple security groups. To assign permissions
from more than one role to agroup of users, create anew 10T FND role with the required permissions, and a create the corresponding
AD security group. Usersin this new group can then carry out the tasks allowed by thisrole.

Sunny Shah Properties [ 2]
Security | Environment | Sessions
Remote contral | Remote Desktop Services Profile

Personal Virual Desktop I COM+ I Attribute Editor
General | Address I Account I Profile I Telephones I Onganization I
Published Certficates ~ Member Of | Password Replication | Dialin | Object

Member of:
Name | Active Directory Domain Services Folder |
admin_role nms.cenbu.com/NMS_ROLES
Domain Users nms cenbu.com,/Users

Add... I Hemove |

Primary group: Domain Users
. There is no need to change Primary group unless
St Primany Group | you have Macintosh clients or POS[X-compliant
applications.
o
OK |  Camcel | Mooy Hee | B
3

6. Configure the Dial-in Network Access Permission to use the NPS Network Policy.
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Sunny Shah Properties

Security I
Remote control

Personal Vitual Desktop

Environment
Remote Deskiop Services Profile

" General I Address I Account I Profile I Telephones I Organization

- coms |

Published Certficates | Member OF | Password Replication  Diakin | Object

I Sessions

Attribute Editor

— Metwork Access Permission
" Alow access

" Deny access

¢ Control access through NP5 Network Policy:

[~ Verfy Caller-ID:
—Callback Options

' No Callback

™ Always Callback to:

™ Set by Caller (Routing and Remote Access Service only)

T Assign Static IP Addresses

Define P addresses to enable for this
Dial-n connection.

Static [P Addresses ... |

1 Apply Static Routes

Define routes to enable for this Dialin
connection.

Static Foutes ... |

[ o 1]

Cancedl | Mgy | Heb |

HrHT

Configuring Security Policies on the RADIUS Server

To authorize usersfor |oT FND access, configure security policies for the RADIUS server.

To configure security policies on the RADIUS server, follow these steps:

1. Create anetwork policy for each security group you created in AD.

2. Configure the policy asfollows:

a. Inthe Overview pane, define the policy name, enable it, and grant access permissions.

125



Managing User Access

admin_role Properties E

Ovenview | Conditions | Constraints | Settings |

Palicy name:

1 Policy State
If enabled, NP5 evaluates this policy while pefiorming authorzation. i disabled, NFS does not evaluate this policy.

¥ Policy enabled

—Access Pemmission
If conditions and constraints of the network policy match the connection reguest, the palicy can either grant access or deny
access. What is access permission?

(¥ Grant access. Grant access f the connection request matches this policy.
(" Deny accees, Deny access f the connection request rhd‘bas this policy

[ lgnore user account dislHn propesties.
If the connection request matches the conditions and constraints of this network policy and the policy grants access, perform
autharization with network policy only; do not evaluate the dialin properties of user accounts

7 Metwork connection method
Select the type of network access server that sends the connection request to NPS. You can select ether the network access server type

or Vendor specic.
* Type of network access server:
I Unspecified j

" Vendar specific:

0K | Cacd |  opp |

b. Click the Conditionstab, select the User Groups condition, and click Add.

Select a condiion, and then click Add
Giroups

o, Windows Groups
W2 The Windows Groups condiion specifies that the connecling user o conputer must bebong to ane of the selected s

347320

e

J  Machine Groups
JLw"f--'_e The Machine Groups condition specifies that the connecting computer must belong to one of the selscted groups.

ed groups.

W Location Groups
,,]:,".'.‘4 The HCAP Location Groups condiion specifies the Host Credential Autharization Protocal [HCAR) location gioups

= 7 required to match this polficy. The HCAP protacol is used for communication between NPS and some third party
network access servers (NASz) See your NAS documentation before using this condition.

[wir } HCAP User Groups

:
g
i

The User Groups condition specifies that the connecting user must bel ong to the selected group. For this policy to pass, the user being
authorized must belong to the user group configured in this policy.

c. Inthe User Groupswindow, click Add Groups.
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User Groups

Specify the group membership required to match this policy.

Groups

i
¥
a8
&
347323

d. Inthe Select Group window, enter the name of the group

e. Click OK to close the Select Group dialog box, and then click OK to close the User dialog box.

Select Group EHE3

Select this object type:

fome Obect s |

From this location:

Icerl:u:ciacomm Locations...

Enter the object name to select (samples):

admin_role| Check Mames
Advanced. . 0K I Cancel | :@r

A3

f. Click Cancd to close the Select condition window.

The condition appears in the Conditions pane.
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admin_role Properties BE
"Overview Conditions | Constraints | Settings |

Corfigure the conditions for this network policy.

¥ condiions match the connection request, NP5 uses this policy to authorize the connection request. § conditions do not match the
connection request, NP5 skips this policy and evaluates other policies,  additional policies are configured.

|| Condition | Value
#2, User Groups CENBU'admin_role
Condition description:

The User Groups condition specifies that the connecting user must belong to one of the selected groups.

%
Y
2
e

g. Click the Settingstab, and then click Add to display the Attribute Information window.
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Add vendor Specific Attribute E3

To add an attribute to the settings, select the attribute, and then click Add.

To add a Vendor Specific attribute that is not listed, select Custom, and then click Add.

Attributes:

Name | Vendor |
Cisco-AV-Pair  Cisco

Description:

Specifies the Cisco AV Pair VSA.

Add... | Cloze |

HTIN

h. Click Add to define a Vendor Specific Attribute (VSA) that is sent to 10T FND (RADIUS client) after the user credentials and
security group membership are verified.

The VSA to configure is:

Attribute Name: Cisco-AV-Pair

Attribute number: 5000

Attribute format: String.

Attribute value: Enter the attribute value to send to |oT FND.

Attribute Information E3

Attribute name:
Cisco-AV-Pair

Attribute number:
5000

Attribute format:
Siring

Attribute value:

[Administrator]

OKICanoell

Note: The string entered in the Attribute value field must be the exact string listed in the Radius Server V SA column on the Roles page
inloT FND (Admin > Access Management > Roles).

34726
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cisco IoT Field Network Director Devices

Operations

-

Config

-

Admin

-

Password Policy Remote Authentication Roles Users

Roles

Add | Delete

Role « Users

admin_ops demo

Administrator tester

bahamas bahamas

Endpoint Operator

Monitor Only bahamas, demo, smoc, tester
MNorthbound API orchestration

Root root

Router Operator

SMOC Operator SMoc

OO0O0O0O0O080080

i. Click OK.

Attribute Information E3

Attribute name:
Cisco-AV-Pair

Aftribute number:
5000

Attnbute format:
String

Atribute values:

347325

The VSA attribute appears in the Settings pane.
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"Overview | Condions | Constraints ~ Settings |
Configure the settings for this network policy.
F condtions and constraints match the connection request and the policy grants access, settings are applied.
Settings:
BADIUS Attribues To send addiional attributes to RADIUS clients. select a Vendor Speciic attrbute, and
@ Standard then chck Edt.  you do not configure an attribute. it is not sent to RADIUS clierts, Sae
— your RADIUS client documentation for required attibutes.
Network Access Protection
i, WAP Enf Nt
_%, nforceme Mirbutes:
:-jf' Extended State Marme I deml Vale
Routing and Remote Access Cisco-AV-Pair Cisco  Administrator
Muiilink and B andvadth
Allocation Protocol [BAP)
“¥ IP Filtess
ﬁ Encryption %
oty IP Settings
Add. | Ede | [ Remee |
[
[ ok | conce o
&
j. Click OK.

Configuring Remote Authentication in loT FND

You enable remote user authentication and configure RADIUS server settings on the Remote Authentication page (Admin > Access
Management > Remote Authentication).
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To configure remote authentication:

1. Choose Admin > Access Management > Remote Authentication.

mmm
Cisco

Password Policy Remote Authenfication Roles Users

IoT Field Network Director Devices . Operations .,  Config . Admin

["] Enable Remote Authentication

Radius Server Info
IP:
Radius Server Description:
Shared Secret:
Confirm Shared Secret:
Authentication Port:
Accounting Port:
Retries:

Timeout (seconds):

Test Connectivity Save Cancel

2. Check the Enable Remote Authentication check box.

3. Enter thisinformation about the RADIUS server:

Field Description

IP The IP address of the RADIUS server.

Name A descriptive name of the RADIUS server.

Shared Secret The shared secret you configured on the RADIUS server.

Confirm Shared Secret

Authentication Port The RADIUS server port that 10T FND uses to send request to. The default port is 1812.

Accounting Port The RADIUS server accounting port. The default port is 1813.

Retries The number of times to send arequest to the RADIUS server before |oT FND times out and remote
authentication fails because no response was received from the RADIUS server.

Timeout The number of secondsbefore loT FND times out and remote authentication fails because no response was
received from the RADIUS server.

4. To ensurethat 10T FND can reach the RADIUS server, click Test Configuration.
a. Enter your AD username and password.
b. Click Submit.
The results of the configuration test displays.
c. Click OK.

5. Click Save when done.

Enabling and Disabling Remote User Accounts

In1oT FND you cannot enable or disable remote AD user accounts. To enable or disable remote AD user accounts, use your AD server.
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Deleting Remote User Accounts

In1oT FND, you can delete remote user accounts. However, this only removes the user from the |oT FND Users page (Admin > Access
Management > Users); it does not delete the user account from AD. If adeleted user logsinto 10T FND and AD authentication is
successful, an entry for the user is added to the loT FND Users page.

Logging Into loT FND Using a Remote User Account

Logginginto loT FND using aremote AD user account istransparent to the user. In the background, 10T FND checks whether the account
islocal, and for remote users sends an authentication request to the RADIUS server configured on the Remote Authentication page (Admin
> Access M anagement > Remote Authentication). If both authentication and authorization are successful, |oT FND adds an entry for the
user in the Users page (Admin > Access M anagement > Users).

Unlike entries for local users on the Users page, the user name filed in remote user entriesis not alink. You cannot click the name of a
remote user to obtain more information about the user.

Note: Remote users cannot be managed through 0T FND. If aremote user wants to update their password, they must use their
organization's AD password update tool. Remote users cannot update their password using 10T FND.

Managing Roles

Use roles to assign permissions based on the role or roles auser plays. Roles define the type of tasks 10T FND users can perform. This
section has the following topics:

B Adding Roles
B Dedleting Roles
B Editing Roles
B Viewing Roles

loT FND lets you assign arole to any user. The operations the user can perform are based on the permissions enabled for therole. The
following topics are discussed in this section:

B Basic User Permissions
B System-Defined User Roles

B Custom User Roles

Basic User Permissions
Table 1 describes basic |oT FND permissions.

Table 1 loT FND User Permissions

Permission Description

Add/Modify/Delete Devices Allows users to import, remove and change FAR and endpoint devices.

Administrative Operations Allows users to perform system administration operations such as user management,
role management, and server configuration settings.

Endpoint Configuration Allows users to edit configuration templates and push configuration to MEs.

Endpoint Firmware Update Allows usersto add and del ete firmware images and perform ME firmware update
operations.

Endpoint Group Management Allows users to assign, remove and change devices from ME configuration and

firmware groups.
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Tablel loT FND User Permissions (continued)

Permission Description

Endpoint Reboot Allows users to reboot the ME device.

GOS Application Management Allows uses to add and delete Guest OS applications.

I ssue Management Allows usersto close issues.

Label Management Allows users to add, change, and remove |abels.

Manage Device Credentials Allows usersto view FAR credentials such as WiFi pre-shared key, admin user
password, and master key.

Manage Head-End Devices Credentials Allows usersto view the ASR admin NETCONF password.

NBAPI Audit Trail Allows usersto query and delete audit trailsusing loT FND NB API.

NBAPI Device Management Allows users to add, remove, export, and change FAR and endpoint devices using
10T FND NB API.

NBAPI Endpoint Operations Allows users to manage endpoint operations using 10T FND NB API.

NBAPI Event Subscribe Allowsusersto search events, subscribe and unsubscribe from events (including Outage
events) using loT FND NB API.

NBAPI Reprovision Allows usersto reprovision devices using loT FND NB API.

NBAPI Rules Allows usersto search, create, delete, activate, and deactivate rulesusing loT FND NB
API.

NBAPI Search Allowsusersto search devices, get device details, group information, and metric history
using loT FND NB API.

Router Configuration Allows usersto edit FAR configuration templates and push configuration to FARs.

Router Firmware Update Allows usersto add and delete firmware images and perform firmware update
operations for FARs.

Router Group Management Allows usersto assign, remove, and change device assignments to FAR configuration
and firmware groups.

Router Reboot Allows usersto reboot the FAR.

Rules Management Allows usersto add, edit, activate, and deactivate rules.

Security Policy Allows usersto block mesh devices, refresh mesh keys, and so on.

Tunnel Provisioning Management Allows usersto manage tunnel groups, edit/apply tunnel-rel ated templates, and perform
factory reprovisioning.

Work Order Management Allows users to manage work orders for |0T-DM.

System-Defined User Roles

Note: The system-defined Root role cannot be assigned to users.
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Table 2 lists system-defined roles. These roles cannot be modified.

Table 2 System-defined User Roles

Role Description
Add Devices Thisrole can add, modify, and delete devices from 10T FND.
Administrator This role combines these basic permissions:
B Administrative Operations
B Label Management
B Rules Management
Endpoint Operator This role combines these basic permissions:
®  Label Management
B Endpoint Configuration
B Endpoint Firmware Update
B Endpoint Group Management
B Endpoint Reboot
Monitor Only Thisrole provides users with read-only accessto |oT FND. By default, thisroleis defined

for every user.

North Bound API

This role combines these basic permissions:
H  NB API Audit Trail

B NB API Device Management

B NB API Endpoint Operations

B NB API Event Subscribe

®  NB API Orchestration Service

B NB AP Rules

B NB API Search

Router Operator

This role combines these basic permissions:
B Label Management

B Router Configuration

B Router Firmware Update

B Router Group Management

B Router Reboot

Router Operator with Manage Device Creds

This role combines the permissions of a Router Operator with:

B Device credential management

Security Policy

This role can manage security policiesthrough 10T FND.

Tunnel Provisioning Management

Thisrole can provision tunnels.
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Custom User Roles

InloT FND you can define custom roles. For each role you create, you can assign it one or more basic user permissions (see Table 1). These
permissions specify the type of actions users with this role can perform.

Adding Roles
To add IoT FND user roles:

1. Choose Admin > Access Management > Roles.

2. Click Add.
'lcllls.ll:lc;- IoT Field Network Director Devices Operations Config . Admin
Password Policy Remote Authentication Roles Users
Add Role
Role Name:

Permission Assignment
Permmission
Add/Modify/Delete Devices
Administrative Operations
Device Manager User
Endpoint Configuration
Endpoint Firmware Update
Endpoint Group Management
Endpoint Reboot

GOs Application Management
Issus Management

Label Management

Manage Device Credentials
Manage Head-End Device Credentials
MBAPI Audit Trail

NBAPI Dewvice Management
MNEAPI Endpoint Operations
NBAPI Event Subscribe
MBAPI Orchestration Service
MNBAPI Reprovision

MBAPI Rules

MBAPT Search

Router Configuration

Router File Management
Router Firmware Update
Router Group Management
Router Reboot

Rules Management

Security Policy

Tunnel Provisioning Management

O0000000000000000000000000EE00

Work Order Management

Save | Cancel

3. Enter the name of therole.
4. Check the appropriate check boxes to assign permissions.
5. Click Save.

6. To continue to add roles, click Yes; otherwise, click No to return to the Roles page.

Deleting Roles

Note: You cannot delete a custom roleif itisin use.
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To delete loT FND user roles:
1. Choose Admin > Access Management > Roles.
2. Check the check boxes of the rolesto delete.
3. Click Delete.
4. Click Yes.

5. Click OK.

Editing Roles
Note: You cannot edit system-defined roles, but you can edit custom roles.
To edit loT FND custom roles:
1. Choose Admin > Access Management > Roles.
2. Click theroleto edit.
3. Make changes to the permission assignments by checking or unchecking the relevant check boxes.

4. Click Save.

Viewing Roles
Toview 10T FND user roles:

1. Choose Admin > Access Management > Roles.

stfran]us

ciIsco IoT Field Network Director Devices Operations Config . Admin
FPassword Policy Remote Authentication Roles Users

Roles
Add | Delete
[ role « Users Radius Server WSA
[ admin_ops demo admin_ops
[ Administrator tester Administrator
[[] bahamas bahamas bahamas
[[] Endpoint Operator Endpoint Oparator
[ Monitor Oniby bahamas, demo, smoc, tester Monitor Onby
[ Morthbound AP orchestration Northbound APT
[ Root root Root
[ Router Operator Router Operator
£ smoC Operator smoc SMOC Cperator

For every role, 10T FND lists the users assigned to this role.

2. To view permission assignments for therole, click therolelink.
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Managing Users
This section has the following topics on managing users:
B Resetting Passwords
B Viewing Users
B Adding Users
B Deeting Users
B Enabling Users
B Disabling Users

B Editing Users

Resetting Passwords

Astheroot user of the Linux server on which 10T FND runs, you can reset your password and use the password utility to reset the password

for any other loT FND user.

To reset a password, enter this command:

[root@yourname-1nxl bin}#./password admin.sh root

1oT FND managesits own user account database; therefore, you must add all new local usersfromthe loT FND user interface at the Admin
> Access Management > User s page. Remote users are automatically added to the database. You can aso enable, disable, edit, or delete

users on this page.

A user with adisabled account cannot log in until an administrator enables their account. After auser account is active, the user must reset

their password. There is no limit to the number of users that you can define on the system other than the available database storage.

Viewing Users

To view 10T FND users, open the Users page (Admin > Access M anagement > Users).
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10T FND displays thisinformation about users:

Field Description
User Name Specifies the user name.
Enabled Indicates whether the user account is enabled.

Time Zone Specifies the user’s time zone.

Dwplayng 1 - 6ol

mat v Time Zore Amenoafios Bogsie

Page 1 of1
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Field

Roles

Audit Trail
Remote User

Adding Users

Description
Specifies the roles assigned to the user.

A link to the user’s audit trail.

Indicates whether the user account is stored locally. If the value isfalse, the user account is
stored in Active Directory and is accessed viathe RADIUS server configured in the Remote
Authentication page (Admin > Access Management > Remote Authentication).

To add usersto loT FND:

1. Choose Admin > Access Management > Users.

2. Click Add.

"""l‘;' 10T Field Metwork Director

cIsEC

Fassword Policy Remole Authentication

Add User

Liser Mame
Hew Password
Contirm Passwond

Tiem: Zioha uTe

mdrren_opy

e

Ercipeard Opmrator

Peorthbcaand 51
Router COpersin

T Dperaton

Caem Cancel

Devices Operatons. Config . Agmin

Fines Limmrs

Permmssanis)

Flusben Waragerert

Aderestimthee Dpmeratiors, Lt Marsgernert, Lt Haragere-t, Ee. Maragemed

Diewice Manager User, Work Order Mansgamant

Ervipoint Confizureton, Endpaet Fresvars Undete, Endoont Groun Henagesent, Endesirt Beboot, Label Mansgomant

PEAF] Auadt Tral, MOMST Dervion Maragament, NESH] Erdpont Ooeratons, MOAS] et Tubecrite, MOAST Orchestration Sarace, MBAF]
Rrpreevmcn, WEAP] Riuies, REAR] Sewrch

GOS Applcation Mansgement, Label Management. fouter Conflgunstion, Fouter Fiie Managerment, Bouler Firsane Uipdate. Router Geoup
Hamagement, Rouber Reboot

Do Manager Lner, ke Managermens, fibes Manmgermet, ok Order Mansgermert

& I0LT-201F Cisco Systarms, Inc, AR Rights Reserved, [verson 2.2.0-T4)

3. Enter the following user information:

Field

User Name

New Password
Confirm Password
Time Zone

4. Select the user rolesto assigned to this user by checking the appropriate check box under Role Assignment.

5. Click Save.

Description

Enter the user name.

foine
ke
false
[V

L

Enter the password. The password must conform to the |oT FND password policy.

Re-enter the password.

Choose atime zone from the drop-down menu.

loT FND creates arecord for thisuser in the loT FND database.

6. To add the new user, click Yes; otherwise, click No to return to the Users page.

Note: A new user account is enabled by default. This means that the user can access 10T FND.
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Deleting Users

Deleting user accounts removes user preferences such as the default map location from the system. Disable a user account to temporarily
deactivate it.

To delete users from loT FND:
1. Choose Admin > Access Management > Users.
2. Check the check boxes of the user accounts to delete.
3. Click Delete.
4. Click Yesto confirm.

5. Click OK.

Enabling Users

You must enable the user account for usersto access 10T FND. When userslog in for thefirst time, loT FND prompts them to change their
password.

To enable user accountsin loT FND:
1. Choose Admin > Access Management > Users.
2. Check the check boxes for the user accounts to enable.
3. Click Enable.
4. Click Yes.

5. Click OK.

Disabling Users

To prevent users from accessing loT FND, disable their accounts. Disabling user accounts does not delete their records from the loT FND
database.

To disable user accountsin loT FND:
1. Choose Admin > Access Management > Users.
2. Check the check boxes for the user accounts to disable.
3. Click Disable.
Note: If you disable a user account, 10T FND resets the user password.
4. Click Yes.

5. Click OK.

Editing Users
To edit user settingsin loT FND:
1. Choose Admin > Access Management > Users.

2. To edit user credentias:
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a. Click the user name link.
b. Edit the role assignments.

c. Click Save.
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Managing System Settings

This section describes how to manage system settings, and includes the following sections:
B Managing Active Sessions

B Displaying the Audit Trail

B Managing Certificates

B Configuring Data Retention

B Managing Licenses

B Managing Logs

B Configuring Provisioning Settings

B Configuring Server Settings

B Managing the Syslog

Note: To manage system settings, you must be logged in either as root or as a user with Administrative Operations permissions.

System settings are managed from the Admin > System M anagement menu (Figure 1)

Cisco Systems, Inc.  www.cisco.com

143



Managing System Settings

Figurel  Admin Menu

Admin .

Access System
Management Management
Passward Policy. Active Sessions

Remote Authentication  Audit Trall

ot 2 bt do

3T 45

Managing Active Sessions
10T FND tracks active user sessions and lets you log out users.
B Viewing Active Sessions
B Logging Users Out

B Filtering the Active Sessions List

Viewing Active Sessions
To view active user sessions, choose Admin > System Management > Active Sessions. 10T FND displays the Active Sessions page
(Figure 2).

Figure2  Active Sessions Page
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Table 1 describes the Active Session fields.
Tablel Active Session Fields

Field Description

User Name The user name in the session record. To view user settings, click the user name.
IP The IP address of the system the user employs to access 10T FND.

Login Time Thelog in date and time for the user.

Last Access Time The last time the user accessed the system.

Tip: Click Refresh to update the userslist.

Logging Users Out
Tolog 10T FND users out:
1. Choose Admin > System Management > Active Sessions.
2. Check the check boxes of the usersto log out.
3. Click Logout Users.

4. Click Yes.

Filtering the Active Sessions List
To filter the Active Sessions list using column filtering:
1. Choose Admin > System M anagement > Active Sessions.

2. From the User Name drop-down menu, choose Filter s and enter the user name or the first characters in the user nameto filter the list.

'2'.'5'::2' IoT Field Network Director Devices Operations Config . Admin

Active Sessions Audit Trail Certificates Data Retention License Cenfter Logging Provisioning Settings Server Settings Syslog Settings

Active Sessions

Refresh | Logout Users | Clear Filter

|:| User Name | IP Login Time Last Access Time ~
1| root 4| Sort Ascending H07-24 12:47 2015-07-24 17:07
[ root il Sort Descending F07-24 12:14 2015-07-24 17:07

[C] Filters :b

For example, to list the active ons for the root user, enter root.

Tip: To remove the filter, from the User Name drop-down menu, clear the Filters check box or click Clear Filter.
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Displaying the Audit Trail
Use the audit trail to track 10T Field Network Director user activity.

To display the Audit Trail, choose Admin > System Management > Audit Trail.
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Table 2 describes the Audit Trail fields.

Table2 Audit Trail Fields
Field Description
Date/Time Date and time of the operation.
User Name The user who performed the operation. To view user settings, click the user name.
IP IP address of the system that the user employs to access 0T FND.
Operation Type of operation performed.
Status Status of the operation.
Details Operation details.

Tip: Click Refresh to update the list.

Filtering the Audit Trail List
To filter the Audit Trail list using column filtering:
1. Choose Admin > System Management > Audit Trail.
2. From the User Name drop-down menu, choose Filters and enter the user name or the first characters of the user nameto filter thelist.

For example, to list the Audit Trail entries for the user jane, enter jane.
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Tip: To remove the filter, from the User Name drop-down menu, clear the Filters check box or click Clear Filter.

Managing Certificates

The Certificates page displays the certificates for CSMP (CoAP Simple Management Protocol), 10T-DM (loT Device Manager), and Web

used by 10T FND and lets you download these certificates.
To display the CSMP, 10T-DM and Web certificates:
1. Choose Admin > System Management > Certificates.

2. Toview acertificate, click its corresponding tab.

il (o pioid Metwork Director Devies Agin
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3. To download a certificate, click the encoding (Binary or Base64) radio button, and then click Download.

For more information about certificates, see Generating and Installing Certificates.

Configuring Data Retention

The Data Retention page lets you determine the number of days to keep event, issue, and metric datain the |oT FND database.

Note: Data retention prunes events even if they have associated open issues.
To set loT FND data retention:

1. Choose Admin > System Management > Data Retention.
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2. For each of the retention categories, specify the number of daysto retain data.

Table 3 lists the allowable maximum values for each field.

Table3 Data Retention Fields Allowable M aximum Values

Field Vauein Days
Minimum | Maximum | Default

Event data 1 90 31
Firmware data 7 180 7
Historical NM S data 1 90 62
NMS data 1 7 7
Closed issues data 1 90 30
Job engine data 1 30 30
Historical router data 1 90 30
Device data 1 7 7
Service provider down routers data 1 31 31

3. Click Save.

4. To revert to default settings, click Reset.

Managing Licenses

The License Center page (Admin > System Management > License Center) lets you view and manage licensefiles.

B Viewing License Summary
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B Viewing License Files

B Viewing License File Details

B Adding LicenseFiles

B Deleting License Files

Note: 10T FND performs license enforcement when importing devices. Without licenses, loT FND alows only 3 FARs and 100 mesh
endpoints. If you add licenses, 10T FND only allows the permitted number of devices to be imported, as defined in the licenses.

Viewing License Summary

To view 10T FND license summary:

sltalis yo1 Field Network Director

1. Choose Admin > System Management > License Center.

2. Click License Summary.

cIsco Devices . Operations Config . Admin
Active Sessions Audit Trail Certificates Data Retention License Center Logging Provisioning Settings
License Summary License Files

I License Summary

| Package Name «

Max CGR1000 Count Max CBOO Count Max IRB00 Count  Max IR509 Count  Max Endpoint Count

Count
| DEVICE_LICENSE 1000 1000 1000 N/A N/A N/A
| SOFTWARE_LICENSE NfA N/A NfA NfA N/A N/A

For every license, 10T FND displays the information described in Table 4.

Note: IR500s use mesh endpoint licenses, and require no specia license.

Max LoRaWAN Modem

Table4 License File Information
Field Description
Package Name Name of license package.
Max CGR1000 Count Maximum number of CGR 1000s supported.
Max C800 Count Maximum number of C800 devices supported.

Max IR800 Count

Maximum number of IR809 and IR829 devices supported.

Max IR509 Count

Maximum number of IR500 devices supported.

Max Endpoint Count

Maximum number of mesh endpoints supported.

Max LoRaWAN Modem Count

Maximum number of LoRaWAN modems (modules) supported.

Max User

Maximum number of users supported.

Max NBAPI User

Maximum number of 10T FND North Bound API users supported.

Days Until Expiry

Number of days remaining until the license expires.

Viewing License Files

Toview 10T FND licensefiles:

1. Choose Admin > System Management > License Center.

149



Managing System Settings

2. Click License Files.
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For every file, 10T FND displays the fields described in Table 5.
Table5 License File Fields

Field Description

ID LicenseID.

PAK Number for issuing license fulfillment.

Added At Date and time the license was added to |oT FND.
License Filename Filename of the license.

Viewing License File Details
To view licensefile details:
1. Choose Admin > System Management > License Center.
2. Click LicenseFiles.
3. Choose the licensesto view.

4. Click Show Details.

For every selected file, the License File Details section displays the following information:
Table 6 License File Details

Field Description

Package Name License package name.
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Table 6 License File Details (continued)

Field Description

Type License target (ROUTER, ENDPOINT, USER, NB_USER). The typeis an empty string if avalueis not
applicable.

Max Count Maximum number of target devices entitled by this license.

Days Until Expiry | The number of days remaining until the license expires.

Adding License Files
To add alicensefile:
1. Choose Admin > System Management > License Center.
2. Click LicenseFiles.

3. Click Add.

Upload License File
Filz: | A walid licens= file Brovise |

Upload Reset

34768

4. Click Browseto locate the license file, and then click Open.

5. Click Upload.

Deleting License Files

Note: You can only delete ALL license files. Ensure that you have access to license files before deleting existing license files. Without
licenses, loT FND allows registration of only 3 FARs and 100 mesh endpoints.

To delete licensefiles:
1. Choose Admin > System Management > License Center.
2. Click License Files.

3. Click Delete All, and then click Yes.
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Managing Logs
B Configuring Log Settings

B Downloading Logs

Configuring Log Settings

loT FND letsyou change thelogging level for the various|og categories and download the logs. Logsincur a certain amount of disk space.
For example, for 5 million meters at an 8-hour reporting interval and 5000 routers at a 60-minute periodic inventory notification, disk
consumption is approximately 7MB/sec. Ensure that your server has enough disk space to contain your logs.

To configure the logging level:

1. Choose Admin > System Management > L ogging.

152



Managing System Settings

2. Click Log Level Settings.
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3. Check the check boxes of all logging categories to configure.

4. From the Change Log L evel to drop-down menu, choose the logging level setting (Debug or I nformational).

B To generate al possible logging messages, use the Debug level.
Note: Running the Debug logging category can impact performance.
B To generate a subset of these messages, use the I nfor mational logging level.

Note: Thelnformational logging level isthe default for al categorieswhen IoT FND opens. Custom logging level settingsare
retained between |og-in sessions, but not after [oT FND restarts.
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5. To apply the configuration, click Go.

Note: The server.log fileis rotated based on size.

Downloading Logs

To download logs:
1. Choose Admin > System M anagement > L ogging.

2. Click the Download L ogstab.

'f:ll'l'ﬂu" o7 Field Welwork Director Deikes ,  Opentors , Conlg ,  Admn
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Downioad Loge  Log Level Setfings

Dicvwerikcat Lo

Senver il {chick o the flsname to-doswniosd the Ak o your compuler

i Procating

3. Click the Download L ogs button.

ool v Time Zoee Amencnfios bgeies

Sywiog Sefingy

B When you click this button in asingle-server deployment, loT FND compresses the log filesinto asingle zip file and adds an

entry to the Download Logs pane with alink to the zip file.

B InloT FND cluster deployments, when you click this button, the 10T FND server to which you are connected:

— Compressesthelog files on the server into asingle zip file and adds an entry to the Download L ogs pane with alink to the

zipfile.

— Initiatesthetransfer of thelog filesin .zip format from the other serversto this server. Asfilesbecome available, the server

adds entries for these files to the Download Logs pane.

4. Todownload azip file locally, click its file name.

Tip: Inacluster environment, if you need to send log files to Cisco Support, ensure that you send the log files of all cluster servers.

Configuring Provisioning Settings

The Provisioning Settings page (Admin > System M anagement > Provisioning Settings) letsyou configurethe loT FND URL, DHCPv4
Proxy Client, and DHCPv6 Proxy Client settings required for 10T FND to create tunnels between FARs and ASRs (Figure 3). See Figure 1
for an example of tunnels as used in the loT FND architecture. See Tunnel Provisioning Configuration Process for information on
provisioning tunnels. Also, during ZTD you can add DHCP calls to the device configuration template for |eased | P addresses.

Note: For Red Hat Linux 7.x server installations, you must configure specific IPv4 and |Pv6 addressesfrom the [oT FND Linux host server

to which to bind DHCP |Pv4 and | Pv6 clients by setting the following valuesin loT FND:

B Admin > Provisioning Settings > DHCPv6 Proxy Client > Client Listen Address; Set the value to the |Pv6 address of the
interface to use to obtain IPv6 DHCP |eases from the DHCP server. The default valueis*®::”. Change the default setting to an

actual |Pv6 address on the Linux host machine.

B Admin > Provisioning Settings > DHCPv4 Proxy Client > Client Listen Address: Set the value to the |Pv4 address of the
interface to use to obtain |Pv4 DHCP |eases from the DHCP server. The default valueis*0.0.0.0”. Change the default setting to

an actual |Pv4 address on the Linux host machine.
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Note: To configure tunnel and proxy settings, you must be logged in either asroot or as a user with Administrative Operations permissions.

Figure3  Provisioning Settings Page
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This section provides the following topics for configuring tunnel settings:
B Configuring the loT FND Server URL
®  Configuring DHCPv6 Proxy Client

B Configuring DHCPv4 Proxy Client

Configuring the loT FND Server URL

TheloT FND URL isthe URL that FARs use to access with 10T FND after the tunnel is established. This URL is also accessed during
periodic inventories. During ZTD, FARs transition from accessing 10T FND through the TPS proxy to using this URL, which must be
appropriate for use through the tunnel.

To configure the loT FND URL.:
1. Choose Admin > System M anagement > Provisioning Settings.
2. IntheloT FND URL field, enter the URL of the 0T FND server.

The URL must use the HTTPS protocol and include the port number designated to receive registration requests. By default, the port
number is 9121. For example:

https://nms.sgbu.example.com: 9121
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3. Click Save.

Configuring DHCPv6 Proxy Client
To configure DHCPv6 Proxy Client settings:
1. Choose Admin > System M anagement > Provisioning Settings.
2. Configure the DHCPv6 Proxy Client settings:
a. Inthe Server Addressfield, enter the address of the DHCPv6 server that provides tunnel |P addresses.

You can enter multiple addresses separated by commas. However, in most cases, you only need one server. 10T FND triesto get the
tunnel 1P addresses using DHCP protocols. If it cannot, it goes to the next server in the list and so on.

b. Inthe Server Port field, enter the port address on the DHCP server to send DHCPV6 requests.
Note: Do not change the default port number (547) unless you have configured your DHCP server to operate on a non-standard port.
c. IntheClient Listen Addressfield, enter the address to bind to for DHCPv6 send and receive messages.

Thisisthe address of theinterface that the DHCP server usesto communicate with [oT FND. You can enter multiple backup addresses
separated by commas.

Tip: For 10T FND installations where the host has multiple interfaces, the client sends requests using each listed source address. The
default values, “0.0.0.0” (IPv4) and “::” (IPv6), cause the client to send requests out each interface. Usually, oneinterface facesthe
DHCP server(s). Intheseinstallations, setting the Client Listen Addressfield to the I P address of the facing interface sendsall client
requests out that interface.

3. Click Save.

Configuring DHCPv4 Proxy Client
To configure DHCPv4 Proxy Client settings:
1. Choose Admin > System M anagement > Provisioning Settings.
2. Configure the DHCPv4 Proxy Client settings:
a. Inthe Server Addressfield, enter the address of the DHCPv4 server that provides tunnel |P addresses.

You can enter multiple addresses separated by commas. However, in most cases, you only need one server. 10T FND triesto get the
tunnel 1P addresses from the first server in thelist. If it cannot, it moves to the next server in the list, and so on.

b. Inthe Server Port field, enter the port address on the DHCP server to send DHCPv4 requests to.
Note: Do not change the default port number (67) unless you have configured your DHCP server to operate on a non-standard port.
c. IntheClient Listen Addressfield, enter the address to bind to for send and receive DHCPv4 messages.

Thisisthe address of theinterface that the DHCP server usesto communicate with [oT FND. You can enter multiple backup addresses
separated by commas.

3. Click Save.

Configuring Server Settings
The Server Settings page (Admin > System M anagement > Server Settings) lets you view and manage server settings.

B Configuring Download Logs Settings
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B Configuring Web Sessions

B Configuring Device Down Timeouts
B Configuring Billing Period Settings
B Configuring RPL Tree Polling

B Configuring the Issue Status Bar

Configuring Download L ogs Settings

Note: Configuring download log settings is only required for 10T FND cluster setup.
The Download Logs page lets you configure the Keystore settings.
To configure Download Logs settings:

1. Choose Admin > System Management > Server Settings.

2. Click the Download L ogs tab.
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3. Configure these settings:
Table 7 Keystore Settings
Field Description
Keystore Filename Click Upload Keystore File to upload a Keystore file with the public key of the X.509 certificate
that 10T FND uses. You can reuse the same Keystorefile.
Keystore Password Enter the password that 10T FND uses to access the Keystore file on start up.
Confirm Keystore Password
FTP Password Enter the FTP password.

Confirm FTP Password

4. Click Save.

Configuring Web Sessions

The Web Sessions page lets you specify the number of timeout seconds after which loT FND terminates web ons and logs users out.
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To configure web session timeout:
1. Choose Admin > System Management > Server Settings.

2. Click the Web Session tab.
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3. Enter the number of timeout seconds. Valid values are 086400 (24 hours).
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If aweb sessionisidle for the specified amount of time, 10T FND terminates the session and logs the user out.

4. Click Save.

Configuring Device Down Timeouts

The Device Down Timeouts page lets you specify the number of timeout seconds after which the status of Routers (ASRs, FARs) and
Endpoints changes to Down in 10T FND. The device down poll interval is five minutes. The system uses the device down timeouts values
and the last heard time to decide whether to change the device status to Down. For example, if the FAR device down timeout value is set to
two hours (7200 seconds), all FARs with alast heard time older than 2 hours are marked as status Down.

You can also configure the device timeout setting for FAR Config groups and Endpoint Config Groups.

Device status changes to Up when |oT FND detects any of the following:
B Periodic inventory notifications
H Events
B Manual metric refreshes
B Deviceregistrations
To configure device down timeout settings:
1. Choose Admin > System Management > Server Settings.

2. Click the Device Down Timeouts tab.
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3. For each device type listed, enter the number of seconds after which the device status changesto Down in 10T FND.

This value must be greater than the corresponding polling intervals. For example, the default polling interval for endpointsis 8 hours
(28800 seconds), so the value in the Mark Mesh Endpoints Down After (secs) field must be greater than 28800.

4. Click Save.

Device Down Timeout Settingsfor FAR Config Groups and Endpoint Config Groups
To configure device down timeout settings for FAR Config groups or Endpoint Config Groups:

1. Choose Config > Device Configuration.
2. Select the Device you want to configure <ROUTERS or ENDPOINTS> in the left pane.

3. Click the Group Properties tab.
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4. Inthe Mark Routers Down After (secs) or Mark Endpoints Down After (secs) field, enter the number of seconds after which the
status of the devices (router or endpoints) in the group changesto Downin loT FND.

This value must be greater than the corresponding polling interval.

For example, the default polling interval for FARs is 30 minutes (1800 seconds), so the value in the Mark Routers Down After (secs)
field must be greater than 1800.

The default polling interval for ENDPOINTS is 960 minutes (57600 seconds), so the value in the Mark Routers Down After (secs)
field must be greater than 57600 seconds.

5. Click Save Changes.
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Configuring Billing Period Settings

10T FND lets you configure the start day of the monthly billing periods for cellular and Ethernet (satellite) services.

To configure the billing period settings:
1. Choose Admin > System Management > Server Settings.

2. Click theBilling Period Settings tab.
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3. Enter the starting days for the cellular and Ethernet billing periods.
4. From the drop-down menu, choose the time zone for the billing period.

5. Click Save.

Configuring RPL Tree Polling

Syiicg Seibinge

RPL tree polls are derived from FAR periodic notification events. Since the RPL tree is not pushed from the FAR with the periodic
notification event, loT FND must explicitly poll for the RPL tree at the configured intervals. 10T FND lets you configure the RPL tree
polling cycle (that is, how many periodic notification events occur between RPL tree polls), and set the maximum amount of time between

tree polls.

Caution: CG-NMS 1.1(5) release does not support router RPL tree updates. Do not enable RPL tree updates from Routers.

To configure RPL tree polling settings:
1. Choose Admin > System Management > Server Settings.

2. Choose the RPL Tree Settingstab.
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: Maximum Time between RPL Tree Polls (minutes). 480
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3. Choose the Enable RPL tree update from radio button for Mesh Nodes or CGR devices to receive the RPL tree update from those
devices at the specified intervals.

4. For Router polling, enter the number of events that pass between RPL tree polling intervalsin the Number of Periodic Notification
RPL Tree Pollsfield.

B Thedefault valueis8.
Note: If thresholds are exceeded during periodic notification events, 10T FND performs a RPL tree poll.

5. Inthe Maximum Time between RPL Tree Polling (minutes) field, enter the maximum amount of time between tree pollsin minutes.

B Thedefault valueis 480 minutes (8 hours).
6. Click Save.

Configuring the Issue Status Bar

The Issue Status bar displays issues by device type (as set in user preferences; see Setting User Preferences) and severity level in the
lower-left browser frame.

To enable the I ssue Status bar and configure the refresh interval:

1. Choose Admin > System Management > Sever Settings > | ssue Settings.
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2. Todisplay the Issue status bar in the browser frame, check the Enable/Disable | ssue Status Bar check box.

3. Inthelssue Satus Bar Refresh Interval field, enter arefresh value in seconds.

B Valid values are 30 secs (default) to 300 secs (5 minutes).

4. Inthe Certificate Expiry Threshold (days) field for all supported routers or an |oT FND application server, enter avalue in days.

B Valid valueis 180 days (default) to 365 days.

Note: When the configured Certificate Expiry Threshold default date is met, a Major event, certificateExpiration, is created. When the
Certificate has expired (>180 days), a Critical event, certificateExpired, is created.
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Managing the Syslog

When |oT FND receives device events it stores them in its database and sends syslog messages to a syslog server that allows third-party
application integration.

To configure Syslog forwarding:

1. Choose Admin > System Management > Syslog Settings.
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2. Inthe Syslog Server |P Addressfield, enter the | P address of the Syslog server.

3. Inthe Syslog Server Port Number field, enter the port number (default is 514) over which to receive device events.

B To enable message forwarding to the Syslog server, click Enable Syslog Sending Events.
B To disable message forwarding to the Syslog server, click Disable Syslog Sending Events.

For [oT FND cluster solutions, each server in the cluster sends events to the same Syslog server.
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Managing Devices

This section describes how to manage devicesin loT FND, and includes the following topics:
B Managing Routers

B Managing Endpoints

B Managing Head-End Routers
B Managing Servers

B Common Device Operations
B Configuring Rules

B Configuring Devices

B Managing aGuest OS

B Managing Work Orders

B Device Properties

Usethefollowing loT FND pages to monitor, add and remove devices, and perform other device management tasks that do not include device
configuration:

B Towork with FARs and Endpoints (MES), use the Field Devices page (Devices > Field Devices).
B Towork with HERs, use the Head-End Routers page (Devices > Head-End Routers).
B Towork with database and NM S servers, use the Servers page (Devices > Servers).

B To configure the device properties of routers and MEs, use the Device Configuration page (Config > Device Configuration).

Managing Routers

You manage routers on the Field Devices page (Devices > Field Devices). By default, the page displays devicesin Default view. This section
includes the following topics:

B Working with Router Views

B Creating Work Orders

B Using Router Filters

B Refreshing the Router Mesh Key

B Managing Embedded Access Points on Cisco C819 and Cisco IR829 ISRs
B Displaying Router Configuration Groups

B Displaying Router Firmware Groups

B Displaying Router Tunnel Groups
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Working with Router Views

Unless you select the Default to map view option in user preferences (see Setting User Preferences), the Field Devices page defaults to the List
view, which contains basic device properties. Select arouter or group of routersin the Browse Devices pane (Ieft pane) to display tabsin themain
pane. The router or routers you select determine which tabs display.

Note: Listed below are all the possible tabs:
H  Cdlular-CDMA

H  Celular-GSM

B Config

B DHCP Config

B Default

B Ethernet Traffic

B Firmware

B [LoRaWAN
H Mesh

B Mesh Config
B Physica

H  Tunne

® WiIMAX

Each of the tab views above displays different sets of device properties. For example, the Default view displays basic device properties, and the
Cellular-GSM view displays device properties particular to the cellular network.

For information on how to customize router views, see Customizing Device Views.

For information about the device properties that display in each view, see Device Properties.

For information about common actions performed in these views (for example, adding labels and changing device properties), see Common Device
Operations.

Viewing Routersin Map View

To view routersin Map view, check the Enable map check box in <user> > Preferences, and then click the M ap tab in the main pane (see Setting
User Preferences). You can view any RPL tree by clicking the device in Map view, and closing the information popup window. The RPL tree
connection displays data traffic flow as blue or orange lines, as follows:

B Orange linesindicate that the link is an uplink: data traffic flows in the up direction on the map.

B Bluelinesindicate that the link is a downlink: data traffic flows in the down direction on the map.
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Figurel  Map View: Downlink Data Flow RPL Trees
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Migrating Router Operating Systems

You migrate CGR operating systems from CG-OS to 10S on the Config > Firmwar e Update page, using the procedure in Performing OS
Migrations.

Creating Work Orders

Create work ordersin loT FND to deploy field technicians for device inspections. Field technicians use the [oT-DM client to connect to 10T FND
and download the work order.

Note: The Work Orders feature works with Release 3.0 or later of Device Manager (IoT-DM) only. See“ Accessing Work Authorizations’ in the
Cisco Connected Grid Device Manager Installation and User Guide, Release 3.1 for integration instructions for CG-OS installations. For Cisco
10S installations, please refer to the Cisco Connected Grid Device Manager Installation and User Guide, Release 4.0 or later.

Note: Before you can create awork order, your user account must have Work Order M anagement permissions enabled. See Managing Roles.
To create work orders for CGRs, select arouter or group of routers in the Browse Devices pane, and then in Default view:
1. Check the check box of the faulty CGR.

2. Choose MoreActions> Create Work Order.


http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/device_manager/guide_3-1/DeviceManager_3-1/using.html#wp1085595
http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/device_manager/guide_3-1/DeviceManager_3-1.html
http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/device_manager/guide_ios/DeviceManager.html
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The Work Orders page appears (Config > Device Configuration > Work Orders). On that page, |oT FND adds the names of the selected
FARsto the List of FAR Namesfield as acomma-separated list.

3. Follow the stepsin Creating Work Orders to create the work order.

For more information about work orders, see Managing Work Orders.

Refreshing the Router Mesh Key
If you suspect unauthorized access attempts to a FAR, refresh its mesh key.

Caution: Refreshing the router mesh key can result in M Es being unable to communi cate with the FAR for aperiod of time until the MEsre-register
with the FAR, which happens automatically.

To refresh the router mesh key, select arouter or group of routers in the Browse Devices pane, and then in Default view:

1. Check the check boxes of the of the FARs to refresh.

Map  Fing Traceroute | Label™ Bulk Import™ | Mare Actions ™ | Export CEW Cisplayin

1 ltems selected (Max 10007 Clear Seleckion Create Wark Crder

| Name Statu Refresh Router Mesh Key Firmuara IE
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. Remove Devices é.;EﬂE G0 102
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2. Choose More Actions > Refresh Router M esh Key from the drop-down menu.

3. Click Yesto continue.

Managing Embedded A ccess Points on Cisco C819 and Cisco IR829 ISRs

loT Field Network Director allows you to manage the following embedded access point (AP) attributes on C819 and IR829 ISRs:
Note: 10T Field Network Director can only manage APs when operating in Autonomous mode.

B Discovery

B APconfiguration

B Periodic inventory collection

B Firmware update of APswhen operating in Autonomous Mode

B Event Management over SNMP
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Note: Not all C800 Series and IR800 routers have embedded APs. A C800 ISR features matrix is here. The IR800 ISR features matrix is here.

Using Router Filters

To refine the list of displayed routers, use the built-in router filters under ROUTERS in the Browse Devices pane or saved custom searchesin the
Quick View pane (left pane). For example, to display all operational FARS, click the Up group under ROUTERS in the Browse Devices pane. Click
afilter to insert the corresponding search string in the Search Devicesfield. For example, clicking the Up group under ROUTERS inserts the search
string status:up in the Search Devicesfield.

Displaying Router Configuration Groups

Use the Browse Devices pane to display the router devices that belong to one of the groups listed under ROUTERS.

Displaying Router Firmware Groups

Use the Browse Devices pane to display the router devices that belong to one of the groups listed under ROUTER FIRMWARE GROUPS.

Displaying Router Tunnel Groups

Use the Browse Devices pane to display the router devices that belong to one of the groups listed under ROUTER TUNNEL GROUPS.

Managing Endpoints

To manage endpoints, view the Devices > Field Devices page. By default, the page displays the MEs in List view. This section includes the
following topics:

B Viewing Endpointsin Default View

B Viewing Mesh Endpointsin Map View

B Blocking Mesh Devices

B Displaying Mesh Endpoint Configuration Groups

B Displaying Mesh Endpoint Firmware Groups

Viewing Endpointsin Default View

When you open the Field Devices pagein Default view, loT FND listsall FAN devicesand basic device properties. When you select an ENDPOINT
device or group in the Browse Devices pane, [oT FND provides tabs to display additional endpoint property views:

B Map
®  Config
H  Default

B Firmware

B  PLCMesh
H RFMesh
B Security

B Cdlular Endpoints


http://www.cisco.com/c/en/us/products/routers/800-series-routers/index.html
http://www.cisco.com/c/en/us/products/collateral/routers/800-series-routers/qa_c67-678460.html
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Each one of these views displays different sets of device properties. For example, the Firmware view displays the device properties that fall under
the firmware category, such as Hardware ID, Firmware Group, and FW Uploaded Version.

For information on how to customize ME views, see Customizing Device Views.
For information about the device properties displayed in each view, see Device Properties.

For information about the common actionsin these views (for example, adding labels and changing device properties) that also apply to other
devices, see Common Device Operations.

Viewing Mesh Endpointsin Map View

To view MEsin Map view, select Enable map in <user> > Preferences, and click the M ap tab.

Blocking Mesh Devices
If you suspect unauthorized access attempts to a mesh device, block it from accessing [oT FND.

Caution: If you block an ME, you cannot unblock it using 10T FND. To re-register the ME with 10T FND, you must escalate and get your ME
administrator involved.

To block an ME device, in Default view:
1. Check the check boxes of the mesh devices to refresh.

2. Choose MoreActions > Block M esh Device from the drop-down menu.

Map | Ping | Traceroute | Labet = | Bulk mport = | Mare Actions = | Export G5V Displaying '
1 Items selected (Max 1000)  Clear Selection
[[] Mame Stat Hops Firmware
[ 00078108003C2600 Block Mesh Device ' 5.7.42
[¥] ooO7E10B003C2601 Remove Devices 1 5243
[ ooo7ei0s003C2602 = 10 minutes ago - 5743 f’-:
L OO07EL10B0IEC 2603 = 10 minutes age 1 5.2.43 o3

3. Click Yesin the Confirm dialog box.

4. Delete the mesh endpoint from the NPS server to prevent the device from rejoining the mesh network.

Displaying Mesh Endpoint Configuration Groups

You can use the Browse Devices pane to display the ME devicesthat belong to one of the groups listed under MESH DEVICE CONFIGURATION
GROUPS.

Displaying Mesh Endpoint Firmware Groups

You can use the Browse Devices pane to display the ME devices that belong to one of the groups listed under ENDPOINTS.
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Managing Industrial Routers

You can use the configuration template to apply DSCP and Raw Socket settings to the IR509 Industrial Router.

DSCP Configuration
To configure DSCP on the IR509:
1. Choose Config > Device Configuration.
2. Select default-ir500 under ENDPOINT in the left-pane.
3. Choose Edit Configuration Template (Figure 2 and Figure 3)

Note: Refer to Table 1 for asummary of configuration options.

Figure2  Setting DSCP Markingson Ethernet Interface

& gt | S e ] P Marting VsE] w
o Cacoac: = =
L
e A | S
| - 141005 - P Praa (]
b Dl 5w
Figure3  Setting DSCP Markingson DCE and DTEs
! N T e |
Wl Tyoe Tt L B retm A - Duin Bebu B -
Py . w Sitp B 1 = Fow Coriest Yera w
S0P g el - :
wom |
e |
TOF e Tiema s, | WP (Lo Lowal Poet Pachil LI P T | o Cravmiw  Dwsatos Vs
B a 1raay B L ] EF = L]
L L
blscia Typa ] - B raiw AN - D il i =
Pardy i - Sidrs B 1 - Fiow Coreai e -

[ ocr s fow "=

Configuration Notes:
B Set DSCP (QoS) markingsfor al interfaces - Ethernet, DTE and DCE. Options: Low Priority (0), Normal Priority (10), Medium Priority (18).

B DSCPisapplied oninterfaces. Default valuesfor DCE and DTE are Low Priority (0). There are no default value for Ethernet. Traffic will flow
unmarked if you do not configure any vaue on the Configuration Template.

B Only one Raw Socket session can flow through DCE and DTE interfaces at atime. The DSCP value will be the same throughout.
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Raw Socket Configuration

To configure Raw Socket on the IR509:
1. Choose Config > Device Configuration.
2. Select default-ir500 under ENDPOINT in the left-pane.
3. Choose Edit Configuration Template ().

Note: Refer to Table 1 for asummary of configuration options.
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Configuration Notes:
B Update Raw Socket settings to support UDP sockets.
B Set stop bit values for serial devices. Values 1to 4.

B Set minimum periodic notification interval for device. Values 1 to 5 minutes.
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Table 1 Configuration Optionsfor IR509

Interface Settings

Ethernet 1. Ethernet Settings panel options (and required values):
B Enable Ethernet: Leave option disabled (unchecked)
B Disable Ethernet on Disconnect: Leave option disabled (unchecked)
B DSCP Markings: Select NONE from the pull down menu.
2. MAP-T Settings panel options:
— Default Mapping IPv6 Prefix: 0:0:0:0:0:0:0:1

— |Pv6 Prefix Length: 64
DCE Serial Interface 0 Settings (DCE) panel options (and required values):

B MediaType: Disable
B Baud rate: 115200

B DataBits: 8

B Parity: Normal

®  SopBit: 1

B Flow Control: None

B DSCP Marking: Normal
DTE Serial Interface 1 Settings (DTE) panel options (and required values):

B MediaType: Disable
B Baud rate: 115200

B DataBits: 8

B Parity: None

®  SoopBit: 1

B Flow Control: None

B DSCP Marking: Low

Managing Head-End Routers

To manage head-end routers (HERS), open the Head-End Routers page by choosing Devices > Head-End Router s (Figure 4). Unless Enable Map
is selected in user preferences, by default, the page displays the HERs in List view. When you open the Head-End Routers page in List view,

1oT FND displays the Default list view. This view displays basic HER device properties. In addition, 10T FND provides these tabs to display
additional HER property views:

®  Tunne 1

H  Tunne 2
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Each one of these views displays different sets of device properties. These views display information about the HER tunnels.

Figure4  Head-End RoutersPage
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For information on how to customize HER views, see Customizing Device Views.
For information about the device properties displayed in each view, see Device Properties.

For information about the common actionsin these views (for example, adding labels and changing device properties) that also apply to other
devices, see Common Device Operations.

Managing External Modules

To manage devices that connect to Field Devices such as routers, choose Devices > Field Devices. By default, the page displays all known FAN
Devicesin List view.

.;|i'i.;lﬂh IoT Field Network Director Devices . Operations ,  Config . Admin .
Dashboard Field Devices Head-End Routers Servers
Browse Devices  Quick Views deviceType:ir800 Search Devices,| ghaow Filters | Quick View/
‘ -
ARTAN Devicas Cellular-COMA | Cellular-GSM | Config | DHCPConflg || Default | EthemetTraffic || Firware || Tunnel | LeRawaAN | #
+& ROUTER (5.003) Liabel = | Bulk Import = | More Actlons = | Export €SV | 6 Displaying 1
CGR1000 (5.001) T
| Mame Status Last Heard Hosting Device Id Boot Loader Version  Agent Version
IRB0O0 (2)
=l |0 1M-LORA-800-H- 7] 45 minutes ago  IRBOSG-LTE-VZ-KO+IMX2023X031 20160524 _cisco 1.02
status V2+FOC20133FMM
B |LoRawAN

There aretwo waysto upload the LRR image for aLoRaWAN module to the IR800 router: during zero touch deployment (ZTD) and by on-demand
configuration push.
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Note: We do not support discovery for the LoRaWAN module. Rather, IoT FND recognizesit as an IR800 module and will communicate with it
viaCisco |OS.

B Toview LoRaWAN modulesin aDevice List, choose an IR800 router in the Browse Devices list and select the LoRaWAN tab.
B To reboot the modem on the LoORaAWAN module:

a. Click ontherelevant IXM-LORA link under the Name column to display the information seen below:

wilii]n

cisco IoT Field Network Director Devices . Operations Config . Admin .
Dashboard Field Devices Head-End Routers Servers
Browse Devices Quick Views << Back
& All FAN Devices
IXM-LORA-800-H-V2+FOC20133FMM
4+ & ROUTER (5,003) Reboot Modem

CGR1000 (5,001) Device Info

IR800 (2)
Inventory
status
1XM-LORA-800-H-
V2+FOC20133FMM

Name

@ Down (5.001)

b. Click Reboot M odem. When the reboot completes, the date and time display in the Last Reboot Timefield in the Device Info pane for
the LoRaWAN module. You can only process one modem reboot at atime.

The Reboot Modem action generates two events: LoRa Modem Reboot I nitiated and LoRa Modem Reboot Success.
B Toremove aLoRaWAN module from the IR800 router inventory:
a. Inthe Browse Devices pane, select the IR800, which has the LoRA module which needs to be disabled and removed from inventory.

b. Select the LoRaWAN tab and check the box next to the LoRaWAN module to be removed.

Dashboard Field Devices Head-End Routers Servers

Browse Devices Quick Views deviceType:ir800 Search Devices | ghay Fitars | Quick'
L
AIFAN Devicos Calllar-COMA || Cellular-GSM Config DHCP Conflg || Default Ethernet Traffic | Firmware Tunnil LaRaWAN
« @ ROUTER (5.003) Label » | Bulk Imgport = | More Actions « | Expart CSV| G5
CGR1000 (5,001) 1 items selected (Max 1000)  Clear Selection  Select Al
IRB00 (2) 71 Mame Status Last Heard Hosting Devic
status V] IXM-LORA-BO0-H-W2+FOC20133FMM (| 21 minutes ago  IRBOIG-LTE-Y
° Down (5,001)
| - [y bl] 3 -

c. AttheMore Actions drop-down menu, select Remove Devices.

Managing Servers

To manage servers, open the Servers page by choosing Devices > Servers. By default, the page displays the serversin List view. When you open
the Serverspagein List view, loT FND displaysthe Default list view. Thisview displays basic server device properties. To obtain information about
aserver, click its name.

To add additional views, see Customizing Device Views.
For more information about the device properties displayed in each view, see Device Properties.

For information about the common actionsin this view, see Common Device Operations.
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Managing NMS Servers

In the Browse Devices pane, NMS servers appear under NM S Servers. In single-NMS server deployments, only one server appears under NMS
Servers. In cluster deployments, multiple NM S servers appear under NMS Servers. To filter the list pane:

B Todisplay all NMS servers, click NM S Serversin the Browse Devices pane.
B Todisplay only operationa servers, click Up.

B Todisplay only non-operationa servers, click Down.

Managing Database Servers

In the Browse Devices pane, |oT FND database servers appear under Database Servers. In single-server deployments, only one database server
appears under Database Servers. If a secondary database is configured, it also appears under the same entry.

B Todisplay all database serversin List view, click Database Serversin the Browse Devices pane.
B Toonly display serversthat are operational, click Up.

B Toonly display serversthat are non-operational, click Down.

Common Device Operations
This section describes how to use |oT FND to manage and view information about devices, and includes the following topics:
B Selecting Devices

B Customizing Device Views

B Viewing Devicesin Map View

B Configuring Map Settings

B Changing the Sorting Order of Devices

B Exporting Device Information

B Pinging Devices

B Tracing Routes to Devices

B Managing Device Labels

B Removing Devices

B Displaying Detailed Device Information

B Using Filtersto Control the Display of Devices

B Performing Bulk Import Actions

Selecting Devices

In List view, 10T FND lets you select devices on a single page and across pages. When you select devices, ayellow bar displaysthat maintains a
count of selected devices and hasthe Clear Selection and Select All commands. The maximum number of devices you can select is1000. Perform
the following to select devices:

B To sdlect devices across al pages, click Select All.
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B Tosdect al deviceslisted on a page, check the check box next to Name.

B Toseect agroup of devices, check the check boxes of individua devices listed on a page and across pages. The count increments with every
device selected, and selections on al pages are retained.

Customizing Device Views

1oT FND lets you customize device views. For List views you can:

B Add and delete tabs

B Specify the properties to display in the columns for each view (see Device Properties by Category for available properties)

B Changethe order of columns

Adding Device Views

To add a custom device view tab to a device pagein list view:

1. Click the + tab.

Mzp | Default - Colulsr-G5M | Cellular-CDMA WiMAX | Ethesnet Traffic Mazh || Mesh Config | Physical | Config | Firmware

Tunnel | DHCP Config @

Lateel » | Bulk bnpart = |More Actions = Displaying 1 -3 11 Poge 1 200 = ||
Hame Staluz  Last Heard Mash Counl  Firmivare P i
21 mirdes 8o 5201 )0C4(3) [buikd 2001:420: 7hit, G E
5.201)0GA[2 1)) 3

2. Inthe Add New View dialog box, enter the name of the new tab.

Add new View X

Mew Tab Name:

The labets of columns digplaying in the selected tab are inthe Active Columng pane
To organize the view, select the column label and drag it or chok the arroves until the Active Columns pane lists the desired

display order.
Active Columns Awvailable Columns
Mame [#] Batt 2 Remaining Time (min) =
Status [*] Batt 2 State
Last Heard Batt Totel Remaining Time (min)
Link Status EI BEU Ready
Cellutar Metwork BSID
Sio Category
MIC Cellular APR
Cell ID Center Freg (kHz)
Cell RSS! (dBm) Certificate lssuer Common Name
IMSI Chassis Tempersature
Cell Tx (bps) CIMNR: (B
Cell Rz (bps) Config Error Details
Cell B Per Cycle (hytes) Config Error Message
Config Group
Config Last Status Date -

Cancel
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3. Add properties to the Active Columns list by selecting them from the Available Columns list, and then clicking the left arrow button, or
dragging them into the Active Columns list.

B To change column order, use the up and down arrow buttons or drag them to the desired position.

B Toremove propertiesfrom the Active Columns list, select those properties and click theright arrow button, or drag them out of
thelist.

Tip: Hold the Shift key to select multiple column labels and move them to either list.

4. Click Save View.

Editing Device Views

To edit adevice view:
1. Click the drop-down arrow on the desired tab.
2. Inthe Edit/Delete View dialog box:

a. Toremove properties from the Active Columns list, select those properties and click the right-arrow button or drag them out of the Active
Columnslist.

b. To add properties to the Active Columns list, select those properties from the Available Columns list and click the left-arrow button, or
drag them into position in the Active Columns list.

c. To change the sort order of the active columns, use the up- and down-arrow buttons, or drag them to the desired position.

Edit,/Delete Yiew *

Marneg (shiown on the tab): Tunnel

Moke: this will copy the current view, IF wou need to change the columns wou can do so belov,
Draqg from right pane ta left ko add. Drag off screen to remove. Drag within the list to re-arrange the order,

Active Columns Available Columns
Matne # of Batteries &

Status Bandwicth (kHz)

Last Heard Biatt 0 Lewvel (%)

Biatt 0 Remaining Time: (min)
Biatt 1 Level (%)
Batt 1 Remaining Time (min)
Biatt 2 Level (%)

m

Tunnel Source Irterface 1
OSPF Area 1

OSPFw3 Area 1

IPSec Tunnel Dest Addr 1

GRE Tunnel Dest Adilr 1

Batt 2 Remaining Time (min)

Tunnel Source Irterface 2 BSID

OSPF Area 2 Cell D

OSPFw3 Ares 2 Cell RSS! (dBm)

IPSec Tunnel Dest Addr 2 Cell R (bps)

GRE Tunnel Dest Addr 2 Cell TX (bps)
Cellular &P

3. Click Save View.

Save Yiew

Delete

Cellular Metwork

Cancel

380512
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Deleting Device Views

To delete adevice view:

1. Click the arrow on the tab of the device view to delete.

Default || Tunnel Tunned 2 || o
Labgl = | Edit Current View [ antions = =
IPSec Tumn= IFSec Tunnel Dest
M Stat Last Heard
ame atus El el S s g
cg-asr-1 ﬁ 54 seconds ago 3

2. Inthe Edit/Delete View dialog box, select the desired label in the Active Columns pane.

Edit,/Delete Yiew

Marme (shown on the tab):

Turnel

Moke: this will copy the current wiew, IF wou need to change the columns wou can do so below,

Draq from right pane ko left ko add. Drag off screen ko remowe. Drag within the lisk ko re-arrange the arder,

Active Columns

Available Columns

Mame # of Batteries -
Status Bandwicth (kHz) A
Last Heard Biatt O Level (%) 1

Tunnel Source Irterface 1
O5SPF Area 1

OSPFw3 Area 1

IPSec Tunnel Dest Addr 1
GRE Tunnel Dest Addr 1

Biatt 0 Remaining Time: (min)
Biatt 1 Level (%)
Batt 1 Remaining Time (min)
Biatt 2 Level (%)
Batt 2 Remaining Time (min)

Tunnel Source Irterface 2 BSID

OSPF Area 2 Cell D

OSPFw3 Ares 2 Cell RSS! (dBm)

IPEec Tunnel Dest Addr 2 Cell R (bps)

GRE Tunnel Dest Addr 2 Cell TX (bps)
Cellular &P

Save Yiew

3. Click Delete.

Viewing Devicesin Map View

Cellular Metwork

Delete Cancel

380512

1oT FND provides amap view for visualizing device information based on geographic location. In Map view, 10T FND displays a Geographic
Information System (GIS) map and uses GI'S Map services to show device icons on the map based on the latitude and longitude information of the
device. When this information is not defined for adevice, 10T FND does not display the device on the map.
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To view devicesin Map view:

1. Choose <user> > Preferences, check the Enable map check box, and click Apply.

Ut Preferances X

Ehow char on everis page
Show sUMMarsy COUnS on eventzissuas page:;
Enakle map:

Dgfaul o map view:

LU I T UL Y

Show deica type and funciion on dewica pagas:
Dasplay Device Calogorios on lssues States bar
Soulers

Endpoinis

Head End Roubers

b TG A Y

Seners:

2. Choose Devices > Field Devices.
3. Click the Map tab.

By default, IoT FND displays all devicesregistered in its database on the map. Depending on the zoom level of the map and the device count,
individual device icons might not display. Instead, 10T FND displays device group icons.
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To view individual devices, zoom in until the device icons appear. You can aso click on adevice to display apopup window that includes the
Zoom In link to move the map display to the device level.
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10T FND displays the device count next to each device group or category in the Browse Devices pane (left pane).

B Todisplay asubset of al devices, click one of the filterslisted in the Browse Devices pane.

loT FND changes the map region based on your selection and displaysthe devices found by the filter. For example, you can use
the Routers > Up filter to display all FARs that are up and running. You can also use saved custom filtersin the Quick View
pane (left pane) to filter the device view. For information about creating custom filters, see Creating a Quick View Filter.

B Todisplay information about a device or group, click itsicon on the map.
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A popup window displays listing basic device or group information.

B To view device specifics, click Details or the device EID link in the Device popup window.

You can also ping the device, perform atrace route, and create awork order from this window.

4. Close the Device popup window to view the RPL tree associated with the device. See Configuring RPL Tree Polling

| etauk | Colr G | Cobor vk | x| @t T | s | oGty | Pryca | Gt | Femore | Tl | oGty | |

2

M Zoomio Devices [~] Graystale

34TV 5

The RPL tree connection displays as blue or orange lines; where blue indicates that the link is down, and orange indicates that the link is up.

5. Click the refresh button ( C ) to update the Map view.
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Configuring Map Settings
In Map view, 10T FND lets you configure these settings for maps:
B Automaticaly zoom to devices
B Display themapin grayscae
B Default map location (set to North America by default)
To configure map settings:
1. Choose Devices > Field Devices.

2. Click the Map tab.

To automatically zoom to devices, check the Zoom to Devices check box.
To display the map in grayscale, check the Grayscale check box.

To overlay all associated wireless personal area network (WPAN) endpoints on the map, select Associated WPAN Endpoints
from the Overlay drop-down menu.

Overlay|Nnne |V
ENDHE E
al
Accociated Endpoints

390487

B To set the map location to always open to a certain area, display the area of the map to display by default, and then click Set
Default Map L ocation (top right).

3. Click OK.

Changing the Sorting Order of Devices

To change the sorting order of devices, click the right side of the column heading and choose a sort command from the drop-down menu.

EID +| IP Address -
00173BAB003C3100 | 4| Sort Ascending
00173BAB003C3101 | 2| sut pescending
00173BAB003C3102 —=weremeamresroroom=r

285009

Exporting Device Information
loT FND lets you export the device properties of the selected devicesin List view. 10T FND exports only properties in the current view.
To export device information displayed in the current view, in List view:

1. Select the devices to export by checking their corresponding check boxes.

2. Click Export CSV.

3. Click Yesin the confirmation dialog box.
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loT FND createsa CSV file, export.csv, containing the information that displaysin the List view pane. By default, IoT FND savesthisfile to your
default download directory. When afile with the same name exists, loT FND adds a number to the default filename (for example, export-1.csv and
export-2.csv).

The export.csv file consists of one header line defining the exported fields followed by one or more lines, each representing adevice. Hereisan
example of an export of selected devices from the Field Devices page:

name, lastHeard, meshEndpointCount, uptime, runningFirmwareVersion, openIssues, labels, lat, 1ng

CGR1240/K9+JSJLABTES32,2012-09-19 00:58:22.0,,,,Door Open|Port Down,,50.4,-130.5
sgbuAl cgr0,,,,,,,42.19716359,-87.93733641
sgbuAl_cgrl,,,,,,,44.3558597,-114.8060403

Pinging Devices

When troubleshooting device issues, ping registered devices to rule out network connectivity issues. If you can ping a device, it is accessible over
the network.

To ping selected devices, in List view:
1. Check the check boxes of the devices to ping.
Note: If the status of adevice is Unheard, a ping gets no response.
2. Click Ping.

A window displaysthe ping results. If you check the check box for Auto Refresh, 10T FND pings the device at predefined intervals until you
close the window. Click the Refresh button to ping the device at any time.

3. Click Close when done.

Tracing Routes to Devices
The Traceroute command lets you determine the route used to reach a device | P address.

Note: You cannot use the Traceroute command with the Itron OpenWay RIVA CAM moduleor the ltron OpenWay RIVA Electric devices
and Itron OpenWay RIVA G-W (Gas-Water) devices.

To trace routes to selected devices, in List view:
1. Check the check boxes of the devices to trace.
Note: You can only trace routes to devices registered with [oT FND. If the status of a device is Unheard, you cannot trace the route to it.
2. Click Traceroute.

A window displays with the route-tracing results.
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o | Aute Radiach
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2 001 A20ET W ¢8R (200 AT R 0B 0 T3 03T ra 33132 ma 30880 ma
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Paga 1 o1 0 |l Dlsphaying - 1 of 1

Clere

Expand the Result column to view complete route information.

Click the Refresh button to resend the Traceroute command. Check the Auto Refresh check box to resend the Traceroute command at
predefined intervals until you close the window.

3. Click Close when done.

Managing Device Labels

You use labels to create logical groups of devices to facilitate locating devices and device management.

Managing Labels
You use the Label Management window to display all custom labels, label properties, and search for custom labels.

To manage labels, in the Browse Device pane on any devices page:

1. Hover your mouse over LABELS and click the edit icon ( #").

M = .
cisco IoT Field Network Director

Dashboard Field Devices Head-End Routers £

Browse Devices Quick Wiews

&' All FAN Devices
Map Dx

< 8B ROUTER (6) [ zoomto
CGR1000 (5)
IRS00 (1)
status s
@ Down (1) -
Up (5) 0

4 B ENDPOINT (1} +
METER (1) |
status

& unheard (1)

ol LABELS

myrouter (4)

72T
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B Tofind aspecific label, enter the label name in the Search field.

Labues] Mesrvaggernie *
SEnrch B Page 1 of 1 =D w _:'
Sherw Label
Libsl = Stabusis) an Fedd
Cevice Paga
Lo RS51 Mo
Rz Mo
audf Mo
[anbbb
q Lipclate ancel Ho
kst ]
Chose

Tip: Click the Label column title to reverse label name sort order.
B To change label properties, double-click alabel row, edit the label name and device status display preference.

2. Click Update to accept label property changes or Cancel to retain label properties.

3. Click Close.

Adding Labels
To add labels to selected devices, in List view:

1. Check the check boxes of the devices to label.

2. Choose Label > Add Label.

Add Label ®

Lzbal: Type new label or choosa from balow w

Agd Label |

347143

3. Enter the name of the label or choose an existing label from the drop-down menu.
4. Click Add Label.

Tip: You can add multiple labelsto one device.
5. Click OK.

To add labelsin bulk, see Adding Labelsin Bulk.
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Removing Labels

To remove labels from selected devices, in List view:
1. Check the check boxes of the devices from which to remove the label.
2. Choose Label > Remove Labdl.
3. Click OK.

To remove labelsin bulk, see Removing Labelsin Bulk.

Removing Devices

Caution: When you remove FARs, 10T FND returnsall theleased | P addresses associated with these devicesto the Cisco Network Registrar (CNR)
server and removes the corresponding tunnels from the HERSs.

To remove devices, in List view:
1. Check the check boxes of the devices to remove.
Default |+ Cellulzr-G5M Cellular-CDMA WiMaX || Mesh Mesh Config || Phys

Map | Ping | Traceroute | Label = | Bulk Import = | Mare Actions = | Export CSV |

2 Items selected (Max 1000)  Clear Selection Create Work Crder
[[] Mame Stat Refresh Router Mesh Key Firm
[ cGRiz40/K9+skinny02 5,20
.20
_— Remove Devices ‘
V| CGR1240/K9+15115380000) T =g o 5.2(1
5,201
: ol
| CGR1120/K9+]AF1548AMEE 13 minutes ago 32 5.2(1 B
+
@

2. Choose More Actions > Remove Devices.

3. Click Yes.

Displaying Detailed Device Information
loT FND keeps detailed information about every device in the system. To access detailed information about a device, click its name or EID.
B Detaled Information Displayed

B Actions You Can Perform from the Detailed Device Information Page

Detailed Information Displayed

B Server Information
B HER, FAR, and Endpoint Information

Note: 10T FND automatically refreshes the detailed information without the need to reload the page.
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Server Information

loT FND displays the following information about the system running the NM S and database servers.

Table 2

NMS Server Pane Areas

Areaand Field Name

Description

Host System Information

Hostname Hostname of the 10T FND server.

Host Operating System Operating system.

CPU CPU specifications.

Total Memory Total amount of RAM memory (GB) available on the system.

Current System Time

Current system time.

Host Disk Information

File System File system.

Size Size of file system disk space (GB).

Used Amount of file system disk space used (GB).
Available Available file system disk space (GB).

Use % Percentage of file system disk space used.
Mounted On The directory in which the file system is mounted.

10T FND Application Information

EID

EID of the server.

Start Time

Time when the |oT FND server started.

Number of Restarts

The number of timesthe 10T FND application has restarted.

Memory Allocation

Memory space alocation in GB for the loT FND application.

HER, FAR, and Endpoint Information
loT FND groups the detailed device information it displays about HERS, FARS, and Endpoints into the following categories:

Information Category
Device Info

Events
Config Properties

Running Config (FARS)
Mesh Routing Tree (FARs and MES)

Mesh Link Traffic (FARS)
Router Files (FARS)
Raw Sockets (FARS)

Description

Displays detailed device information (see Device Properties).

For FARs and MEs, 10T FND also displays charts (see Viewing Device Charts).

Displays information about events associated with the device.

Displays the configurable properties of a device (see Device Properties).

You can configure these properties by importing a CSV file specifying the properties to configure and
their new values, as described in Changing Device Configuration Properties.

Displays the running configuration on the device.

Displays the mesh routing tree.
For FARs, the Mesh Routing Tree pane displays al the possible routers from the MEs to the FAR.

For MEs, the Mesh Routing Tree pane displays the mesh route to the FAR.
Displays the type of mesh link traffic over time in bits per second.

Lists files uploaded to the .../managed/filed/ directory.

Lists metrics and session data for the TCP raw sockets (see Table 29 on page 250)
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Information Category
Embedded AP (IR829)

AP Running Config (C800 and IR800)

Description
Listsinventory (configuration) details and metrics for the attached access point.

Lists the running configuration file for the attached access point.

Actions You Can Perform from the Detailed Device Information Page

Depending on device type, the Detailed Device Information page lets you perform these actions:

Action
Show on Map

(MEsonly)

Ping
Traceroute
Refresh Metrics

(HERs and FARs only)

Refresh Router Mesh Key

(FARsonly)
Create Work Order

(FARs and DA Gateway only)
Sync Config Member ship

(MEsonly)
Sync Firmwar e M ember ship

(MEsonly)
Block Mesh Device

(MEsonly)

Description

Displays a popup window with a map location of the device. Thisis the equivalent of entering
eid:Device _EID in the search field in Map View.

Sends a ping to the device to determine its network connectivity. See Pinging Devices
Traces the route to the device. See Tracing Routes to Devices

Instructs the device to send metricsto 10T FND.

Note: loT FND assigns historical valuesfor metrics for each device. To access historical metric values, use
the GetMetricHistory North Bound API call.

Refreshes the router ME key. See Refreshing the Router Mesh Key

Creates awork order. See Creating Work Orders

Synchronizes the configuration membership for this device. See Synchronizing Endpoint Membership

Click Sync Firmwar e M ember ship to synchronize the firmware membership for thisdevice, and then click
Yes to complete the process.

Blocks the ME device.
Caution: Thisisadisruptive operation.

Note: You cannot use Block Mesh Device with the Itron OpenWay RIVA CAM module or the Itron
OpenWay RIVA Electric devices and Itron OpenWay RIVA G-W (Gas-Water) devices.

Using Filtersto Control the Display of Devices

Depending on your deployment, the number of devices managed by 10T FND can be very large (10T FND supports up to 10 million devices). To
facilitate locating and displaying devicesin Map View and List view, |oT FND providesfilters and |ets you add customized filters. Filters are listed
in the Browse Devices and Quick View tabs.

Browse Devices Filters

Built-in devicefilters display in the Browse Devices pane. Thesefilters control the display of devicesin List and Map views. For every filter entry,
loT FND providesadevice count in parenthesis. loT FND automatically updates the device count without having to reload the page. In the example
in Figure 5, the top-level Endpoints label is selected, which inserts the following built-in filter in the Search Devicesfield: deviceType: cgmesh
firmwareGroup: default-cgmesh.
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Figure5  Built-in Filter to Search for MEs
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Creating and Editing Quick View Filters

The Quick View pane displays custom filters. Click afilter in this pane to view the devices that fulfill the search criteria defined in the filter.
Creating a Quick View Filter
To create a Quick View filter:
1. On any device page, click Show Filtersand add filters to the Search field.
For more information about adding filters, see Adding a Filter.
2. From the Quick View/Rule drop-down menu, choose Create Quick View.
3. Inthe Namefield of the Save Quick View dialog box, enter the name for the Quick View filter.
4. Click Save.
Editing aQuick View Filter
To edit or delete a Quick View filter:
1. Click the Quick View tab and select the filter to edit.
2. From the Quick View/Rule drop-down menu, choose Edit Quick View.
3. Inthe Update Quick View dialog box, make the necessary modifications, and then click Save.

4. To delete the Quick View, click the Delete button.
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Adding aFilter
To add afilter to the Search field:

1. If the Add Filter fields are not present under the Search field, click Show Filters.
2. From the L abel drop-down menu, choose afilter.

The drop-down menu definesfilters for al device information categories. For more information about these categories, see Working with
Router Views.

3. From the Operator (:) drop-down menu, choose an operator.

For more information about operators, see Table 3. If you choose a numeric metric from the Label menu (for example, Transmit Speed), you
can specify arange of valuesin the filter you are adding. For date/time filters, “between” is the operator. Use the calendar buttons to specify
the date range for thefilter.

4. Inthe Valuefield, enter avalue to match or arange of valuesin the case of numeric metrics or select an available value from the drop-down
menu.

5. Click the Add (+) button to add the filter to the existing filter syntax in the Search field.
6. (Optional) Repeat the process to continue adding filters.

Filter Operators

Table 3 describes the operators you can use to create filters.

Table 3 Filter Operators

Operator Description
Equal to
> Greater than
>= Greater than or equal to
< Lessthan
<= Lessthan or equal to
<> Not equal to
Search Syntax

1oT FND supports this simple query language syntax:

Search := filter [filter ...]

Filter := fieldname operator value

operator = < | <= |>|>=| <>| =|:

Note the following when creating filters to search fields:

B Eachfield has adata type (String, Number, Boolean, and Date).

B String fields can contain a string, and you can search them using string equality (“:”).

B Numeric fields can contain a decimal number (stored as a double-precision float), and you can search them using the numeric comparison
Operators (*>", *>=", "<t =" B,

B Boolean fields can contain the strings “true” or “false’.

B Datefields can contain adate in thisformat: yyyy-MM-dd HH:mm:ss:SSS. You can search dates using numeric comparison operators.
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Table 4 describes filter examples.

Table4 Filter Examples

Filter Description

configGroup: "default-cgrl000" Finds all devices that belong to the default-cgr1000 group.
name:00173* Finds all FARs with a name starting with 00173.
deviceType:cgrl000 status:up Finds all CGR 1000s in the Nevada group that are up and running.
label: "Nevada"

Performing Bulk Import Actions

In1oT FND, you can perform these bulk import device actions:
B Adding Devicesin Bulk

B Removing Devicesin Bulk

B Changing Device Propertiesin Bulk

B Adding Labelsin Bulk

B Removing Labelsin Bulk

Adding Devicesin Bulk
The Add Devices option in the Bulk Import drop-down menu lets you add FARs and HERsto |oT Field Network Director in bulk usingaCSV file.

To add devicesin bulk:

1. On any device page, from the Bulk Import drop-down menu, choose Add Devices.

Default |~ RF Mash || PLC Mesh Securiby Config | Famware securiby -

Map Labe! = | Bulk Import = | More Actions =

L_ Nama Add Devices t Heard Hops

[} 000781080030 2600 Add Label inutes aga 1

[Tl 0O07E10B00ZC 2601 Remove Label minutes ago 1

[[] o0OD07E10B003C2602 Change Device Properties rminutes ago 1

|1 DDOFEL0B0IRC 2603 e Fevares mminutes ago 1 o

i__ DDO7E108003C 2604 = T r=inutes ago 1 =
=+

I AP AR = = A Bt B A e 4 o

2. Click Browseto locate the CSV file containing the device information to import, and then click Open.

For more information about adding HERS, see Adding HERsto 0T FND.

For more information about adding FARs, see Adding FARsto [oT FND.

Note: For FARs, you can also use the Notice-of-Shipment XML file provided by your Cisco partner to import FARS.
3. Click Add.

4. Click Close.
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Adding HERsto loT FND

Configuring HERs Before Adding them to 1oT FND

Before you can add an HER to 10T FND, configure the HER to allow management by 10T FND using Netconf over SSH as follows:
hostname <her hostname>

ip domain-name <domain.com>

aaa new-model

no ip domain-lookup

ip ssh time-out 120

ip ssh version 2

crypto key gen rsa

netconf ssh
netconf max-sessions 16

Where <her_hostname> isthe hostname or | P address of the [oT FND server, and <domain.com> isthe name of the domain name wherethe HER
and 10T FND reside. The time-out value of 120 isrequired for large networks.

After configuring the HER to allow management by loT FND, ensure that you can:
B Ping the management interface of the HER.

B Access the management interface of the HER over SSH and vice versa.

Adding HERs
To add HERSs, create aCSV file like the following example that consists of a header line followed by one or more lines, each representing an HER:
eid,deviceType, lat, 1lng, ip, netconfUsername, netconfPassword

ASR1001+JAE15460070,asr1000,40.0,-132.0,172.27.166.57,admin, cisco
ASR1001+JAE15460071,asr1000,40.0,-132.0,172.27.166.58,admin, cisco

Table 5 describes the fields to include in the CSV file.

Note: For device configuration field descriptions, see Device Properties.

Table5 HER Import Fields

Field Description

ed The element identifier (EID) of the device, which consists of the product ID (PID), aplus sign, and the serial
number (SN) of the HER (for example, HER_PID+HER_SN).

deviceType The device type must be asr1000 or isr3900.

lat (Optional) The location (latitude and longitude) of the HER.

Ing

ip The IP address of the HER. The address must be reachable from the [oT FND server.

netconfAddress

netconfUsername The SSH username and password that 0T FND uses to connect to the HER.

netconfPassword

When you add an HER, |oT FND displaysits status as Unheard. 10T FND changes the status to Up after it pollsthe HER. 10T FND pollsHERsin
the background every 15 minutes to collect device metrics, so it should take no more than 15 minutes for the status of HERs to change to Up after
you add them to 10T FND. However, you can trigger the polling of HERs by clicking Refresh Metrics (Refresh Metrics).

Adding FARsto loT FND

Typically, when adding FARs to 10T FND, you use the Notice-of-Shipment XML file sent to you by your Cisco partner. Thisfile contains an R
record for every FAR shipped to you. Thisisan example of an R record for aCGR:
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<AMI>
<Relays>
<DCG deviceClass=710.84.82.567?>
<PID>CGR1240/K9</PID>
<R>
<ESN>2.16.840.1.114416.3.2286.333498</ESN>
<SN>FIXT:SG-SALTA-10</SN>
<wifiSsid>wifi ssid 1</wifiSsids>
<wifiPsk>wifi psk 1l</wifiPsk>
<adminPasswords>ppswd l</adminPasswords>
<typeéPasswordMasterKeys>secret l</typeéPasswordMasterKeys>
<tunnelSrcInterfacel>Ethernet2/3</tunnelSrcInterfacels>
</R>
</DCG>
</Relays>
</BAMI>

Note: For alist of al Device Properties that you can configure using the XML configuration template go to Device Properties, page 237.

Table 6 describes the FAR properties defined in the R record used in this example:
Table 6 FAR Import Fields

Field Description
PID The product 1D, as supplied by Cisco. Thisis not printed on the product.
SN The FAR serial number.

Note: 10T FND formsthe FAR EID by combining the PID and SN.

ESN A serial number assigned by your Cisco partner to the WPAN mesh card insidethe FAR. Thisfieldis
not used by 10T FND.

wifiSsid Thisinformation is configured on the FAR by your Cisco partner during the manufacturing

WifiPsk configuration process. 10T FND stores thisinformation in its database for future use.

adminPassword Note: For CG-OS CGRs, amaximum of two SSIDsis allowed.

adminUsername
typebPasswordMasterK ey
tunnel Srcinterfacel

Mapping FARsto HERsS

After you determine the FAR-to-HER mapping, which is essential for tunnel provisioning, you can configure the mapping in loT FND in one of
two ways:

B Adding the mapping information to every FAR record in the Notice-of-Shipment XML file.

B Creating aCSV file specifying the mapping of FARs to HERSs.

Adding FAR-to-HER Mappingsto the Notice-of-Shipment XML File
Tomap aFAR to an HER, add the tunnelHerEid and ipsecTunnel DestAddrl HER propertiesto the FAR record in the Notice-of -Shipment XML file.

B ThetunnelHerEid property specifiesthe EID of the HER
B TheipsecTunnelDestAddrl property specifies the tunnel |P address of the HER.

For example:

<tunnelHerEid>ASR1001+JAE15460070</tunnelHerEid>
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<ipsecTunnelDestAddrl>172.27.166.187</ipsecTunnelDestAddrl>
</R>
</DCG>

Adding FAR-to-HER Mappingstoa CSV File

To map FARsto HERs using a CSV file, add aline for every FAR-to-HER mapping. The line must specify the EID of the FAR, the EID of the
corresponding HER, and the tunnel | P address of the HER, asin this example for a CGR:

eid, tunnelHerEid, ipsecTunnelDestAddrl
CGR1240/K9+FIXT:SG-SALTA-10,ASR1001+JAE15460070,172.27.166.187

Removing Devicesin Bulk

You can remove devicesin bulk using a CSV filelisting the EIDs of the devicesto remove.

Caution: When you remove FARs, 10T FND returns all the leased | P addresses associated with these devices to CNR and removes the
corresponding tunnels from the HERs.

To remove devicesin bulk:
1. Choose Devices > Device Type.

2. Choose Bulk Import > Remove Devices.

Default |« RF Mash || PLC Mesh Security Config | Fimware sacurity o
Map Lsbel = | Bulk Import = | More Actions = | Export C5W
174 Items selected (Mzx 1000) © Add Devices
iJ' Name Add Label t Heard Hops
[¥]| 00078108003 2600 Remove Label inutes ago 1
[¥1| 00o078108003C 2601 Change Device Properties  minutes ago i
{ DO07BI0SDOC 2602 Remove Devices minutes ago 1 B
[¥]| oooPe108003C2603 | T 18 minutes ago 1 E

3. Click Browseto locate the CSV file containing the devices to delete, and then click Choose.
Thisis an example of the CSV format expected. In this case, the CSV file specifies three CGRs and one HER:

eid

cgrl000-CA-107
cgrl000-CA-108
cgrl000-CA-109
asrl000-CA-118

4. Click Remove.

The Status section of the Remove Devices window displays the status of the operation. The History section describes additional information
about the operation. If there was any failure, click the corresponding link in the Failure# column to get more information about the error.

5. Click Close when done.

Changing Device Propertiesin Bulk

10T FND lets you configure device propertiesin bulk using aCSV file. For example, this CSV file changes the latitude and longitude for the
specified HER:

eid, lat,1lng, ip,
ASR1001+JAE15460070,42.0,-120.0
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To configure device propertiesin bulk:

1. Onany device page, choose Bulk Import > Change Device Properties.

Default [« | RF Mesh || PLC Mesh | Securty | Config | Fimware || securty | o

Mag Labed = | Bulk Import = More Actions = |

[Tl Name Add Devices 1 Heard Hops

[ ooo78108003C 2600 Add Label inutes ago

[ oo078108003C 2601 Remove Label inutes ago

[} ooo7eioe003Cze02 Change Device Froperties tinutes ago

|3 DO078108003C2603 Remove Devices inutes ago e

[} 00078108003C 2604 1=} T TorThinUtes aga I
T

I N0 NN ICNC ﬁ (=] 1% minutae ann i L

2. Click Browseto locate the CSV containing the list of devices and corresponding properties to configure, and then click Open.
3. Click Change.

4. Click Close when done.

Adding Labelsin Bulk

You can group devices logically by assigning them labels. Labels are independent of device type, and devices of any type can belong to any label.
A device can aso have multiple labels. Unlike configuration groups and firmware groups, there are no policies or metadata associated with labels.

10T FND letsyou add labelsin bulk using a CSV file. Inthe CSV file, specify the list of devices to be labeled.

To add device labels:

1. On any device page, choose Bulk Import > Add Label.

Default |« RF Mash || PLC Mesh Security Config | Fimware security L

Mag Lsbsl = ﬂkrﬂqu More Actions = |

[ Name Add Devices t Heard Hops

[} o0078108003C2600 Add Label inutes ago 1

[} ODOPEI0B003C2601 Remowve Label inutes ago 1

[1| ooo7si08003C2602 Change Device Properties inutes ago 1

[T} 0007S10B003C2603 Remove Devices inutes ago 1 E
[ 0Do7E10B003C2604 e T reminutes ago 1 k3

2. Click Browseto locate the CSV file that contains the list of devicesto label, and then click Open.
Thisis an example of the expected CSV format:
eid
cgrl000-CA-107
cgr1000-CA-108
cgr1000-CA-109
asrl1000-CA-118
3. Inthe Label field, enter the label or choose one from the drop-down menu.
4. Click Add Label.

The label appears in the Browse Devices tab (left pane) under LABELS.
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5. Click Close when done.

Removing Labelsin Bulk
10T FND letsyou delete labelsin bulk using aCSV file.

To delete device labels:

1. Onany device page, choose Bulk Import > Remove L abel.

Default |« RF Mash PLC Mesh Security Config | Fimware security 8
Map Label = | Bulk impart = | More Actions =
1) Name Add Devices t Heard Hops
[F] O0078108003C 2600 Agd Label inutes age 1
DD07810B003C 2601 Remove Label linutes ago 1
[C}] DDO7R108003C2602 Change Device Properties inutes age
|} DDO73108003C2603 Remove Devices inutes ago 1 ©
| DDO7E108003C2604 = T rominutes ago i E
S R N — R, i o

2. Click Browseto locate the CSV containing the list of devicesto remove the label from, and then click Open.
3. From the drop-down menu, choose the label to remove.
4. Click Remove Label.

5. Click Close.

Configuring Rules

A

IoT FND rule defines afilter and actionsthat 10T FND performs after an event or after it receives metrics that match the search criteria defined

in the filter. Rules can check for event conditions and metric thresholds.

For example, whenever the status of aFAR in a configuration group changesto Up, you can add a custom message to the server log (server.log) and
add the appropriate |abels to the device. This helps you automate the process of adding labelsto devices.

When working with rules, you can do the following:

Add rules with conditions and actions.

Define arule with a condition using a device search query, which matches devices according to properties and metrics.
Define arule with an action that adds labels to matching devices or to the devices that sent a matching event.

Define arule with an action that removes alabel from a matching device or the device that sent a matching event.

Define arule with an action that places auser alert event into the log, which includes a user-defined message.

Viewing and Editing Rules

To view rules:

1. Choose Config > Rules.
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loT FND displaysthe list of rules stored in its database. Table 7 describes the fields displayed in the list.
Table7 Rule Fields

Field Description

Name The name of therule.

Active? Whether theruleis active. Rules are not applied until you activate them.
Rule definition The syntax of therule.

For example, loT FND executes this rule when a device battery 0 level drops below 50%:

batteryOLevel<50

Rule Actions The actions performed by the rule. For example:

Log Event With: CA-Registered , Add Label: CA-Registered

In this example, the actions:

B Set the eventMessage property of the Rule Event generated by this rule to CA-Registered.

B Addthelabel CA-Registered to the matching device.
Updated By The username of user who last updated the rule.
Updated At The date and time when the rule was last updated.

2. Toedit arulg, click its name.

For information on how to edit rules, see Adding a Rule.

Adding aRule
Toadd arule:
1. Choose Config > Rules.
2. Click Add.
3. Enter aname for therule.

Note: If you enter invalid characters (for example, “=",“+”,and “~"), |oT FND displaysared aerticon, highlightsthefieldin red, and disables
the OK button.

4. To activate the rule, check the Active? check box.
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Create Rule % |

Mame:

[ Active
Construct Rule

example: deviceType:cor1000 status:up ..

Actions

[7] Log event with:

Severity: -
Event Name:
[ Add Lakel: b
|:| Shiow label status on Field Device page
[] Remove Lakek: b
Save

5. Enter the syntax of therule.

Use the same syntax used for creating filters. See Search Syntax.

6. Check the check box of at |east one action:

L og event with—Specify the message to add to the log entry of the event in the server log, the severity, and event name.
—  Severity—Select the severity level to assign to the event.
— Event Name—Enter the event name to assign to the event (see Searching By Event Name, page 327).

For example, if you enter Red Alert in thisfield, set the Severity to CRITICAL and enter CHECK ROUTER in the Event Name
field, the eventMessage field in the logged entry for the event that matchesthe ruleis set to Red Alert, as shown in this sample
entry from the server log (server.log):

16494287: NMS-200-5: May 02 2012 22:32:41.964 +0000: %CGMS-7-UNSPECIFIED:

% [ch=EventProducer] [sev=DEBUG] [tid=com.espertech.esper.Outbound-CgmsEventProvider-1] : Event
Object which is send = EventObject [netElementId=50071, eventTime=1335997961962,
eventSeverity=0, eventSource=cgrl000, eventType=UserEventType, eventMessage=Red Alert,
eventName=CHECK ROUTER, lat=36.319324, 1lng=-129.920815, geoHash=9n7weedx3sdydvlbéycjw,
eventTypeId=1045, eid=CGR1240/K9+JAF1603BBFF]
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In1oT FND, the message you define in the L og event with field appears in the Message field of the matching event entries
listed on the Events page (Oper ations > Events), and the new Event Name is a new search filter.

Add L abel—Enter the name of anew label or choose one from the Add L abel drop-down menu.

Show label status on Field Devices page-Shows the status of the device that triggered thisrule in the LABEL S section of the
Browse Devices pane.

B Remove L abel—Choose the |abel to remove from the Remove L abel drop-down menu.

7. Click Save.

Activating Rules
10T FND does not apply rulesif they are not activated.
To activate arule:

1. Choose Config > Rules.

2. Check the check boxes of the rulesto activate.

3. Click Activate.

4. Click Yesto activatetherule.

5. Click OK.

Deactivating Rules
If you deactivate arule, loT FND does not apply it.
To deactivate rules:
1. Choose Config > Rules.
2. Check the check boxes of the rules to deactivate.
3. Click Yesto deactivate the rule.

4. Click OK.

Deleting Rules
To deleterules:
1. Choose Config > Rules.
2. Check the check boxes of the rulesto delete.
3. Click Delete.
4. Click Yesto delete therule.

5. Click OK.
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Configuring Devices

This section describes how to configure devicesin loT FND, including:
B Configuring Device Group Settings

B Editing the ROUTER Configuration Template

B Editing the ENDPOINT Configuration Template

B Pushing Configurationsto FARs

B Pushing Configurations to Endpoints

Configuring Device Group Settings

loT FND uses groups to manage devicesin bulk. When you add FARsto |oT Field Network Director, 0T FND automatically adds them to the
appropriate default ROUTER configuration groups, for example, default-cgr 1000. When you add MEs (metersand range extenders), loT FND adds
them to the default ENDPOINT configuration group, default-cgmesh.

B Creating Device Groups

B Changing Device Configuration Properties

B Moving Devicesto Another Group

B Listing Devicesin a Configuration Group

B Configuring Periodic Inventory Notification and Mark-Down Time
B Renaming a Device Configuration Group

B Deleting Device Groups
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Creating Device Groups

By default, 10T FND defines the following device groups listed on the Devices > Field Devices page | eft tree as follows:

Group Name
default-act

default-bact

default-cam

default-c800
default-cgmesh
default-cgr1000
default-ir800

Description
By default, al Itron OpenWay RIVA Electric devices (METER) are members of this group.
B Individual RIVA electric deviceslisted under the Group heading display as

OW Riva CENTRON.
By default, all Itron OpenWay RIVA G-W (Gas-Water) devices (METER) are members of
this group.

B Individual RIVA water meters listed under the Group heading display as
OW Riva G-W.

B Individual RIVA gas meters listed under the Group heading display as
OW Riva G-W.

By default, al I1tron OpenWay RIVA CAM modules (ROOT) are members of this group.

B Individual RIVA CAM modules listed under the CAM heading display as OW Riva
CAM.

By default, all C800s and ISRs (ROUTER) are members of this group.

By default, all cgmesh endpoints (METER) are members of this group.

By default, all CGRs (ROUTER) are members of this group.

By default, all IR800s (ROUTER) are members of this group.

Each default group defines a default configuration template that you can push to all devicesin that group. However, if you need to apply adifferent
template to a group of devices, create a new group and modify its default configuration template as needed.

Note: You cannot delete the default groups, but you can change their names, athough we do not recommend it. Also, the default ROUTER and
ENDPOINT groups use the sameicon, while custom groups use a different icon. See Table 5 for icon definitions.

B Creating ROUTER Groups

B Creating ENDPOINT Groups

Creating ROUTER Groups
Note: CGRs, IR800s, and | SR800s can coexist on a network; however, you must create custom templates that includes all router types.

To create a ROUTER configuration group:

1. Choose Config > Device Configuration.

2. Select the default group: default-cgr 1000 default-ir 800. or default-c800

3. Click the Add Group button.
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m - N
cisco 10T Field Network Director

App Management Device Configuration Firmware U
est2

CONFIGURATION GROUPS 5 Group'Yen

Assign Devices to Group | Change Device Properties

rl ROUTER
B default-c500 (0)
B default-cgri000 (3)
B default-ir200 (2)

E2 test (0)

O =

E2 test2 (1)

- ENDPOINT
B detault-camesh (8}
B default-irsoo (1)

4. Enter the name of the group.

Add Group ®

Marme:

Device Categony: rauter

&dd

391263

The device category is selected by default.

Note: If you enter invalid characters (for example, “=",“+”,and “~"), |oT FND displaysared aerticon, highlightsthefieldin red, and disables
the OK button.

5. Click Add.
The new group entry appearsin the ROUTERS list (Ieft pane).

B To change the name of agroup, see Renaming a Device Configuration Group.
B Toremove agroup, see Deleting Device Groups.
Creating ENDPOINT Groups
To create an ENDPOINT configuration group:

1. Choose Config > Device Configuration.

2. Select the default group (default-cgmesh, default-act, default-cam)

3. Click the Add Group () button.

4. Enter aname for the group.

Add Group ®

Mame:

Device Categony: rauter

Add

391263

Note: If you enter invalid characters (for example, “=",“+”,and “~"), |oT FND displaysared aerticon, highlightsthefieldin red, and disables
the OK button.

5. Click Add.
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The new group entry appearsin the ENDPOINT list (Ieft pane).
B To change the name of agroup, see Renaming a Device Configuration Group.

B Toremove agroup, see Deleting Device Groups.

Changing Device Configuration Properties

You can change the configurable properties of devices by uploading a Device Properties CSV file with modified values for the devices.
To change device configuration properties:
1. Choose Config > Device Configuration.

2. Click Change Device Properties.

imniin
CIsCo

AppManagement  Device Configuration

IoT Field Network Director

Assign Devices to Group || Change Device Properties | ¢
[

CONFIGURATION GROUPS 5+ ]

4 ROUTER

B default-cann (m
3. Click Browse and select the Device Properties CSV file to upload.

4. Click Change.
5. Click Close when done.

B Foralist of configurable device propertiesin loT FND, see Device Properties.

Moving Devices to Another Group

There are two ways to move devices from one configuration group to another:
B Moving Devicesto Another Configuration Group Manually
B Moving Devicesto Another Configuration Group in Bulk
Moving Devices to Another Configuration Group Manually
To move devices to another configuration group:
1. Choose Config > Device Configuration.
2. Select agroup from thelist of configuration groups (left pane).
3. Check the check boxes of the devices to move.

4. Click Change Configuration Group.
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Group Members Edit Configuration Template Push Configuration Group Properties

Change Configuration Group

1 Items selected (Max 1000)  Clear Selection

|:| Status | Mame IP Address Last Heard
[ CGRI1Z0/K3+IAF1545AMBE 2001:420:Thf Ge8:0:0:0:9 iz, g
£l CGR1240/K5+I1511538000Q 001 420: Thf :6e8:0:0:0:3 2013-02-2.. g

5. From the drop-down menu in the dialog box, choose the target group for the devices.
6. Click Change Config Group.
7. Close OK.
Moving Devices to Another Configuration Group in Bulk
To move alarge number of devices from one group to another, you can import a CSV file containing the list of the devices to move.
For example, this CSV file specifies the EIDs of three CGRs to move:
eid
CGR1120/k9+JS1
CGR1120/k9+JS2
CGR1120/k9+JS3
To move devices to another configuration group in bulk:

1. Choose Config > Device Configuration.

2. Click Assign Devicesto Group.

11N
CISCo

App Management Device Configuration

IoT Field Network Director

| Assign Devices to Group || Change Device Properties | fg
CONFIGURATION GROUPS %

4 ROUTER

B default-cAnN ()

3. Click Browse to locate the CSV file containing the list of devicesto move, and then click Open.
4. From the Group drop-down menu, choose the target group for the devices.
5. Click Change Group.

6. Click OK.

Listing Devices in a Configuration Group

To list the devices in a configuration group:
1. Choose Config > Device Configuration.

2. Select agroup from thelist of configuration groups (left pane).
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3. To get more information about adevice in the list, click its EID.

Configuring Periodic Inventory Natification and Mark-Down Time

You can change the periodic inventory notification interval for aconfiguration group of FARswithout affecting thelogic that 10T FND usesto mark
those FARs as Down. However, for this to happen, you must enable the periodic configuration notification frequency for the FAR group so that it
is less than the mark-down timer.

You can configure the mark-down timer by clicking the Group Properties tab for the group and modifying the value of the Mark Routers Down
After field.

B Configuring Periodic Inventory Notification

B Configuring the Mark-Down Timer

Configuring Periodic Inventory Notification

To configure the periodic inventory notification interval for a ROUTER configuration group:
1. Click Config > Device Configuration.
2. Select aROUTER configuration group.

3. Click Edit Configuration Template.
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Group Members | Edit Configuration Template Push Configuration | Group Properties

Current Configuration revision #10 - Last Saved on 2014-05-D7 14:05

<#if far.isRunninglos()>
<H
If 2 Loopback( interface is present on the device {normally configured
during tunnel provisioning) then use that as the source interface for
the HTTP client and SNMP traps. The source for the HTTP client is not
changed during funnel provisioning because usually the addresses assigned
to the loopback interface are only accessible through the tunnels.
Waiting insures the tunnel is configured correctly and comes up.
——
<—
<#— Enable periodic inventory notification every 1 hour to report metrics, —=
cgna profile cg-nms-periodic
interval 15

exit — CG-IOS CGRs

<#— Enable periodic configuration (heartbeat) notification every 15 min. —>

cgna heart-beat interval 5
<«

=ftalseif far.isRunningCgOs()> <— D —
<#— Enable pericdic inventory notification every € hours to report metrica. -->
callhome
periodic-inventery notification frequency 360
exit

<#— Enable periodic configuration (heartbeat) natification every 1 hour. —=> CG-OS CGRs
<#if far supporisHeartbeat()>
callhome

periodic-configuration notification frequency 60
exit
</#if=

347219

4. This step is OS-specific:

B For Cisco |OS CGRs, change the value of the cgna heart-beat interval parameter. The timeisin minutes
For example, to enable periodic inventory notification to report metrics every 20 minutes for an 10S CGR, add these lines to the

template:
<#-- Enable periodic configuration (heartbeat) notification every 20 min. -->
cgna heart-beat interval 20
exit
B For CG-OS CGRs, changethe value of the periodic-inventory notification frequency parameter to the new value. The time unit
is minutes.

5. Click Save Changes.

Configuring the Mark-Down Timer

To configure the mark-down timer for a ROUTER configuration group:
1. Click Config > Device Configuration.
2. Select aROUTER configuration group.

3. Click Group Properties.
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Group Members Edit Configuration Templats Push Configuration Group Properties

Mark Routers Down After (s=cs): | 1800

RPL Tres Puling Cycle {in number of periodic | 2
notfication ntervals):

RPL Tres Puling Maximum Time (in minutes): | 480

Save Changes .

347231

4. IntheMark Router sDown After field, enter the number of secondsafter which loT FND marksthe FARsasdown if they do not send periodic

configuration notifications (heartbeats) to loT FND during that time.
Note: We recommend a 1:3 ratio of heartbeat interval to mark-down timer.
. Click Save Changes.

. Ensurethat the periodi c-configuration notification frequency in the configuration templateisless than the value you entered the M ark Routers
Down After field:

a. Click Edit Configuration Template.
b. Ensure that the value of the periodic-configuration notification frequency parameter isless than the Mark Routers Down After value.

Use anotification value that is at most one-third of the mark-down value. For example, if you choose a mark-down value of 3600 seconds (60
minutes), set the periodic-configuration notification frequency parameter to 20 minutes:

<#-- Enable periodic configuration (heartbeat) notification every 20 minutes. -->
<#if far.supportsHeartbeat () >
callhome
periodic-configuration notification frequency 20
exit
</#if>

Note: The ability to control the periodic inventory notification interval and the periodic-configuration notification frequency appliesto CGR
image version 3.2.

Renaming a Device Configuration Group

To rename a device configuration group:

1. Choose Config > Device Configuration.

2. Select agroup from thelist of configuration groups (left pane).

3. Click the Edit Group icon.

The Edit Group button displays as a pencil icon when you hover over the name of the group in thelist.
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N i .
cisco TIoT Field Network Director

App Management Device Configuration Firmware Upd

Assign Devices to Group || Change Device Properties | {agt?
=ty
CONFIGURATION GROUPS @ | Group Membe
4 {5 ROUTER

B defautc800 (0)

B default-corionn (3) I sttus Na
B defaultir200 (2)
= B c:
Bl test (0) J = 0 @a
_,_
EL testd (1) Delete
Group
Fl FRNPTINT

4. Enter the new name in the Rename Group dialog box, and then click OK.
Note: If you enter invalid characters (for example, “=", “+", and “~"), 10T FND displays ared alert icon, highlights the field in red, and disables
the OK button.

Deleting Device Groups

Note: Before deleting a group, move al devicesin that group to another group. You cannot delete a non-empty group.
To delete a configuration group:
1. Choose Config > Device Configuration.
2. Select agroup from thelist of configuration groups (left pane).
3. Ensurethat the group is empty.
4. Click Delete Group (=).
The Delete icon displays as ared minus sign when you hover over the name of the group in the list.

5. Click Yesto confirm, and then click OK.

Synchronizing Endpoint Membership

MEs maintain information about the IoT FND group to which they belong. If the group information changes, the ME becomes out of sync. For
example, if you rename an ME group, the members of the group might not be modified immediately (for example, dueto a packet |oss). If adevice
isout of sync, any operation you perform on the group through 10T FND does not reach the device. To ensure that the MEsremain in sync, use the
Sync Membership button to push the group information to group members.

To send group information to MEs:
1. Choose Config > Device Configuration.
2. Select an ENDPOINT group (left pane).

3. Check the check boxes of the membersin the group to sync.
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4. Click Sync Member ship.

Sync Membership

Group Members Edit Configuration Template Push Configuratio
Status  Mame IF Address 5
+
= Sy —— S R, ..M

5. When prompted to synchronize membership for the group, click Yes.
6. Click OK.

Devices sync for the first time after they register with 10T FND.

Editing the ROUTER Configuration Template

loT FND letsyou configure FARsin bulk using a configuration template. When aFAR registerswith 10T FND, |oT Field Network Director pushes
the configuration defined in the default template to the device and commits the changes to the router startup configuration. 10T FND then retrieves
the running configuration from the router before changing the device status to Up.

To edit aROUTER group configuration template:
1. Choose Config > Device Configuration.
2. Under CONFIGURATION GROUPS (left pane), select the group with the template to edit.

3. Click Edit Configuration Template.
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Group Members Edit Configuration Template Push Configuration Group Properties

Current Configuration revision #10 - Last Saved on 2014-05-07 14:05

<#if farisRunninglos()=

<
If a Loopback( interface is present on the device {normally configured
during tunnel provisioning) then use that as the source interface for
the HTTP client and SNMP traps. The source for the HTTP client is not
changed during tunnel provisioning because usually the addresses assigned
to the loopback interface are only accessible through the tunnels.
Waiting insures the tunnel is configured correctly and comes up.

e

<#-- Enable periodic inventory notification every 1 hour to report metrics. —=
cgna profile cg-nms-perindic
interval 15
exit

<#-- Enable periodic configuration (heartbeat) notification every 15 min. —=
cgna heart-beat interval §|

<felseil farisRunningCgOs()> <—
<#-- Enable periodic inventory notification every 6 hours to report metrics. -->
callhome
periodic-inventory notification frequency 360
exit

<#-- Enable periodic configuration {heartbeat) notification every 1 hour. -->
<#if far.supporisHeartbeat()=
callhome
periodic-configuration notification frequency 60
exit
</Hif=

47218

4. Edit the template.
The template is expressed in FreeMarker syntax. For more information about FreeMarker, see Tunnel Provisioning Template Syntax.
Note: The router configuration template does not validate the configuration data entered. Verify the configuration before saving.

5. Click Save Changes.

loT FND commits the changes to the database and increases the template version number.

Editing the AP Configuration Template

1oT FND lets you configure APsin bulk using a configuration template. When the AP registers with 10T FND, it pushes the configuration defined
in the default templ ate to devices and commits the changes to the startup configuration. 10T FND then retrieves the running configuration from the
AP before changing the device status to Up.

To edit a AP group configuration template:
1. Choose Config > Device Configuration.

2. Under CONFIGURATION GROUPS (l&ft pane), select the C800 device group with embedded AP devices with the template to edit.

3. Click Edit AP Configuration Template.



Managing Devices

default-c800

Group Members Edit Configuration Template Edit AP Configuration Template Push Configuration Group Properties

Current Configuration revision #1 - Last Saved on 2015-07-21 19:31

=#- Defadlt Acess point Configuration --=

4. Edit the template.
The template is expressed in FreeMarker syntax. For more information about FreeMarker, see Tunnel Provisioning Template Syntax.
AP TEMPLATE EXAMPLE

ip dhcp pool TEST POOL

network 10.10.10.0 255.255.255.0
default-router 10.10.10.1

lease infinite

|
dotll ssid GUEST SSID
authentication open
authentication key-management wpa
wpa-psk ascii 0 12345678
guest-mode

|

interface DotllRadio0
no ip address
encryption mode ciphers aes-ccm
ssid GUEST_ SSID

I

interface DotllRadioO
no ip address
encryption mode ciphers aes-ccm
ssid GUEST_SSID

Note: The AP configuration template does not validate the configuration data entered. Verify the configuration before saving.
5. Click Save Changes.

loT FND commits the changes to the database and increases the template revision number.

Enabling Dual PHY Support

You can configure CGR master and slave interfaces. For moreinformation about configuring adual-PHY WPAN interface, refer to Cisco Connected
Grid WPAN Module for CGR 1000 Series Installation and CG-Mesh Configuration Guide (Cisco 10S).

Enabling Router GPS Tracking

You can enable GPS trapsto trigger an event if the router moves adistance threshold, after atime threshold, or both. For example, you can configure
stationary, pole-top CGR monitoring for adistance threshold, to detect movement from theft or poleincident; for mobile routers, set both thresholds
to determine distance over time. The recommended distance threshold is 100 feet (30 m).

To enable GPS traps, uncomment these lines in the default configuration template.

<#--

Enable the following configurations to generate events that track if the router
moves by a certain distance (unit configurable) or within a certain time (in minutes)
-->

<#-- cgna geo-fence interval 10 -->

<#-- cgna geo-fence distance-threshold 100 -->


http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/cgr1000/ios/modules/wpan_cgmesh/wpan_cgmesh_IOS_cfg.html
http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/cgr1000/ios/modules/wpan_cgmesh/wpan_cgmesh_IOS_cfg.html
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<#-- cgna geo-fence threshold-unit foot -->
<#-- cgna geo-fence active -->

Tip: Because GPStrapsonly generate Informational 1ogs, we recommend that you create arule-based event with high severity (suchasCRITICAL)
to inform the administrator of router movement. An example of thistype of rule definition is: configGroup:name eventName:devicel ocChanged
(see Adding aRule).

Configuring SNMP v3 Informational Events

For Cisco |OS routers you configure SNMP v3 Informational Events to replace the default SNMP v3 traps. In CG-OS by default, SNMP v3 traps
are configured for any 10T FND event-related changes that generate atrap on the router. loT FND maps these traps to the corresponding event. For
Cisco |OS routers, converting these SNMP v3 traps to SNMP v3 Informational Events sends an acknowledgment to the router for every event
received from the router. The router then verifies that the trap was received by 10T FND. To enable SNMP v3 Informational Events, uncomment
the following linesin the default configuration file and push the new configuration file to all router(s) in the group:

<#-- Enable the following configurations for the nms host to receive informs instead of traps -->

<#-- no snmp-server host ${nms.host} traps version 3 priv ${far.adminUsername} -->

<#-- snmp-server engineID remote ${nms.host} ${nms.localEngineID} -->

<#-- snmp-server user ${far.adminUsername} cgnms remote ${nms.host} v3 auth sha ${far.adminPassword} priv aes
256 ${far.adminPassword} --»>

<#-- snmp-server host ${nms.host} informs version 3 priv ${far.adminUsername} -->

Editing the ENDPOINT Configuration Template
To edit an ENDPOINT configuration template:
1. Choose Config > Device Configuration.
2. Under CONFIGURATION GROUPS (left pane), select the ENDPOINT group with the template to edit.

3. Click Edit Configuration Template.
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Sync Membership

Group Members || Edit Configuration Template Push Configuration

Current Configuration revision #12 - Last Saved on 2014-04-01 18:10

Report Interval any

(seconds):
(For metrics:
Interfacenetrics, Grouplnfo,Firmwarelmagelnfo Uptime, RawTCPForwarderStatus RawTCPForwardert
1

BBU Settings: Enahle e

Enable Ethernet: |«

Map-T Settings

Defaulttapping
IPvE Prefix:

2199:0:0:0:0:0:0:0:0:0:0:0:0

IPvE Prefix Lenagth: 64
IPvd Prefix 2260

IPv4 Prefix Length: 24

EA Bits Length: 8

Serial Interface 0 Settings (DCE)

Media Type: RE232 R
Baud rate: 19200 e
Data Bits: g 7

Farity: Mone e
Stop Bit: 1 w
Flow Contral: Mone R

TCP Raw Socket Sessions

TCP Idie Time Qut  Connect Time Out  Peer IP Address
20100 o 2.2.6.10

Serial Interface 1 Settings (DTE)

Media Type: Disahle e
Baud rate: 115200 e
Data Bits: g ==

Parity: Mone —
Stop Bit: 1 —
Flow Control: MNone e

TCP Raw Socket Sessions

TCP Idle Time Out  Connect Time Out  Peer IP Address
o o 127.0.0.1

Save Changes

4. Edit the template.

Packet Length
o

Packet Length
o

-
391265
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For example, in the Report Interval field, you can enter the number of seconds between data updates. By default, MES send a new set of
metrics every 28,800 seconds (8 hours).

You can change the following values on the Edit Configuration Template tab:

Report Interval: The number of seconds between data updates.
BBU Settings: Enable this option to configure BBU Settings for range extenders with a battery backup unit.

Enable Ethernet: Check this check box to enable Ethernet for selected devices or configure NAT 44 settings on selected DA
Gateway devices.

Note: For NAT 44 configuration, you must specify valuesfor al threefieldsin aCSV file. The default valuesare 127.0.0.1, O,
0, respectively. You do not need to configure any other settings for a particular map index. If these settings are invalid for that
map index, they are ignored during a configuration push.

B MAP-T Settings: TheiPv6 and iPv4 settings for the device.

Note: For Cisco I0S CGRs, MAP-T rules are set by indicating the MAP-T |Pv6 basic mapping rule (BMR), IPv4 BMR, and
I Pv6 default mapping rule (DMR). On Cisco IR509 devices, the MAP-T IPv6 isan |Pv6 prefix that integratesthe MAP-T BMR
IPv6 rules, IPv4 suffix value, and length being based on the BMR EA length value.

B Serial Interface 0 (DCE) Settings: The data communications equipment (DCE) communication settings for the selected
device.

Note: There can be only one session per seria interface. You must configure the following parameters for all TCP raw socket
sessions (for each virtual line and seria port) for the selected DA Gateway device(s):

Initiator — Designate the device as the client/server.

TCP idle timeout (min) — Set the time to maintain an idle connection

Local port — Set the port number of the device.

Peer port — Set the port number of the client/server connected to the device.

Peer | P address — Set the IP address to the host connected to the device.

Connect timeout — Set the TCP client connect timeout for Initiator DA Gateway devices.

Packet length — Sets the maximum length of serial datato convert into the TCP packet.

Packet timer (ms) — Sets the time interval between each TCP packet creation.

Specia Character — Sets the delimiter for TCP packet creation.

Serial Interface 1 (DTE) Settings: The dataterminal equipment (DTE) communication settings for the selected device.

Note: The IPv6 prefix must valid. Maximum prefix lengths are:
— |Pv6: 0-128
—  IPv4: 032

5. Click Save Changes.

loT FND commits the changes to the database and increases the version number.

Pushing Configurations to FARs

Note: CGRs, C800s, IR800s, and ISR 800s can coexist on a network; however, you must create custom configuration templates that includes both
router types.

To push the configuration to FARS:
1. Choose Config > Device Configuration.
2. Select the group or subset of a group to push the configuration to in the CONFIGURATION GROUPS pane.

3. Click the Push Configuration tab.
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Group Members Edit Configuration Template Push Configuration Group Properties
Fush Raouter Configuratio | ¥ | Start

Pushing Config Version: 10 Status: Stopped

Pushed Data: Config Push with termplate revizion 10

Start Time: 2015-10-26 0417 Finish Time: 2015-10-26 04:20
Completed Devices: 0z Error Devices: 22

Device Status

Displaying 1 - 2 Page 1 s w2
Mame Push Status « IP Address Error Message Error Details
CGR12Z409+JAF 161 BAQCE ERRCR 66,660,134 Operation was canceled before this element was processed
CGR1 24009+ JAF1 71 5BJDMN ERRCR 10,197.73.200 Operation was canceled before this element was processed

4. Inthe Select Operation drop-down menu, choose Push Router Configuration.
For C800 and IR800 groups with embedded AP devices, choose Push AP Configuration to push the AP configuration template.
5. Click Sart.

The Push Configuration page displays the status of the push operation for every device in the group. If an error occurs while pushing
configuration to adevice, the error and its details display in the relevant columns.

In the Status column, one of these values appear:
NOT_STARTED—The configuration push has not started.

RUNNING—The configuration push isin progress.
PAUSED—The configuration push is paused. Active configuration operations complete, but thosein the queue are not initiated.

STOPPED—The configuration push was stopped. Active configuration operations complete, but those in the queue are not
initiated.

FINISHED—The configuration push to all devicesis complete.

STOPPING—The configuration push isin the process of being stopped. Active configuration operations complete, but thosein
the queue are not initiated.

B PAUSING—The configuration push isin the process of being paused. Active configuration operations complete, but thosein
the queue are not initiated.

Tip: To refresh the status information, click the Refresh button.

Enabling CGR SD Card Password Protection

Password protection for the SD card in the CGR hel ps prevent unauthorized access and prevents transference of the CGR SD card to another system
with a different password.

Note: This does not apply to C800s or IR800s.

The Device Info pane displays CGR SD card password protection status in the Inventory section. The Config Properties tab displays the SD card
password in the Router Credentia s section.

To enable CGR SD card password protection:
1. Choose Config > Device Configuration.
2. Select the CGR group or CGRs to push the configuration to in the CONFIGURATION GROUPS pane.

3. Select the Push Configuration tab.
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Group Members Edit Configuration Template Push Configuration Group Properties

FPush SO Card Password [¥ | | Start

Pushing Config Version: 10 Status: Stopped
Pushed Data: Config Push with termplate revizion 10
Start Time: 2015-10-26 04:17 Finish Time: 2015-10-26 04:20
Completed Devices: 0z Error Devices: 22
Device Status
Dizplaying 1 - 2 Page 1 a0 i
Mame Push Status « IP Address Error Message Error Details
CGR12Z409+JAF 161 BAQCE ERRCR 66,660,134 Operation was canceled before this element was processed
CGR1 24009+ JAF1 71 5BJDMN ERRCR 10,197.73.200 Operation was canceled before this element was processed

4. Inthe Select Operation drop-down menu, choose Push SD Card Password.
5. Click Sart.

6. Select SD Card protection > Enable.

SD Card Password Configuration ®

SO Card protection: @ Disahle
("1 Enahle

Push 50 Card Passwaord Cancel

7. Select the desired protection method:

B Property: This password is set using a CSV or XML file, or using the Notification Of Shipment file.
B Randomly Generated Password: Enter the password length.
B Static Password: Enter a password.

8. Click Push SD Card Password.

Pushing Configurations to Endpoints
To push configuration to mesh endpoints:
1. Choose Config > Device Configuration.

2. Select the group or subset of a group to push the configuration to in the ENDPOINT list.

o

g
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3. Click the Push Configuration tab.

Note: The Push Configuration tab supports a subnet view for cgmesh Endpoints that summarizes:

Pan ID Identifies the Personal Area Network Identifier for a group of endpoints
(nodes).

Subnet Prefix Identifies the IPv6 subnet prefix for the endpoint.

Nodes in Group Number of nodes within the group. In the example above, there are a total of

51 nodes within the group, which are split across three different subnets.

Tota in Subnet Number of nodes with the subnet. In the example above, there are 19 nodes
in the subnet.

Config Synced Shows how many nodes within a Pan ID arein the process or have finished a
configuration push out of the total nodes in that Pan.

‘£||:éloh IoT Field Network Director Devices . Operations ., Config . Admin
App Management Device Configuration Firmware Update Router File Management Rules Tunnel Provisioning
Assign Devices to Group | Change Device Properties|  default-cgmesh
O Sync Membership
4@ routen Group Edit Confi Templ Push Confi
K default-c800 (3) Push Endpoint Configuratio !" Start
0 default-cgrt000 (1) Pushing Config Version: 1
i default-ir800 (2) Device Status
EX test-config (1)
FE WPAN (1) Panld Subnet Prefix Nodes in Group (Total in Subnet) Config Synced
Py J—— 1] 200a:0:0:0:0:0:0:0 11(19) 11/11
_ 1 200b:0:0:0:0:0:0:0 20 (19) 20/20
1
[’ Selsucomesn (39) 2 200¢:0:0:0:0:0:0:0 20 (19) 20/20

Sync Membership

Group Members || Edit Configuration Template | Push Configuration

Push Endpoint Configural | ¥ | | Start

Pushing Config Version: 2

4. Inthe Select Operation drop-down menu, choose Push Endpoint Configuration.

5. Click Sart.

The Push Configuration page displays the status of the push operation for every device in the group. If an error occurs while pushing
configuration to adevice, the error and its details display in the relevant columns.

In the Status column, one of these values appear:
NOT_STARTED—The configuration push has not started.

RUNNING—The configuration push isin progress.
PAUSED—The configuration push is paused. Active configuration operations complete, but those in the queue are not started.

STOPPED—The configuration push was stopped. Active configuration operations complete, but those in the queue are not
started.
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FINISHED—The configuration push to all devicesis complete.

STOPPING—The configuration push isin the process of being stopped. Active configuration operations complete, but thosein
the queue are not started.

B PAUSING—The configuration push is in the process of being paused. Active configuration operations complete, but thosein
the queue are not started.

To refresh the status information, click the Refresh button.

Managing a Guest OS

Cisco |0S CGRs support a virtual machine to run applications on a Guest OS (GOS) instance running beside the Cisco 10S virtual machine. The
GOSisLinux. Applications running on the GOS typically collect statistics from the field for monitoring and accounting purposes. The Cisco 10S
firmware bundle installs a reference GOS on the VM instance on the CGR. 10T FND supports the following role-based features on the GOS:

B Monitoring GOS status

B Managing GOS applications

B Upgrading the reference GOS in the Cisco 10S firmware bundle
Note: 10T FND only supports the reference GOS provided by Cisco.

You manage and monitor a GOS on the Config > Device Configuration page, on the Guest OS tab.
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Figure6  Config > Device Configuration Page — Guest OS Tab Restart GOS Button
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This section includes the following topics:
B Instaling aGOS
B Managing GOS Applications

B Restarting a Guest OS

Installing a GOS

Depending on CGR factory configuration, a GOS may be present in the VM instance. The GOS installs with the Cisco 10S firmware bundle (see
“FAR Firmware Updates” section on page -259). The GOS, Hypervisor, and Cisco |OS all upgrade when you perform a Cisco 10S image bundle
installation or update.

After any CiscolOSinstall or upgrade, when loT FND discoversaGOS, it checksif theinitial communications setup is complete beforeit performs
the required setup. The CGR must have aDHCP pool and Gigabit Ethernet 0/1 interface configured to provide an | P address and act as the gateway
for the Guest OS. See the Cisco 1000 Series Connected Grid Routers Configuration Guides web portal for information on configuring the CGR.

Note: If 10T FND detects anon-Cisco OSisinstalled on the VM, the firmware bundle will not upload and the Cisco reference GOS will not install.


http://www.cisco.com/c/en/us/support/routers/1000-series-connected-grid-routers/products-installation-and-configuration-guides-list.html
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Managing GOS Applications

Applications (apps) run on the VM instance, but are not included in the Cisco 10S firmware bundle. You distribute GOS apps as standard
app-<appname>-ver-<version>.zip files, and use the Config > App M anagement page to upload, install, start and stop, and uninstall GOS apps.
TheloT FND internal backup and restore mechanism preserves existing apps during upgrades.

Note: For loT FND GOS communications such as application uploads to the GOS using ssh, the gosPassword must be the CGR propertiesfile. You
upload the properties filein a CSV/XML upload. Without the gosPassword property, 10T FND cannot upload apps to a GOS.

Users with the GOS Application Management role enabled can upload, install, and deploy apps on Cisco |0S CGRs within your network.

Figure7  Config > Apps Management Page-L ast Job Status
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Managing GOS App Activities

You can manage app activities (jobs) on the Config > App Management Activity Satustab. Thetop pane (abovethe devicelist) displaysjob-related
info for the last activity performed, which includes:

B Thestart and stop time of the last activity.
B Theapp name.
B Thestatus of the activity.

B Thenumber of deviceswith successful results and the number of devices with errored results.
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Table 8 listsfields that display in the device list on the Activity Status tab.
Table 8 Activity Status Tab

Field Description

Device Name Name of the selected device.

GOS Host Name Name of the GOS host.

App Name Name of the app.

App Version Version assigned to the app.

Start Time The start for the selected activity.

Last Status Time Thelast status update time.

Activity The selected activity: Upload, Set to Run, Install, Start, Stop, Uninstall, and Delete Remote Package.
Activity Status The status of the selected activity.

Progress How much of the activity completed.

Message Notes generated by the activity.

Error Details Details on errors encountered during the activity.

On the Activity Statustab, you can also:

B Click the Cancel Current Activity button to cancel any activity. Any activity in progress can be canceled.

B Click the Refresh Satus button to update activity status.

Uploading GOS Apps

After GOS apps are imported to 10T FND, you can upload them for deployment on the GOS on Cisco |0S CGRs and |R800s, using the Config >
Apps Management page Upload tab (Figure 8). Apps are OS specific. If the GOSis Linux, any apps you upload must run on Linux.

Figure8  Upload Tab
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To upload appsto [oT FND to deploy on Cisco |0S CGRs and IR800s, on the Config > Apps M anagement page:

1. Select afirmware or configuration group in the left pane.
2. Click the Upload tab.
3. Click Select an App or click the Import Apps button in the left pane.

The Import Apps dialog box displays apps aready uploaded to the NM S server.

mal ¥ TimeZora: AMEnoLoE AR



Managing Devices

Import Apps x

Add App
Displarying 1 - 2 ot 2 Page 1 of 1 10 el
Aictive
[SETE= App Yeroan OS5 T Sie File Mams
fep P vpe Uigload?
DaCapo 9,12 LENU 1594  app-DaCapo-ver-9.12.2p Mo
M8
sergarbat 7.5 LN S.HKE  app-sensorbot-ver-7.5.z2ip Mo

4. Inthe Import Apps dialog box, click Add App.
5. Inthe Add App dialog box, click Browse to navigate to the directory containing your app.
Note: Apps must be in the standard <appname>-<version>.zip file format.
6. Inthe Open dialog box, select the app file, and click Open.
7. Click Add File.
Note: Only one app may be uploaded at atime.
The app file uploads to the NM S server and displaysin the App Name list.
8. Inthe Add App dialog box, click the desired app to upload to CGRs, click Add to Upload, and click OK.
The app filename displaysin the App Name list.
9. Inthe App Name list, select the desired app to upload.

The app filename displays on the Upload tab as alink in the Selected App field, which is sensorbot 7.5 in the following example.

Activity Status Upload Deployment

Selected App . sensorbot7.5 |pload

Device Mame ~ G0OS Host Mame G
CGR1240/K9+JAF1609AKD] GO5-1 L

10. Click the Upload button to upload the fileto loT FND.

The activity status (UPLOAD_OP_COMPLETE or UPLOAD_OP_WAITING) displays on the Upload tab.
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Deploying GOS Apps
The Config > App Management Deployment tab allows you to perform the following activities on selected CGRs and IR800s:
B Setto Run—A combination of install and start operations.
B Instal — Installs the remote package and extracts the app.
B Start and Stop — Starts or stops the app.
B Uninstall — Uninstalls the app.
B Dedete Remote Package — Deletes the previous upload package from the repository.
To deploy GOS apps on selected CGRs:
1. Onthe Config > Apps Management page, select afirmware or configuration group in the left pane.
2. Click the Deployment tab.

3. Inthe Select an Action drop-down menu, choose the desired action to perform on the selected group.

Activiky Skatus Upload Deployment

Selectan Action: | SetTo Run -v Selectan App: sensorbot 7.5 ¥ | [Set ToRun|
SetTo Run =
Install Displaying 1 - 1 of 1 Pape 1 of 1 50 2l
Start

| Device Mame 1 Type App Mame «  App Version | App Status ﬂm Package
Stop arne

CERIZ40/K94IA Uninstall 4 sensorbot 7.5 Uploaded app-
sengorbiat-

Delate Remote Package ver-7.5.zip

The action button at the right reflects your selected action (that is, if you select Install asthe action, the action button label is“Install.”
4. Inthe Select an App drop-down menu, choose an app or select all apps.
5. Click the action button.

The activity begins. You can monitor activity progress on the Activity Status tab.

Deleting GOS Apps
To delete an app from the NM S server, on the Config > Apps Management page:

1. Select afirmware or configuration group in the left pane.
2. Click the Upload tab.
3. Click Select an App or click the Import Apps button in the left pane.
The Import Apps dialog box displays apps aready uploaded to the NM S server.

4. Inthe App Namelist, scroll to the right and click the Delete link in the row with the app to delete from the NM S server.
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| Imposrt Apps

Add App

Aop Mame - App Version
DaCapo S.12
sensarbat 7.5

5. Click OK inthe confirmation dialog box.

Restarting a Guest OS

To restart a GOS, on the Config > Device Configuration

505 Type
LINLE

LINLKE

App o Upioad

page:

Cisplaying 1 - 2 of 2
File Name
epp-DaCapo-ver-9.12.2p

apo-seraorhol-ver-7 5,20

1. Inthe CONFIGURATION GROUPS pane, select the device with the GOS to restart.

2. Click the Guest OStab.

3. Click the Restart button (Figure 9).

Figure9  Config > Device Configuration Page — Guest OS Tab Restart Button
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You can push the GOS configuration to the CGR using the |oT FND config template. Thisisthe only way to configure the DHCP pool.
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Managing Files

Usethe Config > Router File M anagement page to transfer and execute dual backhaul and Embedded Event Manager (EEM) scripts on the FAR.
The Template modul e performs file validation. This section includes the following topics:

B File Typesand Attributes
B AddingaFiletoloT FND
B Transferring Files

B Viewing Files

B Monitoring Files

B Monitoring Actions

B Deleting Files

Note: File management is role-dependent and may not be available to all users. See Managing Roles.

File Types and Attributes

Two types of EEM scripts are used on the FAR: an embedded applet, and Tool Command Language (TCL) scripts that execute on the FAR
individually. You can upload and run new EEM TCL scripts on the FAR without doing a firmware upgrade. EEM files upload to the eem directory
in FAR flash memory. These scripts display in the Import File page File Type column as eem script. You must edit the configuration template file
to activate the EEM TCL scripts (see Editing the ROUTER Configuration Template). This feature works with al FAR OS versions currently
supported by 10T FND.

You can also transfer other file typesto the FAR for better file management capability. You must first import thefilesto [oT FND to upload filesto
the FAR. 10T FND processes the file and storesit in the loT FND database with the following attributes:

B Filename

B Description

B |mport Date/Time
B Sze

B Shal Checksum
B MD5 Checksum

B File Content

Adding aFileto loT FND
To add afileto loT FND:

1. Onthe Config > Router File Management page, click Import Files or Upload to open the Select File from List dialog box.
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2. Click Add File and browse to the file location.
Note: The maximum import file sizeis 200 MB.
Select File from List %
Add Fie |
Déspleying 1 - 100125 (4 | [ Paget of 3| b Bl 110 > /[
Mame ~ File Type Size Description bctive File Transfer?
1.2Regressiontd tes: 2.1¥8 No Delete
100FARS b besek 13.0K8 Mo Delete
Seneters_secure_bry2.bin binary 2.0K8 bin file No Delete
ASR_Migration.csy bk 1006 No Delets
audacity-win-2.0.5.exe binary 21.2M8 schrirtz o Delete
sugustingr1.1pg birary S.0KB No Delete
cg-mesh-dagw-5.5.35-543chac-RELEASE-bishaproch.bin binary 304.5K8 No Delete
cg-nms-testicl B8 Soriph 901 B N Drelete
CGNMS_Tast.bxt bext 1.9H8 Na Delete
cor1000-uk3-bickstart5.2.1.C64.2.35.5PA bunary 27.8H8 No Delete
4] ] ®
]
Fis to Upload | b

Note: Inthe Select Filefrom List dialog box, you can also delete imported files from the 10T FND database if the fileisnot in an activefile
transfer. This only removes the file from the loT FND database, not from any FARs that contain the file. Click the Name hyperlink to view
uploaded text files (file size must be less than 100K B).
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3. (Optional) Type adescription for the file.

Add File ¥
File: Select a file from local directory... Browse
Description: | optional

04 File @

=

[=]

[+:]

- ]

4. Click Add File.

When the upload completes, the file name displays in the Select File From List dialog box.

5. Repeat steps 2 through 4 to add another file, or see Transferring Filesto upload the file to the selected device or group, or close the Select File
From List dialog box.

Transferring Files

You can transfer files from the NM S database to any firmware, configuration or tunnel provisioning group, or to individual FARS. The maximum
import file sizeis 200 MB.

To perform afile transfer:

1. Onthe Config > Router File Management page, select the group to transfer the file to in the Browse Devices pane.

2. Click Import Files or Upload on the Actions tab.



Managing Devices

«'};E'éf' LT Field Nebwork Direcior Oeicer ,  Cprborm ,  Cohg o Ad ek v Tiow Tues Ao bl
ipptanagament  Device Configuration Fh'illml.lm Fouter Fla Managamert  Rufgs Tunnel Provsioning
@ Aifions. | Mgl i
RITEARE CROLE @l- |
default a0 Sart lime : Famsh fime
e ot Fis: st Hot Sated
B derauti-egr 000 £1) Compleled Devices: W0 EnoiiDevices: 04
Fila Path:
i cetaunesn 1)
G o s Seus Doprayeg | ot 4 ¢ Pagtatt) o WS ]
i g i1) Gaha | Hamw Gl Tt et Ralus Tana | Belnily | R Galra Prepriess. Hisnic f::-k
A LR L R ﬂ COR1240M31 JAM1847AC0R HOHD Hiane: i)
TRz [ERT UK+ JOF 1T AR HOTkE e iFia
B CORIZEMDMFITI2ADE] HOHE e i
B detaut csu
B cetauthegronn
I astautnn (1)
2l new CGR_Giowp (1)
d TURER RRMIF
B uoiauiie200:0)
I dafauttcprinno 5]
B coraun oo 1)
{8 20432015 Chzco Systenns, Inc. Al Rights Resenved, fuerskon 2.2.0-74) w00 ¥1 40
The Select Filefrom List dialog box displays.
Select File from List x|
g Fie
Displaying 1100125 1 | |Paget of3 | b Ml 10 v ||
Mame ~ | File Type Size Description Active File Transfer?
1.2Regression td et 2.1k8 Mo Delete
100FARs bd bext 13.0KB MNa Delete
Zrneters_secure_bry2.bin binary 2.0K8 bin file No Delete
ASR_Migration.csy bext 100 B Na Delete
audacity-win-2,0.5.exe binary 21.2M8 schrirtz No Delete
sugustiner].ipg binary S5.0FB Na Delete
cg-mesh-dagw-5.5,35-543chac-RELEASE-bishoprock.bin binary 304.5K8 No Delete
cg-nms-testicl B Scriph Q016 Mo Delete
CGMMS_Test. bt et 1.9M8 Mo Delete
cgr 1000-ukS-Jackstart.5.2.1.CG4.2.35.5PA bin binary 27.8M8 Mo Delete
4 i 1 3
Fis | §
to Upload 8
«

3. Select thefile to transfer to the FARs in the selected group.
4. Click Fileto Upload.

The Upload Fileto Routers dialog box displays.
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Upload File to Rowters x
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5. Check the check boxes of the FARs to which you want to transfer thefile.
6. Click Upload.

If thereis no file transfer or deletion, configuration push, firmware upload, or install or reprovision operationsin progress for the group, the upload
starts.

You can chooseto transfer filesto all FARs in the selected group or select only a subset of the FARs in the group. You can also select another group
and file to perform a separate file transfer or deletion simultaneously.

All filestransferred from [oT FND reside on the FAR inflash:/managed/files/ for Cisco |0S CGRs, and bootflash:/managed/files/ for CG-OS CGRs.
The status of the last file transfer is saved with the group, aswell as the operation (firmware update, configuration push, and so on) and status of the
group.
Viewing Files
To view imported text file content:

1. Click the EID link to display the Device Info pane.

2. Click the Router Filestab.
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3. Click thefile namelink to view the content in a new window.

Note: 10T FND only displays files saved as plain text that are under 100 KB are viewable. You cannot view larger text files or binary files of
any size. Those file types do not have a hyperlink.
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Onthe Config> Router File M anagement page, click theM anaged Filestab to view alist of FARsand thefiles uploaded to their .../managed/files/
directories. Deviceslisted in the main pane are members of the selected group.
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Figure10 Managed Files Tab
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Thefollowing information isincluded in this list:
B EID link to the Device Info page
B Number of files stored on the device

B Uploaded file names

You can use the Filter By File Name drop-down menu to only view devices that contain a particular file. Select All to include al devicesin the
group. Click the refresh button to update the list during file transfer or deletion processes.

Monitoring Actions

Onthe Config > Router File Management page, click the Actionstab to view the status of thelast file transfer or last file deleted for FARsin the
selected group. You can click the Cancel button to terminate any active file operation.

Figure1l ActionsTab
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The Actions tab lists the following attributes:
B Start date and time of the last transfer

B End date and time of the last transfer

B Filename

B Satusof the process: UNKNOWN, AWAITING_DELETE, DELETE_IN_PROGRESS, DELETE_COMPLETE, CANCELLED,
NOTSTARTED, UPLOAD_IN_PROGRESS, UPLOAD_COMPLETE, STOPPING, STOPPED

B Number of devices with upload complete and total number of target devices
B Number of errors and errored device count

B Filepath
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B EID link to Device Info page

B Activity performed: UPLOAD, DELETE, NONE

B Progress percentage

B Messages regarding any issues discovered during the process

B Error details

Deleting Files

To deletefilesfrom FARS:
1. Onthe Config > Router File Management page, select the group to transfer the file to in the Browse Devices pane.
2. OntheActionstab, click Delete.

3. Inthe Deletefilefrom List dialog, select afile to delete.

Delete file from List e
Displaying1 -100f10 | | | Page 1 of 1 10 |l
Namhe - Size Mumber of Devices
1.2Regression txd 14HB 1
1.2Regressiontst 21 KB 1
100F AR= txt 1304B 1
Smeters_secure_ry2 bin 20KB 2
CGNMS_Test zip 535 KB 1
cori000-uks 5.2.1 CG4. 2 16 SPA bin 1367 MB 1
cgri000-uks,5.2.1 0G4 2,16 5PA bin part gEMB 1
config bar.gz 30.0K4B 1
Sample txd 848 1
Tepcump_backot! txt G2HB 1
S
Fili to Delste 3
0

You can delete the file from all FARs in the selected group or any subset of FARs in the group.
4. Click Fileto Delete.

The Delete File from Router s dialog box displays.
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Delete File from Routers 4
File to delete Change File
File Path:
Disploying 1 - 1 01 Page 1 of 1 10 || ¥
1 Bems sedected (Mace 1000)  Clear Selection
¥ Name Start Time Fintsh Time Activity: Flle Skatus Progress
V| CERIZ40G+IAF 1 TZSAKGE 2003-12-06 15:03  2013-12-06 15:03  UPLOAD MAMIFEST LUFLOAD COM.. 1005
f m 13
B
Delete
o

5. Check the check boxes of the FARs from which you want to delete the file.

B You can click Change File to select adifferent file to delete from the selected FARs.
B You can select multiple FARSs.
B Only onefile can be deleted at atime.

6. Click Delete.

If there are no file transfer or deletion, configuration push, firmware upload, or install or reprovision operationsin progress for the group, the
delete operation begins. IoT FND searches the .../managed/files/ directory on the devices for the specified file name.

Note: On deletion, all file content is purged from the selected devices, but not from the loT FND database. File clean-up status displaysfor the
selected group.

You can select another group and file to perform a separate file deletion while file transfer or deletion processes are in progress for this group.

When you cancel file deletion processes before they complete, the currently running file del etion process completesand all waiting file deletion
processes are canceled.

Managing Work Orders

B Viewing Work Orders

B Creating User Accounts for Device Manager (I0T-DM) Users
B Creating Work Orders

B Editing Work Orders

B Deleting Work Orders

Note: The Work Orders feature works with Release 3.0 or later of 10T-DM. For integration instructions, see “ Accessing Work Authorizations” in
the Cisco Connected Grid Device Manager Installation and User Guide, Release 3.1, or “ Managing Work Orders’ in the Cisco Connected Grid
Device Manager Installation and User Guide (Cisco 10S), Release 4.0 and 4.1 or Cisco 10T Device Manager Installation and User Guide (Cisco
109), Release 5.0.


http://www.cisco.com/en/US/docs/routers/connectedgrid/device_manager/guide_3.0/using_external_docbase_0900e4b182d052ff_4container_external_docbase_0900e4b182f3641a.html#wp1085595
http://www.cisco.com/c/en/us/support/routers/1000-series-connected-grid-routers/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/routers/1000-series-connected-grid-routers/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/device_manager/guide_ios/DeviceManager/using.html#pgfId-1085595
http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/device_manager/guide_ios/DeviceManager.html
http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/device_manager/guide_ios/DeviceManager.html
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Note: If you are using CGDM Release 3.1 and later, you must enable SSLv3 for |oT-DM-loT FND connection authentication:

1. Stop loT FND:

service cgms stop

2. For 10T-DM Release 3.x and later, in the following files, replace protocol="TL Sv1" attribute:

B /opt/cgms/standal one/configuration/standal one.xml

B /opt/cgms/standal one/configuration/standal one-cluster.xml

For CGDM 3.x

B Replace the attribute with: protocol="TL Sv1,SSLv3"

For CGDM 4.x and 10T-DM 5.x

B Replace the attribute with: protocol="TL Sv1.x,SSLv3"

3. Start loT FND:

service cgms start

Viewing Work Orders

To view work ordersin [oT FND, choose Operations > Work Orders.
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Table 9 listsfields that display on the Work Orders page.

Table9 Work Orders Page Fields

Field

Description

Work Order Number

Unique identifier of the work order.

Work Order Name

Name of the work order.

Role

(CG-0OS only) Role of the user assigned to the work order: tech, admin, or viewer.

FAR Name

EID of the FAR associated with the work order.

Technician User Name

User name of the assigned technician.

Time Zone Thetime zone where the FAR islocated—not the user’stime zone. This value is deployment dependent, and
can match the user’s time zone.

Start Date Project start and end date allotted to the field technician.

End Date

Last Update Time of last work order status update.

Status Work order status. Valid status values are: New, Assigned, InService, Completed, Incomplete, or Expired.
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Searching Work Orders

To refine your search, use the following syntax in the Search Work Order field (Operations > Work Orders):

Parameter Description

workOrderNumber Unique identifier of the work order.

role (CG-0Ss only) Role of the user assigned to the work order. Valid roles are: tech, admin, or viewer.

technicianUserName User name of the technician assigned to the work order.

workOrderStatus Status of the work order. Valid status labels are: New, Assigned, InService, Completed, Incomplete, or
Expired.

ed EID of the FAR associated with the work order.

For example, to search for completed work orders that have a user with an admin role assigned to them, use this syntax:
role:admin workOrderStatus: Compl eted
To search work ordersin [oT FND:

1. Choose Operations> Work Orders.

2. Inthe Search Work Order field, enter the search syntax and click Search Work Orders.

Creating User Accounts for Device Manager (I0T-DM) Users
Before creating work orders, you must create user accounts for the field technicians who use |oT-DM to download work orders from 10T FND.
To create a Device Manager user account:
1. If not defined, create a Device Manager User role:
a. Choose Admin > Access Management > Roles.
b. Click Add.
c. (CG-OSonly)) Inthe Role Name field, enter a name for therole.
d. Check the check box for Device Manager User, and then click Save.
2. Create the user account:
a. Choose Admin > Access Management > Users, and then click Add.
b. Configure the user name, password, and time zone information.
c. Check the check boxesfor Monitor Only and the Device Manager User role you created in Step 1.

d. Click Save.

Creating Work Orders

If you need atechnician to inspect a deployed FAR (CGR 1120 or CGR 1240) or DA Gateway (IR509) in the field, create awork order. A work
order includes the WiFi credentials required for the technician to connect to the router.

BEFORE YOU BEGIN
B Your user account must have the Work Order Management permissions enabled.
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B To provide asigned work order to loT-DM on request, you must import |oT-DM certificates to cgms_keystore using the alias cgms.
B Create the user account for the field technician. (See Creating User Accounts for Device Manager (10T-DM) Users)

Note: You can only create work orders for CGRs and IR509 devices.

DETAILED STEPS
To create awork order for Router (CGR1000) or Endpoint (IR509):

1. Choose Operations > Work Orders.

liillg;luh IaT Field Metwork Director Devices Operstions , Confy Admin mot v Time Zove: AMencafioe_bgaes
Evors  iswms  TunnelBtshm  Work Ormen

mwrrh Work Crtler

Juket Wiork Orer | Exit Work Order | Delete VWork Order Dempimpng 1-Tof 7 Page i of i 2 e |
et e Wik Crcer Mame e Device Trpe FAR Harme/ETD Tecmican Loy o e St Cnke End Date -
[t [t CERI000 ORI L5+ JAF | TA1BAFR b Coorefinalsd 50512 FOE5-13-06 Adgagi
Lirtwersal Time gt ] 000000
Wiorkrderd sk CERI00 0 R 1A T AN baharman Coordiraied 2150470 HLe-a-0 i Sarvion
Lintwersal Time OO (K 000000
Worimoder I o CERI0m O 1 40 W=+ JAF | T 2ADE) behame Coondnelsd FNFH-I L0808 n Service
Lirrarrsd Tane W= [Lepein]
2. Click Add Work Order.
"{II',[;',." IaT Fiekl Network Director Devies .  Opesaios , Corsg . Agman . T I T Ararcicalt o hucyeles

Eversa fumes Tunred Staius Work Orders
W § e
Work Crder Marms
Fisil Dz e Mames/EIDS
Erer comra separaingd vaes

Oevice Type @' Rouber
End Pont

COR OF Version CE-08
o 0g

Device Lnamame

Technictan User Mame  bahamas -
Status. | Mew =

Start Cute % 000000 -

Erd Dale i 000000 L

Device Time Jona  Amenca’los_Angeles

3. Inthe Work Order Name field, enter the name of the work order.

4. Inthe Field Device Names/EI Ds field, enter a comma-separated list of FAR names or EIDs.
For every FAR inthelist, 10T FND creates a separate work order.

5. Device Type (Router or Endpoint) and CGR OS version (CG-OS or |10S) auto-popul ate.

6. Enter the |loT-DM system name in the Device User name field.

Select the Technician User Name for the |0T-DM from the drop-down menu.This menu only lists users with 10T-DM User permissions
enabled.

7. From the Status drop-down menu, choose the status of the work order (New, Assigned, In Service, Completed, or InComplete). The New
option auto-popul ates.

Note: For aloT-DM user to retrieve awork order, the work order must be in the Assigned statein 10T FND for that user. If the work order is
in any other state, I0T-DM cannot retrieve the signed work order.
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Note: After the work order has been successfully requested by the loT-DM user, the state of work order changesto In Service.
8. Inthe Start Date and End Date fields, specify the starting and ending dates for which the work order isvalid.
If the work order is not valid, the technician cannot access the router.
9. Inthe Device Time Zone field, choose the time zone of the device from the drop-down menu.
10. Click Save.
11. Click OK.

You can also create work orders on the Field Devices page (Devices > Field Devices), as described in Creating Work Orders, and on the Device
Info page.

Downloading Work Orders

To download the work orders created by 10T FND, field technicians use Cisco loT-DM, a Windows-based application that field technicians use to
manage a single Cisco CGR 1000 router. The technician can download all work orders in the Assigned state.

Field technicians use 10T-DM to update work order status, which is sent to 10T FND.

Note: Certificates are not included in the work order and are preinstalled on the |oT-DM field laptop prior to downloading work orders from
10T FND.

For more information about 10T-DM, see the Cisco |oT Device Manager User Guide.

Editing Work Orders

To edit work order details:
1. Choose Operations>Work Orders.
2. Select the work order to edit, and then click Edit Work Order.
Alternatively, click the work order number to open the page displaying the work order details.

3. Click Save.

Deleting Work Orders

To delete work orders:
1. Choose Operations > Work Orders.
2. Check the check box of the work orders to delete.
3. Click Delete Work Order.

4. Click Yes.

Device Properties
This section describes the device properties that you can view in [oT FND. Some of these properties are configurable; others are not.
B Typesof Device Properties

B Device Properties by Category


http://www.cisco.com/en/US/docs/routers/connectedgrid/device_manager/guide_1.1/DeviceManager.html
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Types of Device Properties
10T FND stores two types of device propertiesin its database:
B Actual device properties—These are the properties defined by the device, such as |P Address, Transmit Speed, and SSID.

B |oT FND device properties—These are properties defined by 10T FND for devices, such Latitude and L ongitude properties, which 10T FND
uses to display device locations on its GIS map.

Note: The Key column provides the version of the property namein the loT FND database that you can use in filters. For example, to search
for the device with an | P address of 10.33.0.30, enter ip:10.33.0.30 in the Search Devicesfield.

Device Properties by Category
This section presents |0T FND device properties by category:
B Cdlular Link Settings

B Cdlular Link Metricsfor CGRs

B DA Gateway Properties

B Dua PHY WPAN Properties

B Embedded Access Point Credentials
B Embedded AP Properties

B Ethernet Link Metrics

B Guest OS Properties

B Head-End Routers > Netconf Config
B Head-End Routers > Tunnel 1 Config
B Head-End Routers > Tunnel 2 Config
H  |nventory

B Mesh Link Config

B Mesh Device Hedlth

B MeshLink Keys

B MeshLink Settings

B MeshLink Metrics

B NAT44 Metrics

B PLCMeshinfo

B Raw Sockets Metrics and Sessions

B Router Battery

B Router Config

B Router Credentials

B Router DHCP Proxy Config



Managing Devices

B Router Health

B Router Tunnel Config
B Router Tunnel 1 Config
B Router Tunnel 2 Config
B SCADA Metrics

B User-defined Properties
B WiFi Interface Config
®  WiIMAX Config

B WiMAX Link Metrics
B WiIMAX Link Settings

Every devicein loT FND presents alist of fields, which are used for device searches. The available fields for a device are defined in the Device
Typefield. Fields are either configurable or discovered. Configurable fields are set using XML and CSV files; the device EID is the lookup key.
Discovered fields are presented from the device. Fields are also accessible in the device configuration templates for FARs.

Cellular Link Settings
Table 10 lists the fields in the Cellular Link area of the Device Detail page for all Cellular interfaces.

Note: Beginning with 10T FND 3.2, Cisco routers IR829, CGR1240, CGR1120 and Cisco 819 4G LTE | SRs (C819) support anew dual-activeradio
module that support dual modems and 2 physical interfaces (interfaces 0 and 1, interfaces 2 and 3) per modem. See SKUs below:

B |R829GW-2LTE-K9
B CGM-LTE-LA for CGR 1000 routers
B C819HG-LTE-MNA-K9

Cellular properties supported on the dual modems and their two physical interfaces (and four logical interfaces 0, 1, 2 and 3), display asfollows:

Celular Link Settings Interface O and Interface 1 Interface 2 and Interface 3

Additionally, the 4G LTE dual-active radio module does not support or display al fields summarized in Table 10
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Table 10

Cellular Link Settings Fields

Field

Key

Configurable?

Description

Cellular Network Type

N/A

Yes

Defines the type of cellular network for
example, GSM or CDMA.

Module Status

cellularStatus

No

Displays whether the cellular interface
module is active in the network. Thereis
also an unknown state for the module.

Network Name

Yes

Defines the service provider name for
example, AT&T or Verizon.

APN

cellularAPN

No

Displaysthe Access Point Name (APN) of
the AP to which the cellular interface
Connects.

Cel ID

cellulariD

No

Displaysthe cell ID for the cellular
interface. Thisvalue must exist to activate
the interface.

Cellular SID

cellularSID

No

Displaysthe System | dentification Number
for the CDMA cellular area.

Cellular NID

cellularNID

No

Displays the Network |dentification
Number, for the CDMA cedllular area

Cellular Roaming Status

cellularRoamingStatus

No

Indicates whether the modem isin the
Home network or Roaming.

Cellular Modem Serial Number

N/A

No

Displays the serial number of the
connected modem.

Cellular Modem Firmware Version

cellularModemFirmwareVersion

No

Displays the version of the modem
firmware on the module installed within
the CGR.

Connection Type

connectionType

No

Displays the connection type as:
B Packet switched
®  Circuit switched

B LTE

Location Area Code

|locationAreaCode

No

Displaysthe Location Area Code (LAC)
given by the base station.

Routing Area Code

routingAreaCode

No

Displaystherouting areacode given by the
base station.

IMEI

cellulariMEI

No

Displays the International Maobile
Equipment Identity (IMEI) for the cellular
interface within aGSM network only. The
IMEI value is aunique number for the
cellular interface.

APN

cellularAPN

No

Displaysthe Access Point Name (APN) of
the AP to which the cellular interface
connects.

Cellular Modem Firmware Version

cellularModemFirmwareVersion

No

Displays the version of the modem
firmware on the Cellular module installed
within the CGR.
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Table 10

Cellular Link Settings Fields (continued)

Field

Key

Configurable? Description

Connection Type

connectionType

No Displays the connection type as:
B Packet switched

®  Circuit switched

IMSI

cellulariM S|

No The International Mobile Subscriber
Identity (IMSI) identifies an individual
network user as a 10-digit decimal value
within aGSM and CDMA network.

Possible values are:
B 10-digit decimal value

B Unknown

IMEI

cellulariMEI

No Displays the International Maobile
Equipment Identity (IMEI) for the cellular
interface within a GSM network only. The
IMEI value is a unique number for the
cellular interface.

Cdlular Link Metrics for CGRs

Table 11 describes the fields in the Cellular Link Metrics area of the Device Info view.

Table1ll  Cellular Link Metrics Area Fields

Field Key Description

Transmit Speed cellularTxSpeed Displays the current speed (bits/sec) of data transmitted by the cellular interface over
the cellular uplink for a defined period (such as an hour).

Receive Speed cellularRxSpeed Displays the average speed (bits/sec) of data received by the cellular uplink network
interface for a defined period (such as an hour).

RSS| cellularRssi Indicates the radio frequency (RF) signa strength of the cellular uplink. Valid values
are 0 to -100.
The LED states on the cellular interface and corresponding RSS! values are:
®  Off: RSSI <=-110
B Solid amber: -100 < RSSI <= -90
B Fast green blink: -90 < RSS| <=-75
B Slow greenblink: -75 < RSSI <= -60
B Solid green: RSSI > -60

Bandwidth Usage CellBwPerCycle (bytes) Displays current bandwidth usage (in bytes) of aparticular routefor the current billing

(Current Billing Cycle) cycle.

Cell Module cellModuleTemp Internal temperature of 3G module.

Temperature

Cell ECIO cellularEcio Signal strength of CDMA at the individual sector level.

Cell Connect Time

cellConnectTime

Length of time that the current call lasted. Thisfield only applies only to CDMA.
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DA Gateway Properties

DA Gateway Metrics Area Fields describe the fieldsin the DA Gateway area of the Device Info view.

Table1l2 DA Gateway Metrics Area Fields
Field Key Description
SSID - The mesh SSID.
PANID - The subnet PAN ID.
Transmit Power - The mesh transmit power.
Security Mode - Mesh Security mode:
B Qindicates no security mode set
B lindicates 802.1x with 802.11i key management
Meter Certificate meterCert The subject name of the meter certificate.

Mesh Tone Map Forward toneM apForwardM odulation Mesh tone map forward modulation:
Modulation
B 0=Robo
B 1=DBPSK
B 2=DQPSK
B 3=D8PSK
Mesh Tone Map Reverse - Mesh tone map reverse modulation:
Modulation
B (0=Robo
B 1=DBPSK
B 2=DQPSK
B  3=D8PSK
Mesh Device Type - The primary function of the mesh device (for example, meter, range
extender, or DA gateway).
Manufacturer of the Mesh - Manufacturer of the mesh device as reported by the device.
Devices

Basic Mapping Rule End User
IPv6 Prefix

End-user |Pv6 address for basic rule mapping for the device.

Basic Mapping Rule End User
IPv6 Prefix Length

Specified prefix length for the end-user |Pv6 address.

Map-T |Pv6 Address

IPv6 address for MAP-T settings.

Map-T |Pv4 Address

IPv4 address for MAP-T settings.

Map-T PSID

MAP-T PSID.

Active Link Type

Link type of the physical link over which device communicates with
other devicesincluding loT FND.
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Dual PHY WPAN Properties
Table 13 describes the fields in the Dual PHY area of the Device Info view.

Table1l3  Dual PHY Metrics Area Fields
Field Key Description
SSID ssid The mesh SSID.
PANID panid The subnet PAN ID.
Transmit Power txpower The mesh transmit power.
Security Mode - Mesh Security mode:
B 0= No security mode set
B 1=3802.1x with 802.11i key management
Meter Certificate meterCert The subject name of the meter certificate.

Mesh Tone Map Forward toneM apForwardM odulation Mesh tone map forward modulation:
Modulation
B (0=Robo
B 1=DBPSK
B 2=DQPSK
B  3=D8PSK
Mesh Tone Map Reverse - Mesh tone map reverse modulation:
Modulation
B (0=Robo
B 1=DBPSK
B 2=DQPSK
B 3=D8PSK
Mesh Device Type - The primary function of the mesh device (for example, meter, range
extender, or DA gateway).
Manufacturer of the Mesh - Manufacturer of the mesh device as reported by the device.
Devices

Basic Mapping Rule End User
IPv6 Prefix

End-user |Pv6 address for basic rule mapping for the device.

Basic Mapping Rule End User
IPv6 Prefix Length

Specified prefix length for the end-user |Pv6 address.

Map-T |Pv6 Address

IPv6 address for Map-T settings.

Map-T IPv4 Address

IPv4 address for Map-T settings.

Map-T PSID

MAP-T PSID.

Active Link Type

Link type of the physical link over which device communicates with
other devicesincluding loT FND.
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Embedded Access Point Credentials
Table 14 describes the fields in the Embedded Access Point Credentials area of the Device Info view.

Table 14 Embedded Access Point Credentials Fields

Field Key | Configurable? Description

AP Admin Username - Yes The user name used for access point authentication.

AP Admin Password - Yes The password used for access point authentication.
Embedded AP Properties

Table 15 describes the fields on the Embedded AP tab of the C800 or IR800 Device Info view.

Table1l5 Embedded AP Properties

Field Key Description

Inventory — Summary of name, EID, domain, status, |P address, hostname, domain name, first heard, |ast
heard, last property heard, last metric heard, model number, serial number, firmware version
and uptime details.

Wi-Fi Clients - Provides client MAC address, SSID, I1Pv4 address, |Pv6 address, device type, state, name,

parent

Dot11Radio O Traffic -

Provides admin status (up/down), operational status (up/down), physical address, Tx speed
(bps), Tx drops (bps) and Rx speed (bps).

Dot11Radio 1 Traffic -

Provides admin status (up/down), operational status (up/down), physical address, Tx speed
(bps), Tx drops (bps) and Rx speed (bps).

Tunnel3 - Provides admin status (up/down), operational status (up/down), Tx speed (bps), Tx drops
(bps) and Rx speed (bps).
BVI1 - Provides admin status (up/down), operational status (up/down), IP address., physical

address, Tx speed (bps), Tx drops (bps) and Rx speed (bps).

GigabitEthernet0 -

Provides admin status (up/down), operational status (up/down), physical address, Tx speed
(bps), Tx drops (bps) and Rx speed (bps).

Ethernet Link Metrics

Table 16 describes the fields in the Ethernet link traffic area of the Device Info view.

Table 16 Ethernet Link Metrics Area Fields

Field Key Description

Transmit Speed ethernetTxSpeed Indicates the average speed (bits/sec) of traffic transmitted on the Ethernet interface for a
defined period of time.

Receive Speed ethernetRxSpeed Indicates the average speed (bits/sec) of traffic received on the Ethernet interface for a

defined period of time.

Transmit Packet Drops ethernetTxDrops

Indicates the number of packets dropped (drops/sec) when the transmit queue is full.
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Guest OS Properties
Table 17 describes the fields in the Guest OS Properties area of the Config Properties page.

Tablel7  Guest OSPropertiesFields

Field Key Description
GOS Password - Password to access the GOS.
DHCPv4 Link for Guest OS Gateway - The DHCPc4 gateway address.

Guest OS IPv4 Subnet mask -

The IPv4 subnet mask address.

Guest OS Gateway 1Pv6 Address -

The |Pv6 gateway address.

Guest OS IPv6 Subnet Prefix Length -

The IPv6 subnet prefix length.

Head-End Routers > Netconf Config
Table 18 describes the fields in the Netconf Client area of the Head-End Routers > Config Properties page.

Table18  Head-End Routers> Netconf Config Client Fields

Field Key Configurable? Description

Netconf Username netconfUsername Yes | dentifies the username to enter when establishing a Netconf SSH session on
the HER.

Netconf Password netconfPassword Yes Identifies the password to enter when establishing a Netconf SSH session on
the HER.

Head-End Routers > Tunnel 1 Config
Table 19 describes the fields in the Tunnel 1 Config area of the Head-End Routers > Config Properties page.

Table19 Head-End Routers> Tunnel 1 Config Fields

Field Key Configurable? Description

IPsec Tunnel Source 1 ipsecTunnel Srcl Yes I dentifies the source interface or |P address of |Psec tunnel 1.

IPsec Tunnel Dest Addr 1 ipsecTunnel DestAddrl Yes | dentifies the destination interface or | P address of 1Psec tunnel
1

GRE Tunnel Source 1 greTunnel Srcl Yes Identifies the source interface or | P address of GRE tunnel 1.

GRE Tunnel Dest Addr 1 greTunnelDestAddrl Yes | dentifies the destination interface or | P address of GRE tunnel
1

Head-End Routers > Tunnel 2 Config
Table 20 describes the fields in the Tunnel 2 Config area of the Head-End Routers > Config Properties page.
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Table20  Head-End Routers> Tunnel 2 Config Device Fields

Field Key Configurable? Description

IPsec Tunnel Source 2 ipsecTunnel Src2 Yes I dentifies the source interface or |P address of |Psec tunnel 2.

IPsec Tunnel Dest Addr 2 ipsecTunnel DestAddr2 Yes | dentifies the destination interface or | P address of 1Psec tunnel
2.

GRE Tunnel Source 2 greTunnel Src2 Yes Identifies the source interface or | P address of GRE tunnel 2.

GRE Tunnel Dest Addr 2 greTunnel DestAddr2 Yes I dentifies the destination interface or | P address of GRE tunnel
2.

Inventory

Table 21 describes the fields in the Inventory area of the Device Info page.

EcusT ToT Field Network Director Devices . | Operations ,  Config .
Dashboard Field Devices Head-End Routers Sar Biatiacy
Browse Devices | Quick Views funcion:'rool’ de Field Devices
& All FAN Devices Config ~ g Head-End Routers sh | Security | 4
+ & ROUTER (2) - Servers ctions = | 5 {
CGR1000 (2) A .
Name Status  Fum
status
Buo 00078109013C170F ® roc
# 00078109013C17EA ROC
4 BB ENDPOINT (17)
ROOT-OW Riva CAM (2)

EXAMPLE PATH to Device Info page: Devices > Field Devices > ENDPOINT > ROOT-OW Riva CAM > Name (Select product link in Config
Panel).
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Table 21

Inventory Fields

Field

Key

Configurable?

Description

Config Group

configGroup

Yes

The name of the configuration group to which the device
belongs.

Device Category deviceCategory No Thisfield lists the type of device.

Device Type deviceType No Thisfield determinesall other fields, aswell ashow the device
is communicated with how it displaysin [oT FND.

Domain Name domainName Yes The domain name configured for this device.

EID ed No The primary element ID of the device, which is used asthe
primary unique key for device queries.

Firmware Group firmwareGroup Yes The name of the firmware group to which the device belongs.

Firmware Version runningFirmwareVersion No The firmware version running on the device.

Hardware Version vid No The hardware version of the device.

Hypervisor Version hypervisor No (Cisco 10S CGRs running Guest OS only) The version of the
Hypervisor.

Hostname hostname No The hostname of the device

IP Address ip Yes The IP address of the device. Use thisaddressfor the loT FND
connection through atunnel.

Labels |abel Yes Custom label assigned to the device. A device can have
multiplelabels. Labels are assigned through the Ul or API, but
not through a XML or CSV file.

Last Heard lastHeard No The last date and time the device contacted 10T FND.

Last Metric Heard N/A No Thetime of last polling (periodic notification).

Last Property Heard N/A No The time of last property update for the FAR.

Last RPL Tree Update N/A No Thetime of last RPL tree poll update (periodic notification).

Location N/A No The latitude and longitude of the device.

Manufacturer - No The manufacturer of the endpoint device.

Mesh Function cgmesh No Function of the mesh device. Valid values are Range Extender
and Meter.

Meter Certificate meterCert No The global or unique certificate reported by the meter.

Meter ID meterld No ME meter ID.

Model Number pid No The product 1D of the device.

Name name Yes The unique name assigned to the device.

SD Card Password Lock - Yes (CGRs only) The state of the SD card password lock (on/off).

Serial Number sn No The serial number of the device.

Status status No The device status.

Tunnel Group tunnel Group Yes The name of the tunnel group to which the device belongs.

Mesh Link Config
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Table 22 describes the fields in the Mesh Link Config area of the Routers> Config Properties page.

Table22  Mesh Link Config Fields

Field Key Configurable? Description

Mesh Prefix Config meshPrefixConfig Yes The subnet prefix address.

Mesh Prefix Length Config meshPrefixLengthConfig Yes The subnet prefix address length.

Mesh PAN ID Config meshPanidConfig Yes The subnet PAN ID.

Mesh Address Config meshAddressConfig Yes The IP address of the mesh link.

Master WPAN Interface masterWpaninterface Yes (Dual-PHY CGRs only) The interface on which the device
iS master.

Slave WPAN Interface saveWpaninterface Yes (Dual-PHY CGRs only) The interface on which the device
isslave.

Mesh Device Health
Table 23 describes the fields in the Mesh Device Health area of the Device Info view.

Table 23

Mesh Device Health Fields

Fidd | Key

Description

Uptime | uptime

The amount of time, in seconds, that the element has been running since last boot.

Mesh Link Keys

Table 24 describes the fields in the Mesh Link Keys area of the Device Info view.

Table24  Mesh Link KeysFields
Field Key Configurable? Description
Key Refresh Time meshKeyRefresh No The last date the mesh link keys were uploaded.
Key Expiration Time | meshKeyExpire Yes The date the mesh link keys expire.

Mesh Link Settings

Table 25 describes the fields in the Mesh Link Settings area of the Device Info view.

Table25  Mesh Link Settings Fields

Field Key Description

Firmware Version meshFirmwareVersion The ME firmware version.

Mesh Interface Active meshActive The status of the ME.

Mesh SSID mesnSsid The ME network ID.

PANID meshPanid The subnet PAN ID.

Transmit RF Power meshTxPower The ME transmission power (dBm).

Security Mode meshSecMode The ME security mode.

Transmit PLC TX Level tx_level dBuvV The PLC level for Itron OpenWay RIVA CAM module and Itron OpenWay
RIVA Electric devices (dBuV) where u = micro

RPL DIO Min meshRplIDioMin An unsigned integer used to configure the Imin of the DODAG Information
Object (DIO) Trickle timer.




Managing Devices

Table25  Mesh Link Settings Fields (continued)
Field Key Description
RPL DIO Double meshRplDioDhl An unsigned integer used to configure the Imax of the DIO Trickle timer.

RPL DODAG Lifetime

meshRplDodagL ifetime

Anan unsigned integer used to configurethe default lifetime (in minutes) for
all downward routes display as Directed Acyclic Graphs (DAGS).

RPL Version Incr. Time

meshRpl VersionlncrementTime

An unsigned integer used to specify the duration (in minutes) between
incrementing the RPL version.

Mesh Link Metrics

Table 26 describes the fields in the Mesh Link Metrics area of the Device Info page.

Table26  Mesh Link Metrics Fields

Field Key Description

Meter ID meterld The ME meter ID.

PANID meshPanid The ME PANID.

Mesh Endpoints meshEndpointCount Number of MEs.

Mesh Link Transmit Speed meshTxSpeed The current speed of data transmission over the uplink network interface
(bits/sec) averaged over a short element-specific time period (for example,
an hour).

Mesh Link Receive Speed meshRxSpeed Therate of datareceived by the uplink network interface (bits/sec) averaged
over ashort element-specific time period (for example, an hour).

Mesh Link Transmit Packet Drops - The number of data packets dropped in the uplink.

Mesh Route RPL Hops meshHops The number of hopsthat the element isfrom theroot of its RPL routing tree.

Mesh Route RPL Link Cost linkCost The RPL cost value for the link between the element and its uplink
neighbor.

Mesh Route RPL Path Cost pathCost The RPL path cost vaue between the element and the root of the routing
tree.

Transmit PLC Level tx_level dBuV Supported on the PLC and the Itron OpenWay RIVA Electric devices and
the Itron OpenWay RIVA G-W (Gas-Water) devicesonly (uwithin dBuV =
micro)

NAT44 Metrics

Table 27 describes the fields in the NAT44 area of the Device Info page.

Table 27

NAT44 Metrics Fields

Field

Key Description

NAT44 Internal Address

nat44internal AddressO

Theinternal address of the NAT 44 configured device.

NAT 44 Internal Port

nat44! nternal PortO

Theinternal port number of the NAT 44 configured device.

NAT 44 External Port

nat44External PortO

The external port number of the NAT 44 configured device.
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PLC Mesh Info
Table 28 describes the fields in the PLC Mesh Info area of the Device Info view.
Table 28 PLC Mesh Info Fields

Field Key Description

Mesh Tone Map Forward Modulation toneM apForwardM odul ation Mesh tone map forward modul ation:
H 0=Robo
B 1=DBPSK
B 2=DQPSK
E  3=D8PSK

Mesh Tone Map Forward Map toneMapForward Indicates the number of usable subcarriersin the channel,
shown as a binary octet (for example, 0011 1111). Ones
indicate viable channels. The more onesin the map, the higher
the channel capacity.

Mesh Tone Map Reverse Modulation toneMapRevModulation Mesh tone map reverse modul ation:
® 0=Robo
B 1=DBPSK
B 2=DQPSK
E  3=D8PSK

Mesh Tone Map Reverse Map toneMapReverse Indicates the number of usable subcarriersin the channel,
shown as a binary octet (for example, 0011 1111). Ones
indicate viable channels. The more onesin the map, the higher
the channel capacity. The reverse map information, used in
conjunction with RSSI, combine to determine viable channels.

Mesh Absolute Phase of Power - Mesh absol ute phase of power is basically relative position of
current and voltage waveforms for a PLC node.

LMAC Version - Version of LMAC firmware in use by the PLC module DSP
processor, which provides lower media access functionality
for PLC communications compliant with the IEEE P1901.2
PHY standard.

Raw Sockets Metrics and Sessions

Table 29 describes the fields in the TCP Raw Sockets area of the Field Devices > Config Properties page.

Table 29 Raw Sockets Metrics and Sessions View

Field Key Description

Metrics

Tx Speed (bps) rawSocketTxSpeedS[ portNo] The transmit speed of packetized streams of serial datain bits per second.
Rx Speed (bps) rawSocketRxSpeedS[portNo] The receive speed of packetized streams of serial datain bits per second.

Tx Speed (fps) rawSocketTxFramesS[ portNo] The transmit speed of packetized streams of serial datain frames per second.
Rx Speed (fps) rawSocketRxFramesS[portNo] The receive speed of packetized streams of serial datain frames per second.
Sessions

Interface Name - The name of the serid interface configured for raw socket encapsulation.
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Table29  Raw SocketsMetricsand Sessions View (continued)
Field Key Description
TTY - The asynchronous serial line on the router associated with the serial interface.
VRF Name - Virtual Routing and Forwarding instance name.
Socket - The number identifying one of 32 connections.
Socket Mode - Client or server. The mode in which the asynchronous line interface is set up.

Local IP Address -

The |P address that either the server listens for connections on (in Server Socket
Mode), or to which the client binds to initiate connectionsto the server (in Client
Socket Mode).

Local Port - The port that either the server listensto for connections (in Server Socket Mode), or
to which the client binds to initiate connections to the server (in Client Socket
Mode).

Dest. IP Address - The destination | P address of the remote TCP Raw Socket server.

Dest. Port - Destination port number to use for the connection to the remote server.

Up Time - The length of time that the connection has been up.

Idle Time - The length of time that no packets were sent.

Time Out - The currently configured session idle timeout, in minutes.

Router Battery

Table 30 describes the fields in the Router Battery area of the Device Info page.

Table30  Router Battery Device View

Field Key Configurable? Description

Battery 0 Charge batteryOCharge No The percentage of charge remaining in battery 0.

Battery O Level (%) batteryOL evel No The percentage of charge remaining in battery 0.

Battery 0 Remaining Time batteryORuntime No How long battery 0 has been up and running since its installation
or itslast reset.

Battery 0 State batteryOState No The current battery 0 state of the device.

Battery 1 Level (%) batteryll evel No The percentage of charge remaining in battery 1.

Battery 1 Remaining Time batterylRuntime No How long battery 1 has been up and running since its installation
or itslast reset.

Battery 1 State battery1State No The current battery 0O state of the device.

Battery 2 Level (%) battery2L evel No The percentage of charge remaining in battery 2.

Battery 2 Remaining Time battery2Runtime No How long battery 2 has been up and running since its installation
or itslast reset.

Battery 2 State battery2State No The current battery 0 state of the device.

Battery Total Remaining Time batteryRuntime No The total aggregate charge time remaining for all batteries.

Number of BBU numBBU No The number of battery backup units (BBUS) installed inthe router.
The router can accept up to three BBUs (battery 0, battery 1,
battery 2).

Power Source powerSource No The router power source: AC or BBU.
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Router Config
Table 31 describes the fields in the Router Config area of the Field Devices > Config Properties page.

Table31  Router Config Device View
Field Key Configurable? Description
Use GPS Location useGPSL ocationConfig Yes The internal GPS module provides the router location (longitude and
|atitude).

Router Credentials
Table 32 describes the fields in the Router Credentials area of the Field Devices > Config Properties page.

Table32  Router Credentials Fields
Field Key | Configurable? Description
Administrator Username - Yes The user name used for root authentication.
Administrator Password - Yes The password used for root authentication.
Master key - Yes The master key used for device authentication.
SD Card Password - No SD card password protection status.
Token Encryption Key - Yes The token encryption key.
CGR Username - Yes The username set for the CGR.
CGR Password - Yes The password set on the CGR for the associated username.

Router DHCP Info
Table 33 describes the fields in the DHCP Info area of the Device Info page.

Table 33

Router DHCP Fields

Field

Key

Description

DHCP Unique ID (DUID) | —

A DHCP DUID in hex string format (for example, OXHHHH).

Router DHCP Proxy Config
Table 34 describes the fields in the DHCP Proxy Config area of the Field Devices > Config Properties page.

Table 34

DHCP Proxy Config Fields

Field

Key

Configurable?

Description

DHCPv4 Link for Loopback Interfaces

dhcpV 4L oopbackLink

Yes

Refersto the IPv4 link address to use within
DHCP DISCOVER messages when requesting a
lease for loopback interfaces.

DHCPv4 Link for Tunnel Interfaces

dhcpV4TunnelLink

Yes

Refersto the IPv4 link address to use within
DHCP DISCOVER messages when requesting a
lease for tunnel interfaces.

DHCPv6 Link for Loopback Interfaces

dhcpV 6L oopbackLink

Yes

The IPv6 link address to usein DHCPv6
Relay-forward messages when requesting alease
for loopback interfaces.

DHCPv6 Link for Tunnel Interfaces

dhcpV6TunnelLink

Yes

The IPv6 link address to usein DHCPv6
Relay-forward messages when requesting alease
for tunnel interfaces.
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Router Hedlth

Table 35 describes the Router Health fields in the Device Info view.

Table35  Router Health Device View

Field Key Configurable? Description

Uptime uptime No Indicates the length of time (in seconds) that the router has been up and
operating sinceits last reset.

Door Status doorStatus No Optionsfor thisfield are:
B “Open” when the door of the router is open
B “Closed” after the door is closed

Chassis Temperature chassisTemp No Displays the operating temperature of the router. You can configure alertsto

indicate when the operating temperature falls outside of the customer-defined
temperature range.

Router Tunnel Config

Table 36 describes the fields in the Router Tunnel Config area of the Field Devices > Config Properties page.

Table36  Router Tunnel Config Device View
Field Key Configurable? Description
Tunnel Config tunnelHerEid | Yes Displaysthe EID number of the HER that the FAR connects

with through secure tunnels.

Common Name of Certificate |ssuer No Displays the name of the certificate issuer.

NMBA NHS IPv4 Address Yes Displays the Non-Broadcast Multiple Access (NBMA)
IPv4 address.

NMBA NHS |Pv6 Address Yes Displaysthe NBMA |Pv6 address.

Use FlexVPN Tunnels Yes Displays the FlexVPN tunnel setting.

Router Tunnel 1 Config

Table 37 describes the fields in the Router Tunnel 1 Config area of the Field Devices > Config Properties page.

Table37  Router Tunnel 1 Config Device View

Field Key Configurable? Description

Tunnel Source Interface 1 tunnel Srcinterfacel Yes Defines the interface over which the first tunnel is built to
provide WAN redundancy.

OSPF Areal ospfAreal Yes Definesthe OSPFv2 Area 1 in which therouter (running 1Pv4)
isamember.

OSPFv3 Areal ospfV3Areal Yes Defines OSPFv3 Area 1 in which the router (running IPv6) is
amember.

OSPF Area 2 ospfAreal Yes Definesthe OSPFv2 Area 2 in which therouter (running | Pv4)
isamember.

OSPFv3 Area 2 ospfV3Areal Yes Defines OSPFv3 Area 2 in which the router (running IPv6) is
amember.

IPsec Dest Addr 1 ipsecTunnel DestAddrl Yes Defines the destination |P address for | Psec tunnel 1.

GRE Dest Addr 1 greTunnelDestAddrl Yes Defines the destination IP address for GRE tunnel 1.
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Router Tunnel 2 Config
Table 38 describes the fields in the Router Tunnel 2 Config area of the Field Devices > Config Properties page.

Table38  Router Tunnel 2 Config Device View

Field Key Configurable? Description
Tunnel Source Interface 2 tunne2Srcinterfacel Yes Defines the interface over which the second tunnel is built to
provide WAN redundancy.
OSPF Area 2 ospfArea2 Yes Definesthe OSPFv2 Area 2 in which therouter (running | Pv4)
is amember.
OSPFv3 Area 2 ospfV3Area2 Yes Defines OSPFv3 Area 2 in which the router (running IPv6) is
amember.
IPsec Dest Addr 2 ipsecTunnel DestAddr2 Yes Defines the destination |P address for | Psec tunnel 2.
GRE Dest Addr 2 greTunnel DestAddr2 Yes Defines the destination |P address for GRE tunnel 2.
SCADA Metrics
Table 39 describes the fields on the SCADA tab of the Device Info page.
Table39  SCADA Metrics View
Field Key Configurable? Description
Channel Name channel_name No Identifiesthe channel on which the seria port of the FAR communicatesto the
RTU.
Protocol Type protocol No Identifies the Protocol Trandation type.
Messages Sent - No The number of messages sent by the FAR.
M essages Received - No The number of messages received by the FAR.
Timeouts - No Displays the timeout value for connection establishment.
Aborts - No Displays the number of aborted connection attempts.
Rejections - No Displays the number of connection attempts rejected by 10T FND.
Protocol Errors - No Displays the number of protocol errors generated by the FAR.
Link Errors - No Displays the number of link errors generated by the FAR.
Address Errors - No Displays the number of address errors generated by the FAR.
Local IP - No Displays the local |P address of the FAR.
Local Port - No Displays the local port of the FAR.
Remote IP - No Displays the remote |P address of the FAR.
Data Socket - No Displays the Raw Socket server configured for the FAR.

User-defined Properties

The User-defined Properties area of the Routers > Config Properties page displays any customer defined properties.
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WiFi Interface Config

Table 40 describes the fields in the WiFi Interface Config area of the Field Devices > Config Properties page.

Table40  WiFi Interface Config Fields

Field Key Configurable? Description
SSID wifiSsid No The service set identifier (SSID) assigned to the WiFi interface on the
FAR.
Pre-Shared Key typebPasswordM asterK ey No The key used to encrypt other pre-shared keys stored on the FAR.
WiIMAX Config

Table 41 describes the fields in the WiMAX Config area of the Device Info page.
Table4l  WIiMAX Config Fields

Field Key Description
PkmUsername PkmUsername
PkmPassword PkmPassword

WIMAX Link Metrics
Table 42 describes the fields in the WiMAX Link Health area of the Device Info page.

Table 42 WIMAX Link Health Fields

Field Key Description

Transmit Speed wimaxTxSpeed The current speed of data transmission over the WiMAX uplink network interface, measured in bits
per second, averaged over a short element-specific time period (for example, an hour).

Receive Speed wimaxRxSpeed The rate of datathat has been received by the WiMAX uplink network interface, measured in bits per
second, averaged over a short element-specific time period (for example, an hour).

RSSI wimaxRssi The measured RSSI value of the WiMAX RF uplink (dBm).

CINR wimaxCinr The measured CINR value of the WiMAX RF uplink (dB).

WIMAX Link Settings
Table 43 describes the fields in the WiMAX Link Settings area of the Device Info page.

Table43  WIiMAX Link Settings Fields

Field Key Description

BSID wimaxBsid The ID of the base station connected to the WiIMAX device.
Hardware Address wimaxHardwareAddress The hardware address of the WiMAX device.

Hardware Version wimaxHardwareVersion The hardware version of the WIMAX device.

Microcode Version

wimaxMicrocodeVersion

The microcode version of the WIMAX device.

Firmware Version

wimaxFirmwareVersion

The firmware version of the WiMAX device.

Device Name wimaxDeviceName The name of the WIMAX device.

Link State wimaxLinkState Thelink state of the WiMAX device.
Frequency wimaxFrequency The frequency of the WiIMAX device.
Bandwidth wimaxBandwidth The bandwidth the WiMAX deviceis using.
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Managing Firmware Upgrades

This section describes managing firmware upgrade settingsin |oT FND, and includes the following sections:
B FAR Firmware Updates

B Configuring Firmware Group Settings

B Working with FAR Firmware Images

B Peforming OS Migrations

B Working with Mesh Endpoint Firmware Images

Use loT FND to upgrade the firmware running on FARs (CGR1000s, C800s, |R800s), AP800s and Mesh Endpoints (CGEs and range
extenders). 10T FND stores the firmware binaries in its database for later transfer to FARs in a firmware group through an 10T FND and
10T-DM file transfer, and to MEs using |oT FND.

Cisco provides the firmware bundles as a zip file. For Cisco | OS, software bundlesinclude hypervisor, system image and 1Ox images (for
example, Guest-OS, Host-OS). For Cisco CG-0S, IoT FND automatically unzips the kickstart and system images included in the bundle.
Firmware system images are large (approximately 130 MB); kickstart images are approximately 30 MB. Every firmware bundleincludesa
manifest file with metadata about the images in the bundle. You can pause, stop, or resume the upload process.

FAR Firmware Updates
10T FND updates FAR firmware in two steps:
1. Uploads the firmware image from |oT FND to the devices.
Because of their large size, firmware-image uploads to FARs takes approximately 30 minutes, depending on interface speeds.
2. Installs the firmware on the device and reloads it.
Note: You must initiate the installation process. 10T FND does not start it automatically after the image upload.

When a FAR contacts |oT FND for the first time to register and request tunnel provisioning, |oT FND rolls the FAR back to the default
factory configuration (ps-start-config) before uploading and installing the new firmware image.

Note: Thisrollback requires asecond rel oad to update the boot parametersin ps-start-config and apply the latest configuration. This second
reload adds an additional 10-15 minutes to the installation and reloading operation.

Upgrading Guest OS Images

Depending on CGR factory configuration, a Guest OS (GOS) may be present in the VM instance. You can install or upgrade Cisco IOSon
the Config > Firmwar e Update page (see FAR Firmware Updates). The GOS, hypervisor, and Cisco |OS al upgrade when you perform a
Cisco 10S image bundle installation or update.

After after any Cisco I0Sinstall or upgrade, when loT FND discovers a GOS, it checksif theinitial communications setup is complete
before it performs the required setup. The CGR must have a DHCP pool and GigabitEthernet 0/1 interface configured to provide an IP
address and act as the gateway for the GOS. The new GOS image overwrites existing configurations. |loT FND has an internal backup and
restore mechanism that ports existing apps to the upgraded Guest OS (see Managing a Guest OS).

See the Cisco 1000 Series Connected Grid Routers Configuration Guides documentation page for information on configuring the CGR.

Cisco Systems, Inc.  www.cisco.com
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Note: If loT FND detects a non-Cisco OSinstalled on the VM, the firmware bundle will not upload and the Cisco reference GOS will not
install.

Upgrading WPAN Images

AttheConfig> Firmware Update page, you can upload theindependent WPAN images (I0OS-WPAN-RF or IOS-WPAN-PLC) to loT FND
using the Images sub-tab (left-hand side) and Upload I mage button like other image upgrades. This process is known as a non-integrated
WPAN firmware upgrade.

The WPAN firmware image integrated with the IOS CGR image option is still supported.

Also, if only the WPAN firmware upgrade from the image bundled with 10S image is desired (for example, when the WPAN firmware
upgrade option was not checked during |OS upgrade), the“ Install from Router” optionisalso provided under respective WPAN imagetypes
(IOS-WPAN-RF or IOS-WPAN-PLC).

For detailed steps, go to Working with FAR Firmware Images, page 268.

Changing Action Expiration Timer
You can use the cgnms_preferences.sh script to set or retrieve the action expiration timer valuein the loT FND database:

/opt/cgms
/bin/cgnms preferences setCgrActionExpirationTimeout 50

Valid options are:
B set<pkg>actionExpirationTimeoutMins< value>
where,
— <pkg> isthe preference package (required for set and get operations).
— actionExpirationTimeoutMinsiis the preference key (required for set and get operations).
— <value> isthe preferred value, in minutes (required for set and setCgrActionExpirationTimeout operations).
B setCgrActionExpirationTimeout <value>
B get<pkg>actionExpirationTimeoutMins
B getCgrActionExpirationTimeout

Example

In the following example, the action timer value isretrieved, set, the current value retrieved again, the value removed, and anull value
retrieved:

[root@userID-1nx2 cgmsl# ./dist/cgms-1.x/bin/cgnms preferences.sh getCgrActionExpirationTimeout
2013-08-12 22:38:42,004:INFO:main:CgmsConnectionProvider: registered the database url for CG-NMS:
[jdbc:oracle:thin:@localhost:1522:cgms]

5

[root@userID-1nx2 cgms]# ./dist/cgms-1.x/bin/cgnms preferences.sh setCgrActionExpirationTimeout 50
2013-08-12 22:38:51,907:INFO:main:CgmsConnectionProvider: registered the database url for CG-NMS:
[jdbc:oracle:thin:@localhost:1522:cgms]

Successfully set the preferences.

[root@userID-1nx2 cgms]# ./dist/cgms-1.x/bin/cgnms_preferences.sh getCgrActionExpirationTimeout
2013-08-12 22:38:58,591:INFO:main:CgmsConnectionProvider: registered the database url for CG-NMS:
[jdbc:oracle:thin:@localhost:1522:cgms]

50

[root@userID-1nx2 cgmsl# ./dist/cgms-1.x/bin/cgnms preferences.sh get com.cisco.cgms.elements.ciscocgr
actionExpirationTimeoutMins

2013-08-12 22:39:12,921:INFO:main:CgmsConnectionProvider: registered the database url for CG-NMS:
[jdbc:oracle:thin:@localhost:1522:cgms]

50
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[root@userID-1nx2 cgms]# ./dist/cgms-1.x/bin/cgnms preferences.sh set com.cisco.cgms.elements.ciscocgr
actionExpirationTimeoutMins 15

2013-08-12 22:39:23,594:INFO:main:CgmsConnectionProvider: registered the database url for CG-NMS:
[jdbc:oracle:thin:@localhost:1522:cgms]

Successfully set the preferences.

[root@userID-1nx2 cgms]# ./dist/cgms-1.x/bin/cgnms preferences.sh get com.cisco.cgms.elements.ciscocgr
actionExpirationTimeoutMins

2013-08-12 22:39:29,231:INFO:main:CgmsConnectionProvider: registered the database url for CG-NMS:
[jdbc:oracle:thin:@localhost:1522:cgms]

15

Mesh Endpoint Firmware Updates

When you instruct loT FND to upload a firmware image to the members of an ME firmware group or subnet, 10T FND pushes the image
to the group members in the background and tracks the upload progress to ensure that the devices receive the image.

A mesh endpoaint stores three firmware images:

B Uploaded image: Image most recently uploaded.

B Running image: Image that is currently operational.

B Backup image: It serves as agolden (fallback) image for the endpoint if there is an issue with the running image.

Note: You caninitiate up to 3 firmware downloads simultaneously.

Mesh Firmware Migration (CG-OS CG4 platforms only)
Note: Mesh Firmware Migration to Cisco Mesh is not supported for CGRs running CG-OS version CG4(4).

loT FND allows you to update earlier versions of CGR firmware to allow Cisco mesh networking using the following loT FND North
Bound APIs:

B findEidBylpAddress

B startReprovisionByEidList

B startReprovisionByEidListAbridged
B startReprovisionByGroup

B startReprovisionByGroupAbridged

See the Cisco Connected Grid NMS North Bound API Programming Guide for usage information.

Configuring Firmware Group Settings
This section describes how to add, delete, and configure firmware groups, and includes the following topics:
B Adding Firmware Groups
B Assigning Devicesto a Firmware Group
B Renaming a Firmware Group
B Deleting Firmware Groups

Note: Upload operations only begin when you click the Resume button.
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When you add FARs or MEsto |oT FND, the application sortsthe devicesinto the corresponding default firmware group: default-<router>
or default-cgmesh. Use these groups to upload and install firmware images on member devices. Add firmware groups to manage custom
setsof devices. You can assign devicesto firmware groups manually or in bulk. Before deleting afirmware group, you must moveall devices
in the group to another group. You cannot del ete non-empty groups.

Note: When creating firmware groups note the following caveats:

B CGRs, IR800s, and C800s can coexist on a network; however, for firmware management, they cannot belong to the same firmware
group.

B |R500sand other mesh endpoint devices can coexist on anetwork; however, for firmware management, they cannot belong to the same
group.

The Groups tab on the Config > Firmwar e Update page displays various device metrics.

loT FND displays this information about the image on the FARs in the selected firmware group:

Field Description

Selected Firmware Image The name of the current image zip archive or the image being uploaded to group members.
Current Action The name of the firmware action being performed.

Current Status The status of the image uploading. Possible statuses are:

B Image Loading, Upload Paused, Upload Stopped, Upload Finished, Upload Stopping, Upload
Pausing

B Scheduling Reload, Reload Paused, Reload Stopped, Reload Scheduling Finished, Reload
Stopping, Reload Pausing

B Setting Backup, Backup Paused, Backup Stopped, Backup Finished, Backup Stopping, Backup
Pausing
Written/Devices Specifies how many devices received or installed the image out of the total number of devicesin the
group.
For example, 1/3 means that one device received the firmware image out of 3 devicesin the group.

Error/Devices Specifies how many devices failed to receive or install the image out of the total number of devices
in the group. For example, 2/3 means that two out of the three devicesin the group failed to install
the image.

Tip: Click the Error/Deviceslink (1 in Figure 1) to view the devices that are in the errored state.

For every FAR in the group, 10T FND displays thisinformation:

Field Description

Status Device status of the (for example, Up, Down, or Unheard).

Name EID of the device.

IP Address IP address of the device.

Firmware Version Version of the firmware image installed on the device.

Activity Device activity.

Update Progress Firmware image updating progress. A progress of 100% indicates that the image uploading is
complete.

Last Firmware Status Heard The last time the firmware status was heard.

Error Message Error message if image upload failed.

Error Details Displays error details for the selected device.
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Tip: Click the Error/Deviceslink (1in Figure 1) to apply afilter (3). Click the Clear (2) button to revert to an unfiltered view of the selected
device group.

Figurel  Firmware Update Page—Errored Devices
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Adding Firmware Groups

To add afirmware group:
1. Choose Config > Firmware Update.
2. Click the Groupstab.

Firmwane Update Router File Management Rules Tunnel Provisioning

default-cgmesh
Firmware Management Devices | Logs

Upload Image

ALL{14) | BL(1) | RF(13)
Image Upioaded  Running Backup Boot Loader  LMAC BBU Status Scheduled Reload Actions
og-resh-bloader-REL-1 0.5-0GEREF2-1.0-1.0 (1] 0 0 1 o 0

og-meshi-itron30-s-REL-5.0.50 [t} ] 1] an 4] 1]

og-mash-itron30-s-REL-5.1.9 o 0 0 1 ] o

en-mesh-trnaI-<-AF1-5.2.25 o o 0 156 1] 1]

Clear Filter Displaying 1-30f4 (1 | | Pags 1 of1| » »l|80 |~ &
o HNodes in Group

.___Pmkl _&.lhnethdb( Crotal in 5 ) Upload Status lLast Message sent

Il e 2008:dead:beef: cafe:0:0:0:0 294} 0/2 [mever]

1| 99 2006:dead:beef. cafe:0:0:0:0 246 (1120) 0/ 246 [never]

Fl 1234 D001:0:0:0:0:0:0:0 (1) 0fi [mver]

3. Inthe FIRMWARE GROUPS pane, select default-cgr 1000, default-c800, default-ir 500, default-ir 800, or default-cgmesh.
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4. Click Add Group ( [5g ) a the top-right of the FIRMWARE GROUPS pane.

5. Inthe Add Group dialog box, enter the name of the firmware group. Device Category is dependent on the device type you select in 3..
Add Group *

MName:

Device Category: endpoint

Add

347140

6. Click Add.
The new group label appears under the corresponding device type in the FIRMWARE GROUPS pane.

To assign devices to the new group, see Assigning Devices to a Firmware Group.

Assigning Devicesto a Firmware Group
This section describes moving devices, and includes the following topics:
B Moving Devicesto Another Group Manually

B Moving Devicesto Another Group In Bulk

Moving Devicesto Another Group Manually

To manually move devices to a group:
1. Choose Config > Firmware Update.
2. Click the Groupstab.
3. Inthe FIRMWARE GROUPS pane, select the desired firmware group based on device type.

Note: If thisisan ENDPOINT firmware group, click the Devices tab above the main pane.
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4. Check the check boxes of the devices that you want to move.

5. Click Change Firmware Group.

&)

Finl?uaé_@ii‘oup_:. Type new group or choose from below ﬁj

| Change Firmuare Group |

247382

6. From the Firmware Group drop-down menu, choose the firmware group to which you want to move the devices or enter anew group
name.

7. Click Change Firmware Group.

8. Click Close.
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Moving Devices to Another Group In Bulk

To move devices from one group to another in bulk:

1. CreateaCSV or XML filelisting devices that you want to move using the format shown in the following examples:

DeviceType/EID for CGRs:
eid

CGR1120/k9+JS1
CGR1120/k9+JS2
CGR1120/k9+JS3

EID only for 1SR 800s:

eid
C819HGW-S-A-K9+FTX174685V0
C819HGW-S-A-K9+FTX174686V0
C819HGW-S-A-K9+FTX174687V0

EID only for MEs:
eid
00078108003c1e07
00078108003C210b

EID only for IR500s:
eid
dal
da2
da3

Note: Each file can only list one device type.

2. Choose Config > Firmware Update.

3. Click the Groups tab.

4. Click Assign Devicesto Group.

Change Device Firmware Group

Upload File and Select Group

CSV/XML File: avices to be changad ...
Group: default-camesh (154) [default]
Status
No job running
History
Thers is not history available.

Brow se

W

Change Group

Close

5. Click Browse and locate the device list CSV or XML file.

6. From the Group drop-down menu, choose the destination group.

7. Click Change Group.

EID only for IR800s
eid
irgoo

347227

1oT FND moves the devices listed in the file from their current group to the destination group.

266



Managing Firmware Upgrades

8. Click Close.

Renaming a Firmware Group
To rename a firmware group:
1. Choose Config > Firmware Update.
2. Click the Groupstab.
3. Inthe FIRMWARE GROUPS pane, select the firmware group to rename.

4. Move the cursor over the group and click the Edit Group Name pencil icon.

sl IoT Field Network Director

Cisco
App Management Device Configuration Firnware Upc
Groups Images asdfasdf
| Assign devices to Group Firmware Upg
FIRMWARE GROUPS % A | Upload Image

Selected Firmw

: {E?E Written/Devidg
dit Group Mame |

4 ROUTER

EE asdfasdf (1)

EZ BCH 1ssue - 1 (1)
B default-ca00 (1)
B default-cgr1o0o (8)
B default-ir300 (1)

5. Inthe Rename Group window, enter the new name and then click OK.

[ status | Ma

Rename Group: LAX2 x

Group Name: 17

Cancel

347225

Note: As shown above, when you enter an invalid character entry (such as, @, #, !, or +) within afield, loT FND displays ared aert
icon, highlights the field in red, and disables the OK button.

Deleting Firmware Groups

Note: Before deleting a firmware group, you must move all devices in the group to another group. You cannot delete non-empty groups.
To delete a firmware group:

1. Choose Config > Firmware Update.

2. Click the Groupstab.

3. Inthe FIRMWARE GROUPS pane, select the firmware group to delete.

4. Move the cursor over the group and click Delete Group (=).
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cisco IoT Field Network Director C
App Management Device Configuration Firmware Updat
Groups Images anfanf
| Assign devices to Group Firmware Upgra
FIRMWARE GROUPS % A | Upload Image

Selected Firmwars
Current Action:
=5 Current Status:
e Written/Devices:

| BCH Issue - 1 (1) Error/Devices:

4 ROUTER

—
[=1
=

B defauli-ce00 (1)
B default-car1000 (8)

B default-ir200 (1
l.’d M D Status  Mame

£% mesn 5 003 )
5. To confirm deletion, click Yes.

6. Click OK.

Working with FAR Firmware Images

This section describes how to add FAR firmware imagesto loT FND and how to upload and install the images on FARS, and includes the
following topics:

B Viewing Firmware Image Filesin loT FND

B Adding aFirmware Imageto loT FND

B Uploading a Firmware Image to a FAR Group

B Canceling FAR Firmware Image Upload

B Pausing and Resuming FAR Firmware Image Uploads

B |nstaling a Firmware Image

B Stopping Firmware Image Installation

B Pausing and Resuming FAR Firmware Image Installation

B Excluding Subnets from Firmware Image Installation and Other Actions

Viewing Firmware Image Filesin 10T FND

You can display firmware image information from the | mages pane in the Config > Firmware Update page. Select ROUTER or
ENDPOINT to display all firmwareimagesfor those devicesinthe loT FND database. Select the firmware imagetypeto refinethe display.
For example, Figure 2 shows that selecting ENDPOINT > BBU displays the available BBU firmware image file name and version, and
supported Hardware I1D.
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Figure2  Config > Firmware Update Images Pane
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D J0LZ-F01S Co Systsre, Inc. AR Rights Resened, (versan 2.2.0-74) LTy Qo T o
For every image in the list, loT FND provides thisinformation:
Field Description
Name The filename of the firmware image bundle.
Version The version of the firmware bundle.
Hardware ID The hardware family to which you can download thisimage.
Size The size of the firmware bundle.
Active Download The active firmware using the firmware image.

Adding aFirmware Imageto loT FND

Before you can upload and install afirmwareimage on adevice, add theimagefile (asazip archive) to loT FND. loT FND storestheimage
in its database.

Note: Do not unzip the image file. loT FND unzipsthefile.
To add afirmware imageto |oT FND:
1. Choose Config > Firmware Update.
2. Click the Imagestab (Figure 2).
3. Inthe Firmware Images pane, select ROUTER or ENDPOINT, and the type of device group.
4. Click Add Image (|-g3)-
5. Click Browseto locate the firmware image. Select the image, then click Choose.
6. Click Upload.

The image appears in the Firmware |mages pane.
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ENDPOINT
Firmware Images
Displaying 1 - & of 6 Page 1 of1 10 |l |&®

Mane Version - Hardheare I
EBUFW-0.0.0-BBUFW-1.0-1.0 0.0.0 EBUFW/1.0/1.0
cg-mesh-node-5.5. 23-CGEREFL-1.0-1.0 5.5.23 CGEREF1f1.0/1.0
cg-mesh-node-55.0.94-RFLAN-3.60-3 .80 55.0.94 RFLAM/3.60/3.80
cg-mesh-node-S5. 1. 1-RFLAN-3.60-3,80 55.1.1 RFLAN}3.60]3.80
cgemesh-node-55.5.23-CGEPLCREF2-0.1-0.1 55.5.23 CGEPLCREFZ{0. 10,1 =]
Imac-updater-1.1.260-ALAMO-0.1-0.1 1.1.260 ALAMI0.1/0.1 5

]

B Todeeteanimage, click its Delete link. Click Yesto confirm.
Firmware images with a download in progress (with Yes in the Active Download? column) cannot be del eted.

B To upload the firmware imageto devicesin agroup, select the group and then click Upload I mage. See Uploading aFirmware
Image to a FAR Group.

Uploading a Firmware Image to a FAR Group

When you upload afirmwareimage to FAR firmware group members, loT FND pushes the image to the group membersin the background
and tracks the upload progress to ensure that the devices receive the image.

On FARs, firmwareimage upload and installation requires 200 M B of freedisk space. loT FND storesimagefilesin the .../managed/images
directory on the FAR.

Note: If thereis not enough disk space on the FAR for the firmware image, the loT FND initiates disk cleanup process on the FAR and
removes the following files, sequentially, until there is enough disk space to upload the new image:

B Unused filesin the .../managed/images directory that are not currently running or referenced in the before-tunnel-config,
before-registration-config, express-setup-config, and factory-config files for IOS CGRs; golden-config, ps-start-config,
express-setup-config, or factory-config for CG-OS CGRs

B Unused .gbin and .bin files from the bootflash directory in CG-OS CGRs
If there is still not enough space, you must manually delete unused files on the FAR.
To upload afirmware image to FAR group members:

1. Choose Config > Firmware Update.

2. Click the Groupstab.

3. Inthe FIRMWARE GROUPS pane, select the firmware group to update.

Note: CGR groups can include devices running Cisco 10S and CG-OS. Therefore, Cisco 10S software images only upload to devices
running Cisco |0S (IR800s, 1SR800s, CGRs); only CGRs accept CG-OS images.

loT FND displays the firmware image type applicable to the router:

Image Type Applicable Device

CDMA all Cisco 10S CGRs, IR800s, and | SR800s
CGOs cgr1000 Cisco |0S CGRs running Guest OS

GSM al Cisco 10S CGRs, IR800s, and | SR800s
IOS-CGR cgr1000 Cisco |0S CGRs (CGR 1240 and CGR 1120)
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Image Type Applicable Device
|0S-C800 €800 Cisco 800 Series | SR connected devices.
|0S-AP800 ap800 Cisco 800 Series Access Points.
|0S-IR800 ir800 Cisco 800 Series |SRs.
IOS-WPAN-RF cgr1000 Cisco IOS-CGR
IOS-WPAN-PLC ¢gr1000 Cisco IOS-CGR
LORAWAN lorawan Cisco IR829-GW
4. Click Upload I mage to open the entry panel.
5. From the Select Type: drop-down menu, choose the firmware type for your device.
6. From the Select an Image: drop-down menu, choose the firmware bundle to upload.
For some |OS-CGR software bundles, you might have the option to select one of the following options:
— Ingtall Guest OS from this bundle
— Install WPAN firmware from this bundle
7. Click Upload Image.
8. Click OK.

loT FND starts the upload process. After the image uploads, install the image as described in Installing a Firmware Image.

Canceling FAR Firmware Image Upload

You can stop theimage upload processto firmware router groups at any time. Stopping the upload can take afew minutes. When you cancel
the image upload, the image upload process immediately stops currently running tasks, and blocks all queued tasks.

Note: Running tasks do not complete, leaving partial fileson the disk and setsthe firmware group statusto CANCELING until you complete
the upload operation.

To stop firmware image uploading to a group:

1

2.

Choose Config > Firmware Update.

Click the Groups tab.

. Inthe FIRMWARE GROUPS pane, select the firmware group.
. Click Cancel.

. Click Yes.

Pausing and Resuming FAR Firmware Image Uploads

You can pause the image upload process to FAR firmware groups at any time, and resume it later.

Note: Theimage upload process does not immediately pause; al queued (but not running) operations pause, but currently running tasks
complete. The status changes to PAUSING until the active operations complete.

To pause firmware image upload:

1

Choose Config > Firmware Update.
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2. Click the Groupstab.
3. Inthe FIRMWARE GROUPS pane, select the firmware group.
4. Click Pause.

The Status column displays PAUSING until the active upload operations complete. No new upload operations start until you click the
Resume button.

5. Click Yes.
To resume the upload process, click Resume.

Note: If aloT FND server goes down while the firmware image is being uploaded to devices, the server resumes the upload process for the
scheduled devices after the server comesup. For 10T FND server clusters, if one server goes down during the upload process, another server
in the cluster resumes the process.

Installing a Firmware Image
Toinstall an image on devicesin arouter firmware group:
1. Choose Config > Firmware Update.
2. Click the Groupstab.
3. Inthe FIRMWARE GROUPS pane, select the firmware group.
Note: 10T FND recognizes devices as firmware-specific, and uploads the proper image to selected devices.

4. Inthe FIRMWARE IMAGES pane, select adevice subgroup (such as|OS-CGR, IOS-WPAN-RF, CDMA) torefinethe display to those
device types.

This step above is necessary because 10T FND recognizes devices as firmware-specific and ensures the system uploads the proper
image to selected devices.

5. At the Config > Firmware Update page, click the Groups tab; and, then Install | mage on the Firmware Upgrade tab.
loT FND sends commands to install the uploaded image and make it operational .

6. Click Yes.
loT FND starts the installation or reloading process.

Note: If you restart 10T FND during theimage installation process, |oT FND restartsthe firmware install ation operations that were running
prior to 0T FND going offline.

You can pause or stop the installation operation as described in:

B Stopping Firmware Image Installation

B Pausing and Resuming FAR Firmware Image Installation

B Excluding Subnets from Firmware Image Installation and Other Actions

Note: The firmware installation operation can time out on some routers. If routers are not heard from for more than an hour, |0T FND logs
error messages.

Stopping Firmware Image Installation

You can stop firmware image installation at any time. When you stop image installation, the running version of the firmware remainsin
place.
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Note: Stopping the installation cancels al queued tasks. Currently running tasks complete.
To stop firmware image installation to devices in afirmware group:

1. Choose Config > Firmware Update.

2. Click Groups.

3. Inthe FIRMWARE GROUPS pane, select the firmware group.

4. Click Cancel.

5. Click Yes.

Pausing and Resuming FAR Firmware Image Installation
You can pause the firmware image installation process at any time.
Note: Pausing the installation pauses all queued tasks. Currently running tasks complete.
To pause firmware image install ation to devices in a firmware group:
1. Choose Config > Firmware Update.
2. Inthe FIRMWARE GROUPS pane, select the firmware group.
3. Click Pause.
4. Click Yes.

You can resume the installation process by clicking Resume.

Excluding Subnets from Firmware Image Installation and Other Actions
At the Config > Firmwar e Update page (bottom of page), you can sort entries (ascending/descending).

You can definefilters for the Pan Id and Subnet Prefix by hovering over the column name to expose an arrow, which allows you define the
action; and, view details of a subnet such as Pan Id, Subnet Prefix, Nodes in group, Total in subnet, Upload Status and Last Message sent.

You can exclude a subnet from a firmware upgrade installation or other action by selecting the Pan Id for that subnet.

When you select a check box for a Pan 1d, that subnet will be excluded from the firmware action.
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Firrmwase Update Router File Management Rules Tunne! Provisioning

default-cgmesh

Firmware Management Devices | Logs

Upload Image
ALL{14) | BL(1) | RF(13)
Image Uploaded Running Backup Boot Loader  LMAC BBU Status Scheduled Reload Actions
og-mesh-bioader-REL-1.0.5-CGEREF2-1.0-1.0 o o o 0 o
og-mesh-itron30-sl-REL-5.0.50 o o o v [} o
cg-mesh-itron30-s-REL-5.1.9 0 ] 0 1 0 0
rn-mesh-itra-<-RF1 -5.2.75 0 0 o 156 0 0
Clear Filter Displaying 1-3cf 4 Page 1 of 1 50 |ellig®
Nodes in Group
PanId « Subnet Prefix s 3 Upload Status Last Message sent
913 2008:dead: beef cale:0:0:0:0 2(144) 0/2 [rever]
99 2006:dead: beef cafie:0:0:0:0 246 (1120) 0246 [never]
1234 2001:0:0:0:0:0:0:0 1(1) o1 [never]

Performing OS Migrations

You can upgrade CGRs from CG-OSto |0S in bulk or by device. The migration packageisinthe loT Field Network Director installation
package, and is available in the Select |0S I mage menu.

Note: The Migration to 10Sbutton is disabled if all CGRs in the group are |OS.

BEFORE YOU BEGIN

For CG-OS CGRs that you are migrating, modify the device configuration properties CSV or XML file to include the following |0S
properties (see Changing Device Configuration Properties, page 203):

EXAMPLE BOOTSTRAP PROPERTIES
This example preserves tunnels during migration:

enable
!
configure terminal
!
|
!
interface GigabitEthernet2/2
no switchport
ip address 66.66.0.75 255.255.0.0
duplex auto
speed auto
no shut
!
crypto key generate rsa label LDevID modulus 2048
!
hostname IOS-IOT1
!
enable password cisco
!
aaa new-model
!
!
aaa authentication login default local

aaa authorization exec default local
!
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|
aaa session-id common
clock timezone PDT -8 0
|
!
no ip domain lookup
ip domain name ios.com
ip host nms.sgbu.cisco.com 55.55.0.5
ip host ps.sgbu.cisco.com 55.55.0.8
ip cef
ipvé unicast-routing
ipvée cef
|
!
!
crypto pki profile enrollment NMS
enrollment url http://55.55.0.17/certsrv/mscep/mscep.dll
I
crypto pki trustpoint LDevID
enrollment mode ra
enrollment profile NMS
serial-number none
ip-address none
password
fingerprint 1D33B1A88574F11E50F5B758EF217D1D51A7C83F
subject-name CN=mig.ios.com/serialNumber=PID:CGR1240/K9 SN:JAF1712BCAP
revocation-check none
rsakeypair LDevID 2048
!
I
!
license accept end user agreement
license boot module cgrl000 technology-package securityk9
license boot module cgrl000 technology-package datak9
!
I
!
username admin password 0 cisco
username cg-nms-administrator privilege 15 secret Sgbul23!
|
1
do mkdir flash:archive
#await Create directory filename
#send CR
|
!
archive
path flash:archive/
maximum 8

no ip http server

ip http authentication local

ip http secure-server

ip http secure-ciphersuite aes-128-cbc-sha aes-256-cbc-sha dhe-aes-128-cbc-sha dhe-aes-256-cbc-sha
ip http secure-client-auth

ip http secure-port 8443

ip http secure-trustpoint LDevID

ip http max-connections 2

ip http timeout-policy idle 600 life 86400 requests 3
ip http client connection timeout 5

ip http client connection retry 5
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ip http client source-interface GigabitEthernet2/2

ip http client secure-ciphersuite aes-128-cbc-sha aes-256-cbc-sha dhe-aes-128-cbc-sha
dhe-aes-256-cbc-sha

!

ip route 0.0.0.0 0.0.0.0 66.66.0.8

!

!

dir /recursive

dir

show memory statistics

privilege exec level
privilege exec level
privilege exec level
privilege exec level
privilege exec level
privilege exec level
privilege exec level
privilege exec level
privilege exec level
privilege exec level
privilege exec level
privilege exec level
privilege exec level
privilege exec level
privilege exec level
privilege exec level

privilege exec level
|

show memory

show inventory

show platform hypervisor
show platform led summary
show platform led

show processes cpu

show processes

show environment temperature
show environment

show module

show version

show logging

show platform

show

NN NDNDNDDNDNDNDNDNDNDDNDDNDDNDNDNDNNDN

!
wsma agent exec
profile exec
!
wsma agent config
profile config
!
!
wsma profile listener exec
transport https path /wsma/exec
I
wsma profile listener config
transport https path /wsma/config
I
cgna profile cg-nms-tunnel
add-command show hosts | format flash:/managed/odm/cg-nms.odm
add-command show interfaces | format flash:/managed/odm/cg-nms.odm
add-command show ipvé dhcp | format flash:/managed/odm/cg-nms.odm
add-command show ipvé interface | format flash:/managed/odm/cg-nms.odm
add-command show version | format flash:/managed/odm/cg-nms.odm
interval 10
url https://ps.sgbu.cisco.com:9120/cgna/ios/tunnel
active
!
!
cgna exec-profile CGNA-default-exec-profile
add-command event manager run no_config replace.tcl flash:/before-tunnel-config cg-nms-tunnel 1 0
interval 1
exec-count 1
!
event manager environment ZTD_SCEP_CGNA Profile cg-nms-tunnel
event manager environment ZTD_ SCEP_LDevID trustpoint_name LDevID
event manager directory user policy "flash:/managed/scripts"
event manager policy tm_ztd scep.tcl type system authorization bypass
event manager policy no_config replace.tcl type system authorization bypass
event manager environment ZTD_SCEP_Enabled TRUE
!
|

do write memory
!
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do reload in 005

#await Proceed with reload?
#send CR

!

crypto pki authenticate LDevID
I

end

Note: You can only migrate from CG4(3) to the minimum IOS image for that device. Refer to Table 1 on page 22 for minimum |OS image

reguirements.

To add CGR I10S imagesto 10T Field Network Director and upload and install the migration image on CGRs:

1. Select Config > Firmware Update, and click the Migration to 10S tab.

:I‘!:ll;. 10T Field Network Director Devices . Operations .,  Config . Admin rook *  Time Zone: S Padfic
App Management Device Configuration " Fimware Updale | Router File Management Rules Tunnel Provisioning
Grovps, || oo OneMigrationOnl
Assign dewices ko Group Frmmare U[qrx
_ Lplead Image | | Migrate To [0S
T — Selected Migration Image: egrl D00-universalks-bundle SPA 155-3 M. bin
: Current Action: Upload Migrstion Image
S cpos-device (2) Current Stafus: Finighad
1% Wiritten Devices: 1
3 defaun-ce00 (1) Error Devices: il
E default-cgri 000 (2)
B detau-iraon ¢1) Diring 1 -1 Frge =L
=2 OnaMigrationOnly (1) § Update
Status  Mame ¥ Address Firmware Yersion  Achivity Progress
# W ENDPOINT -] IR1 24T JAF T ZBCAP 66.66.0,72 5.2(1)0GH4) Fully Uploaded 100%

B detaun-cgmesh (398)
B default-irson (1)
W& FirmwareMash (1)

S5 Mesh (0}

2. Inthe ROUTERS pane, select a CGR group.

3. Select the check box at the top of the deviceslist for group migration or individual CGRs, and click Upload | mage.

4. From the Select | OS I mage drop-down menu, choose the desired image, and click Upload Image.

OneMigrationOnly

Firmware Upgrade Migration To IDS

Upload Image |} Migrate To 105

SeleCiedMigration Image: cgrl 000-universalkd-hundle SPA155-3.M.bin
Current Action: Upload Migration Image

Current Status: Finished

WrittenDevices: 11

ErroriDevices: 01

Displaying 1 - 1 Page 1 50 | ||| @

Updat

[ Status  Mame IF Address Firmware Yersion  Activity oS
Progress

B + L66.0, . ully Uploade: o

[ . CGR1Z40/KY+JAF1T12BCAP 66.66.0.72 5.2{1)CG4(4) Fully Uploaded 100%;

5. Click OK to begin the upload.
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Upload Status  x
( Start uploading!

OK
Upload progress appearsin the device list.

6. Upload the following properties files (see Installing Cisco 10T FND, page 21):
®  config ® tunne provisioning

B bootstrap H  runtime configuration

7. Click the Migrate To 1OS button.

OneMigrationOnly

Firmware Upgrade Migration To I0S

Upload Imagd | Migrate To 105
Selected Migra TageT cgrl 000-universalkS-hundle. 3PA.155-3.M.bin
Current Action: Upload Migration Image
Current Status: Finished
WrittenDevices: 11
ErroriDevices: 01
Displaying 1 - 1 Page 1 s w2
[ Status  Mame IF Address Firmware Yersion  Activity odate
Progress
] CGR1240/K9+JAF1 71 2BCAP 66,66.0,72 5. 2{10CGEH4) Fully Uploaded 100%:

8. Click Yesto confirm and begin the migration process.

You can follow the update progressin the deviceslist. Error messages al so appear in the deviceslist. You can cancel, pause, and resume
the migration process.

Tip: If any routersfail to upgrade, restart migration on the group. 10T Field Network Director skips upgraded routers.

Interface Names After Migration

loT Field Network Director preserves metrics for the various interfaces and associated properties during migration. Table 1 maps CG-OS
interfaces to the corresponding 10S interfaces to preserve metrics.

Table1 CG-0OS-to-10S|Interface Migration Map

CG-OS Interface Corresponding 10S Interface
Wifi2/1 Dot11Radio2/1

Ethernet2/1 GigabitEthernet2/1
Ethernet2/2 GigabitEthernet2/2
Ethernet2/3 FastEthernet2/3

Ethernet2/4 FastEthernet2/4

Ethernet2/5 FastEthernet2/5
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Table 1 CG-OS-to-10SInterface Migration Map

CG-OS Interface Corresponding 10S Interface
Ethernet2/6 FastEthernet2/6

Wpan4/1 Wpan4/1

Serid /1 Asyncl/1

Serid 1/2 Asyncl/2

Cellular3/1 Cellular3/1

N/A GigabitEthernet0/1

Working with Mesh Endpoint Firmware Images

This section describes how to add ME firmware imagesto |oT FND, and how to upload and install the images on FARs, and includes the
following topics:

B Uploading a Firmware Image to a Mesh Endpoint Group

B Viewing Mesh Device Firmware Image Upload Logs

B Viewing Mesh Endpoint Firmware Update Information

B Excluding Subnets from Firmware Image Installation and Other Actions

Note: IR500s and other mesh endpoint devices can coexist on a network; however, for firmware management they cannot belong to the
same group.

Note: ENDPOINT devices can report BL/Boot Loader imagetypesto |oT FND, but IoT FND cannot upload boot |oader imagesto devices.

Uploading a Firmware Image to a Mesh Endpoint Group
To upload afirmware image to ME group members:
1. Choose Config > Firmware Update.
2. Click the Groupstab.
3. Inthe FIRMWARE GROUPS pane, select the firmware group to update.
4. Click Firmware M anagement.
5. Click Upload Image.
6. From the Select Type: drop-down menu, choose the firmware type for your device.

10T FND can upload these image types to ENDPOINT devices.

Image Type Description

RF RFLAN connected devices.

PLC Power line communication devices.
BBU Devices with battery back up.
LMAC Local MAC connected devices.
PLC-RF PLC-Radio Frequency devices.
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7. From the Select an Image: drop-down menu, choose the firmware bundle to upload.
8. Click Upload Image.
9. Click OK.

loT FND adds the image to the list of images in the Firmware Management pane and starts the upload process in the background.

Il¢||'slé|¢|)‘ ToT Field Network Director Devices Operaions ,  Config Admin root ¥ Time Zone: US/Pacific-hew
App Management Device Configuration Firmware Update Router File Management Rules Tunnel Provisioning
i 2 L default-cgmesh

Assign devices to Group | Firmware Upgrade Migration To I0S
E& DungingZs-insige-racks (u)

building23-inside-rack3 (0) 2
.‘.\ja building23-inside-rack4 {0)

Firmware Management Devices Logs
Upload Image

=5 Not SyncediDevices: 72/4D9 i
% building23-inside-racks (0} ¥ Sync Membership

£2 building23-inside-rackT (0) A
£l building23-outside-rack1 (0
building23-outside-rack2 (0

" building24-outside-rack (0

b ALL{12) | RF(12)

52 building24-outside-rack2 (0

—_ Image Uploaded Running Backup Boot Loader LMAC BBU Status Scheduled Reload Adtions

B default-comesh (409) s e et - - = — - =

B detault-rs00 (40) cg-mesh-node-5.0,37-RFLAN-3.60-3.80 0 0 84 0 0 0 EO A
- cg-mesh-node-5.1.8-RFLAN-3.60-3.80 8 33 a 0 0 ] e
E2 inside-racks-bidg23-12345( Ov
- cg-mesh-node-5.2.17-RFLAN-3.60-3.80 0 1 i} 0 0 0 =]
52 inside-racks-bldg23-incomy. < >

inside-racks-bldg23-to-acti

outside-racks-20-21-22-23-

E2 outside-racks-incomolete (-

@
1  Sync membership button
2 ScheduleInstall and Reload button
3 Set asBackup button

For every image in the list, loT FND displays the following information:

Column Description

Image Image name.

Uploaded Specifies the number of devices that uploaded the image. Click the number to display alist of these devices.

Running Specifies the number of devices running thisimage. Click the number to display alist of these devices.

Backup Specifies the number of devices using thisimage as a backup. Click the number to display alist of these
devices.

Boot Loader Specifies the boot loader image version.

LMAC Specifies the LMAC image version.

BBU Specifies the BBU image version.

Status Specifies the status of the upload process.
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Column Description
Scheduled Reload Specifies the scheduled reload time.
Actions Provides two actions:

B ScheduleInstall and Reload—Schedule the installation of the loaded image and the rebooting of the ME.

B Set as Backup—Set the image as the backup image.

Setting the Installation Schedule

To set the installation schedule:
1. Click the Schedule Install and Reload button (2).

2. Specify the date and time for the installation of the image and the rebooting of the device.

Schedule Install and Reload *

Set reload Gme for devices:
I013-03-02 2 o000 w

For Group:Range_sdeander
With Image:5.2.55
{ ¥our Time Zone : US/Pacific }

Set Reboot Time Close

347188

3. Click Set Reboot Time.

B To set the selected image as the firmware image backup, click the Set as Backup button (3).

4. Click Yes.

B To sync the group members in the same firmware group, click Sync M ember ship (1).
B Toview member devices, click the Devices tab.

B Toview log filesfor the group, click the L ogs tab.

Viewing Mesh Device Firmware Image Upload Logs
To view the firmware image upload logs for mesh devices:
1. Choose Config > Firmware Update.
2. Click the Groupstab.
3. Inthe FIRMWARE GROUPS pane, select the mesh device firmware group.

4. Click the L ogs tab.
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Viewing Mesh Endpoint Firmware Update | nformation

You can view the endpoint firmware update process down to the subnet level for greater visibility. To view details of firmware updates for
mesh endpoint devices (by subnet, Pan Id or Group) in atable or histogram, during the upgrade process or after the firmware upgrade
completes, follow these steps:

Note: For Subnet and Pan Ids, you must enter the value in the text box provided:
1. Choose Config > Firmware Update.
2. Click the Groupstab.
3. Inthe FIRMWARE GROUPS pane, select aMESH DEVICES group.

4. Click the Firmware Management tab.
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diguration Firmware Updaia Router Flie Manngement

Rulas Turnal Provisoning

default-cgmesh
Firmware Management Devices | Logs
Uolcad Image
Current Status: Upload Stooped
ge: og-mesh-node-5.5.80-RFLAN-.60-3.80 lad % Compisted
Uploaded/Devices: oazT g
EmoriDevices: o7 L3 Fitar by: Subret > )
2 e »
Not Synced/Devices: 227 Syne Membership
20
10
[ -
0 140 11-20 2130 31-40 41-50 5160 6170 71-80 S1-90 S1-99 100
App Manag Device Cor i " Firmware Update 1 Router File Managemiant Rules Tunnel Provisioning
dronpe,, J WHONS default-cgmesh
Bsign devices to Group Firmwara Management Devices | Logs
B building22-outside-rack (0}
F Upload I
EL building22-outside-rack2 (0) £ e
b1 building23-inside-rack1 (0} ALL{14) | BL(1) | RF(12)
5L building23-inside-rack2 (0) Image Uploaded  Running  Backup Boot Loader  LMAC :-1] Status
L1 building23-inside-rack3 (0} ogmeshebigader-REL-1 0.5-CGEREF2:1.0-1.0 0 0 0 1 0 0
" ! AL o ¢ 7 ) I
£ buiding23-inside-rackd {0) cg-meshitron30-sh-REL-5.0.50 0 0 ] 3 0 ]
n ’ cg-mesh-itron30-sl-REL-5.1.9 [} a o 1 ] 0
" buliing23-inekde-eac (0) ernrrveshlrnn s AF1 5375 0 0 0 156 0 i
L building23-inside-rackT (0)
L building23-outside-rack1 {0) o S
B building23-outside-rackz {0) B e
B8 building24-outsi okt (0) Panld = i' Subnet Prefix l Mﬁ Ciet Jn Group Upload Status Last Message sent
a . "
L building24-outside-rack? (0} a3 B} Sopecending oy 2(144) 02 [mever]
i —— % %l SortDescending  |0:0 246 (1120) 0/ 246 [never]
1234 l == 0/1 [never]
I default-ir500 (40) Filters L2
Field Description

(Top, Left Panel)
Upload Image radio button

Current Status

Image
Uploaded/Devices

Error/Devices

Click radio button to begin the firmware upload.
Note: By default, all subnetslisted at the bottom of the screen will receive the image upload.

To exclude a subnet from the firmware upload, check the box (such as 1 or 2) next to that
subnet. For more details, see PAN ID definition below.

Status of the firmware upload (for example, Image Loading or Upload Finished).

B Image Loading, Upload Paused, Upload Stopped, Upload Finished, Upload Stopping,

Upload Pausing

B Scheduling Reload, Reload Paused, Rel oad Stopped, Reload Scheduling Finished, Reload

Stopping, Reload Pausing

B Setting Backup, Backup Paused, Backup Stopped, Backup Finished, Backup Stopping,

Backup Pausing

Firmware image name.

Number of completed, successful firmware updates against thetotal devicesthat will receivethe

updates.

Number of devices the operation failed (error) against the total devicesin the group.
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Field
Not Synced/Devices

(Right Panel) Histogram

% Completed
Filter by
(Bottom Panel)
All or RF

Image

Clear filter
PAN ID

Subnet Prefix

Nodes in Group

Total in Subnet
Upload status

Last message sent

Description

Number of firmware group membership non-synchronized devices against the total number of
devicesin the group.

Visual status of upload percentage compl eted.
Filter and display results by: Subnet, Pan ID, Group

All displaysinformation about all images in the Running, uploaded and backup slot aswell as
the BBU and PLC information for all device images (RF mesh, IR500 WPAN Range Extender
and WPAN Range Extender with BBU and PL C) in the group; and the schedul e rel oad and status
information.

RF displaysinformation regarding RF mesh images in the Running, uploaded and backup slots
aswell asthe schedule reload and status information.

Displays image file name and provides the compl etion percentage of the firmware upload (0 to
100) with respect to the following states:

B Uploaded, Running, Backup, Bootloader, LMAC, BBU, Status, Sched Reload

Click radio button to clear selected firmware image update results.

Identifies the Personal Area Network Identifier for a group of endpoints (nodes).

To excludeagroup of nodesfrom anew firmware upload, you must select the Pan ID check box

next to that group of nodes before selecting the Upload | mage radio button in the Firmware
Management pane.

Note: The check boxes next to the PAN IDs are not visible during a firmware upload.

Note: You can sort PAN IDsin an ascending or descending manner or filter by PAN ID to define
which PAN ID displaysin the window by selecting the downward arrow to the right of the
column. Select Clear Filter to leave that view.

Note: To see alisting of all nodes within a subnet, select the Device tab.

Identifiesthe IPv6 subnet prefix for the endpoint. To view all of the nodes within agiven subnet,
select the Devices tab.

Note: You can filter by Subnet by entering a portion of the subnet (for example, 200b:0:0) by
selecting the downward arrow to the right of the column. Select Clear Filter to leave that view.

Number of nodes within the group. In the screen shot above, there are atotal of 25 nodes within
the group, which are split across two different subnets (8 nodes in 200b:0:0:0:0:0:0:0 and 17
nodes in 200c:0:0:0:0:0:0:0).

Number of nodes with the subnet. In the screen shot above, there are 19 nodes in the subnet.

Number of nodes out of the total nodes that have been successfully upgraded with the new
firmware.

Display of latest message relevant to the current firmware update process within the given PAN.

Viewing Mesh Device Firmware Information

To view the firmware information for mesh devices:

1. Choose Config > Firmware Update.

2. Click the Groupstab.
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3. Inthe FIRMWARE GROUPS pane, select a MESH DEVICES group.

4. Click the Devices tab.

Firrmaare Management Devices Liogs
Displaying 1 - 50 Page 1 | b 50 v

[[] Status | Mame IP Address Eg';rz:re 3:::?; 52:':
(] sghuB1_cgmeshioo 2004:0ba0:6fDa:0000:0000:0e01:0f01:00101 -~
(] sgbuB1_cgmesh1000 2004:0ba0:6f0a:0000:0000:0801:0f05:00105 2
(] sghuB1_cgmesh10000 2004:0ba0:6f02:0000:0000:0e01:0f045:00145 ﬁ

For every device in the group, loT FND displays this information:

Field Description

Status Status of the device (for example, Up, Down, or Unheard).

Name EID of the device.

IP Address IP address of the device.

Firmware Version Version of the firmware image running on the device.

Backup Version Version of the firmware image used as a backup.

Uploaded Version Version of the firmware image |oaded on the device.

Member Synced? Whether the deviceisin sync with the rest of the group.

Activity Firmware image upload activity.

Update Progress Firmware image upload progress. An update progress of 100% indicates that the upload is

complete.

Last Firmware Status Heard Last time the firmware status was heard.

Scheduled Reload Time The time set for upload image reloads.

Error Message Error message if image upload failed.
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CISCO.

This section describes how to configure loT FND for tunnel provisioning, and how to manage and monitor tunnels connecting FARs (CGRs
and C800s) and HERs, and includes the following topics.

B Overview

B Configuring Tunnel Provisioning

B Monitoring Tunnel Status

B Reprovisioning CGRs

Overview

1oT FND sends the commands generated from processing the tunnel provisioning templatesto FARs and HERsto provision secure tunnels
between them. The default 10T FND templates contain CLI commands to set up and configure GRE and | Psec tunnels. One HER can serve
up to 500 FARSs, which may include multiple tunnels with the same HER EID and name.

Note: Beginning with 10T FND Release 3.1.x, you no longer need to configure IPSec Tunnel Provisioning between FARs and HERS (as
shown in Figure 1) prior to deployment of the FAR in your network.

Instead you can initiate ZT D with no | PSec configured by ensuring that the Tunnel Provisioning Templateisempty of any CLI. Thisinitial
approach of bringing up your network without a factory configuration, does not preclude subsequent use of |PSec in your network.

Figurel  Tunnels Connect FARsand their Corresponding HERs

loT FND
HER I HER
FAR |+« FAR FAR |+« FAR | §

To provision tunnels between HERs and FARS, 10T FND executes CLI tunnel configuration commands on these devices. By default,

1oT FND provides basic tunnel configuration templates containing the CLI tunnel configuration commands. You can also use your own
templates. Although the tunnel provisioning processis automatic, you must first complete the configuration steps outlined in Tunnel
Provisioning Configuration Process. After that, whenever a FAR comes online, 10T FND automatically provisionsit with atunnel. Before
you configure loT FND for tunnel provisioning, ensure that the 10T FND TPS Proxy isinstalled and running.

Cisco Systems, Inc.  www.cisco.com
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Tunnel Provisioning Configuration Process

You must generate the keystorefileson the loT FND and TPS Proxy before configuring tunnel provisioning. Then, you configure loT FND

and the TPS Proxy to talk to one another (Setting Up the TPS Proxy and Configuring 10T FND to Use the TPS Proxy).

To configure loT FND for tunnel provisioning:

Notes
1. (CG-0OS CGRs) Configure the DHCP servers. Configuring the DHCP Server for Tunnel Provisioning.

Configure DHCP serversto provide unique | P addressesto 10T FND.
The default 10T FND tunnel provisioning templates configure a
loopback interface and the | P addresses required to create the tunnels.

Cisco |0S CGRs use FlexVPN. Ensure that the template only
contains addresses for the |oopback interface.

2. Configure the tunnel settings. Configuring Provisioning Settings.
Configure the NMS URL and the DHCP proxy client settings on the

Provisioning Settings page in |oT FND (Admin > System
Management > Provisioning Settings).

3. (CG-0OS CGRs) Configure loT FND to accept FAR registration
requests on first contact (call home) to request tunnel provisioning.

Cisco |10S CGRs use the CGNA service.

4. Configure HER management. Configuring HERs Before Adding them to [oT FND.
Configure HERsto allow management by 10T FND using NETCONF
over SSH.

5. Add HERsto loT FND. Adding HERsto |oT FND.

Review the loT FND tunnel provisioning templates to ensure that
they create the correct type of tunnel.

7. (Optionad) If you plan to use your own templates for tunnel Configuring Tunnel Provisioning Templates.
provisioning, create one or more tunnel provisioning groups and
modify the default tunnel provisioning templates.

8. (CG-0OS CGRs) Configure FARsto call home. This step istypically performed at the factory where the

FARs are configured to contact the TPS Proxy.
Configure FARs to contact 10T FND over HTTPS through the

|oT FND TPS proxy.

9. AddFARstoloT FND. Adding FARsto loT FND.
Import the FARs in to 10T FND using the Notice-of-Shipment XML
file.
10. Map FARsto their corresponding HER. Mapping FARsto HERs.

After completing the previous steps, deploy the FARs and power them on. Tunnel provisioning happens automatically.
Thisis the sequence of events after aFAR isturned on:
1. Upon joining the uplink network after being turned on, the FAR sends a request for certificate enrollment.

2. The FAR then requests tunnel provisioning to loT FND through the IoT FND TPS Proxy.

3. loT FND looksup the FAR record in the loT FND database and determines which tunnel provisioning templatesto use. |oT FND also

looks up which HERs to which to establish atunnel.
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4. For Cisco |0S CGRs, the default templates configure the CGR to use FlexVPN. The FlexVPN client is configured on the CGR that
will contact the HER and ask for aFlexVV PN tunnel to be dynamically constructed. Thisishow the HER dynamically adds anew tunnel
endpoint interface for the CGR.

5. Before processing FAR templates, 10T FND processes the HER Tunnel Deletion template and sends the resulting commands to the
HERSs. Thisisdone for each HER to remove existing tunnel configuration that may be associated with the FAR.

6. 10T FND uses the FreeMarker template engine to process the FAR Tunnel Addition template. The engine converts the templates to
text, which loT FND assumesto be CLI| configuration commands (CG-OS or Cisco | OS, per the CGR). loT FND usesthese commands
to configure and bring up one end of the tunnel on the FAR.

7. 10T FND uses the FreeMarker template engine to process the HER Tunnel Addition template. The engine converts the templates to
text, which loT FND assumes to be commands for configuring the tunnel on the HERSs.

8. This step is OS-specific:

B For Cisco IOS CGRs, if no errors occurred applying the commands generated by the templatesto the FAR and HERs, |oT FND
configures a new active CGNA profile “cg-nms-register,” and deactivates the cg-nms-tunnel profile. That cg-nms-register
profile usesthe loT FND URL.

B For CG-OSCGRs, loT FND re-configuresthe call home URL totheloT FND URL specified in the Provisioning Settings page
(Admin > System Management > Provisioning Settings).

'LIIII:EI::. To Fleld Metwork Directar Devices . Operatons . Config . Admin motw  Time Zoee: Amenca/Los_Sseies
Arfpyn Casnaong A Tral Cerificaies Oty Riedeton Licerss Candor Loggng Prorsioning Sefings Sarver Sofngs Synicg Sefbings
sy Process
L
laT-FND URL.  hitps.mms ok ceco com: 82

Fisid Area Rouler uses T UAL io regeaier with ioT-FND afisr ihe tunnel is configunes

CHIC Pl Prody
Sarer Addreds. 0213
1Pt addreas 1o send {or mufticast) DHCPE messages 1o (can be mufiple addresses, separaied by commas)
Surver Port 547
Pt to s for maiicgat) DHCPYE massages i
Clend LisSer Address
1P+ aiiress 1o b &5, %or Sending and recendng DHCPW messages |(Cah be mulipls sddresass, separatsd by
4= 1]
[T Pl Pruay
Server Andress 295 055 295245
1P palirenss 10 send dor Dromd asth DHCPed messages Io (can be mulipls addresses, separaled by Commas)
Server Port &7

Pt 1o sehd (of Broadeast) DHCPw messages b
Clent Listen Address 0000

1P Jrisd 1 D 00, Mo Sareling and recerang DHCPy metaaged (LM b MUl S3Feisss Lepdrisd by
COmmas)

ik
C J013-2015 Cisoo Systers, Inc, Al Fughts Resened [ o0 L K o

The specified URL usesthe loT FND registration port (default 9121) instead of the tunnel provisioning port. The Fully Qualified Domain
Name (FQDN) in that URL is different and resolves to an IP address that is only reachable through the tunnels.
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Configuring Tunnel Provisioning
This section describes how to configure loT FND for tunnel provisioning.
B Configuring the DHCP Server for Tunnel Provisioning

B Configuring DHCP for Tunnel Provisioning Using CNR

Configuring the DHCP Server for Tunnel Provisioning

For tunnel provisioning to succeed, configure the DHCP server used by 10T FND to supply addresses to create tunnels between the FARs
and HERs. For example, configure the DHCP server to provide IP addresses for tunnel provisioning on a permanent-lease basis.

10T FND makes the DHCP requests based on the settings defined in the tunnel provisioning templates. During tunnel provisioning, the
loT FND templates can make two kinds of DHCP requests:

B Request an |P address, and then make it available to the template.
B Request a subnet with two I P addresses, and then make both addresses available to the template.
1oT FND can make these requests for |Pv4 addresses and | Pv6 addresses.

The ability to request DHCP addresses from the template gives you maximum flexibility when defining tunnel configurations because you
allocate the exact address needed for each FAR and corresponding interface on the HER. The default tunnel provisioning templates provided
address the most common use case: one | Psec tunnel between the FAR and its corresponding HER. Each end of this IPsec tunnel getsa
dynamically allocated |Pv4 address:

B |f your DHCP server supports subnet allocation, use it to obtain two addresses that belong to the same subnet.

® |f your DHCP server only supports address allocation, configure it so that the two DHCP address requests return addresses that can be
used as ends of an |Psec tunnel.

B |If your routing plan calls for allocating unique 1Pv4 addresses for each FAR and assigning it to aloopback interface above the |Psec
tunnel, allocate this address using the [oT FND template.

If you choose to build |Pv6 GRE tunnels, allocate the | Pv6 addresses for each end of the tunnel using DHCP prefix delegation or individual
address requests.

This section describes example DHCP settings for tunnel provisioning. How you configure these settings depends on your installation. This
section provides general guidelines for configuring the DHCP server for tunnel provisioning using the Cisco Network Registrar (CNR).

Configuring DHCP for Tunnel Provisioning Using CNR

The CNR CLI scriptin the following example configuresthe CNR DHCP server to service requests made by the default tunnel provisioning
templatesin 10T FND. When using this script, ensure that the subnets are appropriate for your DHCP server environment.

Example CNR DHCP Server Tunnel Provisioning Script

# These commented out commands support re-applying the configuration by first
# removing any previously applied configuration, in reverse order. This should
# not be done in a production environment, but may be useful when initially

# developing and testing a configuration.

scope v4address-perm delete
dhcp-address-block vé4subnet-perm delete
prefix vésubnet-perm delete

prefix véaddress-perm delete

policy permanent delete

H HF H H H

+H

Configure the server to automatically map any IPv4 or IPvé user class
# option values to selection tags. By default CG-NMS includes a value of
# "CG-NMS" for the user class in its requests. The tag is used to insure
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# prefixes and scopes configured to satisfy requests from CG-NMS are only
# used for that purpose.

dhcp set map-user-class-id=append-to-tags

H H HF H

Since CG-NMS uses
configuration the
for that purpose.
offer a permanent

t
a
c
1

he leased addresses and subnets in router

ddresses and subnets must be permanently allocated
reate a policy that instructs the DHCP server to
ease.

policy permanent create
policy permanent set permanent-leases=enabled

# Configure DHCPV6.

# The default CG-NMS tunnel template will request IPv6 addresses for
# use with CGR loopback interfaces.

prefix véaddress-perm create 2001:DB8:0:0:1::/80 dhcp-type=dhcp

prefix véaddress-perm set description="Pool for leasing addresses for loopback interfaces.
prefix véaddress-perm set policy=permanent

prefix vé6address-perm set selection-tags=CG-NMS

# The default CG-NMS tunnel template will request IPv6 prefixes for
# use with GRE tunnels. Force use of a /127 prefix.

prefix vésubnet-perm create 2001:DB8:0:0:2::/80 dhcp-type=prefix-delegation
prefix vésubnet-perm set description="Pool for leasing prefixes for GRE tunnels."
prefix vé6subnet-perm set policy=permanent

prefix vésubnet-perm set selection-tags=CG-NMS

prefix-policy vésubnet-perm set default-prefix-length=127
prefix-policy vésubnet-perm set shortest-prefix-length=127

# Configure DHCPv4.

# The default CG-NMS tunnel template will request IPv4 subnets for

# use with IPsec tunnels. Note that currently address pools for

# IPv4 subnet allocation can only be configured using the CLI as the

# CNR Web UI does not currently support them.

# If CNR allowed you to set a description on DHCP address blocks it would be:
# "Pool for leasing subnets for IPsec tunnels."

dhcp-address-block
dhcp-address-block
dhcp-address-block
dhcp-address-block

create 192.0.2.0/24

set default-subnet-size=31
set
set

v4subnet-perm
v4subnet-perm
v4subnet-perm
v4subnet-perm

policy=permanent
selection-tags=CG-NMS

# The
# use

default CG-NMS tunnel template
with loopback interfaces.

will request IPv4 addresses for

create 198.51.100.0 255.255.255.0

set description="Pool for leasing addresses for loopback interfaces."
set policy=permanent

addRange 198.51.100.2 198.51.100.254

set selection-tag-list=CG-NMS

scope
scope
scope
scope
scope

v4address-perm
v4address-perm
v4address-perm
v4address-perm
v4address-perm

# Configure detailed logging of incoming and outgoing packets. This is useful when
# debugging issues involving DHCP, however this level of logging will lower the

# performance of the DHCP server. If this is a production server under heavy load
# it may be necessary to forgo detailed packet logging.
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dhcp set
log-settings=missing-options, incoming-packet-detail, outgoing-packet-detail,unknown-criteria,client-deta
il,client-criteria-processing, dropped-waiting-packets,v6-lease-detail

# Save the changes and reload the server to have them take effect.

save

dhcp reload

# List the current configuration.

policy list

prefix list

dhcp-address-block list

scope list
dhcp show

Configuring Tunnel Group Settings

You use groupsin loT FND to bulk configure tunnel provisioning for FARs. By default, all FARs added to 10T FND (see Adding Devices
in Bulk) the appropriate default group: default-cgr 1000 or default-c800. Default groups contain the three templates 10T FND uses for
tunnel provisioning.

Topicsin this section include the following:
B Creating Tunnel Groups

B Deleting Tunnel Groups

B Viewing Tunnel Groups

B Moving FARsto Another Group

B Renaming a Tunnel Group

Creating Tunnel Groups

If you plan to use one set of templates for all FARS, whether using the default templates, modified default templates or custom templates,
do not create additiona groups. To define multiple sets of templates, create groups and customize the templates for these groups.

Note: CGRs and C800s can be in the same tunnel provisioning group if your custom templates are applicable to both router types.
To create atunnel group:

1. Choose Config > Tunnel Provisioning.

2. Click Add Group (=g

Add Group *

Group Mame

Ok Cance!

<t v

3. Enter aname of the new group, and then click OK.
The group appearsin the TUNNEL GROUPS pane.

After creating atunnel group, the next step is to move FARs from other groups to it, as described in Moving FARs to Another Group.
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Deleting Tunnel Groups

Only empty groups can be deleted. Before you can delete atunnel group, you must move the devices it contains to another group.

To delete an empty tunnel group:
1. Choose Config > Tunnel Provisioning.
2. Inthe TUNNEL GROUPS pane, select the tunnel group to delete.
3. Click Delete Group (=).

4. Click Yes.

Viewing Tunnel Groups
The Tunnel Provisioning page listsinformation about existing tunnel groups.

Follow these steps to view the tunnel groups defined in 10T FND:
1. Choose Config > Tunnel Provisioning.
2. Click Group Members.

3. Inthe TUNNEL GROUPS pane, select a group.
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loT FND displaysalist of all FARsin the group. Use the list navigation buttons to scroll through the list. Table 1 describesthe list fields.
Tablel Tunnel Group Fields

Field Description
Name FAR EID (deviceidentifier).
Status Status of the FAR:

B Unheard—The FAR has not contacted |oT FND yet.

B Unsupported—The FAR isnot supported by [oT FND.
Note: Only CGR 1000 Series routers are supported.

B Up—TheFARisin operation.

B Down—The FAR isturned off.

Last Heard Last timetherouter contacted or sent metricsto 10T FND. If therouter never contacted |oT FND, never
appearsin thisfield. Otherwise, 10T FND displays the date and time of the last contact, for example,
4/10 19:06.

Tunnel Source Interface 1 FAR interface used by the tunnel.

Tunnel Source Interface 2

OSPF Areal Open shortest path first (OSPF) areas 1 and 2.

OSPF Area2

OSPFv3 Areal OSPFv3 areal.

IPsec Dest Addr 1 | Pv4 destination address of the tunnel.

IPsec Dest Addr 2

GRE Tunnel Dest Addr 1 IPv6 destination address of the tunnel.

GRE Tunnel Dest Addr 2

Certificate Issuer Common Name of the CA that issued the certificate.
Name

Renaming a Tunnel Group

You can rename atunnel group at any time. Cisco recommends using short, meaningful names. Names cannot be more than 250 characters
long.

To rename a tunnel group:
1. Choose Config > Tunnel Provisioning.

2. Inthe TUNNEL GROUPS pane, roll over the tunnel group to rename and click the Edit pencil icon (/).
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afua]n
Cisco

App Management Device Configuration Firmwa

IoT Field Network Director

Assign Devices to Group d efaul-
4 TUNMEL GROUPS (12) B | Group
£2 ARPM-v4-ZTD (1) Reprovi

E2 c-200 (1)
£2 ceos-zo (1)

B defaultc800 (2)

_ IR309G
E default-cor1000 (3) KG+JM)
H defauli-ira00 (4 IRB09G
_':J @ KO+JM
E2 omven (0) IR820G

— Al

3. Enter the new name, and then click OK.

Rename Group: LAX2 x

Group Mame: 1]

Cancel

347225

Note: Asshown above, when you enter an invalid character entry (such as, @, #, !, or +) within afield, highlightsthe field in red, and
disables the OK button.

Moving FARs to Another Group

You can move FARs to another group in two ways:

B Moving FARsto Another Group Manually

B Moving FARsto Another Group in Bulk

Moving FARsto Another Group Manually

To move FARs to another group manually:
1. Choose Config > Tunnel Provisioning.
2. Click the Group Memberstab.
3. Inthe TUNNEL GROUPS pane, select the tunnel group with the routers to move.
4. Choose the device type from the Select a device type drop-down menu.
5. Check the check boxes of the FARs to move.

To select dll FARsin agroup, click the check box at the top of the column. When you select devices, ayellow bar displays that
maintains acount of selected devices and hasthe Clear Selection and Select All commands. The maximum number of devicesyou can
select is 1000.

6. Click the Change Tunnel Group button.
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default-cgr1000

Group Members Field Area Router Tunnel Acdition || Head-End Router Tunnel Addition | Head-End Router Tunnel Deletion
Field A rea Router Factory Reprovision Reprov isioning Actions Policias

Cgriloo (35) v  Plaase select a device type and 1+ devices to enable actions  Change Tunnel Group Cisplaying 1-38 |

2 tems selected (Max 1000y Clear Selection

| Name Status | Last Heard « T“:::{';S::m. QSFF Area 1 QFFFw3 Area 1 LP;:EJTUM.I Dut E;f :Irun
[l CGRI240/KS+ISILABTES2 2 months 330
/]| CGR1240/K9+1511550000P never
sgbuAl_cgrid a e
| sgbuAl_cgril B el
sabuAl eqri2 nEvEr
L sgbuAl_cgrl3 never
7] sgbuAl_cgrid never E
] sgbuAl_cgris oy & %

7. From the drop-down menu, choose the tunnel group to which you want to move the FARs.

Change Tunnel Group x
Tunnel Group: || |V
default-cgr1000 [default] {b
LAX1
Laxz2
Lax3 oy
MName JEEE A
-+
@

8. Click Change Tunnel Group.
9. Click OK to close the dialog box.

Moving FARs to Another Group in Bulk

You can move FARs in bulk to another group by importing aCSV or XML file containing the names of the FARs to move. Ensure that the
file contains entries in the format shown the following example:

eid
CGR1120/k9+JSM1
CGR1120/k9+JSM2
CGR1120/k9+JSM3
CGR1120/k9+JSM4
C819HGW-S-A-K9+FTX174685V0
Thefirst line isthe header, which tells 10T FND to expect FAR EIDs in the remaining lines (one FAR EID per line).
To move FARs to another group in bulk:
1. CreateaCSV or XML filewith the EIDs of the devicesto move to a different group.
2. Choose Config > Tunnéel Provisioning.

3. Click Assign Devicesto Group.
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Change Device Tunnel Group *

Upload File and Select Group
CSV/XML File: | Deviceslo be changed . Brewse
Group: LAXZ b
Change Group
Status

No job nunning

History

File By Submitted At Lazt Updared Status omle
SEr-group.csv root  2013-02-28 14:33  2013-02-28 14:33  FAILED
BSr-Qroup. csv root 2013-02-28 14:08 2013-02-28 14:08 FAILED
SEr-group.cev oot 2013-02-28 14:07 2013-02-28 14:07 FAILED
ssr-group.csy  root  2013-02-28 14:02  2013-02-28 14:02  FAILED
asrgroupesv  root  2013-02-2813:37  20:1302-2813:37  FAILED

uccess# Failurz=

[T RS

5
0
[}
[}
0
[}

Close

347192

4. Click Browse and locate the file that contains the FARS that you want to move.
5. From the Group drop-down menu, choose the destination tunnel group.
6. Click Change Group.

7. Click Close.

Configuring Tunnel Provisioning Templates
10T FND has three default tunnel provisioning templates:

B Field AreaRouter Tunnel Addition—IoT FND usesthistemplate to generate the CLI configuration commands for creating one end of
an | Psec tunnel on the FAR.

B Head-End Router Tunnel Addition—IloT FND uses this template to generate the CL1 configuration commands for creating the other
end of the IPsec tunnel on the HER.

B Head-End Router Tunnel Deletion—IloT FND usesthistemplate to generate the CLI configuration commandsfor deleting any existing
tunnel to the FAR at the other end of the tunnel.

Tunnel Provisioning Template Syntax

The loT FND tunnel provisioning templates are expressed with the FreeMarker syntax. FreeMarker is an open-source Java-based engine
for processing templates and is built into 10T FND. As shown in Figure 2, FreeMarker takes as input the tunnel provisioning template and
data supplied by 10T FND, and generates CLI commands that 10T FND runs on the FARs and HERs in the “ configure terminal” context.
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Figure2  CLI Command Generation from Templatesin loT FND
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InloT FND, the tunnel provisioning templates consist of router CLI commands and FreeMarker variables and directives. The use of
FreeMarker syntax allows |oT FND to define one template to provision multiple routers.

This section describes the basic FreeMarker syntax in the tunnel provisioning templates. For information about FreeMarker visit
http://freemarker.sourceforge.net/.

B Template Syntax

B DataModel

Template Syntax

Table 2 describes the syntax in the default tunnel provisioning templates.

Table 2 Tunnel Provisioning Template Syntax

Component Description

Text Unmarked text is carried through as CG-OS CLI configuration commands for FARs and Cisco 10S CLI
commands for HERs.

Interpolations H{ variable}
FreeMarker replaces this construct with the value of astring variable that 10T FND supplies. In this example,
IoT FND providesthe EID of the FAR:
description IPsec tunnel to ${far.eid}

Default Values ${ variable!"Default"}
FreeMarker replaces this construct with the value of astring variable. If the variable is not set, FreeMarker
replaces this construct with Default.

Conditionals <#if condition> outputl <#else> output2 </#if>

FreeMarker uses this construct to determine the text to use in the output. For example:

<#if far.ipsecTunnelDestAddrl??>
<#fassign destinationAddress=far.ipsecTunnelDestAddrl>
<f#else>
<#assign destinationAddress=
her.interfaces ("GigabitEthernet0/0/0") [0] .v4.addresses [0] .address>
</H#if>

Iteration over lists

<#list list as variable> ${ variable} </#list>

FreeMarker uses this construct to iterate over alist.

Comments

<#-- thisis acomment -->

FreeMarker allows comments, but does not retain them in the output.
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Table 2 Tunnel Provisioning Template Syntax (continued)

Component Description

Assign statements <#fassign name=value>

This construct declaresalocal variable within thetemplate and assigns avaluetoit. After that, use this construct
to reference the variable:

${ name}
For example:
<#assign interfaceNumber=0>

interface Tunnels${interfaceNumber}

Macros These constructs are similar to function calls.
<#macro name(paraml,paramz, ... ,paramN)>
... ${parami} ...
</#macro>
Here is an example of a macro definition:
<#fmacro configureTunnel (interfaceNamePrefix, ospfCost) >
<#fassign wanInterface=far.interfaces (interfaceNamePrefix) >
<#if (wanInterface[0].v4.addresses[0].address)??>
<#assign interfaceName=wanInterface[0] .name>
interface Tunnel${her.unusedInterfaceNumber ()}
description IPsec tunnel to ${far.eid}

ip ospf cost ${ospfCost}

</#macro>

Macro calls To call macrosin atunnel provisioning template:
<@name paraml, param2 ... paramN>
FreeMarker replaces the macro call with the output of the macro after resolving al variables.

For example:

<@configureTunnel far.tunnelSrcInterfacel!"Wimax", 100/>

Data Model

This section describes the data model in the tunnel provisioning templates. Thefar and her prefixes provide access to the properties of the
FARs and HERSs, respectively. These propertiesare stored in the loT FND database. Table 3 describes referencing the information provided
by the data model in tunnel provisioning templates.

Table 3 Data Model

Property Description
far.eid Returns the EID of the FAR. For example:
${far.eid}
far.hostname Returns the hostname of the FAR.
far.tunnel Srcinterfacel Returns the name of the FAR interface on which to establish the tunnel.
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Table 3 Data Model (continued)

Property

Description

far.ipsecTunnel DestAddrl

Returns the name of the tunnel destination |P address on the HER.

far.ipv4Address(clientld, linkAddress, userClass)

Returns an | Pv4 address. The IPv4 address method takes these parameters as input:
m  clientld — DCHP Client Identifier for the DHCP request

B |inkAddress— Link address for the DHCP request

B userClass— Vaue for the DHCP User Class option (defaultsto “CG-NMS”)
To establish aloopback interface and assign it an address:

interface Loopback0

ip address ${far.ipv4Address(dhcpClientId(far.enDuid, 0),
far.dhcpV4LoopbackLink) .address}/32

ipvée address ${far.ipv6Address(far.enDuid, 0,

far.dhcpVé6LoopbackLink) .address}/128
exit

far.ipv4Subnet()

Returns a DHCP |Pv4 subnet lease. This call takes aclientld and linkAddress as
arguments.

Construct the clientld from the FAR EID and interface ID number using the
dhcpClientld() method provided in the template API. This method takes as input a
DHCPv6 Identity Association Identifier (IAID) and a DHCP Unique Identifier
(DUID) and generates the DHCPv4 client identifier, as specified in RFC 4361. This
method provides consistency for how network elements are identified by the DHCP
Sserver.

For example:

<#assign lease=far.ipv4Subnet (dhcpClientId(far.enDuid, iaId),
far.dhcpV4TunnelLink) >

far.[any device property]

Returns the value of the specified property.

For example, far.tunnel Srcinterfacel returns the value of the FAR
tunnel Srcinterfacel property.

far.interfaces(interfaceNamePrefix)

Returns alist of interfaces discovered from the device that with that prefix (not case
sensitive).

Use square brackets to index list members for example, [0], [1], [2], and so on. Use
the <#list> construct to iterate list members.

For example:

<#assign wanInterface = far.interfaces(interfaceNamePrefix) >
<#if (wanInterface[0].v4.addresses[0] .address)??>
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Addr
Table 4 describes referencing addresses in the tunnel provisioning templates.

Table4 Address References
Property Description
address.address Returns the address of the interface.
address.prefixLength Returns the prefix length of the address.
address.prefix Returns the address prefix.
address.subnetMask Returns the subnet mask for the address.
address.wildcardMask Returns the wildcard mask for the subnet.

Configuring the Field Area Router Tunnel Addition Template

To edit the FAR Tunnel Addition template to provide one end of an IPsec tunnel on FARsin the group:
1. Choose Config > Tunnel Provisioning.
2. Inthe TUNNEL GROUPS pane, select the tunnel group with the template to edit.

3. Click the Field Area Router Tunnel Addition tab.
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4. Modify the default template.

Tip: Use atext editor to modify templates and copy the text into the templatefield in 10T FND.

5. Click Save Changes.
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6. Click OK to confirm the changes.

See aso, Tunnel Provisioning Template Syntax.

Configuring the Head-End Router Tunnel Addition Template
Note: To ensure that both endpoints are in amatching subnet, this template must use the same |AID asthe FAR template.
To edit the HER Tunnel Addition template to create the other end of the IPsec tunnel on HERs in the group:
1. Choose Config > Tunnel Provisioning.
2. Inthe TUNNEL GROUPS pane, select a tunnel group.

3. Click the Head-End Router Tunnel Addition tab.
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4. Modify the default HER addition template.
5. Click Save Changes.

6. Click OK to confirm the changes.

Configuring the HER Tunnel Deletion Template
To edit the HER tunnel deletion template to delete existing tunnelsto FARS at the other end of the tunnel:

1. Choose Config > Tunnel Provisioning.

2. Inthe TUNNEL GROUPS pane, select the tunnel group whose template to edit.
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3. Click the Head-End Router Tunnel Deletion tab.
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4. Modify the default HER deletion template.

5. Click Save Changes.

6. Click OK to confirm the changes.

Monitoring Tunnel Status

To view tunnel status, choose Operations > Tunnel Satus. The Tunnel Status page lists devices and their provisioned tunnels and displays
relevant information about tunnels and their status. Tunnels are provisioned between HERs and FARs.

When you select Show Filter at thetop of the page, anumber of search fields appear. You can filter by all the Field Nameslisted in Table 5.

The value entered in one search field, will determine the available selections in the other fields. Select Hide Filter to remove the search
fields.
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Table 5 describes the tunnel status fields. To change the sort order of tunnelsin the list by name, click the HER Name column heading. A
small arrow next to the heading indicates the sort order.

Note: It takes time for the status of the newly created tunnel to be reflected in loT FND

Table5 Tunnel SatusFields

Field Description

HER Name The EID of the HER at one end of the tunnel. To view the HER details, click its EID.

Note: Because one HER can serve up to 500 FARS, there may be multiple tunnelsin the list with the same
HER EID.

The Network Interfaces area of the Device Info page displays alist of tunnels configured on the HER. The
Config Properties and Running Config tabs al so contain information about tunnels configured on thisHER.

HER Interface The name of the HER tunnel interface. These names are automatically generated when tunnels are created
(Tunnell, Tunnel2, Tunnel3, and so on).

Admin Status The administrative status of the tunnel (up or down). Thisindicatesif the administrator enabled or disabled
the tunnel.

Oper. Status The operational status of the tunnel (up or down). If the tunnel is down, traffic does not flow through the

tunnel, which indicates a problem to troubleshoot. Ping the HER and FAR to determine if they are online,
or log on to the routers over SSH to determine the cause of the problem.

Protocol The protocol used by the tunnel (IPSEC, PIM, or GRE).

HER Tunnel IP Address The |P address of the tunnel at the HER side. Depending on the protocol used, the | P address appearsin
dotted decimal (1Pv4) or hexadecimal (1Pv6) slash notation.

HER IP Address The destination | P address of the tunnel on the HER side.
FAR IP Address The destination | P address of the tunnel on the FAR side.
FAR Interface The name of the interface on the FAR used by the tunnel.

FAR Tunnel IP Address The IP address of the tunnel on the FAR side.

Note: The IP addresses on both sides of the tunnel are on the same subnet.

FAR Name The EID of the FAR. To view the FAR details, click its EID.

The Network Interfaces area of the Device Info page displays alist of tunnels configured on the FAR. The
Config Properties and Running Config tabs also contain information about tunnels configured on this FAR.

Reprovisioning CGRs

InloT FND, CGR reprovisioning is a process for modifying the configuration files on CGRs.
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B CGR Reprovisioning Basics
B Tunnel Reprovisioning
B Factory Reprovisioning

Note: C800s do not support reprovisioning.

CGR Reprovisioning Basics
B CGR Reprovisioning Actions

B CGR Reprovisioning Sequence

CGR Reprovisioning Actions

InloT FND, you can perform the following two CGR reprovisioning actionsin the Reprovisioning Actions pane of the Tunnel Provisioning
page (Config > Tunnel Provisioning).

You can also activate the mesh firmware on this page.

Reprovisioning Actions Description
Factory Reprovisioning Change the express-setup-config file loaded on the CGR during factory configuration.
Thisfile containsaminimal set of information and isloaded on the CGR at the factory. Thisfile providesthe

CGRwithinformationto contact |0T FND (call home) through the TPS Proxy after the CGR isdeployed and
powered on.

Tunnel Reprovisioning Change the golden-config file on a CGR. Thisfile has the tunnel configuration defined on the CGR.
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Table 6 describes the fields on the Reprovisioning Actions pane.

Table 6 Reprovisioning Actions Pane Fields

Field Description

Current Action The current reprovisioning action being performed.

Reprovisioning Status The status of the reprovisioning action.

Completed devices /All Scheduled Devices The number of CGRs that were processed relative to the number of all CGRs
scheduled to be processed.

Error devices/ All Scheduled Devices The number of CGRs that reported an error relative to the number of all CGRs
scheduled to be processed.

Name The EID of the CGR.

Reprovisioning Status The status of the reprovisioning action for this CGR.

Last Updated The last time the status of the reprovisioning action for this CGR was updated.

Template Version The version of the Field Area Router Factory Reprovision template being applied.

Error Message The error message reported by the CGR, if any.

Error Details The error details.

CGR Reprovisioning Sequence

When you start tunnel or factory reprovisioning on atunnel provisioning group, the reprovisioning algorithm sequentially goes through 12
CGRs at atime and reprovisions them.

After loT FND reprovisions arouter successfully or if an error isreported, loT FND starts the reprovisioning process for the next router in
the group. 10T FND repeats the process until all CGRs are reprovisioned.

Thereisatimeout of 4 hours when reprovisioning each CGR in the group. If the CGR does not report successful reprovisioning or an error
within thetimeout period, then |oT FND changesthe Reprovisioning Status of the CGR to Error and displaysatimeout error and any further
information displaysin the Error Details field.

Tunnel Reprovisioning

If you make changes to the Field Area Router Tunnel Addition template and want all CGRs already connected to |oT FND reprovisioned
with new tunnels based on the modified template, use the tunnel reprovisioning feature of loT FND.

Tunnel reprovisioning places the CGR in a state where no tunnels are configured, and then initiates a new tunnel provisioning request. To
reprovision tunnels, loT FND sequentially goes through the FARs (12 at atime) in atunnel provisioning group. For every CGR, 1oT FND
rolls back the configuration of the CGR to that defined in the ps-start-config template file.

After arollback to ps-start-config, the CGR contacts 10T FND to request tunnel provisioning. |oT FND processes the Field Area Router
Tunnel Addition template and sends the resultant configuration commands for creating new tunnelsto the CGR. As shown in Figure 3, the
tunnel provisioning process includes updating the golden-config file to include the new configuration information.
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Figure3  Tunnel Reprovisioning Process
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Note: For CG-OS CGRs, arollback resultsin areload of the CGR. Also, when |oT FND rolls back a CGR, |oT FND removes the
corresponding tunnel information from the HERs to which the CGR was connected.

You perform a configuration replace for Cisco |0S based CGRs.
Note: The Field Area Router Factory Reprovision templateis not used when performing tunnel reprovisioning.
To configure and trigger tunnel reprovisioning:

1. Choose Config > Tunnel Provisioning.

2. Inthe TUNNEL GROUPS pane, select the tunnel group whose template to provision.

3. Click the Reprovisioning Actions tab.
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5. Click Sart.

10T FND changes the Reprovisioning Status field to Initialized, and then to Running.

Note: If you click Stop while tunnel reprovisioning is running, |oT FND stops the reprovisioning process only for the FARs in the
queue that were not selected. However, for those CGRs in the queue that were selected for reprovisioning, the process compl etes
(success or error) and cannot be stopped.

The reprovisioning process completes after loT FND finishes attempting to reprovision each CGR in the tunnel provisioning group. If
a CGR cannot be reprovisioned, 10T FND displays the error message reported by the CGR.
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Factory Reprovisioning
Use the Factory Reprovisioning feature in 10T FND to change the factory configuration of CGRs (express-setup-config).
Factory Reprovisioning involves these steps:
1. Sending theroll back command to the CGR.
2. Reloading the CGR.
3. Processing the Field Area Router Factory Reprovision template, and pushing the resultant commands to the CGR.
4. Saving the configuration in the express-setup-config file.
After these steps complete successfully, loT FND processesthe Field AreaRouter Tunnel Addition, Head-End Router Tunnel Addition, and
Head-End Router Tunnel Deletion templates and pushes the resultant commands to the CGR (see Tunnel Provisioning Configuration
Process).
To configure and trigger factory reprovisioning:
1. Choose Config > Tunnel Provisioning.
2. Inthe TUNNEL GROUPS pane, select the tunnel group whose template you want to edit.

3. Click the Field Area Router Factory Reprovision tab and enter the template that contains the configuration commands to apply.

Note: The Field Area Router Factory Reprovision template is processed twice during factory reprovisioning; once when pushing the
configuration and again before saving the configuration in express-setup-config. Because of this, when making your own template, use
the specific if/else condition model defined in the default template.
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4. Click Save Changes.

5. If needed, make the necessary modifications to the Field Area Router Tunnel Addition, Head-End Router Tunnel Addition, and
Head-End Router Tunnel Deletion templates.

6. Click the Reprovisioning Actionstab.

7. From the Action drop-down menu, choose Factory Reprovisioning.

——
Aqn Derca Firmearn Lpaase Fouter Filo Management Rusers Tunne Frovesonng:
Aasegn Dewioms s Sroup ARPM-v4-ZTD
@ TimweL SrecUes (1) T8 | Group Members | Fehd Ars Router Tunnel AdSton | Mead-End Router Tumnel Addtion | Hemd-End Router Tanme Delebon | ekl Anes Reuter Factory Reprmvson |
EE ARPM-wE-TTD (1)
& cso0(m) Fear et | - Intertace Type Frlegme et - |
EE cooszrom
B octaue-cooa @)
G oetsur-cor 1000 (3)
W0 detaut-r500 (4)
B Dweemn oy Doplayng -V ONT (4 4 Page T et b w50l gm)
&l wmsoo ) Mame | Faprovsioning Status - | Lasn Uipetmtea Tegists Versos  Ervoe Message Erver Detnin |
CIERY 1205 LAF 16T RARPM Erver g Cre T IOA-O7-2%5 15: 16 Erwer tha
EE mxrarLaon - 1 dueing [TERMPLATE_ERSOR] [Fadsna He-a——uq-
[ ——— —ra Dietails : Uimabie bo proceas cgr 3000 Sactony-
s T Al P =
OO0t y—comfig-
- — e s g e
Emrer s preferinteface
B resy_owrves g Damrnar FaaCe v e |
spected. | Caused by
freemarer termolste. Templstef srenton: Ermoe
w g uarn prefednfecisce e
Farameter rtetaceRiamel- el 1 not
apcifad
< B >
e, Inc AR x e ——r] Qe o0 wao an

8. From the Interface drop-down menu, choose the CGR interface for 10T FND to use to contact the FARs for reprovisioning.

310



Managing Tunnel Provisioning

default-c800

Group Members | Field Area Router Tunnel Addition | Head-End Router Tunnel Addition | Head-End Router Tunnel Deletion
Field Area Router Factory Reprovision Reprovisioning Actions Policies

Action Factory Reprovisioning ~ Interface > Interface Type P
Current Action Cellular -
Reprovisioning Status kot Started WiNAK
Comyg devices /Al Scheduled Devices 0in _
Error devices/ Al Scheduled Devices 0id Dotl 6Radio
Dialert
Dialer2
L )
Dialer3 pr 1150 falllx
Name Repeovisioring stat _1""Met1 Template Versi
- Ethernet2i2
Mo data iz availsble to display Ethernet2/3
Ethernet2i4
Ethernet2is
Ethernat2/

Ethernet2i7
Ethernat2is -

9. From the Interface Type drop-down menu, choose | Pv4 or | Pv6.
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10. Click the Sart button.
loT FND changes the Reprovisioning Status field to Initialized, and then to Running.

Note: If you click Stop while factory reprovisioning is running, 10T FND stops the reprovisioning process only for the FARs in the

queue that were not selected. However, for those CGRs in the queue that were selected for reprovisioning, the process completes and
cannot be stopped.

The reprovisioning process completes after 10T FND has finished attempting to reprovision each CGR in the tunnel provisioning group. If
a CGR cannot be reprovisioned, 10T FND displays the error message reported by the CGR.
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Sample Field Area Router Factory Reprovision Template
This sample template changes the WiFi SSID and passphrase in the factory configuration.

<#--IMPORTANT: This template is processed twice during factory reprovisioning. The if/else condition
described below is needed to determine which part of the template is applied.

In this example, if no schedule name wimaxMigrationRebootTimer is found in runningConfig, then the if
part of the if/else section is applied. During the second pass, this template runs the commands in the
else section and the no scheduler command is applied. If modifying this template, do not remove the
if/else condition or else the template fails. -->

<#if !far.runningConfig.text?contains ("scheduler schedule name wimaxMigrationRebootTimer") >
<#--Comment: This is a sample of generating wifi ssid and passphrase randomly-->

wifi ssid ${far.randomSSID("PREFIX ")}
authentication key-management wpa?2
wpa2-psk ascii ${far.randomPassword (10)}
exit

feature scheduler

scheduler job name wimaxMigration
reload

exit

scheduler schedule name wimaxMigrationRebootTimer
time start +02:00

job name wimaxMigration

exit

<#else>

no scheduler job name wimaxMigration
no scheduler schedule name wimaxMigrationRebootTimer

</#if>
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Monitoring System Activity

This section describes how to monitor 10T FND system activity, including the following topics:
B Using the Dashboard

B Monitoring Events

B Monitoring Issues

B Viewing Device Charts

Using the Dashboard

The loT FND Dashboard (Figure 1) displays dashletsto provide avisual overview of important network metrics.

Figurel loT FND Dashboard

L%'.'mﬂwﬂ_w Devces ., Opwatons | Conlg | hamn

Oawrogus  Fesd Dot o) Routen Senens
Dashboard 5l
Router 5188 Dvr Time ol Router rvintany

033 0.0 NG oAt

Tetar
@ Down  Unsupported @ Unhoard @ Up I cown [ Unheard [l vp
Hop Count Distribusion * Endpont limvertory

This section describes the following Dashboard features:

B Typesof Dashlets
B Repositioning Dashlets

B Setting the Dashlet Refresh Interval

Cisco Systems, Inc.  www.cisco.com
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B Adding Dashlets
B Removing Dashlets

B Exporting Dashlet Data

Types of Dashlets
The Dashboard displays two types of dashlets:

B Pie-chart dashlets display aratio of device properties as a pie chart.

Router Inventory

W cown [ unheard [ up

347213

B Line-graph dashlets display graphs that show device counts over time.

Endpoint States Owver Time

2,250,000
2,000,000
1,750,000
1,500,000
1,250,000
1,000,000
750,000
500,000
250,000

Devices court

u]
03-Jun 0:00 04-Jun 0:00 05-Jun 0:00
Time

O pown @ outage @ Unheard (0 Up @ Restored

34Te1

Tip: Graphs set to intervalslonger than one day may not display the data at the last datapoint exactly as shown in the matching field on the
Device Info page. Thisis because data aggregation is occurring less frequently than polling to update the fields on the Device Info page.
Set these graphs to the 6h or 1d intervals to update the data more frequently. Use intervals longer than one day to view data trends.
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Dashboard Dashlets

The loT FND Dashboard dashlets are described below.

Dashlet
Router Inventory

Router States Over Time

Endpoint Inventory

Endpoint States Over Time

Endpoint Config Group Template Mismatch Over Time

Endpoint Firmware Group Membership Mismatch Over Time

Config Group Template Mismatch

Firmware Group Membership Mismatch

Hop Count Distribution
Service Providers with Maximum Down Routers for Cellular 1

Service Providers with Maximum Down Routers for Cellular 2

Service Providers with Maximum Routers

315

Description

This FAR status counts pie chart displays the status distribution
and absolute count of FARs.

This line graph shows a count of the FARs and their states for the
configured time interval.

This endpoint status displays the proportion (and count) of
endpoints. For example, the count of devices with an Unheard
status relative to the other states: Up, Down, and Outage.

Thisline graph shows a count of endpoints and their statesfor the
configured time interval.

This line graph shows the number of endpoints across all
configuration groups and particular configuration groups that are
out of sync for the configured timeinterval.

Thisline graph showsthe number of endpointsacrossall firmware
groups and particular firmware groups that are out of sync for the
configured time interval.

This pie chart shows the number of devices with matched and
mismatched configuration group templates (applicableonly to ME
configuration groups).

This pie chart shows the number of devices with mismatched
firmware groups (applicable only to endpoint firmware groups).

This pie chart shows the hop count distribution for mesh devices.

This dashlet displays the aggregated maximum Down Routers for
device types CGR1000, C800 and IR800 for single modem
routers.

This dashlet will display the aggregated maximum Down Routers
for device types CGR1000, C800 and IR800 for dual modem
routers.

This dashlet shows the service provider names, their associated
cell IDs (if available), their associated total router count, and the
count of down routers. This dashlet also displays the bandwidth
usage and a sparkline showing the down routers over time.

Tip: Click thetriangle in any column heading, select Columnsin
the context menu, and check the Down Routers Over Time
check box to hide this column.



Monitoring System Activity

Dashlet
Routers With Top Cellular Bandwidth Usage

Routers With Top Ethernet Bandwidth Usage

Routers With Least Cellular RSS|

Description

This bandwidth chart displays the top n routers using the
maximum cellular bandwidth, where nisthe number of top routers
todisplay. It also identifies each cellular interface. Click the Filter
button and select the number of routers to display from the Show
drop-down list.

Routers With Top Cellular Bandwidth Usage

gh| 1d||lw| | Custom| Last Billing Period Sk »
EID Bandwidth Usage Bandwidth Lz 1
CGR11Z20ME+JAF1 648, ] 2
CGR124009+JAF1B15A . | o i
5
]
7
g
g9
Config Group Template Mismatch E
Routers With Tap Ethernet Bandwidth Usage 14 %
- &

B ClicktheLast Billing Period button to display the bandwidth
usage information for the top n routers that used the
maximum bandwidth during last billing period.

B Click the Current Billing Period button to display the
bandwidth usage information for the current billing period.

The start days are defined on the Billing Period Settings tab
(Admin > System Management > Server Settings).

Thisdashlet issimilar to the Routers With Top Cellular Bandwidth
Usage dashlet, except that it displays the top n routers with the
maximum Ethernet bandwidth usage.

Thisdashlet displaysachart of routerswith thelowest RSSI values
at the last poll, which indicates the quality of the signal strength
and identifies each cellular interface. Use this chart to gauge the
cellular channel conditions for FARs.
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Repositioning Dashlets

[ T

The Dashboard is configurable to display chartsin your preferred arrangement. To configure the Dashboard:
B Click and drag the title bar of a chart to the desired position.
B Click the close box to remove the chart from the page.
B Click theinterva button to do the following:
— Definean interval for line-graph chart displays.
— Defineacustom interval for line-graph chart displays.
—  Select the number of devicesto chart for line-graph chart displays.
— Select aseriesto refine datain line-graph chart displays.
— Filter line-graph chart displays by group.
B Click the Settings button in the title bar to set the refresh interval for al charts and add dashlets back to the Dashboard.

To better view dashletsin the bottom of the Dashboard, collapse a dashlet to just itstitle bar by clicking the dashlet show/hide button (| =
). In Figure 2 the Config Group Template Mismatch dashlet is expanded in the Dashboard with several other dashlets collapsed aboveit. To
refresh the Dashboard, click the Refresh button (| i ). To refresh adashlet, click its Refresh button.

Figure2  Dashboard with Collapsed Dashlets
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Setting the Dashlet Refresh Interval
To set the refresh interval for dashlets:
1. Choose Devices > Dashboard.
2. Click the Settings button (| %* ).
3. Click Set Refresh Interval.

" Dashboard Settings X

Sat Rafresh Intary al
Refresh Interval: 30 seconds

|30 seconds {5

1 minuke
2 minukes
5 minukes -

Add Dashlats

Close

MT21G

Note: On line-graph dashlets, open the filter bar and click an interval button to display metrics for that time period.

4. From the drop-down menu, choose arefresh interval.

5. Close the Dashboard Settings dialog box when finished.

Adding Dashlets

To add dashlets to the Dashboard:
1. Choose Devices > Dashboard.

2. Click the Settings button (| <* ).

Settings
Button
Dashboard Settings *

Add Dashlets -

Dashlets - Operation

Config Group Template Mismatch Add

Hep Count Distribution Add X

Mesh Endpoint Inventory Add
S0 Router Inventory Add

-

Set Refresh Interval + S

02 - - - - J4:00 g
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3. Click Add Dashlets.
Note: No dashlets display in this dialog box if all are displaying on the Dashboard.
4. Click the dashlet to add to the Dashboard.

5. Close the Dashboard Settings dialog box when finished.

Removing Dashlets
To delete dashlets from the Dashboard:
1. Choose Devices > Dashboard.

2. Click the dashlet Close button.

Using Pie Charts to Get More Information

Mouse over any segment of a pie chart to display a callout with information on that segment. Click any segment in the Router Inventory
and Mesh Endpoint Inventory pie chartsto display the devicesin List View.

Setting Dashlet Time Properties

To specify thetimeinterval for data collection for line-graph dashlets, click theinterval icon ( # ) inthetitle bar to display the 6h, 1d, 1w,

4w, or Custom buttons. The 6h button sets the data-collection time interval to thelast six hours. The 1d button setsthe timeinterval to the
last 24 hours.

To specify acustom time interval for aline-graph dashlet:

1. Click Custom.
Endpoint States Ower Time

2,250,000
2,000, 000
1,750,000
1,500,000
1,250,000
1,000,000
750,000
500,000
250,000

Devices count

o
03-Jun 000 O4-Jun 000 05-Jun 000
Time

347211

Down Outage Unheard Up @ Restored

2. Inthe From fields, specify the beginning date and time.
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Enter Custom Time *

From:

Today

347210

3. Inthe To fields, specify the end date and time.

4. Click OK.

Collapsing Dashlets

Click the show/hideicon (= ) at the top-right of the dashlet to collapseit to itstitle bar.

Using the Series Selector
You use the Series Selector to refine line-graphs to display by device status. The device options are:
B Routers: Down, Outage, Unsupported, Unheard, and Up
B Mesh Endpoint Config Group: Config Out of Sync and Config In Sync
B Mesh Endpoint Firmware Group: Membership Out of Sync and Membership In Sync
B Mesh Endpoint States: Down, Outage, Unheard, and Up
To use the Series Selector:

1. Click Series Selector.

Endpoint States Owvar Time

2,250,000
2,000,000
1,750,000
1,500,000
1,250,000
1,000,000
750,000
500, 000
250,000

Devices court

o
03-Jun 0:00 04-Jun 0:00 05-Jun 0:00
Time

7211

) Down Outage Unheard Up @ Restored

2. Inthe Series Selector dialog box, check the check boxes for the data series to show in the graph.
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Series Selector X

« Down
« Outage
#| Unheard
« Up

¥ Restored

Close

347276

3. Click Close.

Using Filters
You usefiltersto refine the displayed line-graph data by groups. Applied filters display after the dashlet title.
To use thefilters:

1. Click Add Filter in the line-graph dashlet pane.

Endpoint States Ower Time

2,250,000
2,000,000
1,750,000
€ 1,500,000
§ 1,250,000
§ 1,000,000
& 750,000
500,000
250,000
]
03-Jun 0:00 04-Jun 0:00 05-Jun 000
Tirme
O Down Outage Unheard Up @ Restored g
2. From the first drop-down menu, choose a group type.
Endpoint States Over Time (Endpoint Configuration
Groups=dewnede)
_6h | (Lwn| 4| | Cuskom| | Series Seleckar |Remove Filker
Endpoint Configuration Grow > | : ~ | dewqgede > | |Apply
1
T
=
(=}
L]
©o05
o
3
i
=]
]
03-Jun 0:00 0¢-Jun 0:00 0%-Jun 200
Time
&
) Down Outage Unheard uUp @ Restored &

3. From the third drop-down menu, choose a group.

4. Click Apply.
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The pencil icon is green and the filter displays next to the dashlet name to indicate that afilter is applied.

Note: Click the Remove Filter button to remove the filter and close the filter options.

Exporting Dashlet Data
You can export dashlet datato a CSV file.
To export dashlet data:
1. Onthe desired dashlet, click the export button ( = ).
A browser download session begins.
2. Navigate to your default download directory to view the export file.

The filename begins with the word “export-" and includes the dashlet name (for example,
export-Node_State Over_Time_chart-1392746225010.csv).

Monitoring Events
This section provides an overview of events and how to search and sort events, including the following topics:
B Viewing Events
B Filtering by Severity Level
B Advanced Event Search
B Sorting Events
B Searching By Event Name

B Searching by Labels
Viewing Events

As shown in Figure 3, the Events page (Oper ations > Events) lists all events for those devices that |0T FND tracks. All events are stored
in the CG-NM S database server.
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Figure3  EventsPage
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By default, the Events page displays the Events chart, which isavisua view of eventsin atime line. However, depending on the number
of devices the CG-NMS server manages, this page can sometimes time out, especially when the system isfully loaded. In that case, open
the Preferences window by choosing username > Preferences (top right), clearing the check boxes for showing chart and summary counts
on the Events page, and clicking Apply.
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To limit the amount of event data displayed on this page, use the Filter drop-down menu (at the top of the left pane). For example, you can
show the events for the last 24 hours relative to the last 30 days, or events for a specific day within the last seven days.

To enable automatic refresh of event data to refresh every 14 seconds, check the check box next to the Refresh button. To immediately
refresh event data click the Refresh button or the refresh icon.

Note: The amount of event data displayed on the Events page is limited by the data retention setting for events (Admin > System
M anagement > Data Retention).
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All Events Pane Filters

Use the preset filtersin the All Events pane to only view those event types.
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In the left pane, loT FND tracks events for the following devices:

In the |eft pane, select an event severity level to filter thelist view to devices with that severity level:

®  Routers

B Endpoints

B Head-end Devices

B CG Mesh Devices

B NMSServers

B Database Servers
Event Severity Level

m  Critica

m  Mgor

®  Minor

B Info

Each event type has a preset severity level. For example, a Router Down event isa Major severity level event.
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Preset Events By Device

10T FND hasapreset list of eventsit reportsfor each deviceit tracks. A list of those eventsis summarized under each devicein theleft pane
on the Events page. For example, in the left pane click the show/hideicon ( # ) next to Routersto expand the list of all eventsfor routers.

Filtering by Severity Level
To filter by severity level:
1. Choose Operations > Events.
2. Click the SEVERITY show/hide arrow.
Note: Only severity levels that have occurred display.
3. Click aseverity level (CRITICAL, MAJOR, MINOR, OR INFO).

All events of that severity level display in the Events pane.

Advanced Event Search
To use the filter to search for events:
1. Choose Operations > Events.
2. Under All Events (left pane), select an event category to narrow down your search.

3. Click the Show Filter link at the top of the main pane.
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4. Usethefilter drop-down menus and fields to specify your search criteria.
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5. Click the plus button (| + |) to add the search strings to the Search field.
Repeat the process of adding search strings to the Search field as needed.
6. Click Search Eventsor press Enter.
The search results display in the Events pane.
You can also add search strings manually, as shown in the following examples:
B Tofilter events by Name (EID), enter the following string in the Search Eventsfield, as shown in Figure 3:

name: router eid string.
Search Events by Name Filter

gvanirma=="201506-28 1003400 arma C319* SearthEvents | i File
N ¥ ¥ '
00
2000 |
10000 |
rudjl } il § il | i il | ] i ' ) i |
L " pm”" ..JH.W'L LI,}A;.L*"“ Lﬁ.,}i-ai"- 'QT#_.;@?"?&M&'E“' 1\&@*"-‘{5”[“"- ﬁ,,,'-a'rf‘ 1_.%,@5-“" ‘H.\;ar‘ : ﬁ@'*‘-“ ﬁwa"* ﬁ‘d:‘a"‘ L_l.'jthl'ﬂ

Note: Note the use of the asterisk (*) wild card with thisfilter.
B Tofilter by event time period, enter the following string in the Search Eventsfield, as shown in Figure 4:
eventTimeoperator” YYYY-MM-DD HH:MM:SS SS5’
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Supported operators are: <, >, >=, <=, :
Note: Do not enter a space between eventTime and the operator.

Figure4  Search Eventsby Time Filter Example
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Sorting Events

To sort events in ascending or descending order, mouse over any column and select the appropriate option from the heading drop-down
menu.

Searching By Event Name
To search by event name (for example, Battery Low):
1. Choose Operations > Events.
2. Click the device type to search for in the left pane.

3. Click the Show Filter link at the top of the right pane.
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Thefilter fields display under the Search Events field.

4. Choose Event Name from the left drop-down menu.
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5. Choose the event name from the options in the right drop-down menu.

1nT Fleld fetviark Directar Depdces . Operlions . Config . Admin ret Tie fore: Uiifachc Hew
Evenis lnsoes  Turmel Stehs Wik Dlihers
Lol 30 deva bt Saarch Eomnls | (e £ isan
& i Eventa (556,500 *  Everd hame - « | _{7 .
ABA Fallure
& NEuEMT &
= oo HETL Faiure E|
W waiomoragra 20 dsvnive Log Mode Dissbied
L] CRIMCAL (154.010% P Arthive Log Mode Enabled
@ w0 N 4 sty et by Uil Coniguration Faifed
e B o il o o 2 o Batery Backup Untt Firmwars Upgrads F aiked mw o o i o
o i Y ¥ I,"\.J'-*" ._‘.‘u'-" & Y L 1 ! e r % Y L o wk® " WL L
4 ROLITER L ' = 2 Baftery Bathup Urel Lok Qi - “ : -
Balery Barkup Unil FowerOf
:ﬂmm Baturr Fans D60 paget cizme B M o v | =
A Fadiyrn [4)
¢ Severty Hame Tine Eeatury Lirw
ﬂ‘ﬂtdn Ewant (T@0) LA 8 ML S T 1A 201507-28 081 3955 Batery Normal ity CgmeSeortyEacaption:
iddingnception: Decryption srvor, Caused by
D Tunrei up @8 ¥ B Frrrrsweare Direriosd Falled angg et mwﬂz ad
B Y MR+ 0 | T AAMLIE y ] reTical Fassad
V' Tunnel Dowm 27 LE. AF | T OAMLIE Y5728 00 5445 HEL! Farmweaig D ity COPESerurtE i
E ' v BEL Firrrswant Mismabeh Found sddingE areption Deryphon o] Caused by

= nddnglntaption; Decryoton sror

WV potup

6. Click the plus button (| + |) at the right to add the filter to the Search Eventsfield.
Thefilter syntax appearsin the Search Events field.
7. Click the Search Events button.

The search results display in the Events pane.

Searching by Labels
Allows you to search and filter events based on Label hames tagged to Field Devices.
1. Choose Operations > Events.
2. Click All Eventsin the left pane.
3. Click the Show Filter link at the top of the right pane.
4. Choose L abel from the left drop-down menu.

5. Click the Show Filter link at the top of the right pane.
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6. Choose the event name from the optionsin the right drop-down menu or create your own.

7. Click the plus button (| + ) at theright to add the filter to the Search Eventsfield.
Thefilter syntax appearsin the Search Events field.

8. Click the Search Events button.

The search results display in the Events pane.

Exporting Events
You can export eventsto a CSV file to examine as alog of event severity, time, name and event description by device.
To export events:
1. Choose Operations > Events.
2. Click the desired severity level or device typein the left pane.
3. Click the Export button (& ).
A browser download session begins.

4. Navigate to your default download directory to accessthe CSV file.
Events Reported

Table 1 lists the events reported by loT FND 3.1.x (and later). Details include the event severity (Critical, Mgjor, Minor, Information) and
the devices that report those events.

Table 1 Events Reported

Event Devices Severity
CRITICAL EVENTS

Certificate Expired AP800, CGR1000, C800, FND, IR800 Critica
DB FRA Space Critically Low Database Critical
DB Table Space Critically Low Database Critica
Invalid CSMP Signature CGMESH, IR500 Critica
Outage Cellular, CGMESH, IR500 Critical
RPL Tree Size Critical CGR1000 Critical
SD Card Removal Alarm CGR1000 Critical
MAJOR EVENTS

AAA Failure €800, CGR1000, |R800 Major
ACT2L Failure C800, CGR1000, IR800 Major
Archive Log Mode Disabled Database Major
Battery Failure CGR1000 Major
Battery Low CGR1000, IR500 Major
BBU Configuration Failed IR500 Major
BBU Firmware Download Failed CGR1000 Major
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Table 1 Events Reported

Event Devices Severity
BBU Firmware Mismatch Found CGR1000 Major
BBU Firmware Upgrade Failed IR500 Major
BBU Lock Out IR500 Major
BBU Power Off IR500 Major
Block Mesh Device Operation Failed CGR1000 Major
Certificate Expiration AP800, C800, CGR1000, FND, IR800 Major
DB FRA Space Very Low Database Major
Default Route Lost CGMESH, IR500 Major
Device Unknown FND Major
Door Open C800, CGR1000, IR800, LORA Major
Dot1X Authentication Failure CGR1000 Major
Dot1X Authentication Flood C800, CGR1000, IR800 Major
Down AP800, ASR, C800, Cellular, CGMESH, CGR1000, Major
Database, FND, IR500, |R800, I1SR3900, LORA
Element Configuration Failed C800, CGR1000, IR800 Major
High CPU Usage LORA Major
High Flash Usage LORA Major
High Temperature LORA Major
HSM Down FND Major
Interface Down ASR, ISR3900 Major
Linecard Failure C800, CGR1000, IR800 Major
Line Power Failure C800, CGR1000, IR800 Major
Link Down IR500 Major
Low Flash Space €800, CGR1000, |R800 Major
Low Memory/Memory Low C800, CGR1000, FND, IR800, Major
LORA ( Memory Low)
Low Temperature LORA Major
Mesh Connectivity Lost/ Node CGMESH, IR500 Major
Connectivity Lost
Mesh Link Key Timeout/ Node Link Key | CGMESH, IR500 Major
Timeout
Metric Retrieval Failure ASR, C800, CGR1000, IR800, ISR3900 Major
Modem Temperature Cold Alarm C800, CGR1000, IR800 Major
Modem Temperature Warm Alarm C800, CGR1000, IR800 Major
Node Connectivity Lost CGMESH, IR500 Major
Node Link Key Timeout CGMESH, IR500 Major
Packet Forwarder Usage High LORA Major
Port Down AP800, C800, CGR1000, IR800 Major
Port Failure AP800, C800, CGR1000, IR800 Major
Refresh Router Mesh Key Failure CGR1000 Major
RPL Tree Size Warning CGR1000 Major
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Table 1 Events Reported

Event Devices Severity
Software Crash €800, CGR1000, |R800 Major

SSM Down FND Major
System Software Inconsistent C800, CGR1000, IR800 Major
Temperature Major Alarm C800, CGR1000, IR800 Major

Time Mismatch CGMESH, IR500 Major
Tunnel Down C800, CGR1000, IR800 Major
Tunnel Provisioning Failure C800, CGR1000, IR800 Major
Unknown WPAN Change CGMESH, IR500 Major
MINOR EVENTS

DB FRA Space Low Database Minor
Dot1X Re-authentication CGMESH, IR500 Minor
Temperature Minor Alarm C800, CGR1000, IR800 Minor
Temperature Low Minor Alarm C800, CGR1000, IR800 Minor

RPL Tree Reset CGR1000 Minor
INFORMATION EVENTS

Archive Log Mode Enabled Database Information
Battery Normal CGR1000 Information
Battery Power CGR1000 Information
BBU Firmware Download Passed CGR1000 Information
Certificate Expiration Recovery AP800, C800, CGR1000, FND, IR800 Information
Cold Boot AP800, C800, CGMESH, CGR1000, IR500, IR800 Information
Configuration is Pushed FND Information
Configuration Rollback AP800, C800, CGR1000, IR800 Information
DB FRA Space Normal Database Information
DB Table Space Normal Database Information
Device Added Cellular, C800, CGMESH, CGR1000, IR500, |R800 Information
Device Location Changed C800, CGR1000, IR800 Information
Device Removed Cellular, C800, CGMESH, CGR1000, IR500, IR800 Information
Door Close C800, CGR1000, IR800, LORA Information
Dot11 Deauthenticate Send C800, CGR1000, 1R800 Information
Dot11 Disassociate Send €800, CGR1000, |R800 Information
Dot11 Authentication Failed C800, CGR1000, IR800 Information
Hardware Insertion C800, CGR1000, 1R800 Information
Hardware Remova C800, CGR1000, IR800 Information
High CPU Usage Recovery LORA Information
High Flash Usage Recovery LORA Information
High Temperature Recovery LORA Information
HSM Up FND Information
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Table 1 Events Reported
Event Devices Severity
Interface Up ASR, ISR3900 Information
Line Power C800, CGR1000, IR800 Information
Line Power Restored C800, CGR1000, IR800 Information
Link Up IR500 Information
Low Flash Space OK C800, CGR1000, IR800 Information
Low Memory OK/Low Memory Recovery | €800, CGR1000, IR800, LORA (Low Memory Recovery) Information
Manual Close ASR, Cédllular, C800, CGMESH, CGR1000, IR500, IR800, | Information
ISR3900
Major RPL Tree Size Warning OK CGR1000 Information
Manual NM S Address Change CGMESH, IR500 Information
Manual Re-Registration CGMESH, IR500 Information
Mesh Certificate Change/ Node CGMESH, IR500 Information
Certificate Change
Mesh Module Firmware Upgrade hasbeen | CGR1000 Information
successful
Migrated To Better PAN CGMESH, IR500 Information
Modem Status Changed LORA Information
Modem Temperature Cold Alarm C800, CGR1000, IR800 Information
Recovery
Modem Temperature Warm Alarm C800, CGR1000, IR800 Information
Recovery
NMS Address Change CGMESH, IR500 Information
NMS Returned Error CGMESH, IR500 Information
Node Certificate Change CGMESH, IR500 Information
Packet Forwarded High Usage Recovery | LORA Information
Packet Forwarder Status LORA Information
Packet Forwarded High Usage Recovery | LORA Information
Port Up AP800, C800, CGR1000, IR800 Information
Power Source OK C800, CGR1000, IR800 Information
Power Source Warning C800, CGR1000, IR800 Information
Registered ASR, ISR3900 Information
Registration Failure AP800, Cellular, C800, CGR1000, IR800, LORA Information
Registration Request AP800, C800, CGR1000, IR800, LORA Information
Registration Success APB00, Cellular, C800, CGR1000, |R800, LORA Information
Rejoined With New IP Address CGMESH, IR500 Information
Restoration Cellular, CGMESH, IR500 Information
Restoration Registration CGMESH, IR500 Information
RPL Tree Size Critical OK CGR1000 Information
Rule Event ASR, C800, CGMESH, CGR1000, Database, FND, IR500, | Information
IR800, |SR3900
SSM Up FND Information
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Table 1 Events Reported

Event Devices Severity
Temperature Low Recovery LORA Information
Temperature Low Minor Alarm Recovery | C800, CGR1000, IR800 Information
Temperature Major Recovery C800, CGR1000, IR800 Information
Temperature Low Mgor Alarm Recovery | C800, CGR1000, IR800 Information
Temperature Minor Recovery C800, CGR1000, IR800 Information
Time Mismatch Resolved CGMESH, IR500 Information
Tunnel Provisioning Request C800, CGR1000, IR800 Information
Tunnel Provisioning Success C800, CGR1000, IR800 Information
Tunnel Up C800, CGR1000, IR800 Information
Unknown Event AP800, ASR, C800, Cellular, CGMESH, CGR1000, Information
Database, FND, IR500, IR800, I1SR3900, LORA
Unknown Registration Reason CGMESH, IR500 Information
Unsupported AP800, C800, CGR1000, IR800, LORA Information
Up AP800, ASR, C800, Cdlular, CGMESH, CGR1000, Information
Database, FND, IR500, IR800, ISR3900, LORA,
Warm Start IR500 Information
WPAN Watchdog Reload CGR1000 Information

Monitoring Issues
This section provides an overview of issues and how to search for and closeissuesin 10T FND, including the following topics:
B Viewing Issues
B Viewing Device Severity Status on the | ssues Status Bar
B Adding Notesto Issues
B Searching Issues Using Predefined Filters
B Search Issues Using Custom Filters

B Closing an Issue

Viewing Issues
loT FND offers different ways to monitor issues:

B TheOperations> | ssues page (Figure 5) provides a snapshot of the health of the network by highlighting only major and critical
events that are active within the network.

B Thelssues Status bar (Figure 6) displays in the footer of the browser window and shows a count of all issues by severity for selected
devices.

333



Monitoring System Activity
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The Issues page provides an abbreviated subset of unresolved network events for quick review and resolution by the administrator. | ssues
remain open until either the associated event isresolved (and 10T FND generates a resolution event) or the administrator manually closes
the event.

Only oneissue is recorded when multiple entries for the same event are reported. Each issue has a counter associated with it. Asan
associated event is closed, the counter decrements by one. Every open or closed issue has an associated event.

Note: The amount of closed issues data that displays on the Issues page is limited by the Keep Closed I ssuesfor data retention setting

(Admin > System M anagement > Data Retention), which is based on the time the issue was closed. When the issue was closed displays
asthe Last Update Time for the issue.

Viewing Device Severity Status on the Issues Status Bar

A taly of issueslisted by severity for the selected devices displaysin the I ssues status bar in the bottom-right of the browser window frame
(Figure 6). You can set the device types for issues that display in the Issues status bar in User Preferences (see Setting User Preferences).

| ssues Status Bar

©o

Figure 6

Issues T 30979 A 4285

Click the Issues status bar to view the Issues Summary pane (Figure 7), which displays issues listed by the selected device category. Click
count links in the | ssues Summary pane to view complete issue criteriafiltered by severity on the Operations > | ssues page.
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Figure7 I ssues Summary Pane

Issues Summary b 4
Device Category  Critical Major Minor
rouker 0 6526 4285
her o 0 0
SEIVEr 0 0 0

endpoint 0 24453 0

Adding Notes to Issues

On the Oper ations > | ssues page, you can maintain notes on issues for the device. Click the Notes link inline with the issue to access any
notes entered in theissue or add anote on the Notesfor | ssues Name page. You can and edit and del ete notes from issues on this page. | ssues
can have multiple notes. The Notes for Issues Name page displays the time the note was created, the name of the user who wrote the note,
and the text of the note. You can also add a note when closing aissue. Notes are purged from the database with the issue.

Toadd anoteto an issue:
1. Click the Noteslink inline with the desired issue or check the check box of the device and click Add Note.
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The Notes for Issues Nam

e pane displays. The issue in the following example has existing notes.
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2. Click Add Note.

The Add Note dialog displays.
Bl Mhivbe . ®|
Make;
. ...l | e ...l

2001 65

3. Insert your cursor in the Note field and type your note.
4. Click Add when finished.

The note text displays on the Notes for |ssues Name pane in the Note column.

To add notesto issues with existing notes:
1. Click the Noteslink inline with the issue or check the check box of the device and click Add Note.

The Notes for Issues Name pane displays.
2. To add anew noteto the issue, click Add Note.
The Add Note dialog displays.
3. Insert your cursor in the Note field and type your note.

4. Click Add when finished.

To edit an existing notein an issue:
1. Click the Noteslink inline with the issue.

The Notes for 1ssues Name pane displays.

2. To edit an existing note, click the pencil icon (/) at the right of the note that you want to edit.

336




Monitoring System Activity

| T - | M M Mok

ANMED N IUTC root wetich
ENIEOT 2137 08 UTC roct Ttk
A0 2 D5 UTC Rt EELICE

3. Edit the note, and click Done when finished.

To delete a note from an issue:
1. Click the Noteslink inline with the issue.

The Notes for Issues Name pane displays.

2. Todelete anote, click thered X icon () at the right of the note.
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3. Click Yesto confirm the deletion.

To add a note when closing an issue:
1. Check the check box of theissueto close.

2. Click Close | ssue.
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3. Inthe Confirm dialog box, insert your cursor in the Note field and type the note text.

Confirm *

Are you sure you want to close selected Issue(s)? (Note optional)

Note:

Yes I Mo J

300164

4. To confirm that you want to close the issue and save the note, click Yes.
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Searching Issues Using Predefined Filters
To search for open issues for a specific system or severity level:
1. Choose Operations > | ssues.
To list only open issues, click All Open Issues (left pane).

Note: By default, 10T FND displays all issues that occurred within the specified data retention period (see Configuring Data
Retention). To see Closed | ssues associated with an event type or severity level, change issueStatus: OPEN to issueStatus. CLOSED
in the Search Issuesfield, and then click Search I ssues. To list all closed issues, in the left pane, click All Closed |ssues.

2. Click adevice category, event type, or severity level to filter thelist.

Thefilter syntax appearsin the Search Issues field, and the search results display in the main pane.

Search Issues Using Custom Filters
To search by creating custom filters:
1. Choose Operations > | ssues.
2. Click Show Filter.
3. From the Filter drop-down menus, choose the appropriate options.

For example, to filter severity levels by EID:

B Intheleft pane, select a severity level.
B From thefirst Filter drop-down menu, choose EID.

B Inthethird Filter field, enter the EID of the device to discover issues about.

You can also enter the search string in the Search Issuesfield. For example:
issueSeverity:CRITICAL issueStatus:OPEN eid:CG-NMS-DB+localhost

4. Click Search Issues.

Theissues, if any, display in the Search Issues section (right pane).
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5. Click the Eventslink to display events associated with an issue.
The Eventsfor Issue Name pane displays al events for that device.
Events for Issue Name: Door Open EID: CGR1240/K9+JAF1622BFQE on: 2012-08-02 23:03:47 UTC ¥
Last Update Time: 2012-08-02 23:03:47 UTC Occur Time: 2012-08-02 23:03:47 UTC
Name: Door Open EID: CGR1240/K9+JAF1622BFQE Status: OPEN Severity: MAJOR
Message: The door on this device has been tampered.Check Corresponding Events for Details
Time EventName  EID Severity  Message
2012-08-02 23.03:40:108 UTC  DoorOpen  CGR1240/KS+JAF1522BFQE The system enclosure might have been

? tampaered with, This alert notifies that
system enclosune has been before or
while the system was opened or closed.
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6. Click Search Issuesor any link in the Ieft pane to return to the Issues pane.

Closing an Issue

In most cases, when an event is resolved, the issueis closed automatically by the software. However, when the administrator has actively
worked on resolving the issue, it might make sense to close the issue directly. When the issue is closed, 10T FND generates an event.

To close aresolved issue:

1. Choose Operations > | ssues.

2. Locate the issue by following the steps in either the Searching Issues Using Predefined Filters or Search Issues Using Custom Filters
section.

3. Inthe Search I'ssues section (right pane), check the check boxes of the issues to close.
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4. Click Close Issue.

Note: You can also add a note to the issue at thistime.

5. Click Yes.

Viewing Device Charts

B Router Charts

B Mesh Endpoint Charts

Router Charts

10T FND provides these chartsin the Device Info pane on the Device Details page for any FAR:

Table 2 Device Detail Charts

Chart Description
Mesh Link Traffic Shows the aggregated WPAN rate for aFAR over time.
Mesh Endpoint Count Shows the number of MEs over time.

Cdllular Link Metrics

Shows the metrics (transmit and receive speed), RSS!, Bandwidth Usage (current Billing
Cycle) for al logical cellular GSM and CDMA interfaces.

Cellular Link Settings

Shows properties for cellular physical interfaces with dual and single modems.

Cdllular Link Traffic

Shows the aggregated WPAN rate per protocol over time.

Cellular RSSI Cellular RSSI.

WIMAX Link Traffic Shows the receiving and sending rates of the WiMAX link traffic for the FAR over time.
WiIMAX RSSI Shows the receiving and sending rates of the WiMAX RSS! traffic for the FAR over time.
WPAN Traffic (Master only) Shows Dual PHY WPAN traffic trends.

Ethernet Link Traffic

Shows the receiving and sending rates of the Ethernet traffic for the FAR over time.

Cellular Bandwidth Usage Over Time

Shows the bandwidth usage over time for the cellular interface.

Ethernet Bandwidth Usage Over Time

Shows the bandwidth usage over time for the Ethernet interface.

Figure 8 shows the Mesh Link Traffic and Mesh Endpoint Count charts.
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Figure8 FAR DeviceCharts
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10T FND providesthe charts listed in Table 3 in the Device Info pane on the Device Details page (Figure 9) for any ME.

Table 3 Device Detail Charts

Chart

Description

Mesh Link Traffic

Shows the aggregated WPAN rate for a FAR over time.

Mesh Path Cost and Hops Shows the RPL path cost value between the element and the root of the routing tree over time (see
Configuring RPL Tree Polling).

Mesh Link Cost Shows the RPL cost value for the link between the element and its uplink neighbor over time.

Mesh RSS| Shows the measured RSS! value of the primary mesh RF uplink (dBm) over time.
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Figure9  Mesh Endpoint Device Charts
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Managing High Availability Installations
This section describes how to set up 10T FND for high availability, and includes the following sections:
B Overview of 0T FND High Availability

B HA Guidelines and Limitations

B Configuring loT FND Installations for HA

Overview of 1oT FND High Availability

This section provides an overview of 10T FND high availability installations, including the following sections:
® | oad Balancer

B Server Heartbeats

B Database High Availability

B Tunnel Redundancy

loT FND isacritical application for monitoring and managing a connected grid. loT FND High Availability (IoT FND HA) solutions
address the overall availability of 10T FND during software, network, or hardware failures.

loT FND provides two main levels of HA, as shown in Figure 1:

B |oT FND Server HA—Thisiis achieved by connecting multiple 10T FND serversto a Cisco ACE 4710 load balancer. Traffic
originating at MEs, FARs, and ASRs goes to the load balancer, which uses a round-robin protocol to distribute the load among the
10T FND cluster servers.

B |oT FND Database HA—Thisis achieved by configuring two 10T FND Database servers: a primary server and a standby (or
secondary) server. When the primary database receives new data it sends a copy to the standby database. A separate system runsthe
Observer (the Observer can aso run on the standby server), which is a program that monitorsthe |oT FND Database servers. If the
primary databasefails, the Observer configuresthe standby server asthe new primary database. |oT FND Database HA worksinsingle
and cluster 10T FND server deployments.

Cisco Systems, Inc.  www.cisco.com
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Figurel 10T FND Server and Database HA
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In additionto |0T FND Server and Database HA, 10T FND improves reliability by adding tunnel redundancy. Thisis achieved by defining
multiple tunnels between one FAR and multiple ASRs. If one tunnel fails, the FAR routes traffic through another tunnel.

Figure2 10T FND Tunnel Redundancy

Tunnel oy,
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% (5P Cisco ASR
Cisco FAR
Cisco ASR g
loT FND HA addresses these failure scenarios:

Failure Type Description

loT FND server failure If aserver withinaloT FND server cluster fails, the load balancer routestraffic to the other servers
in the cluster.

IoT FND database failures If the primary database fails, the associated standby database becomesthe primary database. Thisis
transparent to the loT FND servers. All 1oT FND serversin the cluster connect to the new primary
database.

Tunnd failure If atunnel fails, traffic flows through another tunnel.

L oad Balancer

The Load Balancer (LB) playsacritical rolein 10T FND HA, asit performs these tasks:
B | oad balances traffic destined for |oT FND.

B Maintains heartbeats with serversin the cluster and detects any failure. If aloT FND server fails, the LB directstraffic to other cluster
members.

Cisco recommends using the Cisco ACE 4710 (Cisco ACE) asthe load balancer in this deployment. See
http://www.cisco.com/en/US/partner/products/ps7027/tsd_products_support_series_home.html for information on the Cisco ACE 4710.


http://www.cisco.com/en/US/partner/products/ps7027/tsd_products_support_series_home.html
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Server Heartbeats

The LB maintains heartbeats with each 10T FND server in the cluster. In the health monitoring mechanism adopted by the loT FND solution
(there are alternate sol utions), the heartbeats are regular GET messagesto 0T FND on port 80. 10T FND expectsan HTTP 200 OK response
from an active loT FND server.

You can configure these heartbeat parameters on the LB:
B Periodicity of probes—This isthe number of seconds between heartbeats. The default value on the Cisco ACE is 15 seconds

B Number of retries—Thisisthe number of timesthe LB triesto send a heartbeat to anon-responding 10T FND server before declaring
it down. The default number of retriesis 3.

B Regular checks after failure detection—The LB checks whether the server is back online at thistime interval. The default failure
detection check value is 60 seconds.

Database High Availability

loT FND Database HA worksin [oT FND single-server and cluster deployments. 10T FND HA uses Oracle Active Dataguard to deploy
Oracle HA. To configure HA for the 10T FND Database, use the Oracle Recovery Manager (RMAN) and Dataguard Management CLI
(DGMGRL).

TheloT FND Database HA configuration process involves:

B Configuring the primary and secondary databases the same on separate physical servers.
Note: The secondary database server is aso referred to as the standby database.
Note: Thereisapossibility of losing some data during a database failover.

B Configuring datareplication to be performed over SSL using an Oraclewallet. The wallet contains aself-signed certificate to facilitate
quick deployment.

Note: The Oracle wallet bundled with the |loT FND RPMs uses self-signed certificates. You can configure custom certificates and
wallet to facilitate replication.

Note: Thereis no performance impact when performing data replication over SSL.
B Using the sysuser for replication and not cgms_dev.
B Configuring replication as asynchronous to prevent performance bottlenecks.
By default, 10T FND connects to the database using TCP over port 1522. Replication uses TCPS (TCP over SSL) on port 1622.

The scripts for configuring loT FND Database HA areincluded in the loT FND Oracle Database RPM package
(cgms-oracle-version_number.x86_64.rpm). When you install the |oT FND Database, the HA scripts are located in
$ORACLE_HOM E/cgms/scripts/ha.

Tunnel Redundancy

To add another layer of redundancy to your |oT FND deployment, configure multiple tunnels to connect every FAR in a FAR tunnel
provisioning group to multiple ASRs. For example, you could configure 10T FND to provision two tunnels for every FAR. Onetunnel is
active over the Cellular interface, while the redundant tunnel is configured to communicate with asecond ASR over the WiMAX interfaces.

To configure tunnel redundancy, you need to:
1. Add ASRsto atunnel provisioning group.

2. Modify the tunnel provisioning templates to include commands to create additional tunnels.
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3. Define policies that determine the mapping between interfaces on the FAR and ASR interfaces:

B Configuring Tunnel Provisioning Policies
B Modifying the Tunnel Provisioning Templates for Tunnel Redundancy

HA Guidelines and Limitations
Note the following about 10T FND HA configurations:
B |oT FND HA does not include HA support for other network components like FARs, ASRs, and the load balancer.
B Zero service downtimeistargeted by loT FND HA, but it is not guaranteed.
B All loT FND nodes must on the same subnet.
B All loT FND nodes must run on similar hardware.
®  All loT FND nodes must run the same software version.
B RuntheloT FND setup script (/opt/cgms/bin/setupCgms.sh) on all the nodes.
B Runthe DB migration script (/opt/cgms/bin/db-migrate) on only one node.

B The/opt/cgmg/bin/print_cluster_view.sh script displays information about 10T FND cluster members.

Configuring loT FND Installations for HA
This section describes the various configuration settings for [oT FND HA installations, including the following sections:
B Setting Up loT FND Database for HA
B Disabling 10T FND Database HA
B Load-Baancing Policies
B Running LB Configuration Example
B Configuring Tunnel Provisioning Policies

B Modifying the Tunnel Provisioning Templates for Tunnel Redundancy

Setting Up |oT FND Database for HA

To set up the loT FND Database HA:
1. Set up the standby database (see Setting Up the Standby Database).

Note: Always configure the standby database first.

The default SID for the standby server is cgms_s and not cgms.

Before setting up the standby server for HA, ensure that the environment variable SORACLE_SID on the standby server is set
to cgms_s.

B Theportisaways 1522.
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2. Set up the primary database (see Setting Up the Primary Database).

B Thedefault SID for the primary server is cgms.

B Before setting up the primary server for HA, ensure that the environment variable SORACLE_SID on the primary server is set
to cgms.

3. Set up loT FND for database HA (see Setting Up |oT FND for Database HA).

4. Set up the database Observer (see Setting Up the Observer).

Setting Up the Standby Database

To set up the standby database server for HA, run the setupStandbyDb.sh script. This script prompts for configuration information needed
for the standby database, including the I P address of the primary database.

$ ./setupStandbyDb.sh
$ Are you sure you want to setup a standby database ? (y/n)? y

09-20-2012 13:59:18 PDT: INFO: User response: y

09-20-2012 13:59:18 PDT: INFO: CGMS_S database does not exist.

Enter the SYS DBA password. NOTE: This password should be same as the one set on the primary server:
Re-enter password for SYS DBA:

09-20-2012 13:59:58 PDT: INFO: User entered SYS DBA password.

Enter new password for CG-NMS database:

Re-enter new password CG-NMS database:

09-20-2012 14:00:09 PDT: INFO: User entered CG-NMS DB password.
Enter primary database server IP address: 192.168.1.12
09-20-2012 14:00:27 PDT: INFO: Cleaning up instance - cgms_s
DGMGRL for Linux: Version 11.2.0.3.0 - 64bit Production

Total System Global Area 329895936 bytes
Fixed Size 2228024 bytes

Variable Size 255852744 bytes

Database Buffers 67108864 bytes

Redo Buffers 4706304 bytes

09-20-2012 14:00:29 PDT: INFO: ========== CGMS_S Database Setup Completed Successfully ==========

Setting Up the Primary Database

To set up the primary database server for HA, run the setupHaForPrimary.sh script. Thisscript promptsfor configuration information needed
for the primary database, including the | P address of the standby database.

$ ./setupHaForPrimary.sh

[oracle@epdb hal$ ./setupHaForPrimary.sh

09-20-2012 13:58:39 PDT: INFO: ORACLE BASE: /home/oracle/app/oracle

09-20-2012 13:58:39 PDT: INFO: ORACLE HOME: /home/oracle/app/oracle/product/11.2.0/dbhome 1
09-20-2012 13:58:39 PDT: INFO: ORACLE SID : cgms

09-20-2012 13:58:39 PDT: INFO: Make sure the above environment variables are what you expect

Are you sure you wish to configure high availability for this database server ? (y/n)? y

09-20-2012 13:58:45 PDT: INFO: User response: y

Enter standby database server IP address: 192.168.1.10

09-20-2012 13:58:56 PDT: INFO: Secondary listener reachable. Moving on with configuration
mkdir: cannot create directory ~/home/oracle/app/oracle/oradata/cgms': File exists
09-20-2012 13:58:58 PDT: INFO: Reloading the listener to pick the new settings
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LSNRCTL for Linux: Version 11.2.0.3.0 - Production on 20-SEP-2012 13:58:58

DGMGRL> 09-20-2012 14:14:54 PDT: INFO: Please start the 'Observer' on appropriate server for ha

monitoring
Total time taken to perform the operation: 975 seconds
09-20-2012 14:14:54 PDT: INFO: ========== Completed Successfully ==========

Setting Up the Observer

The Observer should run on a separate server, but can be set up on the server hosting the standby database.
Note: The password required for running Observer is the same asthe SY S DBA password. See Creating the [oT FND Oracle Database
To set up the Observer:

1. On aseparate server, run the observer script.

$ ./manageObserver.sh start cgms s password
$ DGMGRL for Linux: Version 11.2.0.3.0 - 64bit Production

Welcome to DGMGRL, type "help" for information.
DGMGRL> Connected.
DGMGRL> Observer started
2. Run the getHaStatus.sh script to verify that the databaseis set up for HA.
$ ./getHaStatus.sh

Configuration - cgms_dgconfig

Protection Mode: MaxPerformance

Databases:
cgms - Primary database
cgms_s - (*) Physical standby database

Fast-Start Failover: ENABLED

Configuration Status:
SUCCESS

DGMGRL>
Database - cgms

Role: PRIMARY
Intended State: TRANSPORT-ON
Instance(s) :

cgms

Database Status:
SUCCESS

DGMGRL>
Database - cgms_s

Role: PHYSICAL STANDBY
Intended State: APPLY-ON
Transport Lag: 0 seconds
Apply Lag: 0 seconds

Real Time Query: OFF
Instance(s) :
cgms_s

Database Status:
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SUCCESS

Setting Up |oT FND for Database HA
To set up 1oT FND for database HA:
1. Stop loT FND.
2. Run the setupCgms.sh script.

The script prompts you to change the database settings. Enter y. Then, the script prompts you to enter the primary database server
information (IP address, port, and database SID). After that, the script prompts you to add another database server. Enter y. Then, the
script prompts you to enter the standby database server information (1P address, port, and database SID), asfollows:

Note: 10T FND always uses port 1522 to communicate with the database. Port 1622 is only used by the database for replication.
# cd /opt/cgms/bin

# ./setupCgms.sh

09-13-2012 17:10:00 PDT: INFO: ========== CG-NMS Setup Started - 2012-09-13-17-10-00 ==========
09-13-2012 17:10:00 PDT: INFO: Log file: /opt/cgms/bin/../server/cgms/log/cgms_setup.log

Are you sure you want to setup CG-NMS (y/n)? y

09-13-2012 17:10:02 PDT: INFO: User response: y

Do you want to change the database settings (y/n)? y

09-13-2012 17:10:05 PDT: INFO: User response: y

Enter database server IP address [128.107.154.246]: 128.107.154.246
09-13-2012 17:11:02 PDT: INFO: Database server IP: 128.107.154.246

Enter database server port [1522]:
09-13-2012 17:11:07 PDT: INFO: Database server port: 1522

Enter database SID [cgms]:
09-13-2012 17:11:12 PDT: INFO: Database SID: cgms

Do you wish to configure another database server for this CG-NMS ? (y/n)? y
09-13-2012 17:11:18 PDT: INFO: User response: y

Enter database server IP address []: 128.107.154.20

09-13-2012 17:11:02 PDT: INFO: Database server IP: 128.107.154.20

Enter database server port []: 1522

09-13-2012 17:11:07 PDT: INFO: Database server port: 1522

Enter database SID []: cgms_s

09-13-2012 17:11:12 PDT: INFO: Database SID: cgms_s

09-13-2012 17:11:18 PDT: INFO: Configuring database settings. This may take a while. Please wait
09-13-2012 17:11:19 PDT: INFO: Database settings configured.

Do you want to change the database password (y/n)? y

09-13-2012 17:15:07 PDT: INFO: User response: y

Enter database password:
Re-enter database password:

09-13-2012 17:15:31 PDT: INFO: Configuring database password. This may take a while. Please wait

09-13-2012 17:15:34 PDT: INFO: Database password configured.
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Do you want to change the keystore password (y/n)? n

09-13-2012 17:16:18 PDT: INFO: User response: n

Do you want to change the web application 'root' user password (y/n)? n

09-13-2012 17:16:34 PDT: INFO: User response: n

Do you want to change the FTP settings (y/n)? n

09-13-2012 17:16:45 PDT: INFO: User response: n

09-13-2012 17:16:45 PDT: INFO: ========== CG-NMS Setup Completed Successfully ==========
Disabling loT FND Database HA

To disable 10T FND Database HA:
1. On the server running the Observer program, stop the Observer:

$ ./manageObserver.sh stop cgms s password
DGMGRL for Linux: Version 11.2.0.3.0 - 64bit Production

Copyright (c) 2000, 2009, Oracle. All rights reserved.

Welcome to DGMGRL, type "help" for information.
DGMGRL> Connected.

DGMGRL> Done.

$ Observer stopped

2. Onthe standby 10T FND Database server, delete the standby database:
$ ./deleteStandbyDb.sh
Are you sure you want to delete the standby database ? All replicated data will be lost (y/n)? y

09-20-2012 14:27:02 PDT: INFO: User response: y
09-20-2012 14:27:02 PDT: INFO: Cleaning up instance - cgms_s
DGMGRL for Linux: Version 11.2.0.3.0 - 64bit Production

Copyright (c) 2000, 2009, Oracle. All rights reserved.

Welcome to DGMGRL, type "help" for information.

DGMGRL> Connected.

DGMGRL> Done.

DGMGRL> DGMGRL for Linux: Version 11.2.0.3.0 - 64bit Production

Copyright (c) 2000, 2009, Oracle. All rights reserved.

Welcome to DGMGRL, type "help" for information.

DGMGRL> Connected.

DGMGRL> Disabled.

DGMGRL> 09-20-2012 14:27:06 PDT: INFO: Removing dataguard configuration
DGMGRL for Linux: Version 11.2.0.3.0 - 64bit Production

Copyright (c) 2000, 2009, Oracle. All rights reserved.
Welcome to DGMGRL, type "help" for information.
DGMGRL> Connected.

DGMGRL> Removed configuration

DGMGRL> 09-20-2012 14:27:07 PDT: INFO: Stopping the database

SQL*Plus: Release 11.2.0.3.0 Production on Thu Sep 20 14:27:07 2012
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Copyright (c) 1982, 2011, Oracle. All rights reserved.

Connected to:
Oracle Database 11g Enterprise Edition Release 11.2.0.3.0 - 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

SQL> ORA-01109: database not open

Database dismounted.

ORACLE instance shut down.

SQL> Disconnected from Oracle Database 11g Enterprise Edition Release 11.2.0.3.0 - 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

LSNRCTL for Linux: Version 11.2.0.3.0 - Production on 20-SEP-2012 14:27:19
Copyright (c) 1991, 2011, Oracle. All rights reserved.

Connecting to

(DESCRIPTION= (ADDRESS= (PROTOCOL=TCP) (HOST=test-scale-15krpm) (PORT=1522) ) (CONNECT DATA= (SERVER=DEDIC
ATED) (SERVICE_NAME=cgms_s)))

The command completed successfully

Cleaning up instance - cgms_s

09-20-2012 14:27:29 PDT: INFO: ========== Completed Successfully ==========

3. Ontheprimary loT FND Database server, delete the HA configuration:

$ ./deletePrimaryDbHa.sh
Are you sure you want to delete the high availability configuration ? All replicated data will be
lost (y/n)? y

09-20-2012 14:25:25 PDT: INFO: User response: y
09-20-2012 14:25:25 PDT: INFO: Removing secondary configuration from primary

SQL*Plus: Release 11.2.0.3.0 Production on Thu Sep 20 14:25:25 2012

Copyright (c) 1982, 2011, Oracle. All rights reserved.

Connected to:
Oracle Database 11g Enterprise Edition Release 11.2.0.3.0 - 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

SQL>
System altered.

SQL> Disconnected from Oracle Database 11g Enterprise Edition Release 11.2.0.3.0 - 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

09-20-2012 14:25:28 PDT: INFO: Removing data guard config files

09-20-2012 14:25:28 PDT: INFO: Removing standby redo logs

09-20-2012 14:25:29 PDT: INFO: Creating listener file

09-20-2012 14:25:29 PDT: INFO: Listener successfully configured.

09-20-2012 14:25:29 PDT: INFO: Recreating tnsnames ora file

09-20-2012 14:25:29 PDT: INFO: reloading the listener

LSNRCTL for Linux: Version 11.2.0.3.0 - Production on 20-SEP-2012 14:25:29
Copyright (c) 1991, 2011, Oracle. All rights reserved.

Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=TCP) (HOST=test-scale-15krpm-db2) (PORT=1522)))
The command completed successfully
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LSNRCTL for Linux: Version 11.2.0.3.0 - Production on 20-SEP-2012 14:25:30
Copyright (c) 1991, 2011, Oracle. All rights reserved.
Starting /home/oracle/app/oracle/product/11.2.0/dbhome 1/bin/tnslsnr: please wait...

TNSLSNR for Linux: Version 11.2.0.3.0 - Production

System parameter file is /home/oracle/app/oracle/product/11.2.0/dbhome_1/network/admin/listener.ora
Log messages written to
/home/oracle/app/oracle/diag/tnslsnr/test-scale-15krpm-db2/cgmstns/alert/log.xml

Listening on: (DESCRIPTION=(ADDRESS=(PROTOCOL=tcp) (HOST=test-scale-15krpm-db2) (PORT=1522)))

Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=TCP) (HOST=test-scale-15krpm-db2) (PORT=1522)))
STATUS of the LISTENER

Alias cgmstns

Version TNSLSNR for Linux: Version 11.2.0.3.0 - Production
Start Date 20-SEP-2012 14:25:30

Uptime 0 days 0 hr. 0 min. 0 sec

Trace Level off

Security ON: Local OS Authentication

SNMP OFF

Listener Parameter File
/home/oracle/app/oracle/product/11.2.0/dbhome_1/network/admin/listener.ora
Listener Log File
/home/oracle/app/oracle/diag/tnslsnr/test-scale-15krpm-db2/cgmstns/alert/log.xml
Listening Endpoints Summary...

(DESCRIPTION= (ADDRESS= (PROTOCOL=tcp) (HOST=test-scale-15krpm-db2) (PORT=1522)))
Services Summary.. .
Service "cgms" has 1 instance(s).

Instance "cgms", status UNKNOWN, has 1 handler(s) for this service...
The command completed successfully
09-20-2012 14:25:30 PDT: INFO: ========== Completed Successfully ==========

L oad-Balancing Policies

The following table describes the load-balancing policy for each type of traffic the LB supports:

Traffic Load Balancing Policy
HTTPS traffic to and from browsers and 10T FND API clients The LB uses Layer 7 load balancing for al traffic from Web
(IPv4; ports 80 and 443) browsers and 10T FND API clients.

The LB uses stickiness for general HTTPS traffic.
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Traffic Load Balancing Policy

For FAR IPv4 traffic going to ports 9121 and 9120: The LB uses Layer 3 load balancing for al FAR traffic. Thisisthe

traffic from the FAR to 10T FND.
B Tunnd Provisioning on port 9120 over HTTPS

B Regular registration and periodic on 9121 over HTTPS

For IPv6 CSMP traffic to and from mesh endpoints (MEs): TheLB usesLayer 3load balancing for all ME traffic to port 61624,

and outage messages to port 61625.
B UDPtraffic over port 61624

— Registration
— Periodic transmission of metrics
—  Firmware push
— Configuration push
B UDPtraffic over port 61625

For outage notifications sent by MEs.

Running LB Configuration Example
Thefollowing is an example of the running configuration of a properly configured 10T FND LB:

# show running-config
Generating configuration....

ssh maxsessions 10
boot system image:c4710ace-tlk9-mz.A5 1 1.bin

hostname cgnmslb2

interface gigabitEthernet 1/1
switchport access vlan 10
no shutdown

interface gigabitEthernet 1/2
description server-side
switchport access vlan 11
no shutdown

interface gigabitEthernet 1/3
description client-side
switchport access vlan 8
no shutdown

interface gigabitEthernet 1/4
switchport access vlan 55
no shutdown

access-1list ALL line 8 extended permit ip any any

access-list everyone line 8 extended permit ip any any
access-list everyone line 16 extended permit icmp any any
access-list ipvé6_acl line 8 extended permit ip anyvé anyveé
access-list ipv6_acl2 line 8 extended permit icmpvé anyvé anyvé

ip domain-lookup
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ip domain-name cisco.com
ip name-server 171.68.226.120
ip name-server 171.70.168.183

probe http probe_ cgnms-http
port 80
interval 15
passdetect interval 60
expect status 200 200
open 1

rserver host 12-12-1-31
ip address 12.12.1.31
conn-limit max 4000000 min 4000000
probe probe_cgnms-http
inservice

rserver host 12-12-1-32
ip address 12.12.1.32
conn-limit max 4000000 min 4000000
probe probe_ cgnms-http
inservice

rserver host 2002-cafe-server-202
description realserver 2002:cafe:server::202
ip address 2002::202
conn-limit max 4000000 min 4000000
probe probe cgnms-http
inservice

rserver host 2002-cafe-server-211
ip address 2002:cafe:server::211
conn-limit max 4000000 min 4000000
probe probe_ cgnms-http
inservice

serverfarm host cgnms_2
description cgnms-serverfarm
probe probe_cgnms-http
rserver 2002-cafe-server-202 61624
conn-limit max 4000000 min 4000000
inservice
rserver 2002-cafe-server-211 61624
conn-limit max 4000000 min 4000000
inservice
serverfarm host cgnms_2_ipv4
probe probe cgnms-http
rserver 12-12-1-31
conn-limit max 4000000 min 4000000
inservice
rserver 12-12-1-32
conn-limit max 4000000 min 4000000
inservice

sticky ip-netmask 255.255.255.255 address source CGNMS_SRC_STICKY
serverfarm cgnms_2_ipv4

class-map type management match-any remote access
2 match protocol xml-https any

match protocol icmp any

match protocol telnet any

match protocol ssh any

match protocol http any

match protocol https any
8 match protocol snmp any

class-map type management match-all ssh_allow_access
2 match protocol ssh any

N o Uk W
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class-map match-any virtual-server-cgnms

2 match virtual-address 2002:server:cafe::210 udp eq 61624
class-map match-any vs_cgnms_ipv4

3 match virtual-address 12.12.1.101 tcp eq https

4 match virtual-address 12.12.1.101 tcp eqg 9120
5 match virtual-address 12.12.1.101 tcp eq 9121
6 match virtual-address 12.12.1.101 tcp eq 8443
7 match virtual-address 12.12.1.101 tcp any

policy-map type management first-match remote mgmt_allow_policy
class remote_access
permit

policy-map type loadbalance first-match virtual cgnms_ 17
class class-default
serverfarm cgnms_2
policy-map type loadbalance first-match vs_cgnms 17 v4
class class-default
sticky-serverfarm CGNMS_SRC_STICKY

policy-map multi-match cgnms_policy ipvé
class virtual-server-cgnms
loadbalance vip inservice
loadbalance policy virtual cgnms_17
loadbalance vip icmp-reply active
policy-map multi-match int1000
class vs_cgnms_ipv4
loadbalance vip inservice
loadbalance policy vs_cgnms_ 17 v4
loadbalance vip icmp-reply active

interface vlan 8
bridge-group 1
access-group input everyone
access-group input ipvé_acl
no shutdown

interface vlan 10
bridge-group 2
access-group input everyone
access-group input ipvé_acl
service-policy input int1000
no shutdown

interface vlan 11
bridge-group 2
access-group input everyone
access-group input ipvé_acl
no shutdown

interface vlan 55
bridge-group 1
access-group input everyone
access-group input ipvé_acl
service-policy input cgnms_policy ipvé
no shutdown

interface bvi 1
ipvé enable
ip address 2002:server:cafe::206/64
no shutdown

interface bvi 2
ip address 12.12.1.100 255.255.255.0
no shutdown

domain cisco.com
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ip route 2011::/16 2002:server:cafe::101

ip route 2001l:server:cafe::/64 2002:cafe::101
ip route 11.1.0.0 255.255.0.0 12.12.1.33

ip route 15.1.0.0 255.255.0.0 12.12.1.33

ip route 13.211.0.0 255.255.0.0 12.12.1.33

context VC_Setupl
allocate-interface vlan 40
allocate-interface vlan 50
allocate-interface vlan 1000
username admin password 5 $1S$CB34uAB9SBW8a31ijjxvBGttuGtTcST/ role Admin domain
default-domain
username www password 5 $1$q/YDKDp4$9PkZ11SBMQW7yZ7E.s0ZA/ role Admin domain de

fault-domain

ssh key rsa 1024 force

Configuring Tunnel Provisioning Policies

Use tunnel policiesto configure multiple tunnels for aFAR. Each tunnel is associated with an interface on a FAR and an HER. If atunnel
provisioning group has one or more HERs, 0T FND displays a policy in the Tunnel Provisioning Policiestab (Config > Tunnel
Provisioning). Use this policy to configure FAR-to-HER interface mapping.

To map FAR-to-HER interfacesin 10T FND:
1. Choose Config > Tunnel Provisioning.
2. Inthe TUNNEL GROUPS pane, select a group to configure with tunnel redundancy.
3. CreateaCSV or XML file that lists the HERs to add to the group in the format EID, device type, asfollows:
eid, deviceType
asr-0, asrl000
asr-1, asrl000

asr-2, asrl000

4. Click Assign Devicesto Group to import the file and add HERSs to the group.
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Change Device Tunnel Group *

Upload File and Select Group

CSV/XML File:  Devices to be changed ... | Brovas
Group: LAX2 e
Change Group
Status
No job running
History
_File | By | SubmimedAt | LastUpdated | Status | Totale | Success# | Failure#
FSr-group.csv root  2013-02-28 14:33  2013-02-28 14:33 FAILED 1 ] 1
BET-groUp.CeV root 2013-02-28 14:08 2013-02-28 14:08 FAILED 1 0 1
aEr-group.csy root 2013-02-28 14:07 2013-02-28 14:07 FAILED 1 0 1
FST-group.csv root 2013-02-28 14102 2013-02-28 14:02 FAILED 1 0 1
BET-QIOUp.SV oot 2013-02-28 13:37 2012-02-28 13:37 FAILED 1 0 1
Close ?_’
[
=
Note: An HER can a member of multiple tunnel provisioning groups.
5. With the tunnel provisioning group selected, click the Palicies tab.
'::I&';."-'_-‘J' IoT Field NMetwork Director Devices . Operatons .  Config . Admin root v Tiens Zona: LIS/ Mountsn
App Management Device Configuraton Firrmwane Update Rouler File Management Rules Tunnel Frovisioning
Buzsign Dervices bo Groun cgos
# TUNNEL GROUPS (8) S0 | GroupMombers | Fiekd Area Router Tunnd Addtion || Hoad-End Routor Tunnel Addiion | Mead-End Bouber Tunned Dulotion
D co00 (0 Fiedd fras Router Factory Reprovision | Beprovisoniesg Actions  Policies
B2 cgos () [y Poley Type Ay Stakiss
ﬁ defaull-ir8 00 (o) default-intedoos-map-policy-Lgos Inberfacebappireg  Ditablad
s oy
Tunned Provisioning Policy Detai: def sult-nterf sce-map-policy-ogos
Policy Mame defaul-Inlenac e-map- palicy-cgos Fucdd More Inkerfaces
Policy Type Inertac e Mappding - ﬂ&lg-ch wbﬁﬂ 1P for Tusrwnesl Select COGR foce
Enabled
cgier..  (GgabkEthernstOfl Celuler »
— cgrisr . GigabkEthernetOi00 Cedule »

By default, 10T FND displays the InterfaceMapping policy.
Note: InterfaceMapping is the only policy type currently supported in 10T FND.
10T FND displaysoneinterface mapping entry for every HER in the group. You can add or removeinterface mapping entries as needed.

6. Inthe Policy Namefield, enter the name of the policy.
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7. To add an interface-mapping entry to the policy, click Add More Interfaces.

Add Maore Interfaces

ﬁ;';cta ?ELE::IHDE;'MN Select COR Interface
sgbuf ¥ GigabitEthernetDam ™ Cellulali
sgbudi_a GigabitE Update ECellular ‘{IDX
sgbufl_a GigabitEaicinc e T iinnax b 4
sgbufl_a GigabitEthem 000 Ethernetz/1 b 4

Ethernatz 2

Ethernetz /s

Ethernetz 4

Ethernetzfc

Ethernatz 6

Ethermatz 7

Ethernetz s

34T

To delete an entry, click Delete (3) for that entry.

8. To configure an interface-mapping entry, click the Policy Name link, and complete the following as necessary:

a.

b.

d.

To select adifferent HER, click the currently selected HER and choose a different one from the Select a HER drop-down menu.

To select the HER IP for the tunnel destination on the HER, click the selected interface and choose a different one from the Select
HER IP drop-down menu.

To select the FAR interface that mapsto the sel ected HER interface, choose an interface from the Select CGR | nter face drop-down
menul.

Click Update.

9. To enable the policy, check the Enabled check box.

10. Click Save.

Modifying the Tunnel Provisioning Templates for Tunnel Redundancy

After defining the tunnel provisioning policy for atunnel provisioning group, modify the Field Area Router Tunnel Addition and the
Head-End Router Tunnel Addition templates to include commands to establish the multiple tunnels defined in the policy.

Field Area Router Tunnel Addition Template Example

In this example, bold text indicates the changes made to the default Field Area Router Tunnel Addition template to create multiple tunnels:

<H--

Configure a Loopback0 interface for the FAR. This is done first as features

look

This

-->

for this interface and use it as a source.

is independent of policies

interface Loopback0

<#--

Now obtain an IPv4 address that can be used to for this FAR's Loopback
interface. The template API provides methods for requesting a lease from

a DHCP server. The IPv4 address method requires a DHCP client ID and a link
address to send in the DHCP request. The 3rd parameter is optional and
defaults to "CG-NMS". This value is sent in the DHCP user class option.

The API also provides the method "dhcpClientId". This method takes a DHCPv6
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Identity association identifier (IAID) and a DHCP Unique IDentifier (DUID)
and generates a DHCPv4 client identifier as specified in RFC 4361. This
provides some consistency in how network elements are identified by the
DHCP server.
-->
ip address ${far.ipv4Address (dhcpClientId(far.enbDuid, 0), far.dhcpV4LoopbackLink) .address}/32
<#--
Now obtain an IPvé address that can be used to for this FAR's loopback
interface. The method is similar to the one used for IPv4, except clients
in DHCPvé6 are directly identified by their DUID and IAID. IAIDs used for
IPv4 are separate from IAIDs used for IPv6, so we can use zero for both
requests.
-=>
ipvé address ${far.ipv6Address(far.enDuid, 0, far.dhchGLoopbackLink).address}/128
exit

<#-- Make certain the required features are enabled on the FAR. -->
feature crypto ike

feature ospf

feature ospfv3

feature tunnel

<#-- Features ike and tunnel must be enabled before ipsec. -->
feature crypto ipsec virtual-tunnel

<#--
Toggle on/off the cl222r feature to be certain it uses the LoopbackO
interface as its source IP.

-=>

no feature cl222r

feature cl222r

<#-- Configure Open Shortest Path First routing processes for IPv4 and IPv6. -->
router ospf 1

exit

router ospfv3i 2

exit

<#--
Now that OSPF has been configured complete the configuration of LoopbackO.
-->
interface Loopback0
ip router ospf 1 area ${far.ospfAreal!"1"}
ipvé router ospfv3 2 area ${far.ospfV3Areal!"o"}
exit

<#-- Configure Internet Key Exchange for use by the IPsec tunnel(s). -->
crypto ike domain ipsec
identity hostname

policy 1
<#-- Use RSA signatures for the authentication method. -->
authentication rsa-sig
<#-- Use the 1536-bit modular exponential group. -->
group 5
exit
exit

crypto ipsec transform-set IPSecTransformSet esp-aes 128 esp-shal-hmac
crypto ipsec profile IPSecProfile

set transform-set IPSecTransformSet
exit

<#--

Define template variables to keep track of the next available IAID (IPv4)
and the next available tunnel interface number. We used zero when leasing
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addresses for Loopback0O, so start the IAID at one.
-=>
<#assign ialId = 1>
<#assign interfaceNumber = 0>

<#--
The same logic is needed for each of the IPsec tunnels, so a macro is used
to avoid duplicating configuration. The first parameter is the prefix to
use when looking for the WAN interface on the FAR to use for the source of
the tunnel. The second parameter is the OSPF cost to assign to the tunnel.
-=>
<#macro configureTunnel interfaceNamePrefix destinationInterface her tunnelIndex ospfCost>
<#--
If an interface exists on the FAR whose name starts with the given prefix
and an IPv4 address as been assigned to that interface then the IPsec
tunnel can be configured, otherwise no tunnel will be configured. The
template API interfaces method will return all interfaces whose name
starts with the given prefix.
-—>
<#assign wanInterface = far.interfaces(interfaceNamePrefix) >
<#-- Check if an interface was found and it has an IPv4 address. -->
<#if (wanInterface[0].v4.addresses[0].address)??>
<#--
Determine the HER destination address to use when configuring the tunnel.
If the optional property "ipsecTunnelDestAddrl" has been set on this FAR
then use the value of that property. Otherwise look for that same property
on the HER. If the property is not set on the FAR or the HER, then fallback
to using an address on the HER GigabitEthernet0/0/0 interface.
-->
<#assign destinationAddress = her.interfaces(destinationInterface) [0] .v4.addresses[0] .address>

<#if ! (destinationAddress??)>
${provisioningFailed ("Unable to determine the destination address for IPsec tunnels")}
</#if>
interface Tunnel${interfaceNumber}
<#assign interfaceNumber = interfaceNumber + 1>
description IPsec tunnel to ${her.eid}
<#--
For a tunnel interface two addresses in their own tiny subnet are
needed. The template API provides an ipv4Subnet method for leasing an
IPv4 from a DHCP server. The parameters match those of ipv4Address,
with a fourth optional parameter that can be used to specify the
prefix length of the subnet to request. If not specified the prefix
length requested will default to 31, which provides the two addresses
needed for a point to point link.

NOTE: If the DHCP server being used does not support leasing an IPv4
subnet, then this call will have to be changed to use the ipv4Address
method and the DHCP server will have to be configured to respond
appropriately to the request made here and the second request that
will have to be made when configuring the HER side of the tunnel.
That may require configuring the DHCP server with reserved addresses
for the client identifiers used in the calls.
-—>
<#assign lease = far.ipv4Subnet (dhcpClientId(far.enDuid, tunnelIndex), far.dhcpV4TunnelLink) >
<#assign iaId = iaId + 1>
<#-- Use the second address in the subnet for this side of the tunnel. -->
ip address ${lease.secondAddress}/${lease.prefixLength}
ip ospf cost ${ospfCost}
ip ospf mtu-ignore
ip router ospf 1 area ${far.ospfAreal!"l"}
tunnel destination ${destinationAddress}
tunnel mode ipsec ipv4
tunnel protection ipsec profile IPSecProfile
tunnel source ${wanInterface[0].name}
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no shutdown
exit
</#if>
</#macro>

<#--
Since we are doing policies for each tunnel here, the list of policies passed to this template can be
iterated over to get the tunnel configuration viz interface mapping

tunnelObject.ipSecTunnelDestInterface is the "interface on CGR"
tunnelObject.ipSecTunnelSrcInterface is the "interface on HER"
tunnelObject.her is the HER of interest

-—>

<#list far.tunnels("ipSec") as tunnelObject>

<@configureTunnel tunnelObject.ipSecTunnelDestInterface tunnelObject.ipSecTunnelSrcInterface
tunnelObject.her tunnelObject.tunnelIndex 100/> <----- Loop through policies (aka Tunnels)
</#list>

<#--
Make certain provisioning fails if we were unable to configure any IPsec
tunnels. For example this could happen if the interface properties are
set incorrectly.
-=>
<#if ialId = 1>
${provisioningFailed ("Did not find any WAN interfaces to use as the source for IPsec tunnels")}
</#if>

<H#--
Configure an IPv6-in-IPv4 GRE tunnel to allow IPv6 traffic to reach the data
center.

-->

<#macro configureGreTunnel destinationInterface her tunnelIndex>
<#assign destinationAddress = her.interfaces(destinationInterface) [0] .v4.addresses[0] .address>

<#if ! (destinationAddress??)>
${provisioningFailed ("Unable to determine the destination address for GRE tunnels")}
</#if>

interface Tunnel${interfaceNumber}
<#assign interfaceNumber = interfaceNumber + 1>
description GRE IPv6 tunnel to ${her.eid}
<#--
The ipv6Subnet method is similar to the ipv4Subnet method except instead
of obtaining an IPv4 subnet it uses DHCPv6 prefix delegation to obtain an
IPv6 prefix. The prefix length will default to 127, providing the two
addresses needed for the point to point link. For the IAID, zero was used
when requesting an IPv6 address for loopback0O, so use one in this request.
-->
<#assign lease = far.ipv6Subnet(far.enDuid, tunnelIndex, far.dhcpV6TunnelLink) >
ipv6é address ${lease.secondAddress}/${lease.prefixLength}
ipvé router ospfv3 2 area ${far.ospfV3Areal!"O0"}
ospfv3 mtu-ignore
tunnel destination ${destinationAddress}
tunnel mode gre ip
tunnel source LoopbackO
no shutdown
exit

</#macro>

<#-- Loop through the policies for GRE tunnels -->
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<#list far.tunnels("gre") as greTunnelObj>
<@configureGreTunnel greTunnelObj.greDestInterface greTunnelObj.her greTunnelObj.tunnelIndex/>
</#list>

Head-End Router Tunnel Addition Template
In this example, bold text indicates the changes made to the default Head-End Router Tunnel Addition template to create multiple tunnels:

<#--
Define template variables to keep track of the IAID (IPv4) that was used by
the FAR template when configuring the other end of the tunnel. This template
must use the same IAID in order to locate the same subnet that was leased by
the FAR template so both endpoints are in the matching subnet.

-=>

<#assign iaId = 1>

<#--
The same logic is needed for each of the IPsec tunnels, so a macro is used.
-=>
<#macro configureTunnel ipSecTunnelSrcInterface ipSecTunnelDestInterface her tunnelIndex ospfCost>
<#--
Only configure the HER tunnel end point if the FAR tunnel end point was
configured. This must match the corresponding logic in the FAR tunnel
template. The tunnel will not have been configured if the WAN interface
does not exist on the FAR or does not have an address assigned to it.
-—>

<#assign wanInterface = far.interfaces(ipSecTunnelDestInterface) >
<#if (wanInterface[0].v4.addresses[0].address)??>
<#-- Obtain the full interface name based on the prefix. -->
<#assign interfaceName = wanInterface[0] .name>
<#--

Locate a tunnel interface on the HER that is not in use. The template
API provides an unusedInterfaceNumber method for this purpose. All of
the parameters are optional. The first parameter is a name prefix
identifying the type of interfaces, it defaults to "tunnel". The second
parameter is a lower bound on the range the unused interface number must
be in, it defaults to zero. The third parameter is the upper bound on
the range, it defaults to max integer (signed). The method remembers
the unused interface numbers it has returned while the template is
being processed and excludes previously returned numbers. If no unused
interface number meets the constraints an exception will be thrown.
-->
interface Tunnel${her.unusedInterfaceNumber ()}
description IPsec tunnel to ${far.eid}
<#assign lease = far.ipv4Subnet (dhcpClientId(far.enDuid, tunnelIndex), far.dhcpV4TunnelLink)>
<#assign iaId = iaId + 1>
ip address ${lease.firstAddress} ${lease.subnetMask}
ip ospf cost ${ospfCost}
ip ospf mtu-ignore
tunnel destination ${wanInterface[0].v4.addresses[0].address}
tunnel mode ipsec ipv4
tunnel protection ipsec profile IPSecProfile
tunnel source ${ipSecTunnelSrcInterface}
no shutdown
exit
router ospf 1
network ${lease.prefix} ${lease.wildcardMask} area ${far.ospfAreal!"1l"}
exit
</#if>
</#macro>

<#list far.tunnels("ipSec") as tunnelObject>
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<@configureTunnel tunnelObject.ipSecTunnelSrcInterface tunnelObject.ipSecTunnelDestInterface
tunnelObject.her tunnelObject.tunnelIndex 100/>
</#list>

<#--
Configure an IPv6-in-IPv4 GRE tunnel to allow IPv6 traffic to reach the data
center.
-->
<#macro configureGreTunnel greSrcInterface her tunnelIndex>
interface Tunnel${her.unusedInterfaceNumber ()}
description GRE IPv6 tunnel to ${far.eid}
<#assign lease = far.ipv6Subnet(far.enDuid, tunnelIndex, far.dhcpV6TunnelLink) >
ipv6 address ${lease.firstAddress}/${lease.prefixLength}
ipv6é enable
ipvé ospf 2 area ${far.ospfV3Areal!"0"}
ipv6é ospf mtu-ignore
tunnel destination ${far.interfaces ("Loopback0") [0] .v4.addresses[0].address}
tunnel mode gre ip
tunnel source ${greSrcInterface}
exit
</#macro>

<#-- Loop through the policies for GRE tunnels -->
<#list far.tunnels("gre") as greTunnelObj>

<@configureGreTunnel greTunnelObj.greSrcInterface greTunnelObj.her greTunnelObj.tunnelIndex/>
</#list>
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Troubleshooting loT FND

This section describes how to troubleshoot common 0T FND issues.
B Tunne Provisioning DHCP Configuration Issues

B Mesh Endpoint Registration Issues

B Recovering an Expired Database Password

B Unlocking the loT FND Database Password

H  |oT FND Service Will Not Start

B Exception in the server.log File onthe loT FND Server
B Resetting the root Password

B Second loT FND Server Not Forming a Cluster

B |oT FND Service Restarts Automatically

B FAR Management Issues

B Mesh Endpoint Management I ssues

Note: Always reference the release notes for your 10T FND version.

Tunnel Provisioning DHCP Configuration Issues
If thereis a problem allocating an address, 10T FND logs a Tunnel Provisioning Failure event. The log entry includes details of the error.
To monitor the address allocation process:
B Check the loT FND server.log fileto determineif 10T FND is sending a DHCP request during tunnel provisioning.
B Check your DHCP server log file to determine if the DHCP request from IoT FND reached the DHCP server.
If requests are not reaching the server:

B Ensurethat the DHCP server addressis correct on the Provisioning Settings pagein loT FND (Admin > System M anagement >
Provisioning Settings).

B Check for network problems between |oT FND and the DHCP server.
If the DHCP server is receiving the request but not responding:

B View the DHCP server log file, and ensure that the DHCP server is configured to support requests from the link address included in
the DHCP requests. The link address is defined in the tunnel provisioning template.

B Ensurethat the DHCP server has not exhausted its address pool.

If the DHCP server isresponding, but IoT FND is not processing the response:

Cisco Systems, Inc.  www.cisco.com
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B Ensurethat the lease timeisinfinite. Otherwise, 10T FND will not process the response.

B View the DHCP server logs and |oT FND server logs for other errors.

Mesh Endpoint Registration Issues

To determine why MEs register with [oT FND, |oT FND collects the registration reason code from the MEs and logs events and the code
with other relevant information as printed key value pairs to help diagnose registration issues.

Hereis an example of alogged event:
?Event logged: Event (id=0, eventTime=1335304407477,

eventMessage=Mesh node registered due to cold boot:
NetElement.id=10043, EventType.name=null, lat=1000.0,

eventSeverity:O, eventSource=cgmesh,
[lastReg: 0, lastRegReason: 1],
1Ing=1000.0, geoHash=null

Table 1 lists reason codes for ME registration and corresponding event:

Table 1 Mesh Endpoint Registration Reason Codes
Registration Reason Code Code | Event Type Name Severity | Message Description
REASON_UNKNOWN 0 unknownRegReason INFO Mesh node registered for
unknown reason.
REASON_COLDSTART 1 coldBoot INFO Mesh node registered The message includes
dueto cold boot. the new | P address of
the ME.
REASON_ADMIN 2 manual ReRegistration INFO Mesh node registered The endpoint received
due to manual an
registration. NM SRedirectRequest
without a URL field.
REASON_IP_CHANGE 3 rejoinedWithNew! P INFO Mesh node registered The message includes
with new |P address. the new | P address of
the ME.
REASON_NMS CHANGE 4 nmsAddrChange INFO Mesh node registered TheloT FND IP
dueto NMS address address changed
change. OUTSIDE of an
NM SRedirect (anew
DHCPv6 option value
was received).
REASON_NMS_REDIRECT 5 manualNM SAddrChange INFO Mesh node registered Endpoint received an
due to manual NMS NM SRedirect request.
address change.
REASON_NMS ERROR 6 nmsError INFO Mesh node registered Endpoint received an
dueto NMS error. error from 10T FND.

In addition to generating events when MEs register with 10T FND, 10T FND also generates events after receiving a WPAN change TLV

WPANStatus.

Event logged: Event (id=0,
eventMessage=WPAN change due to migration to better PAN:
NetElement.id=10044,

EventType.name=null,

eventTime=1335304407974,

eventSeverity=0,
[lastChanged:

lat=1000.0, 1ng=1000.0, geoHash=null)
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Table 2 lists reasons for ME WPAN changes and the corresponding event.

Table 2 Reasonsfor Mesh Endpoint WPAN Changes

Registration Reason Code Code | Event Name Severity Description
Type

IEEE154 PAN LEAVE UNKNOWN -1 unknownWPANChange MAJOR | WPAN change for unknown
reason.

IEEE154 PAN_LEAVE_INIT 0 meshinit N/A No event is generated for this code.

IEEE154 PAN_LEAVE SYNC TIMEOUT 1 meshConnectivityL ost MAJOR | WPAN change due to mesh
connectivity loss.

IEEE154 PAN_LEAVE _GTK_TIMEOUT 2 meshLinkKeyTimeout MAJOR | WPAN change due to mesh link
key timeout.

IEEE154 PAN_LEAVE NO DEF ROUTE 3 defaultRoutel ost MAJOR | WPAN changefor no default route.

IEEE154 PAN_LEAVE_OPTIMIZE 4 migratedToBetterPAN MAJOR | WPAN change due to migration to
better PAN.

For these events, the message includes the time elapsed since the ME | eft the network to when it rejoined. 10T FND displays the amount of
time the ME was offline since the event was logged (for example, 4 hours 23 minutes ago).

Recovering an Expired Database Password
To recover from an expired password, run these commands:
su - oracle
sglplus sys/cgmsDbaAccount@cgms as sysdba
alter user cgms_dev identified by test;

alter user cgms dev identified by password;
exit;

Unlocking the loT FND Database Password

If you enter anincorrect loT FND Database password multiple times, Oracle locks your user account. Unlock your password using the
Oracle software, as shown in this example:

# su - oracle
# sqlplus sys/<database password>@cgms as sysdba

alter user cgms_dev account unlock;
exit;

loT FND Service Will Not Start

If the loT FND service does not start:
1. Validate connectivity to the database:
a. Loginasroot ontheloT FND server.
b. Enter the following at the command prompt:

service cgms status
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c. Verify the database server |P address and that [oT FND can connect to the database.

B [f thelPaddressisincorrect or if |0oT FND cannot access the database, run setupCgms.sh and enter the correct values.

d. Run the service cgms status command and verify connectivity.
e. StartloT FND.
2. Verify that the JRE version installed on the server is correct (see System Requirements).

3. Verify that database migration was performed successfully.

Exception in the server.log File on the loT FND Server

If the there is an exception in the server.log file indicating that loT FND could not open the cgms_keystore file, then the cgms_keystore
password stored in the cgms.propertiesfile on the loT FND server isincorrect.

The password for the cgms_keystore fileis encrypted and stored in the /opt/cgms/server/cgms/conf/cgms.properties file.
To encrypt or decrypt the password, use the /opt/cgms/bin/encryption_util.sh script.

Verify or update the password in the cgms.propertiesfile, and if an updateis required, restart loT FND after modifying the password.

Resetting the root Password

If you forget the password of the IoT FND root user account, reset the password by running the /opt/cgms/bin/passwor d_admin.sh script.

Second |oT FND Server Not Forming a Cluster

Typically, discovery of nodesinaloT FND cluster isautomatic. Aslong asthe loT FND servers are on the same subnet, they form acluster.
If youinstall aloT FND server and it does not join the cluster:
1. Verify that your servers are on the same subnet, can ping each other, and share the same cluster name.

2. Check the status of all members by running the /opt/cgms/bin/print_cluster_view.sh script.

w

. Modify the cluster name, as follows:
a. Changethevalue of the HA_PARTITION_NAME parameter on al 10T FND cluster nodes, and then restart them.
b. Change the value of the UDP_MULTICAST_ADDR parameter (unique multicast address) to match on all nodes in the cluster.

c. Changethevalue of the CLUSTER_BIND_ADDR parameter to the interface to which you want the NM S to bind.

N

. Verify that all the cluster nodes are configured to use NTP (see Configuring NTP Service).

5. Check the /etc/hosts file and verify that the P address is correctly mapped to the hostname of the local server.

loT FND Service Restarts Automatically

When the loT FND services are started, the watchdog script is invoked. The watchdog script checks the health of the loT FND services. If
the watchdog script detects an anomaly, it logs the conditions in the /opt/cgms/server/cgms/log/cgms_watchdog.log file

The watchdog script triesthree timesto determineif the anomaly condition improved. If not, it restartsthe loT FND services automatically,
unless the database has become unreachable. If the database is not reachabl e, the watchdog stopsthe loT FND services. Check thelog files,
including server.log, to determine what is causing the restarts.
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Manually disable the watchdog process by running the /opt/cgms/bin/deinstall_cgms watchdog.sh script on the loT FND server as root.

FAR Management Issues

This section presents common issues with FAR management and possible resolutions.

Certificate Exception

If this exception appears in the server.log file stored on the 10T FND server when a FAR attempts to register with |oT FND, the
cgms_keystore file does not contain the CA server certificates or the CA certificates that were imported into the cgms_keystorefile are
incorrect:

SSLException: Received fatal alert: unknown_ ca

For information about how to import certificates into the cgms_keystore file, see Generating and Installing Certificates.

FAR Keeps Reloading and Does Not Switch to the Up State

When aFAR iscontinuously reloading every timeit contacts|oT FND, it could be because the configuration pushed to the FAR by 10T FND
is not being applied successfully.

Check the server.log fileon the loT FND server for clueson the cause of the configuration push failure. Sometimes, typosin theinthe Field
Area Router Tunnel Addition template cause this failure (IloT FND does not provide template validation).

Note: When aFAR registerswith 10T FND, 10T FND queries the FAR with show commands. 10T FND then configures the FAR based on
the configuration commands in the Field Area Router Tunnel Addition template.

Other reasons for continuous reloads may be:
B A bad WAN link that drops packets and does not allow the registration to complete.

B Firewall issues. Ensurethat the firewall allows traffic in both directions and that traffic to and from the correct portsis allowed to pass.

Incorrect FAR Statein loT FND
InloT FND, aFAR might appear in a Down state even though you can ping and trace the route to it without a problem.

loT FND managesthe FAR viathe l0T-DM service running on the FAR. So even though the FAR is pingable and reachable, it isimportant
to verify that the jetty server and call home features are enabled on the FAR:

'show run callhome' should have 'enable' in the config and 'sh jvm status'

Mesh Endpoint Management Issues

This section presents common issues with M E management and possible resolutions.

Mesh Endpoints Not Registering with [oT FND
Verify that the MEs have joined the FAR and are pingable from |oT FND over IPv6. If they are pingable, verify the following:
B Theclock isin sync.

B The DHCP server used by the MEs is programmed with the correct 10T FND |IP address.
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B The MEs are running an image compatible with the current version of 10T FND.

m  |f HSM isused, HSM must be online and responding correctly.

Licensing Issues

This section presents common issues with license management and possible resolutions.

Device Import Failure
The importing of devicesinto loT FND is dependent on the number of allotted loT FND server licenses.

Verify that your |oT FND server has the adequate license count available for the number and type of devices being imported into the
10T FND database.

Only unique device EIDs are allowed in loT FND. Check that no one elseimported thisdevice EID into 10T FND or iscurrently trying to
import the same device EID. Verify that no other user is simultaneously importing the same deviceinto 10T FND.

License File Upload Failure

An expired license file will cause an error. Check the license file validity and expiration date.
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