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ÁICT ˿ ḛ♣ ᴈӥ ḓ ṒΌ ̆ᴎ Ợ  

Á ═♠╬ BYOD ṉ˿̕ᵙ ḓ ♪͐Ⱡ‡ ͙ὥ ᾐ 

Áѻ‚  ‡ ᵙ ╪Ἢ╥ ̓♠╬ Ợ↔ Ⱡᵑ ─  ᾐ 

ÁẌҥ╪ ˿╙ ─  ᾎᾅ ╥ Л √  ṒΌ ᾐ  

Á⅝– 
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ICT ˼ Ḙ♆ ᴅӢ Ḑ 
ṏῶ ̃ᴋ ở  
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ѻ ֛ѡ ♫  ᾍ  ◌  ↑ 

  

ở ἲ┘  

͖͖ᵠ ↑ 

 

ở↑■ ἲ┘ ͖͖   

╩ О ♥͍ ↑ 

ᶱ╩ּצ  

 

ἲ┘■ Ḑ ͖͖ ̒ᵖ  

♩ „ ᵖ ╧ἧ  

 צּ╩ ,↑ ͍♥

(₆ᾋ:ᶘḒ╪ₓ ᾂ) 

 
ᾍἉẈᾂ Ḑ  
ἶᴱἧ ♥͍ ↑ 
ӭḒ╧ᾂ ṏῶ 

(₆ᾋ:VDI, SaaS,  
Ẉӭₓ  ,ᾔװ

MDM) 
  

BYOD Beyond BYOD 
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BYOD Beyond BYOD 

BYOD 

ѻ‚  Ợ↔▫ ֞Ѥ 

͙‰ ἵ┬ Ѿᵦ͙╥  

͙‰Л √  ⁷˺ 

Big Data 

ѻ▫ʼ ᾐ, ̛Ḹ─  

♣Ҁ ͎ᵙ̆ ẋӰ₡ᵑ 

 ╥Ợἵ ̓ ‰ 

Application 

SNS, Ṓ╪ᾅ ḓ 

ẋӰ₡Ӯ ѻ‚  ╙ 

╪↔  ‰ Ἓ 

App 
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ʺשּ Ѥ Ѿᵦ͙ ḓ 

╘ ̪ ҍ ⁄͙ל  

═♠╬ Ѿᵦ Ӯᴜ 

̕ᵙ ḓ ♪͐Ⱡ‡ 

מ  Ợ↔ ╪╥ 

͕ṉ⁄ ҍẋ  

Ό♬♠╬ ṒΌἌẋᾅ 

Ṓ  

ѻ‚   Ợ↔̓ 

̛Ḹ─  ♣Ҁ ѫᴏ⁄ 

ҍẋ  ἝḌ  

‡ ᵙ ╪Ἢ Ợ↔ Ⱡ   

Business Pipeline 

Social Media 

Apps 

Hotmail Webmail 

#  !  

% 
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┬♅╩ BYOD Ṇ˼̒ᵖ Ḑ 
♥͍♫„ ͖ὢ ᾍ 

ᾎᾅ ᾅױ  ἠ 2.1 ḓ ISE 1.1 
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ᾍ∙ ᾌṇ Ḑ ừ ╩ᾌ ͖Ḗ ♥͍♫„ 

ṒΌ ♬  ˺♬ 

ἶἛ ⱳ   

= Ữ  

WHAT 

WHERE 

HOW WHO 

Identity 

WHEN 

Ợ↔▫ ḓ Ѿᵦ͙ 

♩  שׂ  Ἁḯ 

(Identity Services Engine) 

ҿ♠╬ ♬  ˺♬ ḓ ♠↔ 

Ἄẋᾅ  

♪͐ Ⱡ‡ 

ᶛѱ ᵠ ḓ  

ᵙ  
ṒΌ ♬  ︡  

⁵ ͙ḙ ‰ᶴ ⁷́  

♬  ὡᵞ 
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ᾂᵞ  ᶘẋᵖ  ᶱ ˼ ̬  

♬  ᴛ ▀ᵠ 

VLAN 10 

VLAN 20 

ˌ╬ἵ┬ 

 ∟וֹ

Ợἵ┬ 

Wireless LAN 
Controller 

Corporate 
 Resources 

Restricted  
Internet Only 

USER LOCATION 

TIME Access Method 

DHCP 

RADIUS SNMP 

NETFLOW 

Ợ ἵ┬ Ѿᵦ 
1.Ợ↔▫ ╬ּש ḓ ╬ʺ  
2.Ӱḕ╪ᾅ ᾏṊ╙ ─  ▫ҿ ᴛ ▀ᵠ 
3.♬  ˺♬ 
4.ҿ▀ SSID Ữ⁄Ἄ ñVLAN 10ò ╖ᴛ ♠↔ 
5.♣  ♪͐ ↔ 
6.₰♣  Ѿᵦ ʺᾎἛ Ṓ 

ˌ╬ἵ┬ Ѿᵦ 
1.Ợ↔▫ ╬ּש ḓ ╬ʺ  
2.Ӱḕ╪ᾅ ᾏṊ╙ ─  ▫ҿ ᴛ ▀ᵠ 
3.♬  ˺♬ 
4.ҿ▀ SSID Ữ⁄Ἄ ñVLAN 10ò ֞Ѥ 20 ╖ᴛ ♠↔ 
5.♣  ♪͐ ֞Ѥ Ⱡ ӈ ♪͐ ↔ 
6.₰♣  Ѿᵦ ʺᾎἛ Ṓ 

HTTP 

DNS DEVICE 

♬  אַ  ἌḲ 
(ISE) 

Unified Access 
Management 

ѻ╪ SSID 



©  2012 Cisco and/or its affiliates. All rights reserved. 10 

ѻᵣ͖ ₠ṏӶ  ἉẈᾂ 

⅔ ■ ӫᴙ♩ṏ ᴘẈ♄Ѷ ἉẈᾂ ♫̎  
(iOS, Android, Windows, OS X) 

ở↑■ Ḑ ѻᵣ͖› Ҋ  ■ʷ ֛ѡ ᾂ Ἁ ӫᴙ  ἉẈᾂ ♫̎ 

ѻ╪ SSID, ╩ּצἉ ͖Ḗ╢ ṇ  Ӆ ♥͍ ♫„ ♩  ἉẈᾂ ♫̎ 

ở↑■ ╧ᵏ̐ ѻᵣ͖ ᾌṇIDᵎ ╩ּצἉ› ѡ ╩ּצἉ ӫᴙ͖̒ 
ἉẈᾂ ♫̎ (͖Ⱳ ͖ CA/PKI ˼ ⁴Ҽ) 

ở↑■› ╢  ■͖ἲ┘ѻᵣ› Ҋ  ♫„ ἉẈᾂ ♫̎ 
(ṧᾏѻᵣ͖ Ẅלᵖᾂ  ӫᴙ Ḑ ♫ ӫ) 

May CY12 

Cisco Innovations 
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 ͖ ἲ ≈„  
ḡ  Ḑ ̒ᵖ 

╩Ḽ ᵖ ̒ᵖ  

 
̒ᵖ 

(Ḣ, ∙˳Ỡ♫ӫ) 
ṧᵃ/ 
ᴘ ╪ᵝ 

ӫᴙ 

И −  ṏῶ  
(Wireless, Wired, VPN) 

ừ ╩ᾌ͖Ḗ╢ ♥͍ ♫„ 
(Role, Location, etc.) 

⅔Ἁ + ӫᴙצּ╩ ■ 
ᴘẈ♄Ѷ 

ở↑■₫ ѻᵣʹ╢ 
ἲ┘̻̒ᵖ 

ᾂᵞ  + PC 

♩   Ὕכ 
 (Jailbreak, Pin Lock, etc.) 

= Network Enablement (ISE) = Full Management (MDM) 

ṏῶҢ╧   
╧   

ở↑■ ̒ᵖ ѻᵣ͖  
И − › Ҋ  IT ̒ᵖ 

ở↑■ Ḑ IT ̒ᵖ ѻᵣ͖  
ѻᵣ͖ Ḑ И − › Ҋ  IT ̒ᵖ  
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MDM ḼҔ₫╢ Ћί Ḑ ⁴Ҽ  

Fall CY12 

Cisco Innovations 

MDM› ѻᵣ͖ ӫᴙ╖ ⌐  ˼˾ ἉẈᾂ  

ï ḈӮᴜ ג╪… ᵑ MDM Ӯᴜ ╪ּתᴛ ᵙѻ╪ᴇἪ 

Initial Vendors 

MDM ừ  ♩ṏ ♥͍ ♫ ♩  Ḗ₂  

ï MDM Ӯᴜ Ữ  ♬Ṓᵑ ͙ḙ╖ᴛ ͋♬ Ḉרὡ Ѿᵦ ♪͐ Ⱡ  

ѻᵣ ᴘ ╪ᵝ ♩ṏ Ḗ₂ 

- ᴛ ▀ᵠ Ӈּת Ώ╘ Ѿᵦ ᾏṊ♬Ṓ⁄ MDM Ӯᴜ ♬Ṓ ḙ₅ 

MDM╢ ѻᵣ ♫ ᴙᾔ 

- ₉ᾎ : Ṫᾒ Ѿᵦ ҥ╪  ∟˶ ợⱠ ᶘᴖᾎ ISE ҍ  
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Ѹ‗  „ ᵖ ╧ἧ╢ 
̐♅╩ ở↑ ♫ᵎ ⌐  
ᾍ 

ᾎᾅ  ASA CX ᶛӢ 
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Á Ⱶ Ѥ Ἕҍ Ḣ Ṉ╥ ́ 

 
ừ  ╩ᾌ ͖Ḗ ḟ ṅ 

WHEN WHAT WHERE HOW WHO 

Visibility with Control 

Productivity with Security 

Next-Generation with Stateful Firewall 

ἚҊ ḟ ṅ?? 
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Á    

ÁActive/Passive  

ÁApplication Visibility and 
Control 

ÁCisco SIO ,   
  

Á      
URL  

ÁSSP-10 and SSP-20 : 2012  
6    

ÁSSP-40 and SSP-60 : 2012  
9     

June CY12 

Cisco Innovations 
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ἚҊ ừ ╩ᾌ ͖Ḗ  ṏῶ ᾋᾂ  

ừ ╩ᾌ ͖Ḗ 

Classic ASA Firewall 

⌐ ╩ᾌ ͖Ḗ 

June CY12 

Cisco Innovations 
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ở↑■ ᾌṇ╖ ⌐   ᾂ  ײ

♬ Ἓ 

̖Ἓ 
* Future 

WHO 

ᾂש Ἓ* 

И −  ᾍ∙ᾌṇ 

͎ᴹ♬Ṓʺ ӈ ͢ 

(SGACL) ở↑■ ╩ּצ 
Å Auth-Aware Apps 

Å Mac, Windows, Linux 

Å AD/LDAP user credential 

AD/LDAP ᾌṇ ᾍ∙ 
ÅNon-auth-aware apps 

ÅAny platform 

ÅAD/LDAP credential 

IP ̕ᵙ  

AD Agent 

NTLM     

Kerberos 
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‡ ᵙ ╪Ἢ: ʺᾎ  ḓ Ợ↔ Ⱡ 

WHAT 

75,000 ˉ╧ừ╢   

MicroApps 

MicroApp ‾ּש 

♬ מ ⁄ ҍ  ᾔ ♠╬ 

ᾏṊ  

App ⌐ṇ ♥͍ ♫ 

‡ ᵙ ╪Ἢ Ợ↔ ─Ṋ 

♪͐ Ⱡ   

̘Ḷ⌐ é 

é ɒӧ מ ⁄ ҍ   

ᾏṊ ḓ ̯Ṫ 

1,000ˉ ╧ừ╢ App ╩ᾌ 

WHAT 
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Ẉᶱ URL ᵝ 

WHAT 

Marketing Legal Finance 

 
…‡  

 
̰ʺ 

 
mn URLs  

 
coverage 

60  

200 

20 

98% 


