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Cisco Unified Access



BYOD: The Need for Unified Access

How many Access Networks
should a customer have to manage?



BYOD: The Need for Unified Access




Before Unified Access
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With Cisco Unified Access

Simplified BYOD

Lower TCO

New Innovative Services

New Connected Experiences

Increased Productivity



Unified Access Architecture
One Policy, One Management, One Network

airwatch”
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One Network



One Network

BYOD
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Any Time

Any Device
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One Network
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Now ! New Challenge
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New Access Infrastructure

Cisco Wireless
LAN Controller
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Convergence Access

Cisco Wireless
LAN Controller

One Netv;oN
ﬁ ))) (((0 B —togo &

Q%@Déﬁt 3850 Cisco Flrewall

. Access Control
Server
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Internal
Resources

Cisco
Access Poln

Converged Access Mode

* Integrated wireless controller

* Distributed wired/wireless
data plane (CAPWAP _
termination on switch) One Polic
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Wired — Wireless Access

2 480G WiStacking ’la E‘n
E\_\ ?7 WIRELESS Up to 40G Integrated WLAN Controller WIRED gj .
 Stackpower
«802.11n * Trustsec*
» CleanAir * AVC/Medianet*
* VideoStream » Granular QoS

«802.11ac Ready « Smart Operations

One Physical Infrastructure, Unified Access Data Plane (UADP) ASIC
One Operating System — 10S-XE

© 2012 Cisco and/or i i3
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Catalyst 3850

Best-in-class fixed, stackable Converged wired + wireless
switch - Single platform with built-in wireless
controller

- High performance 24/48 port GE switch,
with 480 G stacking »
- Granular, hierarchical bandwidth

- Up to 40 G wireless throughput
- Support for 50 Access Points & 2000

Ll ERE——. =3 wireless clients per switch/stack
management & T =2 _ \etwork-wide visibilit
- 4X1/2X10/4X10 G uplinks ~ T ) y
: - Consistent QoS and security
- StackPower - Support for 802.11ac
_ Full POE+ = PP |

- Multi-core CPU
- FRU fans, power supplies, uplinks

Distributed intelligent services
- Flexible NetFlow on all ports

- Hardware capability for TrustSec and
MediaNet

- Resiliency (Stateful Switch Over)
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High Performance WLAN Controller

Cisco 5760 Wireless LAN Controller

Powered by New Unified Access Data Plane (UADP) ASIC

High Performance Rich Feature Set Maximum Resiliency
60Gb throughput, 1000APs, 12k clients Application Visibility and Control*, TrustSec*, Granular QoS Centralized or Converged

|OS Excellence—Now on Wireless
e
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Catalyst 3850 H| !
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Features Catalyst 3850 Catalyst 3750-X Catalyst 2960-S

Native Wireless Controller Support Over IOS _—_

StackPower _
Multi-Core CPU for Hosted Services _—_

Flash / DRAM Size 2 GB /4GB 64 MB /512 MB 32 MB / 256 MB




One Network — Converged Access

Single Network wide Consistent Maximum Scale with
platform for visibility for security and resiliency with § distributed wired
wired and faster quality of fast stateful and wireless
wireless troubleshooting | service control recovery data plane
Common IOS, same Wired and wireless Hierarchical bandwidth Layered network high 480G stack bandwidth;
administration point, traffic visible at management and availability design with 40G wireless/switch;
one release every hop distributed policy stateful switchover efficient multicast

enforcement

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 17
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One Policy



Cisco ldentity Services Engine (ISE)
All-in-One Enterprise Policy Control

Cisco ISE

\What \Where When HOW.

nw s e

Cisco Switches, Routers, and Wireless Access Points

Identity (IEEE 802.1X)-Enabled Network

© 2012 Cisco and/or its affiliates. All rights reserved.
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How Cisco ISE |s Used Today

BYOD

Users get safely on the

Internet fast and easy

Secure Access on
Wired and Wireless
Network and VPN

Control with one policy across
wired, wireless, and remote
infrastructure

ms control access

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



What's new? A
Integrated Device Security by MDM %

_ Comprehensive Secure Access —

Y Y MIDM Integration to ISE
Device registration status

Device compliance status

[V
Disk encryption status -
D _ all Watch Mobile\Iron
Jailbreak status

IMEI

Corporate and Personal Device Posture Check and MDM Remediation

© 2012 Cisco and/or its affiliates. All rights reserved.
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What's new?
Device feed Support

prehensive Secure Ac

-

.! Active
% Endpoint
" Scanning

Everyday New Devices !!!

Manually Update new
devices’ profile?

{ Device Sensor
(Network Based)

. OO0

Cisco Device Sensor

Manufacturers and ecosystem provide

constant updates to new devices
* Scheduled for Spring 2013

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 22



What’'s New?

New Appliances and Scale up for large deployment

Scale Up

With old ISE-33x5

SNS-3415-K9 & SNS-3495-K9

Based on the Cisco UCS C220 Server, but designed for

= Cisco Identity Services Engine (ISE)

= Network Admission Control (NAC) With New SNS-34x5
= Access Control Server (ACS) . E)/lc’;l)i 250,000 End-
oints

* |t can be mixed with old
ISE-33x5

© 2012 Cisco and/or its affiliates. All rights reserved.
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How to Position
Key Security Product for Security Solution-based position

Unified Access
Solution Solution

Guest Life Cycle

One Network
Management

Policy Engine

ldentity Service
Engine
Core Infrastructure

- =Y Network Device
Admin Access — R((e)nlﬂ)i/reNnA]\gnt
(TACACS) q
Simple AAA — No 802.1x

One Policy ldentity Service
= Engine
Secure Mobility One Management

Policy Management
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One Management

It’'s Prime Time!
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Cisco Prime Infrastructure Upgrade/Migration

Migration | .
Path . LE51
| satred e

Upgrade Path




Prime Infrastructure 2.0

Oone Infr




Network Performance — Use Cases

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 30
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Top N Wal Interfaces by

Site

London
Branch

RTP Branch

M 0°%4%-50%

10.11.1.1

10.0.10

10.0.104.2

192.168.15...

10.0.101.2

S1%-70%

Utilization &

Maximum

Interface Utilization

GigabitEtherne...

GigabitEtherne...

GigabitEtherne...

GigabitEtherne. ..

GigabitEtherne...

B 719%-90% Il 91%-100%

¥ and Rx Utilization & &

© 2012 Cisco and/or its affiliates. All rights reserved.
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Interface Dashboard >
Top WAN interfaces

Bandwidth utilization
over time

Cisco Confidential 31



Application Utilization over time

Top Application Traffic Over Time M &)

Applications | Application Categories

Rate | Volume

Megabit

snmp

© 2012 Cisco and/or its affiliates. All rights reserved.

http

citrix

10:46

youtube

2013 Januar

10:55:00 GMT

¥Yalue(s) are Megabits/sec

share-point

unclassified:

Other:
telnet:

0.045578
0
0.024315
0
0.736618
12.016
16,306
21.449
0.012497
0.006165

Application utilization
over time

Cisco Confidential
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Top N reports for the interface

Top N

10.11.

10.11.

Top Users by bandwidth

© 2012 Cisco and/or its affiliates. All rights reserved.

Top N Applications
Rate | volume
http
lvi“_‘f.lr!‘;
youtub2
share-point
unkn
unclassified
telnet

citrix

https
http-alt
a

snmp

ichat

Top Applications by
bandwidth
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Top users for most bandwidth applications

Site Interface : Yoice/Video End User Experience

Filters F*(j *application youtube

"E‘ *Time Frame IV Past 24 Hours ’ @l Site |London Branch = Metwork Aware GO

Top N Clients Inandout) & 4 "8 ® Application Traffic snalysis & 4 %8 @

Bytesisec

Packets/sec

?ﬂm reeretEpEREER RS 4000
i

10.11,102,101

200000
10.11.102.102 0

l T T T T T
|

2130 03K

500000

4000

& Bytes/sec -8 Packets/sec

v Statistics

Metric Mean «  Minimum  Maximum = Median {S0...  1st Std Dev {(68... 2nd Std Dev ({9...

Bytes/sec 520624 515450 526244 520976 5218381 52377

Find the users who are using the most bandwidth for the site

© 2012 Cisco and/or its affiliates. All rights reserved.
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QoS Setting for the Interface

Class Map Statistics W & DSCP Classification W &

Class Mame Direction Post Policy Rate{Bps) Drops Raka.| WS

WaN:class-default Output 3656613790.27 591% N
War:BGP-ROUTIMNG Output I 0 %
MARK-BGP:DATA Output 1 i %
WAN-INTERFACE-

GO/ NETWORK- Output

CRITICAL

MARK-BGP:CRITICAL-.. Output

MARK-BGP:YOICE QOutput

WAN-INTERFACE-
G0J0:class-default
WAN: SCAYENGER Qutput
WanN-INTERFACE-
GOJO:INTERACTIVE-VI...

QOutput

QOutput

M 0%-50% M 51%-70% M 71%-90% MM 91%-100%

Megabitsfsec

Class Map Statistics DSCP marking of Traffic

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




Optimizing the bandwidth

Orervew Incdents Pertormance

She QoS Settings

Filters =

Interface Det:
Devica IP A

Ifindex
I1Descr

IfType

TOUOWBRS

input Policy ( Ingress): Yea L‘ Output Policy ( Eg
N1

QoS -> Enable QOS on the interface for
bandwidth is optimized for the critical
applications

© 2012 Cisco and/or its affiliates. All rights reserved.

s Map Statistics
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Prime of Prime
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Still, We are hungry!
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