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We cannot solve our problems with the same

thinking we used when we created them...
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Cisco Advanced Malware Protection

CiSCO® 0011 0110011 101000 011000 Sourcefire 0011 0110011 101
S|IO D00 0111000 111010011 101 11( VRT® )00 0111000 1

1001 1101 1110011 0110011 1010\ (Vulnerability 1001 1101 111
Research Team)

Pl N
= 2 9w @& == B 02 180,000+ A= THel
Email  Endpoints  Web Networks IPS Devices FireAMP™ 7{ 5 L|E|
Advanced Microsoft

1.6 million 35% and Industry Disclosures
= M A X A olHlal Eglm _
=22 A SAIA ot E24S Snort and ClamAV @ Z A A
100 TB 13 billion 7 # HE|
0 FEts o o] 28y SL|Tt
150 million+ 24X7x365 _ _
MK|E| HE Ol E ool AATLO[Of AEGIS™ Z 217 Ad -
AKXzl HEXZQIE =3 vanced Malware Protection
600+ 40+ Private and Public Threat Feeds

AMX|IL|N, 7|=At, AR 210 Dynamic Analysis
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HE%

Overview ELUENVSIEE Policies Devices Objects

Context Explorer

3 7|4

FireAMP

Connections » Intrusions » Files » Network File Trajectory

Network File Trajectory for 1e10cbé6c...f628cl17e

File SHA-256

File Names

File Type

File Category
Current Disposition
Threat Score

Trajectory

10.0.95.114
10.0.202.72
10.0.202.138
10.0.164.71
10.131.12.83
172.16.0.191
10.112.10.55
10.0.30.130
10.0.192.140
10.0.97.110
10.131.12.98
192.168.0.104
10.131.13.175

1e10cbé6c...f628c17e

Dursg.exe , Eyeveg.exe , FakeSysdef.exe , IRCBot.exe (+7 more)
PDF

PDF files

{3 Malware &

None

Hosts »

Users »

First Seen

Last Seen

Event Count

Seen On

Seen On Breakdown

Time 2014-02-13 23:09:50
Event Type File Received
IP Address m=f| 172.16.0.191
Received From =} 10.131.12.83
File Name FakeSysdef.exe
Disposition Unknown
Action Malware Cloud Lookup
_] HTTP
| Firefox

Application Protocol
Client

Last login on Thursday, 2014-04-17 at 13:36:47 PM from 192.168.66.15

Vulnerabilities =

| = 4, Bt

@ Health System

Correlation » Custom

2014-02-13 23:09:50 on =5 111.187.33.241

2014-04-06 10:10:03 on =i 172.16.0.191
Host Profile

IP Addresses
NetBIOS Name
Device (Hops) 198.18.133.11 (0)

MAC Addresses (TTL) 00:55:44:33:22:11 (64)

10.0.228.105

00:11:22:33:44:55 (CIMSYS Inc) (G4)

Host Type Host

2014-03-29 11:58:24
William Veng (wvong, LDAP)
View Context Explorer

Discovery Events
Malware Events

Intrusion Events by Source
Intrusion Events by Destination

Last Seen
Current User

Operating System »

Vendor Product

Help + breed ¥

Search

Generate White List Profile

Source

1] Macrosoft Dragon OS

Servers .

Protocol Port Application Protocol

FireSIGHT

Vendor and Version

0 a0 HTTP

Applications v

Application Protocol Client

Apache 2.2.3 (Debian)

Web Application

aQ HTTP

Firefax

User History »

Users 2014-03-28 12:07:40

Web Browsing

2014-03-29 12:07:40

William Vang (wvong, LDAP)




Overview WL EISTE Policies Devices Objects | FireAMP @ Health System Helpv admin v

Context Explorer Connections » Intrusions = Files » Network File Trajectory Hosts » Users » Vulnerabilities Correlation » Custom = Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 % First Seen 2013-12-06 10:57:13 an Eﬂ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on B 10.4.10.183
File Type MSEXE Event Count 7
File Category Executahles Seen On 4 haosts
Current Disposition {3 Malware & Seen On Breakdown 2 senders -+ 3 receivers
Threat Score e8eC High &
Trajectory
Dec 06,
2013
10:57 17:40 18:06 18:10 18:14 18:17
10.4.10.183 3 &) £y
10.5.11.8 5 4 £ & (@)
10.3.4.51 9 & Time 2013-12-06 18:17:27
10.5.60.66 T G} Event Type File Sent

IP Address Eﬂ 10.4.10.183
Blocked Recipient = 10.5.11.8
Events o) Transfer ) Block +) Create () Move E File Name WindowsMedialnstaller.exe °

Dispositions Unknown Q Malware (::u Clean Custom Disposition {} Malware
Action Malware Block
Application Protacol | | HTTP

Events Client || Firefox

Time Event Type Sending IP Receiving 1 FIE Mame ISP,

2013-12-06 10:57:13 Retrospectiv... Malwa...

2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Unkn... Malware Cloud L. HTTP Firefox Retrospective Event, Fri Dec 6 ...
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.... Unkn... MetBIOS-.. Retrospective Event, Fri Dec 6 ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller.... Unkn... MetBIOS-... Retrospective Event, Fri Dec & ...
2013-12-06 18:14:10 Retrospectiv... Malwa...

2013-12-06 18:14:23 File Quaranti... 10.5.11.8 WindowsMedialnstaller.... Malwa...

2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa.. Malware Block HTTP Firefox



Dynamic Analysis Summary

Report e@®eC (51) 2014-05-08 01:29:11 (Wir
Threats
a®88_ Anti Debugging
System Summary
Virtual Machine Detection
Language and Operating System Detection

General Information

Analysis ID: 25318477
Start time: 21:58:31
CAWINDOWS\system3 2dwwin, exe Start date: 07/05/2014

Queries the product 1D of Windows

Key value queried: Overall analysis duration: Oh 13m 34s

HKEY LOCAL MACHINE)\SOFTHARE\Microsoft\Windows NT\CurrentVersion Analysis system description: Windows XP SP3 (vm3-089)

DigitalProductId Number of analysed new started processes analysed:
Number of new started drivers analysed:
PE File Obfuscation

Metworking
Number of existing drivers analysed:
Process Tree

2
0
Number of existing processes analysed: 0
0
0

Number of injected processes analysed:
25318015.ex

S : 51
dwiwin.exe core

Signature Overview

Wiew Full Report

Urls found in memory or binary data Show sources

PE File Obfuscation: m-

Binary may include packed or encrypted data Show sources

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




Context Explorer Connections Intrusion » Files » Hosts » Users v Vulnerabilities »

Filters: File SHAZ56 Sa0b0cacld4b7d6B4aaf1261... + ¢ Apply Filters Cancel Clear

Traffic and Intrusion Events over Time

20k

10k

Network Information

Operating Systems Traffic by Source IP

Operating System: Windows
Hosts: 42 (24%)

i 2

© 2013 Cisco and/or its affiliates. All rights reserved.

10, X...2008

||HH|HH|HI

1S S0l e SHLE BE =9
ir

Correlation » Custom Search
Al ZbCH & gz

Show the last: |1 day w Relpad
2014-03-28 12:38:32 - 2014-03-29 12:38:32 L:”

23 7|Ht HH
Of E|91|0I’EI dH
1ol M3 Me I MH

x|
Geolocation M &, URL M &

Top File Names Files by Dispasition

Top Hosts Receiving Files Top Malware Detections

Top Hosts Sending Files
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B E TCP/UDP ojt 2l

Ezjm =X AFO| E(URL) 2 2 E
AGIAETL
CHRZE E|QfLt?

SAE J|Hto| @ E v NP SRE=13"] == 85 2 e , Ofioe >8]
EOlg SHES 7|24 stls oA 0| 2Tl CAC MHEf
HEHNZ Bs= 7l=ore ek ? HELE?

Device Trajectory for Demo_ZAccess NIMEZONE

[ System ]
chrome.exe [PE] -
InstallFlashP....exe [PE]

PE] Possible compromise. Java VM created and executed a malicious X
n

1193843-64734... [PE] : P . - : or neutral disposition executable file.

java.exe [PE]

svchost.exe [PE] 3 N - ] 0 11938f43-647341ab, (87715¢2..041f20) was created and executed
80000000.@ [PE] --..- » by java.exe, Java(TM) Platform SE7 U10 7.0.100.18
services.exe [PE] (Ob4eefc..1ccbd9) at 08:05:09, Tue Mar 25 2014 UTC.

At 10:50:11, Tue Mar 25 2014 UTC

Cisco Confidential 27



f el X[ & (Indication of Compromise )

Indications of Compromise

4 A R

Host Profi
IP Addresses
NetBIOS Name

Device (Hops)
MAC Addresses (TTL)

le

Host Type
Last Seen
Current User
View

Indications of Compromise

€ ~  MarkResolved

Xxecutea

v Mark Resolved

Scan Host

. 165.13

165.132.1

00:11:5D:16:88:C0 (CISCO SYSTEMS, INC.) (252)
00:11:5D:16:8A:40 (CISCO SYSTEMS, INC.) (252)

NAT Device
2014-05-10 00:08:04

Generate White List Profile

Context Explorer | Connection Events | Intrusion Events | File Events | Malware Events

Category

CnC
Connected

Malware
Detected

Systems

Hardware

Event Type Description First Seen

Security Intelligence
Event - CnC

Threat Detected in
File Transfer

0S Vendor

Microsoft

© 2013 Cisco and/or its affiliates. All rights reserved.

OS Product

Windows

The host may be under
remote control

The host has
encountered malware

2014-05-09
23:59:33

2014-05-09

Edit Operating System

8, 8.1

0S Version

Edit Rule States | Mark All Resolved

Last Seen

2014-05-09
23:59:33

2014-05-09
23:53:54

View Operating Systems
Source

FireSIGHT

A>H > Ho|0 |

re

R P
ATION

Al TN

user
Device
P
URL

domain
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AE XL Mol EFX|E Eot ZIZ2 K| 0 — Outbreak Control

o 1 L
Ol A mo| EX|E 42 Al OHKN mfHO| YHH|O|E U7X Z|Ct2|X] @10 HZ H&
AEXZF Holot mdo| BFX|, =X 2|10 K}pEh

HojdE
Simple Custom Detections

Advanced Custom Signatures

il ey =11 Application Blocking Lists

Custom Whitelists

STOP
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Key Differentiators
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« Continuous File
Analytics

» Reputation
Determination

- NGIPS 7| = _
- NGEW 7|% - PC, mobile Xl-olil
- AMP M & - 3L BA
_ ot AL EFX|/ACH - Z QLA - Q%QPE.J X7 dd
- opY BFK[/AFEH - GUI 2t - FH
- C&C EFX|/AE - CHYt - I &4
- 12 A
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NSS Labs 411}
A|AT AMPE= HOMEIE TCO 112|1 XJEHOAM X1 M2 Hol=
NSS Labs Security Value Map (SVM) for Breach Detection Systems

NSSY)

LABS ,
Trend Wicrod O Sourcefire (Cisco)

RECOMMENDED

Cisco Advanced
Malware Protection

Best Protection Value

AhnlLab @

99.0% Breach @FireEye
Detection Rating

Security Effectiveness

Lowest TCO per
Protected-Mbps

TCO per Protected-Mbps

© 2013 Cisco and/or its affiliates. All rights reserved.



Summary
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ThreatGRID A7
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Cisco AMP gl = 2 A

Point-in-Time Protection

&‘3

One-to-One
Signature

Fuzzy
Finger-printing

Machine
Learning

Advanced
Analytics

ThreatGRID 9| 7| =2 AMP 7|59
EYAHEX] MEHA 7|8 =2

SAAHEFCE
2 T & MEBEA

=
o
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Dynamic
P EWSTS

A V158 Bt

Retrospective Security

Breadth and Control points:
@ Email o Network
e Endpoints e IPS

@ Web ) Devices

Telemetry
Stream

INEEESHE O] =
ot ZH=ZelE 2 OlEd ol E g

1110 1001 1101 1110011 0110011 1Q1
10011 101000 011000 0111000 4
1100001110001110 1001 1101 1}

A =
NESRCPE
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ThreatGRI

ThreatGRID E.'_Fgl

30 - zenrimes. exe
02 - |zasz.exe

G56 - BitooinyP N.exe '’
Pl
Ge43 - swchost exe '
- suchost.exe':‘. -
|
T2 - svchost exe
78% - svchost.exe
232 - suchost.exe’
200 - IMDCSC. exe
924 - KNX.exe

924 - spoolsv.exe’

1004 - cmd.exe!

1204 - IMDCEC. exe b/ 1044 - IMDCSC . exe s

1220 - KNESn exe e 1732 - Waterhﬂaﬂ(.exel

1362 - Explarter EXEW_S

© 2013 Cisco and/or its affiliates. All rights reserved.

1168 - BitcoinVPN.eer

£ m
[ JReqistry activity”

o asiiho
T 17 S e e T

@modified ‘lzarpc

@cre ated REGISTRYWSERYS-1-5-24-1202660529-553007252- 120167453 1

@cre ated REGISTRYMUSERYE-1-5-21-1202660629-522007 262- 180167 453 1-

@njpened REGISTRYIUSER\S-1-5-21- 1202660620-583007252- 1801674531

@opened REGISTRYWUSER\S-1-5-21-120266805620-522007252- 1201674534
@opened REGISTRYWUSERNS-1-5-21-1202660520-522007252- 12016745321
@modified walue Applata in REGISTRYMUSERYVS-1-5-21-12026605G20- 523300
@modified walue Seed in REGISTRYWWACHINEVSOF TWAREVWICROSOF TA

®modified value Seed in REGISTRYMACHINEVS OF TWAREWICROSOF TAW

@modified value Seed in REGISTRYMACHINEVS OF TWAREVWICROSOFTA!

®modified value Seed in REGISTRYVMACHINEVSOF TWAREVWICROS OF T4
@modified walue Seed in REGISTRYVIMACHINEVSOF TWAREVWICROSOF Thj
@modified value Seed in REGISTRYVMACHINEVS OF TWAREWICROSOF T
@modified value Seed in REGISTRYVMACHINEVS OF TWAREWICROSOF T
®modified walue Seed in REGISTRYWWACHINEVSOF TWAREVWICROSOF T

@modified walue Cache in REGISTRYUSERMS-1-8-21-1202660529-523007

Cisco Confidential




Threat Score

N
oHHTE oIE, ofolxol
NS0l Y ol ¢S XY

Behavioral Indicators

© Artifact Flagged as Known Trojan by Antivirus
© Process Modified an Executable File

© A Document File Established Network Commi
& PDF Contains Embedded JavaScript Stream
@ Process Modified Shell Program Autorun Reg

s can Ln=- u=.-=~:| 1o | ad applicat

Run or Inaj ThP leer

Process ID

spoolsv.exe

© 2013 Cisco and/or its affiliates. All rights reserved.

Domain: waecyhuojityer.com

Name
Sha2s6
MDa

Tags [+ }h

Hosted URLs
URL

Related Samples
Sample Shazs6

Related IPs

Indicator Summary

71005100

Relation Time
dn
dn
dn
dn
dn
dn
dn
dn
dn
dn

Cisco Confidential
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Sample Ana|y5i5 ganization's Samples -« Last Week -

Submissions Submit a Sample.

Submitted
Upload File URL

to 25 of 63 results a - | . Choose File Mo file chosen

Threat Score
9

Enable Privac

[-] Advanced Options

scholarship email
spam

*  Sam ple Run Time

Send Email Notification

AR N N N N Y

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



AFElEl S8 & A5t

7| EXot= AlF2[E] HZ0 et S M-S

— o
ThreatGRID’s REST API £ S5t Atz o=l M=E=2 M 2| E|
MEZMN 28 X535} (S2E EE HEYT)

|
=4z HolH 215 €A s

Threat Content Threat Intelligence
Enrichment Feeds

= @ @ =8 xR

Firewall IPS/IDS Gateway, Network SIEM Log Mgmt Security Endpoint

Proxy Taps Partners Security

Your Existing Security
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ThreatGRID + Cisco = X| =& 2|0 C{ot XIEH |5 43}

Cisco

- 3232 MH=&= Ololiot=

Before, During, After 2| 2t

. HEHZOIE 2
YEK AN ZBH= Lot
=L

. 220IS J|Ee BEEAS
S EM AT & KSR
SMS S5 Lot 9 F XC
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Better Together
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MBR(Master Boot Record)
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