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FirePOWER Brings Unprecedented Network Visibility
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Edit Rule States 1l Mark All Resalved

Indications of Cmmpmmis re

Category Event Type Description

2013-09-17 16:46:28

Exploit Kit IGI Event - exploit-kit The host may have El‘r:ljnd an exploit kit = 013
e P Intelligence Event - CnC  The host may be under rd E control = 2013-09-17 16:52:11

CnC Connected

CnC Connected] Intrusion Event - malware-cnc Fhe host may be under rémote control & Z2013-09-17 20:09:23 2 <J013-09-19 17:3.2:49

R RS Y RS ] R R R e LB LI

to Known CnC IPs Office/PDF/Java Compromises
Malware Executions
Dropper Infections

Exploit Kits
Web App Attacks
CnC Connections
Admin Privilege Escalations
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Point-in-Time Continuous

With Unmatched Visibility, Control, and Advanced Threat Remediation Functionality

Retrospection Retrospective Behavioral Indications Trajectory Threat Hunting
Detection of Compromise
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Al A ASA with FirePOWER Services

J12 5=

* IPS, URL, Advanced Malware
Protection (AMP) Subscription Services

* One- and Three-Year Term Options

» FireSIGHT Management Center
(HW Appliance or Virtual)

« Cisco Security Manager (CSM)

« New ASA 5585-X Bundle SKUs
with FirePOWER Services Module

* New ASA 5500-X SKUs running or ASDM
FirePOWER Services Software
» FirePOWER Services Spare Module/Blade
for ASA 5585-X Series
o SmartNET

 FirePOWER Services Software

» Hardware includes Application Visibility
and Control (AVC)

« Software Application Support
plus Upgrades
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Additional Professional and Technical Services

Keep security solutions Move more quickly Provide full-time,
available by providing to new capabilities proactive, systematic
access to broad and with minimal threat monitoring
Cisco support tools disruption and management

and expertise
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Cisco ASA with FirePOWER Services
A New, Adaptive, Threat-Focused NGFW

Integrated Threat Defense
Best-in-class, multilayered protec
in a single device

Superior Visibility
Full contextual awareness
to eliminate gaps

Automation
Simplified operations and dynami
response and remediation

—
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