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Cybersecurity experts warn Target data
breach only the beginning

February 01, 2014 09:53 PM Comments 1
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Paul SakumarAP

From Thanksgiving week into December, the year's husiest buying period, personal information ofup to 110
million Target customers was stolen.

Source: Providence Journal
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Somehow get into the network

Infect the PoS terminals themselves

Read/Dump memory/databases on the PoS terminal
Offload the data somewhere

Send the data back to a remote server
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BlackPOS * Dump Memory Grabber— Allegedly the malware used in the Target/Neiman Marcus

attacks.
WSRO . 29420, 20421 MALWARE-CNC Win. Trojan.Reedum outbound FTP connection

» Malware that reads process memory, logs keystrokes and utilizes the TOR network
Chewbacca to ship data back.
» 29440 MALWARE-CNC Win.Trojan.Chewbacca outbound communication attempt

2HA HAEE, AR 2 * Locates, dumps and ships credit card track data in memory for potential cloning.
HAE ot E Dexter » Ships data back over HTTP. Coverage was shipped for this threat in Jan of 2013

» 25553 MALWARE-CNC Win.Trojan.Dexter variant outbound connection

 Similar to Dexter, locates, dumps and ships credit card track data in memaory.
eI © Ships data back over HTTP. Coverage was shipped for this threat in May of 2013.
» 26686 BLACKLIST User-Agent known malicious user agent - Alina

 Sold as a successor to Dexter with more functionality. Ships data back over HTTP.
VSkimmer » 29415 BLACKLIST DNS request for known malware domain posterminalworld.
» 29416 MALWARE-CNC Win.Trojan.vSkimmer outbound connection
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THE New Security Model

Attack Continuum

‘.

@ O
Network Endpoint Mobile
_'_

Point in Time

O

Continuous

Virtual

Cloud



—de

DJ

o
o
Hin

K0

KI

o]
ok

&y

30

JEA

ol 0] o]
KM H H
4Ar
&)

-‘\
V)
7 4

4
v

(/[
>

(]

\

W

oJ

=
Ul

HERZ

10

Confidential

Cisco

ved.

nd/or its affiliates. All rights resen

© 2013 Cisco al



- ~.

.
LY
rd

cepsssccoadloccs

¥
J.—l.l

Q
Q

N

vescesssssscee

J

oy
0)
%
_'

& &

~——. -
~— s ————

- -~

sesegessecsee

- -~

<[

y

cecssseccpon e

Se—a -

~.

-

il

O
.

nlgs

)

~.

~——. -

7EA| AN 3

11

Cisco Confidential

© 2013 Cisco and/or its affiliates. All rights reserved.



© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Confidential

12



SHX|, A Al J2| 3 AR

40
ot
e,
1L

12

B o

llective Security
Intelligence

What

Where ‘

&)

-----------------------------------------------------------
-----------------------------------------------------------

mj Event History
-
A

When

P N

Threat Recorded
Identified

Context Enforcement
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