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Preparation Intrusion Active Breach

1. Reconnaissance 3. Delivery 5. Installation 7. Actions on Objectives
Harvest information to Delivering weaponized Installing malware on With '"Hands on Keyboard’
create attack strategy bundle to the victim via the asset access, intruders accomplish

and toolset email, web, USB, etc.

2. Weaponization 4. Exploitation 6. Command & Control
Coupling exploit with Exploiting a vulnerability Command channel for
backdoor into deliverable to execute code on remote manipulation of
Al payload victim’s system victim’s system
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Sewage Dump

Trans-Siberian (2000): Slammer

Pipeline Insider attack on (2003): —
Explosion (1982): sewage systems Knocks nuclear California Canal
Trojan inserted into iy Australia: monitoring System (2007):
SCADA software Dumps 1 million system offline; Insider hacks
that caused gallons of raw Cripples airlines SCADA systems

explosion sewage and 911
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1st Generation ATP &

HEIXLE | HE E=2&ES

sl J|gt A Botnet

= Viruses Malware Spyware

= Bandwidth attacks

= |nadvertent and/or malicious data
e leakage

= Compliance regulation violations
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Approach

Tactic

Impact

Threat
vector
nnlin

Watering hole

Infect or inject a trusted site

Conduct reconnaissance
on a target

Deliver an exploit that will attack

Spear phishing

Target users through
compromised links

Leverage social engineering

Deliver an exploit that will attack

Dropper

Deliver malware with stealth and
self-deleting programs

Gain access through DLL injection
and control firewalls, antivirus, ect

Compromises system control,
personal data and authorizations
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2nd Generation ATP &4

URL =44 XIC
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ol VM Ms
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St=0i| 507H&| Suspicious

Files -> Malware pattern
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Get your head out
of the sandbox ...
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The Industry Has You Covered
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Pervasive
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Investment and Integration
—— to Simplify Security ——

L=k = I Threat Intelligence - &

Lancope Talos

Network as a Sensor \\ Threat Research
) @@@ Unified Management

=- .= ------ | --
NGFW - FirePOWER 6.0 e
FP + ASA
E‘;?A - ‘ L]
Network 7 Endpoint  Cloud

Services

A et
Deployment @ i&f Advanced Threat

Services Network and Endpoint - Analytics Service
ISE 2.0, AnyConnect 4.2
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Continuous

Attack Continuum

BEFORE DURING AFTER

Detect
Block
Defend

Discover
Enforce
Harden

Scope
Contain
Remediate

& - 0
Network Endpoint Mobile Virtual Cloud Email & Web
--0-- o0

Point-in-time Continuous
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Intelligent Open

Next Generation Analytics

 Bigbata> [ OpenDNS
+

-TALOS o

catime> e SOURCEirc

*PayPal FDS (Fraud Detection System)
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Game Changing Innovation

Industry :
1 00 VS. ClsI.ctfss than

DAYS 1 D ay

Reduced Time to Detection

Source: Cisco Annual Security Report, 2016
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* ThreatGRID2| REST API= sample £41, =X 8! E1E X353}
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Threat Content Threat Intelligence
Enrichment Feeds
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Firewall 1PS/IDS Gateway, Network SIEM Log Mgmt Security l}\dpoml
Proxy Taps Partners Security

.||l.|||. Your Existing Security
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Ciefot A|AEIDLO| A1E H[Z(Open Platform)

Technology Partnerships
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Cisco Security Integration with Threat Intelligence
Built on Unmatched Collective Security Analytics

D110 000101 1100110 [l00lIl 1011 100k
Il 10000l Il 1100lI0lI 000II0
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101000 0110 00 OI11000 i
4001110001110 1001 101 HIG

- = 180,000+ file samples per day
Q0O O0Q

Email Endpoints Web  Networks IPS  Devices _ » Advanced Microsoft

and industry disclosures

and researchers

1.6 million 35%
global sensors worldwide email traffic = Snort and ClamAV open source
. communities
of data received per day web requests + S y fi AEGlSTM
. L) ourcetftire program
150 m||_||0n+ 24Xx7x365 AMPCO = Private and public threat feeds
deployed endpoints operations Advanced Malware Protection = DynamiC anaIySiS
1600+ 40+ 000000
c'%ﬁﬁineers, technicians, languages



Cisco Advanced Malware Protection (AMP

Get Visibility and Control across all attack
AMP for ISR

vectors to defend against today’s most | AMPTOTISR
advanced threatS based threats by deploying AMP

capabilities on the Cisco
Integrated Services

Router (ISR). AMP for Private Cloud
AMP for Networks Virtual Appliance

Get deep visibility into threat activity For high privacy environments that
and block advanced malware with AMB \ restrict the use of the public cloud,
IE deployed as a network- & \%.'g/ use an on-premises, air-gapped
based solution running on private cloud deployment of

q AMP-bundled security AMP for Web AMP for Networks or
AMP for Endpomts appliances (NGIPS). AMP for Endpoints.

Protect your Endpoints! Get X :
visibility into file and executable- Appliance (WSA) or Cisco Cloud
Web Security (CWS) and get

level activity, and remediate {E} o ST 5
{5} @ visibility and control to defend a

advanced malware on devices
running Windows, Mac OS against advanced threats
TS gy - AMP for Firewalls launched from the web. Threat Grid
SUPirCha'}?z y:)ur r\ext-gir:;:jation An on-premises appliance or
irewall by turning on cloud-based solution for static

Add AMP to a Cisco Web Security

capabilities on the Cisco Firepower, &I and dynamic malware analysis

NGFVY or the Cisco ASA with (sandboxing) and threat
Firepower Services. intelligence.

AMP for Email

Add AMP to a Cisco Email
Security Appliance (ESA) and
get visibility and control to
defend against advanced
threats launched

v via email
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OpenDNS

Leveraging a Single Global Rec

Global Internet

Network Security

w/0 Adding Latency

Consistent Policy
Enforcement

Internet-Wide
Cloud App Visibility

Illlll'll
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Home
Users

Enterprise

Location A
Internal InfoBlox
Appliance

__‘__

mobile
carrier

Mobile
Devices

]

Enterprise

Location B
Internal Windows
DNS Server

Enterprise

Location C
Internal [l w "0 TS e
BIND Server

Authoritative DNS for
Intranet Domains

Recursive DNS for
Internet Domains
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