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Platform Support

Multiple Edge, Border & C-Plane Options

Catalyst 3K

= e
-

A Catalyst 3650
A Catalyst 3850
A Copper / Fiber
A 10S-XE 16.3+

Catalyst 4K Catalyst 6K

A Catalyst 4500
A Sup8E

A Sup Uplinks

A 10S-XE 3.9+

A Catalyst 6800
A Sup2T /6T

A 6900 or Newer
A 10S 15.4SY+

E 2016

A Nexus 7700

A Sup2E

A M3 Only

A NXOS 7.3DX+
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TrustSec ISE Stealthwatch FnF

Protects
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Boot UCE: Protections | Defenses | Validation Crypto Response Doors

Anchor

Product
Supply Chain Open Source Security Threat Security PSIRT
Management Registration Training Modeling Baseline Advisories

PRS VXLAN LISP SGT-enforcement Full NetFlow
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Virtual Private Networks (VPN)
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secure Hub-to-Hub Link (IPSEC or DMVPy, o
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Secure Virtual salesforce.comt DMVPN - ORAC
Access PCrllvaEie == Wln d Hubs &+ Private CiTIl!X' a
AR web loud
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CSR 1000 FlexVPN ASR 1000

()

DC/Headquarters
Servers

Internet
L @°

= ATM (Remote
- Access use-case)

Spoke A RA Hardware Client

Branch A (Site-to Site use-case)

On-demand branch-to-branch
secure communication 4

== - !
Spoke B i Connected Vehicle w Desktop and Mobile clients
i i i (IoT use-case) . (Remote Access use-case)
Branch B (Site-to Site use-case) 2A client RA Software Clients
DMVPN: Secure WAN transport across MPLS and/or Internet for FlexVPN: Secure access to enterprise network over MPLS and/or

branch-to-branch or branch-to-hub (private cloud / DC access) Internet for remote users and loT




Hub-Spoke + Spoke-Spoke Solutions

Components and Services Interaction

Solution Technology Encryption

Adaptive

MGRE DMVPN Tunnel Pair-wise
Per-Tunnel

oTV. MACsec Tunnel-less Pair-wise Per-Interface
DCI VXLAN, IPsec VPN Tunnel Pair-wise Per-Tunnel
LISP GETVPN Tunnel-less  Group Key Egress-Interface
MPLS-0-mGRE MGRE GETVPN Tunnel Group Key Egress-Interface
MPLSoDMVPN MGRE DMVPN Tunnel Pair-wise Per-Tunnel

Yes = Supported and Recommended No = Supported but Not-Recommended
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Zone Based Firewall

(any traffic)

Umbrella Stealthwatch
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OpenDNS Network
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Zone-based Policy Firewall (ZBFW)
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TrustSec + DMVPN
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|Pv4 Clients Authentication mechanisms: 802.1X, MAB, Web.Auth Finance

Branch Data Center

Solution
Characteristics

Problem Statement Solution Overview Scalability

A BYOD support for non-IT
standard devices

A Secure Identity-based
access; keep outsiders out

A Secure Group Tagging
(SGT) for Context-aware

A 100 Gbps FW (ASR1K with
ESP100)




OpenDNS

(dns)

Umbrella Stealthwatch
VPN <oy ZBFW (&5) SnortIPS Q& Branch Wy) Learning @& Firepower CEED CWs
OpenDNS Network
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Cisco Umbrella Branch (a.k.a OpenDNS)

MALWARE

C2 CALLBACKS
PHISHING

Cisco Umbrella Branch
208.67.222.222
208.67.220.220
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Visibility & enforcement at the
DNS-layer

Block requests to malicious
domains and IPs

Predictive intelligence: uncover
current & emergent threats

Protect all devices on your
branch network against:
o Malware

0o  Phishing
0 C2 callbacks
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Internet

Cisco
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INTRANET
TRAFFIC

Headquarters

e= o Directto Internet Access

¢ WAN

Employees

Prevent guest or corporate users from
connecting to malicious domains & IPs

Prevent already-infected devices from
connecting to C&C

Guest: Inappropriate content
Corporate: Loss of productivity
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Cloud Web Security

(http and https)
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Cisco Cloud Web Security (CWS)
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Server

To Internet
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SNORT powered IPS/IDS
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Snort vs FirePower Thread Defense for ISR

Threats Application Contextual Impact Automated User FireSIGHT
visibility and awareness assessment IPS tuning identities
control

Snort IPS

FirePower

e | v v v Y v

I
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Snort vs. FirePOWER

hreat Defense

Snort FirePOWER

IDS Yes Yes

IPS Yes Yes

Signature set Snort FirePOWER

Application Control and URL Filtering No Yes

Next Gen FW No Yes

SSL Traffic inspection No Yes, with the help of SSL

decryption appliance

Advanced Malware Protection No Yes

Centralized Management

APIC EM IWAN App (March 2016)
Cisco Prime Infrastructure (Nov 2015)

FireSIGHT appliance

Centralized Monitoring

No (third-party tools)

FireSIGHT appliance

Application/Endpoint visibility and profiling No Yes
Performance Less than 1 Gbps Upto 40 Gbps
Compute required 1 core CPU 4 vCPUs

e,
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Community Rule Set vs Subscriber Rule Set

1. Memoryi 8 G RAM Community | Subscriber Rule
2. Licensei SEC-K9 Rule Set Set
3 Sub inti Pricing free paid
' ubscription Number of rules 3000+ 30,000+
4. Container OVA installation Coverage in advance of exploits | No Yes
5. Container service activation Signature availability 30 days later | Fastest access to
. Talos signature
6. Enabling IPS/IDS updates
7. Enable Snort configuration SnortEngi ne -Hidat es|t 90 days only
. compatibilit
8. Reporting P y
SLA No
9. Slgnature updates Level 3 support No Bugzilla

10. Ability to whitelist

i
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FirePOWER Threat Defense for ISR

CCCCC

Umbrella SICEWEY
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Cisco FirePOWER Threat Defense for ISR

Scalability

s,

o R

A SKU: UCs- A SKU: UCs-
EN120E EN140N

A Cores: 2 A Cores: 4

A RAM: 4-8GB A RAM: 4-8GB
(1DIMM) (1DIMM)

A HDD: upto 2006B A HDD: up to 200GB
SSD Storage SSD Storage

N

cIsco

* Hard drives Not included

~Isco UCS-
E140S

A SKU: UCS- A SKU: UCs-
S E160D-M2/K9 E180D-M2/K9
A SKU: UCS- A Cores: 6 A Cores: 8
E140S-M2/K9 A RAM: 8-48GB A RAM: 8-48GB (3
A SKU: UCs- A Cores: 4 (3 DIMMs) DIMMs)
EN120S-M2/K9 R p— A HDD: 3 hard- A HDD: 3 hard-

A Cores: 2 (2 DIMMs) drives, drives, available
A RAM: 4-16GB (2 A HDD: 2 hard- available in in SSD, SAS and
DIMMs) drives, available SSD, SAS and SATA options
A HDD: 2 hard- in 3 SSD, SAS SATA options

drives, available in and SATA
2 SAS and SATA options

options

Feature Richness
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Cisco ISR 4000 Series

http://www.cisco.com/go/routersecurity
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http://www.cisco.com/go/routersecurity
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Voice Gateway
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