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Objective

Audience

This preface describes the objectives, audience, organization, and conventions of this guide, and
describes related documents that have additional information. It contains the following sections:

e Objective, page ix

e Audience, page ix

e Organization, page x

e Conventions, page xi

e Related Documentation, page xvi

e Obtaining Documentation and Submitting a Service Request, page xvii

This guide provides an overview and explains how to install and connect the wireless and nonwireless
Cisco Secure Router 520 Series routers.

For warranty, service, and support information, see the “Cisco One-Year Limited Hardware Warranty
Terms” section in the Readme First for Cisco Secure Router 520 Series document that was shipped with
your router.

This guide is intended for network administrators whose backgrounds vary from having little or no
experience in configuring routers to having a high level of experience.

[ oL-14210-01
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Organization

This guide is organized into the following chapters and appendix.

Part 1: Getting Started

Chapter 1, “Basic Router Configuration”

Describes how to configure basic router features and
interfaces.

Part 2: Configuring Your Router for Ethernet and DSL Access

Chapter 2, “Sample Network Deployments”

Provides a road map for Part 2.

Chapter 3, “Configuring PPP over Ethernet
with NAT”

Provides instructions on how to configure PPPoE
with Network Address Translation (NAT) on your
Cisco router.

Chapter 4, “Configuring PPP over ATM with
NAT”

Provides instructions on how to configure PPPoA
with Network Address Translation (NAT) on your
Cisco router.

Chapter 5, “Configuring a LAN with DHCP
and VLANs”

Provides instructions on how to configure your
Cisco router with multiple VLANS and to have it act
as a DHCP server.

Chapter 6, “Configuring a VPN Using Easy
VPN and an IPsec Tunnel”

Provides instructions on how to configure a virtual
private network (VPN) with a secure IP tunnel using
the Cisco Easy VPN.

Chapter 7, “Configuring VPNs Using an IPsec
Tunnel and Generic Routing Encapsulation”

Provides instructions on how to configure a VPN
with a secure IP tunnel and generic routing
encapsulation (GRE).

Chapter 8, “Configuring a Simple Firewall”

Provides instructions on how to configure a basic
firewall on your Cisco router.

Chapter 9, “Configuring a Wireless LAN
Connection”

Provides instructions on how to configure a wireless
LAN connection on your Cisco router.

Part 3: Configuring Additional Features and Troubleshooting

Chapter 10, “Additional Configuration
Options”

Provides a road map for Part 3.

Chapter 11, “Configuring Security Features”

Explains basic configuration of Cisco IOS security
features, including firewall and VPN configuration.

Chapter 12, “Troubleshooting”

Provides information on identifying and solving
problems with the ADSL line and the telephone
interface. Also explains how to recover a lost
software password.

Part 4: Reference Information

Appendix A, “Cisco IOS Software Basic
Skills”

Explains what you need to know about Cisco I0S
software before you begin to configure it.

Appendix B, “Concepts”

Provides general concept explanations of features.

[l Cisco Secure Router 520 Series Software Configuration Guide
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Appendix C, “ROM Monitor” Describes the use of the ROM Monitor (ROMMON)
utility.
Appendix D, “Common Port Assignments” Describes the currently assigned Transmission

Control Protocol (TCP) and User Datagram Protocol
(UDP) port numbers.

Conventions

S

Note

A

This section describes the conventions used in this guide.

Means reader take note. Notes contain helpful suggestions or references to additional information and
material.

Caution

A

Warning

Waarschuwing

This symbol means reader be careful. In this situation, you might do something that could result in
equipment damage or loss of data.

IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. Use the statement number provided at the end of
each warning to locate its translation in the translated safety warnings that accompanied this
device. Statement 1071

SAVE THESE INSTRUCTIONS

BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan
veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich bewust te zijn van de bij
elektrische schakelingen betrokken risico's en dient u op de hoogte te zijn van de standaard
praktijken om ongelukken te voorkomen. Gebruik het nummer van de verklaring onderaan de
waarschuwing als u een vertaling van de waarschuwing die bij het apparaat wordt geleverd, wilt
raadplegen.

BEWAAR DEZE INSTRUCTIES

Varoitus ~ TARKEITA TURVALLISUUSOHJEITA
Tama varoitusmerkki merkitsee vaaraa. Tilanne voi aiheuttaa ruumiillisia vammoja. Ennen kuin
késittelet laitteistoa, huomioi sdhkopiirien kasittelemiseen liittyvat riskit ja tutustu
onnettomuuksien yleisiin ehkaisytapoihin. Turvallisuusvaroitusten kddannokset loytyvit laitteen
mukana toimitettujen kdannettyjen turvallisuusvaroitusten joukosta varoitusten lopussa nikyvien
lausuntonumeroiden avulla.
SAILYTA NAMA OHJEET
Cisco Secure Router 520 Series Software Configuration Guide
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Attention  IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation pouvant
entrainer des blessures ou des dommages corporels. Avant de travailler sur un équipement, soyez
conscient des dangers liés aux circuits électriques et familiarisez-vous avec les procédures
couramment utilisées pour éviter les accidents. Pour prendre connaissance des traductions des
avertissements figurant dans les consignes de sécurité traduites qui accompagnent cet appareil,
référez-vous au numéro de I'instruction situé a la fin de chaque avertissement.

CONSERVEZ CES INFORMATIONS

Warnung WICHTIGE SICHERHEITSHINWEISE

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu Verletzungen fithren
kann. Machen Sie sich vor der Arbeit mit Gerdten mit den Gefahren elektrischer Schaltungen und
den iiblichen Verfahren zur Vorbeugung vor Unféillen vertraut. Suchen Sie mit der am Ende jeder
Warnung angegebenen Anweisungsnummer nach der jeweiligen Ubersetzung in den iibersetzten
Sicherheitshinweisen, die zusammen mit diesem Geréat ausgeliefert wurden.

BEWAHREN SIE DIESE HINWEISE GUT AUF.

Avvertenza IMPORTANTI ISTRUZIONI SULLA SICUREZZA

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe causare infortuni alle
persone. Prima di intervenire su qualsiasi apparecchiatura, occorre essere al corrente dei pericoli
relativi ai circuiti elettrici e conoscere le procedure standard per la prevenzione di incidenti.
Utilizzare il numero di istruzione presente alla fine di ciascuna avvertenza per individuare le
traduzioni delle avvertenze riportate in questo documento.

CONSERVARE QUESTE ISTRUZIONI

Advarsel VIKTIGE SIKKERHETSINSTRUKSJONER

Dette advarselssymbolet betyr fare. Du er i en situasjon som kan fore til skade pa person. Far du
begynner a arbeide med noe av utstyret, ma du veere oppmerksom pa farene forbundet med
elektriske kretser, og kjenne til standardprosedyrer for a forhindre ulykker. Bruk nummeret i slutten
av hver advarsel for a finne oversettelsen i de oversatte sikkerhetsadvarslene som fulgte med denne
enheten.

TA VARE PA DISSE INSTRUKSJONENE

Aviso INSTRUCOES IMPORTANTES DE SEGURANGA

Este simbolo de aviso significa perigo. Vocé estda em uma situacado que podera ser causadora de
lesdes corporais. Antes de iniciar a utilizacao de qualquer equipamento, tenha conhecimento dos
perigos envolvidos no manuseio de circuitos elétricos e familiarize-se com as praticas habituais de
prevencédo de acidentes. Utilize o namero da instrucao fornecido ao final de cada aviso para
localizar sua traducao nos avisos de seguranca traduzidos que acompanham este dispositivo.

GUARDE ESTAS INSTRUCOES

Cisco Secure Router 520 Series Software Configuration Guide
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jAdvertencia! INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de manipular
cualquier equipo, considere los riesgos de la corriente eléctrica y familiaricese con los
procedimientos estandar de prevencion de accidentes. Al final de cada advertencia encontrara el
niimero que le ayudara a encontrar el texto traducido en el apartado de traducciones que acompaiia
a este dispositivo.

GUARDE ESTAS INSTRUCCIONES

Varning! VIKTIGA SAKERHETSANVISNINGAR

Denna varningssignal signalerar fara. Du befinner dig i en situation som kan leda till personskada.
Innan du utfor arbete pa nagon utrustning maste du vara medveten om farorna med elkretsar och
kdnna till vanliga forfaranden for att forebygga olyckor. Anvénd det nummer som finns i slutet av
varje varning for att hitta dess dverséttning i de dversatta sakerhetsvarningar som medféljer denna
anordning.

SPARA DESSA ANVISNINGAR

Figyelem FONTOS BIZTONSAGI ELOIRASOK

Ez a figyelmezeto jel veszélyre utal. Sériillésveszélyt rejto helyzetben van. Mielott
barmely berendezésen munkat végezte, legyen figyelemmel az elektromos aramkérok
okozta kockazatokra, és ismerkedjen meg a szokasos balesetvédelmi eljarasokkal.

A kiadvanyban szereplo figyelmeztetések forditasa a késziilékhez mellékelt biztonsagi
figyelmeztetések kozétt talalhatd; a forditas az egyes figyelmeztetések végén lathaté
szam alapjan keresheto meg.

ORIZZE MEG EZEKET AZ UTASITASOKAT!

Mpenynpexpexne BAXHbLIE MHCTPYKLAM MO COBNMIOAEHUIO TEXHUKWA BE3OMNMACHOCTHU

9T1oT cMmBON NpeaynpexaeHna o603HavYaeT onacHocTb. To eCTb UMeeT MecTo cutyauus, B
KOTOpOM crieAyeT onacaTtbCs TenecHbIX NoBpexaeHun. Nepen akcnnyaraumen obopyaoBaHUs
BbISICHUTE, KAKUM OMaCHOCTAM MOXET noAaBepraTbCcs nosib3oBaTesib NPU UCMONb30BaHMU
ANEKTPUYECKUX LieNnen, U 03HAKOMLTECh C NpaBuiiaMyu TeEXHUKK 6e3onacHoCTU Ansa
npenoTBpaLleHMs BO3MOXHbIX HECYACTHbIX cry4vaeB. Bocnonb3yintecb HOMepoM 3asiBNeHus,
npuBeaeHHbLIM B KOHLE KaXaoro npeaynpexaeHusi, YToobl HAUTU ero nepeseaeHHbIN BapuaHT
B nepesoe npeaynpexaeHuin no 6e3onacHocTu, NnpunaraemMomM K JaHHOMY YCTPOWUCTBY.

COXPAHUTE 3TU UHCTPYKLIUN

g
of

EEMREMIRA

NE
!

Iflia

HEEFSRERK. BELTRERZHFEGENIERET. EEEMREFEIIEZR, LS
RBIFREB AR, HASZEHLESEELEMTETERER. BIRESNESSREMERSHRLE
RENREMEERANEIFEAR.

BREFXL R 2 MR
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Aviso INSTRUCOES IMPORTANTES DE SEGURANGA

Este simbolo de aviso significa perigo. Vocé se encontra em uma situacao em que harisco de lesdes
corporais. Antes de trabalhar com qualquer equipamento, esteja ciente dos riscos que envolvem os
circuitos elétricos e familiarize-se com as praticas padrao de prevencao de acidentes. Use o
nimero da declaracao fornecido ao final de cada aviso para localizar sua traducao nos avisos de
seguranca traduzidos que acompanham o dispositivo.

GUARDE ESTAS INSTRUCOES

Advarsel VIGTIGE SIKKERHEDSANVISNINGER

Dette advarselssymbol betyder fare. Du befinder dig i en situation med risiko for
legemesbeskadigelse. For du begynder arbejde pa udstyr, skal du veere opmaerksom pa de
involverede risici, der er ved elektriske kredslgh, og du skal satte dig ind i standardprocedurer til
undgaelse af ulykker. Brug erklaeringsnummeret efter hver advarsel for at finde overszettelsen i de
oversatte advarsler, der fulgte med denne enhed.

GEM DISSE ANVISNINGER

Lalad la¥1 Silali !
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Upozorenje

Upozornéni

Mpocidotroinon

NINTR

Opomena

VAZNE SIGURNOSNE NAPOMENE

Ovaj simbol upozorenja predstavlja opasnost. Nalazite se u situaciji koja moze prouzrogiti
tjelesne ozljede. Prije rada s bilo kojim uredajem, morate razumjeti opasnosti vezane uz
elektriéne sklopove, te biti upoznati sa standardnim na¢inima izbjegavanja nesrec¢a. U
prevedenim sigurnosnim upozorenjima, prilozenima uz uredaj, mozete prema broju koji se
nalazi uz pojedino upozorenje pronaéi i njegov prijevod.

SACUVAJTE OVE UPUTE

DULEZITE BEZPECNOSTNI POKYNY

Tento upozorniujici symbol oznaéuje nebezpedéi. Jste v situaci, ktera by mohla zpisobit
nebezpeci Urazu. Pfed praci na jakémkoliv vybaveni si uvédomte nebezpeci souvisejici

s elektrickymi obvody a seznamte se se standardnimi opatfenimi pro pfedchazeni araziim.
Podle ¢&isla na konci kazdého upozornéni vyhledejte jeho pfeklad v prelozenych
bezpeénostnich upozornénich, ktera jsou pfilozena k zafizeni.

USCHOVEJTE TYTO POKYNY

ZHMANTIKEX OAHIIEXZ AZPANEIAZ

AuTté 10 TTpOEIdOTTOINTIKO OUMBOAO onuaivel Kivduvo. BpiokeaTe o€ KATAGTACN TTOU PTTOPEI va
TTPoKaAETEl TpaUMATIoUO. IMpIv EpyacTeiTe € OTTOI0ONTIOTE ECOTTAIOUO, Va £XETE UTTOWN OAG TOUG
KIvdUvoug TTou OXeTiCovTal Je Ta NAEKTPIKA KUKAWPATA Kal va £XETE €E0IKEIWBEI Pe TIG OUVABEIG
TTPAKTIKEG YIO TNV ATTOQUYH aTUXNPATWY. XpNOIYOTTOIRCTE ToV apiBud dAwoNg TTou TTAPEXETAI OTO
TEAOG KABE TTpoEIdOTTOINCNG, VIO VA EVTOTTIOETE TN JETAPPACT TNG OTIG HETAPPATHUEVES
TTPOEISOTTIOINCEIS AOQAAEIOG TTOU OUVOBEUOUV TN CUOKEUN).

OYNASTE AYTEX TIZ OAHIEX

NIIYN NIN'VA NIXRIIN

TI'Y DY TAYNY 197 .nptY97 DNa7 71900 A¥Na X¥Nl ANX .00 7000 AT NINTR N'O
D'72I7NN 07010 DX N7 0YNYN 0'7auna NIdNON NIR207 YT Nife ' L Inw'
DIANN DX MNX? 1O DINTR 72 7w 19102 POIoNN NXIINN 190N WNNWN .NNIXN NynY?
JPNN7 NI9AXNY NINANNA NIN'VAN NNNTR]
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BAXXHW BE3SBEHOCHW HAMATCTBUJA

CumbonoT 3a npegynpenyBane 3Hadm onacHocT. Ce HaoraTe BO cuTyauuja LUTO MOXe Aa
npeam3Buka TenecHu nospeu. MNpen aa pabotute co onpemara, buagete CBECHU 3a PU3MKOT LUTO
MOCTOM Kaj eneKkTpuyHUTE Kona u Tpeba Aa rv no3HaeaTe cTaHO4apAHUTE NOCTanku 3a cnpeyvyBake Ha
HecpekHu cnydaun. MckopucTeTe ro 6pojoT Ha nsjaBaTta LITO Ce Haora Ha KpajoT Ha cekoe
npegynpenysBare 3a Aa ro HajaeTe HEroBUOT Nepuop, Bo npeeeaeHute 6e3benHoCHU
npeaynpegysarsa LUTO Ce UcnopayvaHu co ypeaoT.

YYBAJTE ' OBME HAMATCTBUJA
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Ostrzezenie ~ WAZNE INSTRUKCJE DOTYCZACE BEZPIECZENSTWA

Ten symbol ostrzezenia oznacza niebezpieczenstwo. Zachodzi sytuacja, ktéra moze
powodowacé obrazenia ciata. Przed przystgpieniem do prac przy urzadzeniach nalezy
zapozna¢ sie z zagrozeniami zwigzanymi z uktadami elektrycznymi oraz ze standardowymi
Srodkami zapobiegania wypadkom. Na koricu kazdego ostrzezenia podano numer, na
podstawie ktérego mozna odszukaé ttumaczenie tego ostrzezenia w dotgczonym do
urzadzenia dokumencie z ttumaczeniami ostrzezen.

NINIEJSZE INSTRUKCJE NALEZY ZACHOWAC

Upozornenie DOLEZITE BEZPECNOSTNE POKYNY

Tento varovny symbol oznacuje nebezpecenstvo. Nachadzate sa v
situacii s nebezpecenstvom urazu. Pred pracou na akomkolvek vybaveni
si uvedomte nebezpeéenstvo suvisiace s elektrickymi obvodmi a
oboznamte sa so Standardnymi opatreniami na predchadzanie urazom.
Podla ¢isla na konci kazdého upozornenia vyhladajte jeho preklad v
prelozenych bezpeénostnych upozorneniach, ktoré su prilozené k
zariadeniu.

USCHOVAJTE SITENTO NAVOD

Related Documentation

The Cisco Secure Router 520 Series product is shipped with a minimal set of printed documentation.
Additional product documentation is available on Cisco.com.

In addition to the Cisco Secure Router 520 Series Software Configuration Guide (this document), the
Cisco Secure Router 520 Series documentation set includes the following documents.

The following documentation is shipped with the product:

e For warranty, service, and support information, see the Readme First for Cisco Secure Router 520
Series document.

e Cisco Regulatory Compliance and Safety Information Roadmap
The following Cisco Secure Router 520 Series product documentation is available on Cisco.com:
e Cisco Secure Router 520 Series Hardware Installation Guide

http://www.cisco.com/en/US/docs/routers/access/500/520/hardware/installation/guide/SR_520_HI
guide.html

e Regulatory Compliance and Safety Information for Cisco Secure Router 500 Series

http://www.cisco.com/en/US/docs/routers/access/500/520/rcsi/500_rcsi.html
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Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Cisco Secure Router 520 Series Software Configuration Guide
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CHAPTER

Basic Router Configuration

The Cisco Secure Router 520 Series routers are designed for small businesses with up to 50 users and
teleworkers who want secure connectivity to corporate LANs and to the Internet. These routers provide
advanced security features that include secure Virtual Private Network (VPN) access and comprehensive
threat defense with Cisco IOS Firewall, Intrusion Prevention Solution (IPS), and URL filtering. The
Cisco Secure Router 520 Series routers also provide dynamic routing and advanced quality of service
(QoS) features.

The Cisco Secure Router 520 Series routers complement the Cisco Unified Communications 500 Series
router and the Cisco Smart Business Communications System (SBCS) portfolio. As part of the SBCS
portfolio, the Cisco Secure Router 520 Series routers deliver a common user experience through
integration with the Cisco Configuration Assistant, Cisco Smart Assist, Cisco Monitor Manager, and
Cisco Monitor Director.

This chapter provides procedures for configuring the basic parameters of your Cisco router, including
global parameter settings, routing protocols, interfaces, and command-line access using the CLI. It also
describes the default configuration at startup.

Individual router routers may not support every feature described throughout this guide. Features not
supported by a particular router are indicated whenever possible.

This chapter contains the following sections:
e Viewing the Default Configuration
¢ Information Needed for Customizing the Default Parameters
e Interface Port Labels
¢ Configuring Basic Parameters
e Configuring Static Routes
e Configuring Dynamic Routes
Each section includes a configuration example and verification steps, as available.

For complete information on how to access global configuration mode, see the “Entering Global
Configuration Mode” section in Appendix A, “Cisco I0S Basic Skills.” For more information on the
commands used in the following tables, see the Cisco IOS Release 12.3 documentation set.

[ oL-14210-01
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| Viewing the Default Configuration

Viewing the Default Configuration

When the router first boots up, some basic configuration has already been performed. All of the LAN
and WAN interfaces have been created, console and VTY ports are configured, and the inside interface
for Network Address Translation has been assigned.

To view the default configuration, follow these steps:

Step 1 Use the default username cisco and the default password cisco to enter the privileged EXEC mode.

Step2  Use the show running-config command to view the initial configuration.

Information Needed for Customizing the Default Parameters

You need to gather some or all of the following information, depending on your planned network
scenario, prior to configuring your network.

e If you are setting up an Internet connection, gather the following information:

Point-to-Point Protocol (PPP) client name that is assigned as your login name

PPP authentication type: Challenge Handshake Authentication Protocol (CHAP) or Password
Authentication Protocol (PAP)

PPP password to access your Internet service provider (ISP) account

DNS server IP address and default gateways

e If you are setting up a connection to a corporate network, you and the network administrator must
generate and share the following information for the WAN interfaces of the routers:

PPP authentication type: CHAP or PAP
PPP client name to access the router

PPP password to access the router

e If you are setting up IP routing:

Generate the addressing scheme for your IP network.

Determine the IP routing parameter information, including IP address, and ATM permanent
virtual circuits (PVCs). These PVC parameters are typically virtual path identifier (VPI), virtual
circuit identifier (VCI), and traffic shaping parameters.

Determine the number of PVCs that your service provider has given you, along with their VPIs
and VClIs.

For each PVC determine the type of AALS encapsulation supported. It can be one of the
following:

AALSSNAP—This can be either routed RFC 1483 or bridged RFC 1483. For routed RFC 1483,
the service provider must provide you with a static IP address. For bridged RFC 1483, you may
use DHCP to obtain your IP address, or you may obtain a static IP address from your service
provider.

AALSMUX PPP—With this type of encapsulation, you need to determine the PPP-related
configuration items.

e If you plan to connect over an ADSL line:

Cisco Secure Router 520 Series Software Configuration Guide
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Interface Port Labels W

— Order the appropriate line from your public telephone service provider. Ensure that the ADSL
signaling type is DMT (also called ANSI T1.413) or DMT Issue 2.

Once you have collected the appropriate information, you can perform a full configuration on
your router, beginning with the tasks in the “Configuring Basic Parameters” section.

Interface Port Labels

Table 1-1 lists the interfaces supported for each router and their associated port labels on the equipment.

Table 1-1 Supported Interfaces and Associated Port Labels by Router
Router Interface Port Label
Cisco Secure Router 520 Fast Ethernet LAN FEO-FE3
Ethernet-to-Ethernet routers Fast Ethernet WAN FE4

Wireless LAN None (antenna is not labeled)
Cisco Secure Router 520 Fast Ethernet LAN LAN (top), FEO-FE3 (bottom)
ADSL-over-POTS routers ATM WAN ADSLoPOTS

Wireless LAN None (antenna is not labeled)
Cisco Secure Router 520 Fast Ethernet LAN LAN (top), FEO—FE3 (bottom)
ADSL-over-ISDN routers ATM WAN ADSLOoISDN

Wireless LAN None (antenna is not labeled)

Configuring Basic Parameters

To configure the router, perform one or more of these tasks:
e Configure Global Parameters
e Configure Fast Ethernet LAN Interfaces
e Configure WAN Interfaces
e Configuring a Loopback Interface
e Configuring Command-Line Access to the Router

A configuration example is presented with each task to show the network configuration following
completion of that task.

Cisco Secure Router 520 Series Software Configuration Guide
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Configure Global Parameters

Perform these steps to configure selected global parameters for your router:

Command

Purpose

Step 1 configure terminal

Example:

Router> enable
Router# configure terminal
Router (config) #

Enters global configuration mode, when using the
console port.

If you are connecting to the router using a remote
terminal, use the following:

telnet router name or address
Login: login id
Password: ****xxkkx

Router> enable

Step 2 hostname name

Example:

Router (config) # hostname Router
Router (config) #

Specifies the name for the router.

Step 3 enable secret password

Example:

Router (config) # enable secret crlny5ho
Router (config) #

Specifies an encrypted password to prevent
unauthorized access to the router.

Step 4 no ip domain-lookup

Example:

Router (config)# no ip domain-lookup
Router (config) #

Disables the router from translating unfamiliar
words (typos) into IP addresses.

For complete information on the global parameter commands, see the Cisco IOS Release 12.3

documentation set.

Configure Fast Ethernet LAN Interfaces

The Fast Ethernet LAN interfaces on your router are automatically configured as part of the default
VLAN and as such, they are not configured with individual addresses. Access is afforded through the
VLAN. You may assign the interfaces to other VLANS if desired. For more information about creating
VLANS, see Chapter 5, “Configuring a LAN with DHCP and VLANs.”

Configure WAN Interfaces

The Cisco Secure Router 520 Ethernet-to-Ethernet routers have one Fast Ethernet interface for WAN
connection. The Cisco Secure Router 520 ADSL-over-POTS and Cisco Secure Router 520
ADSL-over-ISDN routers have one ATM interface for WAN connection.

[l Cisco Secure Router 520 Series Software Configuration Guide
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Configuring Basic Parameters 1l

Based on the router you have, configure the WAN interface(s) by using one of the following procedures:

e Configure the Fast Ethernet WAN Interface
e Configure the ATM WAN Interface

Configure the Fast Ethernet WAN Interface

Step 1

Step 2

Step 3

Step 4

This procedure applies only to the Cisco Secure Router 520 Ethernet-to-Ethernet routers. Perform these
steps to configure the Fast Ethernet interface, beginning in global configuration mode:

Command

Purpose

interface type number

Example:

Router (config)# interface fastethernet 4
Router (config-if)#

Enters the configuration mode for a Fast
Ethernet WAN interface on the router.

ip address ip-address mask

Example:

Router (config-if)# ip address 192.1.12.2
255.255.255.0
Router (config-if)#

Sets the IP address and subnet mask for the
specified Fast Ethernet interface.

no shutdown

Example:

Router (config-if)# no shutdown
Router (config-if)#

Enables the Ethernet interface, changing its
state from administratively down to
administratively up.

exit

Example:

Router (config-if)# exit
Router (config) #

Exits configuration mode for the Fast Ethernet
interface and returns to global configuration
mode.

Configure the ATM WAN Interface

This procedure applies only to the Cisco Secure Router 520 ADSL-over-POTS and

Cisco Secure Router 520 ADSL-over-ISDN routers.
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Step 1

Step 2

Step 3

Step 4

Perform these steps to configure the ATM interface, beginning in global configuration mode:

Command

Purpose

interface type number

Example:

Router (config)# interface atm0
Router (config-if)#

Identifies and enters the configuration mode for an
ATM interface.

ip address ip-address mask

Example:

Router (config-if)# ip address 200.200.100.1
255.255.255.0
Router (config-if)#

Sets the IP address and subnet mask for the ATM
interface.

no shutdown

Example:

Router (config-if)# no shutdown
Router (config-if)#

Enables the ATM O interface.

exit

Example:

Router (config-if)# exit
Router (config) #

Exits configuration mode for the ATM interface
and returns to global configuration mode.

Configure the Wireless Interface

The wireless interface enables connection to the router through a wireless LAN connection. For more
information about configuring a wireless connection, see Chapter 9, “Configuring a Wireless LAN
Connection,” and the Cisco Access Router Wireless Configuration Guide.

Configuring a Loopback Interface

The loopback interface acts as a placeholder for the static IP address and provides default routing

information.

For complete information on the loopback commands, see the Cisco IOS Release 12.3

documentation set.

[l Cisco Secure Router 520 Series Software Configuration Guide
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Step 1

Step 2

Step 3

Configuring Basic Parameters 1l

Perform these steps to configure a loopback interface, beginning in global configuration mode:

Command Purpose

interface type number Enters configuration mode for the loopback
interface.

Example:

Router (config)# interface Loopback 0
Router (config-if)#

ip address ip-address mask Sets the IP address and subnet mask for the
loopback interface.
Example:

Router (config-if)# ip address 10.108.1.1
255.255.255.0
Router (config-if)#

exit Exits configuration mode for the loopback
interface and returns to global configuration mode.
Example:

Router (config-if)# exit
Router (config) #

Configuration Example

The loopback interface in this sample configuration is used to support Network Address Translation
(NAT) on the virtual-template interface. This configuration example shows the loopback interface
configured on the Fast Ethernet interface with an IP address of 200.200.100.1/24, which acts as a static
IP address. The loopback interface points back to virtual-templatel, which has a negotiated IP address.
!

interface loopback 0

ip address 200.200.100.1 255.255.255.0 (static IP address)

ip nat outside

1

interface Virtual-Templatel

ip unnumbered loopbackO

no ip directed-broadcast

ip nat outside
|

Verifying Your Configuration

To verify that you have properly configured the loopback interface, enter the show interface loopback
command. You should see verification output similar to the following example.

Router# show interface loopback 0
Loopback0 is up, line protocol is up
Hardware is Loopback
Internet address is 200.200.100.1/24
MTU 1514 bytes, BW 8000000 Kbit, DLY 5000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation LOOPBACK, loopback not set
Last input never, output never, output hang never
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Last clearing of "show interface" counters never

Queuing strategy: fifo

Output queue 0/0, 0 drops; input queue 0/75,

0 drops

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants,

0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 output buffer failures, 0 output buffers swapped out

Another way to verify the loopback interface is to ping it:

Router# ping 200.200.100.1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 200.200.100.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Configuring Command-Line Access to the Router

Perform these steps to configure parameters to control access to the router, beginning in global

configuration mode:

Command Purpose
Step 1 line [aux | console | tty | vty] line-number Enters line configuration mode, and specifies the
type of line.
Example: This example specifies a console terminal for
Router (config)# line console 0 access.
Router (config-line)#
Step2  password password Specifies a unique password for the console
terminal line.
Example:
Router (config-line) # password 5drdHepw3
Router (config-line) #
Step 3 login Enables password checking at terminal session
login.
Example:
Router (config-line)# login
Router (config-line)#
Step 4 exec-timeout minutes [seconds] Sets the interval that the EXEC command

Example:

Router (config-line)# exec-timeout 5 30
Router (config-line)#

interpreter waits until user input is detected. The
default is 10 minutes. Optionally, add seconds to
the interval value.

This example shows a timeout of 5 minutes and
30 seconds. Entering a timeout of 0 0 specifies
never to time out.

[l Cisco Secure Router 520 Series Software Configuration Guide
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Step 5

Step 6

Step 7

Step 8

Step 9

Configuring Basic Parameters 1l

Command Purpose

exit Exits line configuration mode, and returns to
global configuration mode.
Example:

Router (config-line)# exit
Router (config)#

line [aux | console | tty | vty] line-number Specifies a virtual terminal for remote console
access.
Example:

Router (config)# line vty 0 4
Router (config-line)#

password password Specifies a unique password for the virtual
terminal line.
Example:

Router (config-line)# password aldf2adl
Router (config-line) #

login Enables password checking at the virtual terminal
session login.
Example:

Router (config-line)# login
Router (config-line)#

end Exits line configuration mode, and returns to
privileged EXEC mode.
Example:

Router (config-line)# end
Router#

For complete information about the command line commands, see the Cisco IOS Release 12.3
documentation set.

Configuration Example

The following configuration shows the command-line access commands.

You do not need to input the commands marked “default.” These commands appear automatically in the
configuration file generated when you use the show running-config command.

|

line con 0
exec-timeout 10 0
password 4youreyesonly
login

transport input none (default)
stopbits 1 (default)
line vty 0 4
password secret

login

|
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Configuring Static Routes

Step 1

Step 2

Static routes provide fixed routing paths through the network. They are manually configured on the
router. If the network topology changes, the static route must be updated with a new route. Static routes
are private routes unless they are redistributed by a routing protocol. Configuring static routes on the
Cisco Secure Router 520 Series router is optional.

Perform these steps to configure static routes, beginning in global configuration mode:

Command Purpose

ip route prefix mask {ip-address | interface-type |Specifies the static route for the IP packets.

interface-number [ip-address} For details about this command and additional

parameters that can be set, see the Cisco I0S IP

Command Reference, Volume 2 of 4: Routing
Router (config)# ip route 192.168.0.0 Protocols.

255.255.0.0 10.10.10.2
Router (config) #

Example:

end Exits router configuration mode, and enters
privileged EXEC mode.
Example:

Router (config)# end
Router#

For complete information on the static routing commands, see the Cisco IOS Release 12.3
documentation set. For more general information on static routing, see Appendix B, “Concepts.”

Configuration Example

In the following configuration example, the static route sends out all IP packets with a destination IP
address of 192.168.1.0 and a subnet mask of 255.255.255.0 on the Fast Ethernet interface to another
device with an IP address of 10.10.10.2. Specifically, the packets are sent to the configured PVC.

You do not need to enter the commands marked “(default).” These commands appear automatically in
the configuration file generated when you use the show running-config command.

!

ip classless (default)

ip route 192.168.1.0 255.255.255.0 10.10.10.2
!

Verifying Your Configuration

To verify that you have properly configured static routing, enter the show ip route command and look
for static routes signified by the “S.”

You should see verification output similar to the following example.

Router# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external,
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

Cisco Secure Router 520 Series Software Configuration Guide
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ia - IS-IS inter area, *
o - ODR,

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets

- candidate default,
P - periodic downloaded static route

Configuring Dynamic Routes

U - per-user static route

C 10.108.1.0 is directly connected, Loopback0
S* 0.0.0.0/0 is directly connected, FastEthernetO

Configuring Dynamic Routes

In dynamic routing, the network protocol adjusts the path automatically, based on network traffic or
topology. Changes in dynamic routes are shared with other routers in the network.

The Cisco routers can use IP routing protocols, such as Routing Information Protocol (RIP), to learn
routes dynamically. You can configure either of these routing protocols on your router.

Configuring RIP

Step 1

Step 2

Step 3

Perform these steps to configure the RIP routing protocol on the router, beginning in global

configuration mode:

Command Task

router rip Enters router configuration mode, and enables RIP
on the router.

Example:

Router# configure terminal
Router (config)# router rip
Router (config-router) #

version {12}

Example:

Router (config-router)# version 2
Router (config-router) #

Specifies use of RIP version 1 or 2.

network ip-address

Example:

Router (config-router)# network 192.168.1.1
Router (config-router)# network 10.10.7.1
Router (config-router) #

Specifies a list of networks on which RIP is to be
applied, using the address of the network of
directly connected networks.
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Command Task
Step 4 no auto-summary Disables automatic summarization of subnet routes
into network-level routes. This allows subprefix
Example: routing information to pass across classful network
Router (config-router)# no auto-summary boundaries.

Router (config-router) #

Step 5 end Exits router configuration mode, and enters
privileged EXEC mode.
Example:

Router (config-router)# end
Router#

For complete information on the dynamic routing commands, see the Cisco IOS Release 12.3
documentation set. For more general information on RIP, see Appendix B, “Concepts.”

Configuration Example

The following configuration example shows RIP version 2 enabled in IP network 10.0.0.0 and
192.168.1.0.

Execute the show running-config command from privileged EXEC mode to see this configuration.
!

router rip

version 2

network 10.0.0.0

network 192.168.1.0

no auto-summary

Verifying Your Configuration

To verify that you have properly configured RIP, enter the show ip route command and look for RIP
routes signified by “R.” You should see verification output like the example shown below.

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external,
i - IS-IS, su - IS-IS summary, L1l - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set
10.0.0.0/24 is subnetted, 1 subnets

10.108.1.0 is directly connected, Loopback0
R 3.0.0.0/8 [120/1] via 2.2.2.1, 00:00:02, Ethernet0/0

(@]
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Sample Network Deployments

This part of the software configuration guide presents a variety of possible Ethernet and Digital
Subscriber Line (DSL)—based network configurations using the Cisco Secure Router 520 Series router.
Each scenario is described with a network topology, a step-by-step procedure that is used to implement
the network configuration, and a configuration example that shows the results of the configuration. The
Cisco Secure Router 520 Ethernet-to-Ethernet routers can be used in the Ethernet-based scenarios and
the Cisco Secure Router 520 ADSL-over-POTS and Cisco Secure Router 520 ADSL-over-ISDN routers
can be used in the DSL-based scenarios.

The first network scenario provides a simple network configuration: point-to-point protocol (PPP) over
the WAN interface with Network Address Translation (NAT). Each successive scenario builds on the
previous scenario by configuring another key feature.

The scenarios do not address all of the possible network needs; instead, they provide models on which
you can pattern your network. You can choose not to use features presented in the examples, or you can
add or substitute features that better suit your needs.

Note  To verify that a specific feature is compatible with your router, you can use the Software Advisor tool.
You can access this tool at www.cisco.com > Technical Support & Documentation > Tools &
Resources with your Cisco username and password.

For Ethernet-Based Network Deployments

Use the following configuration examples to assist you in configuring your router for Ethernet-based
networks.

e Chapter 3, “Configuring PPP over Ethernet with NAT”

e Chapter 5, “Configuring a LAN with DHCP and VLANs”

e Chapter 6, “Configuring a VPN Using Easy VPN and an [Psec Tunnel”

e Chapter 7, “Configuring VPNs Using an IPsec Tunnel and Generic Routing Encapsulation”
e Chapter 8, “Configuring a Simple Firewall”

For DSL-Based Network Deployments
