Iy
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OOna4yHble cepBUCHLI Ha CTpaxe
oe3onacHocTu. Cisco Umbrella v

Meraki

Bnaonmup nnbmaH

Cisco Systems
8 nekabps 2016
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Kak Mbl paboTaem Tenepb

YnarneHHble
nornb3oBaTenu

NMonb3oBaTenu

Hoytbykn / NnaHweTsl
nonb3oBatenemn
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BusHec

XocCThl
r""'] NPUNOXEHNS

Kputnyeckaa nHgppacTpyktypa —
laaS & PaaS (npum:, Amazon,
Azure, n gp.)

[MpunoxeHusn
N AaHHbIE

BusHec npunoxeHusa - SaaS
(npum:., Salesforce,
Office365, Google)



Kak Mmbl pabotaem Tenepb — PaclunpeHHbIn
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YnarneHHble
nornb3oBaTenu

NMonb3oBaTenu

Hoytbykn / NnaHweTsl
nonb3oBatenemn
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BusHec

NPUNOXeEHNA

XocCThbl

[ocTyn

cnonb3oBaHue

Kputnyeckaa nHgppacTpyktypa —
laaS & PaaS (npum:, Amazon,
Azure, n gp.)

[MpunoxeHus
N AaHHbIE

BusHec npunoxeHusa - SaaS
(npum:., Salesforce, Marketo,
Office365, Google)



K 2018, Garther oueHusaem:

25% KoprnopamusHo20 mpaghuka 0aHHbIX
byoem obxooums riepumemparibHyro
3awumy.
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B e A k. -
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Arllhllh
CISCO 5 i

LRSS

iSCo and/of it§ affiliates. Al rights réserved..h- .




Takum obpa3om k 2018 (unu daxxe 6bicmpee)...

NGFW 6yoym cnerbi K 25% mpagbuka!

CCCCC



“Obnaka” n kopriopatnBHad 6€30MacHOCTb

* lcnonb3oBaHne obradHbIX CPeACTB U
5630|'IaCH OCTb aHanuTuUKn n3 obnaka ans 3awmThbl

KOpNopaTUBHbIX PecypcoB (BKIo4as

N3 O6ﬂaKa TpaanLMNOHHLIV NepUMETP)

Ee30|'|aCHOCTb « 3awmTa obnavHbIX CEPBUCOB, KOTOPbIE

ncnonbaytorcsa UT-cnyxbamm nnu

OJ14A obnaka COTPYAHVKAMMN KOMMaHNUK




OobeagnHaa b ns obrnaka n ansg obnaka

& | Cloud Email Security

@AMP TINE @ OpenDNS
C|SCO_ Umbrella

Cisco Defensel\/lerak|

Orchestrator '@ Cloud consumption

services

((A Active Threat '~~~ Cognitive Threat
\)/\ () J . @
A Analytics CWs

\

Analytics

b u3 obnaka

S
CISCO

b ons obnaka

CloudLock @

i ) NGFWv

@ OpenDNS
Umbrella




[Tnatdpopma Cisco Cloud Security

ObnayHoe ynpasrieHue

O6nayHbllt 6e3onacHbIN Ge3onacHocTbio 1

DNS-cepsuc MOBUITbHBIMU
: yCcTpomncTBamMmu

BesonacHocTb
AOoCTyna K obnayHbIm
cepsucam

¢ ¥ CloudLock

YcTponcTea v CeTu

lNodknoyeHue omoscrody




Cisco Umbrella

NIy
OpenDNS  cisco

tees’ Cisco Umbrella



Cisco Umbrella

Malware
C2 Callbacks
Phishing

-
-

Bce HaunHaeTtca ¢ DNS

CeTb 1 XOCThbl

_-
-

(ONGFW | Coth 1 XTbI MpenLwecTByeT OTKPbITUIO
:QNetﬂOW , dannos u yctaHoBneHuto IP
ZOProxy : r \ coegunHeHud
(OSandbox | | ORouteruTM | Vicnonb3yeTcs BceMM
AV } [ AV { AV } { AV } v YCTPOMCTBaMM
( — J L — J C — J — J
——
— LleHTpanbHbI — —— ®unuan — POyMUHF Hes3aBucumo ot noprta

Odmc




Cisco Umbrella — cepBuc 6e3onacHoro DNS

&

Malware
C2 Callbacks
Phishing

L@_J

208.67.222.222

|

mls

— %]

vtleet] e
CISCO

BcTpoeH B camy ocHoBY VIHTepHeT

VHTennekT no3sonsoLwmnmn BuaeTb yrposy oo
aTaku

BuanmocTb 1 3awmTta Be3ge
Pa3BepTbiBaHWE Ha BCHO CETb 3a MUHYTHI

VHTerpauna onga paclwumpeHuns TekyLmx
BO3MOXHOCTEN



[locTyneH co Bcex NNatgopm U YCTPOUCTB
Umbrella

LieHTpanbHbIN
octhuc

:

oooo

oO—0O 00
O—0O—0O0-0-20

BHYTPU CETU

loT = |=}F---------
MobunbHble [ F-------
yCTpOUCTBa =

1l

mmo| _____)
dunman D[
MobunbHble | | Y
COTPYAHUKM

Imir
CISCO

BHE CETU

O—0O 000

BCE NMOPTbI U NMPOTOKOIbI

Bce opucHbie nokauum
JTtoboe yCcTpoOUCTBO B CETU
MoOwnbHbIE XOCTbI

Kaxxabit NOPT U MNPOTOKON



Isonrouna Command & Control oT3BOHOB

KECTKO  BbICTPAfICMEHA | AATOPUTM FEHEPALIUM
HACTPOEHHbIA IP “FAST FLUX" ~ AOMEHOB (DGA)

Els_

——

@23 4. 24 1

@23.4.241 (3

@129.3. 63

@67 44 21.1




“0OpenDNS cmor knaccupuuupoBatb U baokupoBaTtb 100%
TectupoBaHHbIX 338 C&C cepBepos. ”

MNTEST

TecTtMpoBanoch 4 R
Maga 2015

51 domains

80.00% -
“BBunay cBOEro yHMKaAbHOro i ed
MOAXOAA K 3aLUMTe XOCTOB Ha 338 1,844
ypoBHe DNS oH Takxe He HeceT 70.00% - domains domains m Blocked
HUKaKOU Harpy3ku Ha
MPOU3BOANTEABHOCTb. oo

50.00% -

Botnet C&C Malware hosts

Imir
CISCO



BuaeHne NHTepHet oT OpenDNS / Umbrella

30 65 12 | 160+

MI1PA. TbIC.
3anpocos B AeHb AKTUBHBIX KoprnopaTuBHbIX CTpaH no Bcemy
nonb3oBaTteneun 33Ka3YNKOB MUpY
eXXedHEBHO

e .
CISCO ClSCO Umbre”a © 2016 Cisco and/or its affiliates. All rights reserved. 17



@) O O
CTaTuctmydeckoe © _© _©
O O @)
MoadennpoBaHne c 0o 0
@) @) @) 2M+ coObITUI B CEKyHOY
O O O 11B+ nctopmnyeckmx coobiTumn
@) O @) P
O O @)
a) O O
BuHOBEH No noBeaeHuto .
» Mopgernb COBMECTHbIX 3anpocoB
= [eonokaunoHHasi moge
TOKARMOHREs MOoRers o LLIa6rnoH BUHOBHOCTH
= Mopaenb nHaekca 6e3onacHoOCTH
= Mopaenb BCMneckoB akTUBHOCTHU
BuHOBEH Mo cBA3AM . = Mopaenb oueHKM A3bIKOBOro

wabnoHa (NLP)
= O6HapyxeHne DGA

= Mogenb npeackasyemoro IP cermeHTa
= Koppensuusa DNS n WHOIS gaHHbIX

S
CISCO

© €



Hawa adoeKTUBHOCTbL

OBbHapyxeHue oeHTndunkaumns 3almTa oT
HoBbIX JOMEHHbIX BpeaoHOCHbIX JOMEHOB B AKTUBHBbIX BPeOOHOCHbIX
NUMEH nNeHb CauToB N agpecoB

B JEeHb




LIOL1l pacrnonoxeHbl B OCHOBHbIX TOYKax obMeHa
TpaPUKOM

BCEMY MUPY




CueHapun
Da3BEPTbIBAHUSA
Cisco Umbrella

tees’ Cisco Umbrella



[TpocTeniinn cnocodb 3awmnTnuTb Ntodoe
YCTPOMNCTBO B CETU

Hanpaeutb BHewH DNS Tpadomk B Umbrella

L@_/

208.67.222.222

HacTtponte
KoprnopaTuBHbIE U Jliobon Bnageneu
rocteBble TOYKU AOCTyna

Hactponte DNS

Ioboe ycTpoiicTso unu DHCP cepsepa

] ]
CIsCO



BHyTpu cetu: lpocTo ykaszaTtb BHelHU DNS
06€e3 KNMEHTOB

DHCP cepBep DNS server Virtual appliance
[MpocTo ans mect 6e3 BHYTPEHHUX [MpocTo ons MecT raoe ectb Jlydwee ona odpmcoB KOTOPLIM HYXXEH
AOMEHOB BHYTPEHHUN OOMEH aeTtanbHbI KOHTPOJSTb 3a
aKTUBHOCTAMU
: Umbrella @ 208.67.222.222 : Umbrella @ 208.67.222.222 BHyTpeHHI/Ie: Umbrella
Monutuka hopmupyeTcsa Ans Monutnka hopmmpyeTca ans JOMEHbI m? LLndgppyet EDNS ¢ BNnoxeHHbIM
BHewHero IP/NET @ 8.2.0.1 I BHewHero IP/NET @ 8.2.0.1 obHoBneHus | | 1D, nonuTuka no YactHomy IP
LLnto3 LLnto3 LLnto3

@ 8.2.0.1

DHCP’s DNS =
208.67.222.222

@ 8.2.0.1 @ 8.2.0.1

DHCP’s DNS =
10.1.0.2

DHCP’s DNS = BHelwH. DNS =
10.1.0.1 208.67.222.222

JTroboe
YCTPOWUCTBO

JTroboe
YCTPOWUCTBO
@ 10.1.2.2

@ 10.1.2.2




BHyTpu ceTn: [lobaBneHmne nonuTuk no
nonb3oBaTensm 6e3 areHToB

BupTyanbHbi anniaeHc + KOHHEKTop

Jlydwiee ona Tex KOMY HY>XeH AeTanbHbIA KOHTPOSb U
BUONUMOCTb UHTEerpmuposaHHasa ¢ AD

fmmm > :Umbrella

I CuHXpoHM3auus [MpyMeHeHne NONUTUKK Mo
: YrieHCTBa B rpynnax nosib3oBaTesito, XOCTy, Unn rpynne

AD gomeH
KOHTponmnep

DNS cepBep
@ 10.1.0.1

Script (run per DC)
AD Connector (1)

-
- -
=
=
=
- -

Umbrella VA Jlroboe
_________ @ 10.1.0.2 yCTPONCTBO@

CunxpoHusaums i Bill = 10.1.2.2 User = Bill
ALl cobbiTuit nornHa WgiiPC=10.1.2.2 Host = BillPC

CIsCo




Cisco Umbrella Branch

MALWARE

C2 CALLBACKS
PHISHING
BuaumocTtb n dounsrpauns Ha
ypoBHe DNS

i . Bnoknpos
Cisco Umbrella Branch ITOKMPOBKa 3anpoCoB K
208.67.222.222 BpeOoHOCHbIM JoMeHaMm u IP

A

KoHTeHTHas punsTpauua ons

: 5 rocTen N KopnopaTtuBHbIX
Cisco ISR P Up
rnosib3oBaTtenen
D - o - -

— — ooo

CISCco Yctponctea B cetTn dounmana



Cisco AnyConnect moayrnb

L@_/

e Bknountb Moaynb poyMuHra 208.67.222.222

e HacTpouTb NONUTUKY poyMuHra B Umbrella  [Seehcme st e
Q@ wn

Ready to connect,

S— San Jose - SSL

YBUAETb MHTEPHET aKTUBHOCTU U
AeTanbHble Norn ans pasdopa MHUMOEHTOB @g T

You are protected by Umbrella.
DNS queries are encrypted.

vtleet] e
CISCO



Mogenb NuueH3npoBaHUSA

OpenDNS ans goma Premium DNS Umbrella gna 6usHeca
'a‘,!,“." CpurOME & row gt 1 Chese Laa Moy v Ly
R , S UDEHDNS PLATFoRM
e * i
i INSIGNTS NSIGATS 4+
7 doe+ +PRE - Buily
PROFESSIONALS INTEGRATIONG
" . o ' '
Premium DNS Tomban N et
P ¢ RETAW Lot WYELLGENCE
e FOREVER

$19.95/year

il Y et
ey
QprerONY Mome cocexgn o L s
s R’ yoor of Usage %’
mte & Spbonal whele-link ’ o (; -~
moce !

OunbTpaunsa onacHbIX CanToB
e 208.67.222.222
e 208.67.220.220

BnoknpoBKa B3pOC/IOro KOHTEHTA
e 208.67.222.123
e 208.67.220.123



Cisco Meraki

be3onacHOCTb 1 ynpaBneHue
MOOUINbHBLIMU YCTPOUCTBaAMW
N3 obnaka



Cisco Meraki: noptdonuo

« CeTeBoe pelleHne ¢ NonHOCTbI0 0b1aqYHbIM
ynpaBneHnem

:” I”'l!,l;fi' :

BecnpoBogHoe obopynoBaHue
KommyTartopbl

BesonacHoCTb

MDM

|

 [1pn3HaHMAa 3a MHHOBaALUK
Gartner Magic Quadrant
InfoWorld Technology of the Year
CRN Coolest Technologies

Wireless LAN

vl
CISCO

§I g = i iy
OV dibdloif f

g

.....

|

g lifid

Enterprise Security Access & Aggregation Mobile Device
Switching Management

© 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Cisco Meraki UTM

Cloud Application WAN
Managed Auto VPN Firewall Optimization Control

S
CISCO

BesonacHoCTb
NG Firewall, IPS, Client
VPN, Site to Site VPN

CeTeBble cepBUCHI
NAT/DHCP, Routing, Link
Balancing

KoHTpOsb NpunioxeHnn
WAN Optimization, Traffic
Shaping, Content Filtering

& Qf\'.b

=» >
Content Smart Link Bonjour
Filtering Bonding Gateway
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Mobile
Device

C97-733734-00 © 2015 Cisco and/or its affiliates. All ights reserved.



3agayn No ynpasrieHUo CryXebHbIMU U
IMYHBIMN MOBUNBbHLIMU YCTPOUCTBaAMI

« [IpMeHUTL NONUTUKY NPUHECH CBOE YCTPOMCTBO" bring your own device (BYOD)
« ObecneunTb 3aWmTy MOBUIBbHbLIX OaHHbIX
- BHecTu nHHOBaLuM B paboTy Yepe3 MoBUsibHbIE NPUNOXKEHUS

« YCUNUTb MOSINTUKU yNpaBrneHna mobunsHelMu yctponcteamm (MDM)

] ]
CIsCo



Uto genaet Cisco Meraki MDM (Systems Manager)

YnpaBnseT yCTponcTsamu
CMapTOHbI, NNaHLWeTbl, HOYTOYKN, AeCKTOMbI

- Apple iPad, iPod Touch, iPhone, Apple TV
- Android 4.0+ (Android for Work 5.0+)

- macOS 10.7+

- Windows 10, 8.1, 8, 7,

- Windows Phone 10, 8.1

- Windows Server 2016, 2012, 2008 R2

Ntk | Mokl Cors - Sevters Marsger 31 Tag

win s @ Macbookproimage

Approximate Location

523000 Aabarw Bt San Irasace. CA G411

Chent Details

- Chrome

IHBeHTapm3aumsa yCTponuCTB

PaboTaeT B nobon ceTtu

[pocToe, eanHoe NuLEeH3NpoBaHUe
ANs Bcex nnaTdopm 1 onepaLmoHHbIX
CUCTEM

S
CISCO



Yto genaet Cisco Meraki MD

YHpaan'-leT NPUINOXEHNAMN
YcTtaHoBKa 1 yaaneHue npunoxXeHun u
KOHTEHTa, ONTIOKMpoBaHME NPUITOXEHWUN

NuTerpauma c Apple Store n Google
Play, koprnopaTuBHbI MarasuH
NPUITOXKEHNI

Mooaepxka Android for Work
(pabo4ynn “koHTENHEP”)

Ha PC 1 Mac pacnpocTpaHeHune
npunoxeHun yepes MSI n PKG
dhannsbl

Imir
CISCO

M (Systems Manager)

Add an iOS app
writer Lookup by ID = Where's the ID? Country: | United States
iPad apps iPhone apps
Title Vendor Version Category Description

-

Information
iA Writer Architects 201
Inc.

Little Writer  Innovative

-The Mobile Apps 1.2
Traci... Ltd
Hanx Writer Hitcents.com, 1.0.2

Inc

Easy Writer
Lite Infovolee. K. 213
Writer Pro: |
: iA Labs
Note, Write, GmbH 1.2

Productivity

Education

Productivity

Producivity

Productivity

“Your program is the single most useful and
remarkably clever — invisibly so — device for
writing that | can name." — Augusten Burroughs,
bestselling ...

Y%k % | have tried them all and this is my
and my kids favorite tracing app bar none!
Endorsed by tens of thousands of satisfied
parents, teachers,,..

Behold, Hanx Writer, created by Tom Hanks.
Hanx Writer recreates the experience of a
manual typewriter, but with the ease and speed
of an iPad. “Wit...

* The current version does not work with iOS 8.
An update is on the way! » Easy Writer Lite - the
power of simplicity ... This user-friendly and si...

“Writer Pro maximizes the minimalist text editor”
— The Verge “Great design elegantly reduces
cognitive load" — Michae! Lopp INNOVATIVE
WRITING TECH...

Price

$4.99

Free

Free

Free

$9.99

Add

Add

Add

Add

Add



YeunnmnBaeTt 6e30nacHOCTb

[MapornbHble NOMUTUKKN, OrpaHnyYeHne
aocTtyna

3awmTa gaHHbIX, yoaneHume u
n3bunparenbHoe yaganeHme gaHHbIX

Jlokauma yctpomncTea U NpuMeEHEHne
NOSINTUK HA OCHOBaHUN
MECTOHaXOXOEHUS

S
CISCO

Security policy name

Desktop

0S X

Windows

Mobile devices

All devices

Corporate

Screen lock after 5

Login required
Firewall enabled

”| Running apps blacklist @
~| Mandatory running apps ©

| Disk encryption

£ Antivirus running

<

<

@ Antispyware installed

f Passcode lock

<

Device is not compromised &

| Application | blacxiist [ @
Mandatory applications €

com.meraki.pcc X

minutes or less.

com.meraki.sm X

o\
g ;!&:
P opakhtarska St o
WS %
(=] Z
™ %
2 %
Q Cd
?!"g )
(53
()3
i > o
= s b
> -
& & TS
%, $© %
% & %
RN 2
; 5 !
% % :
% e 03&
3 2,
e %
&
%
9«/," Lyvarska =*
¢
C)
8%
4.
c'o-“/.:
Find apps

Device must check in every | 30 minutes [

1S eysh

1S BURqR)Y

o
o™

Kures



Uto genaet Cisco Meraki MDM (Systems Manager)

OKOHOMUT BPEMS 1 MOMOraeT B
obcnyXnBaHmu

ABTOMAaTUYecCKas permcrpaums u
npopunmpoBaHne yCTpPOMNCTB,
OVHaMM4ecKoe yrnpaBneHue rnosimTukamu,
nHTerpauma c AD

PacnpoctpaHeHune HacTtpoek WiFi, VPN,
NOYTbl

RDP, yoaneHHbI pebyT 1 BbIKIIOYEHME

YBeaomrneHust o cobbITUAX
agMUHUCTpaTopax (BbIxoq 3a npenensl
TEPPUTOPUN, NBMEHEHUS B NPUITOXKEHUSIX,
yaaneHue npoduna uta.)

S
CIsCO

KR B

EUGENE-PC

Map of client locations e

Total clients: 1| Windows: 0 | 10S: 0 0OS X: 0] Android: 1 | Chrome: 0
: : ] = " Ui ¢ 14 T * " } 1
Map Satellite 3 e L S T A
AXADEMM .'A'l" s MHEVCH f“‘;‘ Kyl "
NAJIEMMIC TEUXD S ,:' :
o M
A_ »
"
£40 | _
Kiev
Galaxy S6 Kuie

Model: SM-G920F

Serial: RFBGSOLJBTY _w L&2 Tolstoy Square
vlive'ka TR
1ahivka N o
BNiBChKa 2 Bit ML
arieKa e tian it
?
CHERS
~ NESTRY
g 2 NEMEPOH
Sofiivska : ot M PAROW
Borshchahivka ¥ ) " a B3 50 noj
Copiiscbka A 8
2 irport
BGPU‘Q“EK& rres u:-,.pnrﬂ "
Carrier
Notes ¥ Model os Connected Connectivity Disk % used Battery Managed? network
vikaphone iPhone5¢  10S9.2.1 e anang 100% 100% Yes Kyivstar
tandiberg@gmail.com A9 Android 4.1.1 now 1 —24% = 12% Yes
Npchook:  pEX 10413 now — Q7% - No
i EAATE n— Mo

bit)



CloudLock 3awmTa gaHHbIX U
NPUNOXXEHUN B NMyONMUYHbIX
obnakax



UTo KaMnaHung XodeT 3almnTnuTb B obnake

llllxllll
CISCO

Nonb3oBaTenen/
AKKayHTbI

KTo 4yem 3aHMmMaeTcs B MOUX
00nayHbIX NPUNOXKEHUSX?

Kak NOHATb 4YTO dKKayHTbI
CKOMI'IpOMeTI/IpOBaHbI?

EcTb nu BHYTpPEHHME
3MOYMbILLSTEHHUKN
BbiBOASLLME MHJOPpMaLUIO?

[NaHHbIe

XpaHAT Nn nonb3oBaTenu
3anpeLleHHyo 1
perynupyemyo nHgopmauuio
B obnake?

Kak oOHapyXuTb HapyLueHune
MNONMUTUKN?

Kak aBTOMaTnampoBaTthb
ncnpasrieHne COCTOAHUA Mpu
MHUMOEeHTax?

NMpunoxeHus

Kak s mory cneamTb 3a
NCNONb30BaHNEM
NPUIIOXEHNA U pUCKammn?

NmetoTca nn CTOPOHHUE
NMOAKIMKHYEHHbIE K

NHpacTpyKTYype
NPUNOXEeHNA?

Kak OTKMio4YnUTb pUCKOBaHHbIE
FIPUMOXKEHNAZ



TexHonorna UHcpopmaumorHHomn 6esonacHoctu #1 B 2016 roay

CASB

Cloud Access Security Broker

CISCO



[Tnatdpopma CloudLock

CASB pgnsa

EERIGEER

3awuLieHHoe
3awuLieHHoe Ucnonb3oBaHue
ncnorib3oBaHue . BknrouuTte obnaka B
KPUTUYECKOU MH(PACTPYKTYPbI
B
B obnake

obnake

‘ ‘C‘OUdLOCk Cloud Security Fabric™

llllxllll
CISCO



CloudLock nnaTtdopma

SHNLT

o Cisco
Droph
@ “a# DIORROX & EM Security
force.com

servicenuw [ Google Apps et I Check Point

st slack I Office 365 o zon okta onelogin

web services” |
<O FireEye
box splunk
3awuLieHHoe
3awuLieHHoe Ucnonb3oBaHue
ucnonb3oBaHue Bknrounte obnaka B

KPUTUYECKOMN UH(PACTPYKTYpPbI
B obnake

obnake

¢ ¥ CloudLock cioud Security Fabric™

AHanus
noBeaeHus
nonb3oBarteneun

MpuknagHown YnpaBneHue Be3onacHocTb LleHTpanusoBaHHbLIN
MC3 wucpoBaHuem KoHdurypauumm ayauT

Q& KB & o o



CloudLock: koHTpornb obnaka n3 obrnaka

SRy S Dropbox  servicenow

ADMIN
BVY(IZEINE] oauTH

) office365  DOX ¥+ slack API ACCESS ¢ ¥Cloud.ock

n Google Apps amaz,on ABTOpM30BaH
" webservices*

+ + 1
FT |1 N
2 &) 2 g \
Ynpasnaemble Ynpaensemble Ynpasnaemas | lj .!.;; LIJ
He He He

nosib3oBaTtesin yCTpOI7ICTBa CeTb

ynpaensiemble ynpaensiemble ynpasrsiemast
nonb3oBaTenu ycTPOMCTBa ceTb

CloudLock Confidential
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Nonb3oBaTtenu/ycTpoucTBa
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KopnopaTtnBHbin nepumeTp

ObecneyeHne knbepbesonacHOCTM AOMKHO

ObITb LENOCTHbLIM



ObnadyHasa 6e3o0nacHoOCTb

SALLNTA OT YIPOS3

KOHTPOIb OOCTYIA

BUWOAMMOCTb

AOCTYN OTOBCIOAY KO BCemy
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HauyHuTe aeHb ¢ Cisco Secure Cloud

Bce onncaHHble TEXHONOMMN n peleHnAa MOXXHO NMPOTECTUPOBATb

1. TonpoboBatb Cisco Umbrella MoXxHO 34eck
Mo npexHemy becnnateH OpenDNS Premium DNS 1 OpenDNS Home

Meraki MDM (6ecnnatHo ao 100 MoOurbHbIX YCTPOUCTB)

3anucaTtbea Ha TecT CloudLock

S S A

BecnnaTtHas oueHka 6e30nacHOCTU NCNOoMb30BaHUA 0bnaYvHbIX TEXHOMOrMn B Balwuen opraHnsaumm
CloudLock Security Assessment

bonble nHgpopmaumm http://www.cisco.com/c/en/us/solutions/cloud/security.html



http://www.cisco.com/c/en/us/solutions/cloud/security.html
https://signup.opendns.com/freetrial/
https://signup.opendns.com/homefree/
https://meraki.cisco.com/form/systems-manager-signup
https://www.cloudlock.com/free-trials-and-tools/
https://go.cloudlock.com/product-security-assessment.html
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