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Cisco Validated Designs (CVDs) present systems that are based on common use cases or engineering priorities.
CVDs incorporate a broad set of technologies, features, and applications that address customer needs. Cisco
engineers have comprehensively tested and documented each design in order to ensure faster, more reliable,
and fully predictable deployment.

CVDs include two guide types that provide tested design details:

- Technology design guides provide deployment details, information about validated products and
software, and best practices for specific types of technology.

- Solution design guides integrate existing CVDs but also include product features and functionality
across Cisco products and sometimes include information about third-party integration.

Both CVD types provide a tested starting point for Cisco partners or customers to begin designing and deploying
systems.

CVD Foundation Series

This CVD Foundation guide is a part of the August 2014 Series. As Cisco develops a CVD Foundation series,
the guides themselves are tested together, in the same network lab. This approach assures that the guides in a
series are fully compatible with one another. Each series describes a lab-validated, complete system.

The CVD Foundation series incorporates wired and wireless LAN, WAN, data center, security, and network
management technologies. Using the CVD Foundation simplifies system integration, allowing you to select
solutions that solve an organization’s problems—without worrying about the technical complexity.

To ensure the compatibility of designs in the CVD Foundation, you should use guides that belong to the same
release. For the most recent CVD Foundation guides, please visit the CVD Foundation web site.

Comments and Questions

If you would like to comment on a guide or ask questions, please use the feedback form.


http://cvddocs.com/fw/1000-c
http://cvddocs.com/feedback/?id=270-14b

The CVD Navigator helps you determine the applicability of this guide by summarizing its key elements: the use cases, the
scope or breadth of the technology covered, the proficiency or experience recommended, and CVDs related to this guide.
This section is a quick reference only. For more details, see the Introduction.

Use Cases

This guide addresses the following technology use cases: Related CVD Guides

- Managing Network Devices—The network management needs
of administrators include configuration backup and archive;
configuration deployment: software image management: alul Campus Wired LAN

cisco

and monitoring, troubleshooting, and reporting of events on VALIDATED Technology Design Guide
managed devices.

For more information, see the “Use Cases” section in this guide.

e |- Gampus Wireless LAN

cisco

Scope o) Technology Design Guide

This guide covers the installation, set up, and basic operation of
Cisco Prime Infrastructure.

i1 Gampus CleanAir Technology

cisco
For more information, see the “Design Overview” section in this weae) Design Guide
guide.

Proficiency

This guide is for people with the following technical proficiencies—or
equivalent experience:

- CCNA Routing and Switching—1 to 3 years installing,
configuring, and maintaining routed and switched networks

To view the related CVD guides, click the titles
or visit the CVD Foundation web site.


http://cvddocs.com/fw/1000-c
http://www.cvddocs.com/fw/220-14b
http://www.cvddocs.com/fw/355-14b
http://www.cvddocs.com/fw/350-14b

Cisco Prime Infrastructure is a network management application capable of managing up to 18,000 devices of
various types, including LAN and WAN devices. This CVD guide describes the operational challenges that Cisco
Prime Infrastructure can help organizations resolve and provides procedures for installing and using some of the
essential network management features.

Technology Use Case

As networks and the number of services they support continue to evolve, the responsibilities of network
administrators to maintain and improve their efficiency and productivity also grow. Using a network management
solution can enable and enhance the operational efficiency of network administrators.

Use Case: Managing Network Devices

Network administrators have a demanding, tedious job overseeing all the devices on a network. To complicate
matters, network devices are sometimes added to or removed from the network. As an organization grows, so
too does the number of devices to be managed.

The network management needs of administrators include:

- Configuration backup and archive—Administrators need to make backup copies of device configurations
and store them in a protected location. Performing this task manually is extremely time-consuming and
tedious. An automated means of collecting and archiving device configuration files is an invaluable aid to
network administrators.

- Configuration deployment—\When a change in the network or in the services it supports requires
changes to device configurations, manually connecting to and configuring all affected devices can
take many hours, just to make similar—if not identical-changes to device configurations. A means of
automating the deployment of such configuration changes, including support for device-specific values,
can greatly improve the speed and also the accuracy of updating the network.

- Software image management—A centralized way of viewing the operating system versions running on
all network devices is very helpful but administrators also need the ability to get necessary software
images from a trusted source and then to propagate images to many network devices.

Monitoring, troubleshooting, and reporting—Running a network requires knowing the state of the
network and the state of individual devices. It also requires notification of events on the network,
troubleshooting tools, and an ability to generate reports about many aspects of the network.

Design Overview

Cisco Prime Infrastructure is a sophisticated network management tool that can help support the end-to-end
management of network technologies and services that are critical to the operation of your organization; it

aligns network management functionality with the way that network administrators do their jobs. Cisco Prime
Infrastructure provides an intuitive, web-based GUI that can be accessed from anywhere from within the network
and gives you a full view of a network use and performance.

Figure 1 depicts the campus network architecture documented in the Campus Wired LAN Technology Design
Guide and Campus Wireless LAN Technology Design Guide. With such a network and the services that it can
support, Cisco Prime Infrastructure can play a critical role in day-to-day network operations.


http://www.cvddocs.com/fw/220-14b
http://www.cvddocs.com/fw/220-14b
http://www.cvddocs.com/fw/355-14b

Figure 1 - Campus Wired and Wireless LAN Architecture
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Device Work Center
Cisco Prime Infrastructure includes the Device Work Center. Some of the features found in the Device Work
Center are:
Discovery—Builds and maintains an up-to-date inventory of managed devices, including software image
information and device configuration details.
Configuration Archives—Maintains an active archive of multiple iterations of configuration files for every
managed device.

Software Image Management—Enables a network administrator to import software images from Cisco.
com, managed devices, URLs, or file systems, and then distribute them to a single device or group of
devices.

Figure 2 - Device Work Center
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Configuration Templates and Tasks

Using the Configuration Tasks feature to apply configuration templates to many devices, administrators can save
many hours of work. Cisco Prime Infrastructure provides a set of command-line interface (CLI) templates and you
can use them to create a configuration task, providing device-specific values as needed.

For other configuration needs, Cisco Prime Infrastructure enables you to define your own templates with Apache
Velocity Template Language (VTL). For more information about Apache VTL, see:

http://velocity.apache.org/engine/devel/vtl-reference-guide.html

Alarms, Events, and Syslog Messages

Cisco Prime Infrastructure provides the Alarms and Events feature, which is a unified display with detailed
forensics. The feature provides actionable information and the ability to automatically open service requests with
the Cisco Technical Assistance Center (TAC).


http://velocity.apache.org/engine/devel/vtl-reference-guide.html

Figure 3 - Alarms and Events
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Reporting

Cisco Prime Infrastructure provides you a single launch point for all reports that you can configure, schedule, and
view. The Report Launch Pad page provides access to over 100 reports, each of which you can customize as
needed.

Figure 4 - Report Launch Pad
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More About Cisco Prime Infrastructure

Cisco Prime Infrastructure provides many features and capabilities that are outside the focus of this CVD guide.
For more information about Cisco Prime Infrastructure, visit:

http://www.cisco.com/go/prime
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http://www.cisco.com/go/prime

Deployment Detaills

—{ How to Read Commands

This guide uses the following conventions for Commands at a CLI or script prompt:
commands that you enter at the command-line Router# enable
interface (CLI).
Long commands that line wrap are underlined.
Commands to enter at a CLI prompt: Enter them as one command:
configure terminal police rate 10000 pps burst 10000
packets conform-action

Commands that specify a value for a variable:

ntp server 10.10.48.17 Noteworthy parts of system output (or of device
configuration files) are highlighted:
Commands with variables that you must define: interface Vlan64
class-map [highest class name] ip address 10.5.204.5 255.255.255.0

Installing and Configuring Cisco Prime Infrastructure

—_

Obtain a license

Download trial software

Install software

Customize the VMware environment
Configure Prime Infrastructure
Apply software patches

Configure browser settings

Configure Prime Infrastructure basic settings

© 0O N O O 0N

Configure user authentication
10.Configure users and user groups

11. Discover network devices

12.Configure software image management settings

13.Configure syslog host settings

Cisco Prime Infrastructure offers a single software installation that can manage up to 18,000 devices of various
types.

Deployment Details August 2014 Series .
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Obtain a license

If you are installing Cisco Prime Infrastructure for a unlicensed short-term trial only, skip this procedure and go to
Procedure 2: Download trial software.

Software licensing allows you to evaluate the software before deciding how you want to proceed: purchasing the
license, piloting a small deployment before rolling it out organization-wide, or growing your network management
system along with your network. Licensing allows you to first evaluate the software without requiring that you
reinstall the software later.

When you purchase a product DVD, it comes with a Product Authorization Key (PAK). The PAK is normally printed
on the software claim certificate included with product DVD kit.

Step 1: In a web browser, go www.cisco.com and log in.

Step 2: In the address box of the browser window, enter:

WWW.Cisco.com/go/license

Step 3: Follow the product license registration instructions and use the PAK that you were given.

Download trial software

Use this procedure to order a short-term trial copy of Cisco Prime Infrastructure.

If you already have Cisco Prime Infrastructure software, skip this procedure and continue with Procedure 3:
Install software.

Step 1: In a web browser, go to www.cisco.com and log in.

Step 2: After you log in, go to the following site:

http://cisco.com/go/nmsevals


http://www.cisco.com/
http://www.cisco.com/go/license
http://www.cisco.com/
http://cisco.com/go/nmsevals

Step 3: On the left, under Cisco Prime Trial Downloads, click All ltems, click Cisco Prime Infrastructure 2.1
(Express), and then follow the instructions in the browser to complete the order.

Wordwide Lopgedin | Register | About Gisco

Products & - Training &

(Cisco Store  Cisco Promotional Software Store 0 liemsin Carl  Checkout

il Cisco Prime Infrastructure 2.1 (Express)
cisco Part# EVAL-PIS-21 Rev: 0
Release date : May 02 2014

All ltems

Cisco WebEx Meetings Server Trial Product Description

Software Download v2.0

Collaboration 10.5 Pariner Bundle Cisco Prime Infrastructure provides a single integrated solution for complete
Offer Kit - Electronic Download lifecycle and compliance management of Cisco routers, switches, and

Unified Communications 9.1 Software wireless devices, along with deep visibility into end-user connectivity and
Pariner Bundle Offer Kit - Electronic -application performance. Cisco Prime Infrastructure 2.1 includes a built-in

Download trial license for 100 devices for Lifecycle and Assurance management valid
ownlea for 60 days.
Cisco Prime Infrastructure Demo Webinars are live sessions for a product
All ltems ‘overview presentation followed by a product demonstration. Please visit the
Cisco Prime vNAM 6.0 Cisco Prime Demo Series schedule for time and dates in your region

Mobility Services Engine 7.6 This frial is not intended for resale. For more information on Cisco Prime
Cisco Prime Network Registrar 8.1 , visil www. cisco. igo/prims

(Local Virtual Appliance for ViM\Ware)
Cisco Prime Network Registrar 8.1
(Solaris)

Cisco Prime Network Registrar 8.1 Free Download hd [ AN O

{(Windows}

Cisco Prime Not-For-Resale

All ltems

Cisco Prime Infrastructure 2.1
(Express) - Not-For-Resale (NFR)
License

After you complete the trial software order, you are sent an order confirmation email at the address associated
with your cisco.com profile.

Step 4: Click Download to download and save the software.

Install software

You install the Cisco Prime Infrastructure virtual appliance by using the Prime Infrastructure Open Virtualization
Archive (OVA) image.

Before installing, make sure that your system meets the recommended hardware and software specifications
listed in the Cisco Prime Infrastructure release notes.

The duration of the software installation process varies for local-system installation versus virtual-
environment installation:

o Local-system installation—Approximately one-half hour
o Virtual-environment installation—Approximately one hour

Soft appliance OVA software can be installed only in a VMware environment.

1 | Tech Tip

You do not need to install any soft appliance image on the virtual machine (VM) before
installing Cisco Prime Infrastructure, because the Prime Infrastructure OVA image has
an embedded RedHat Enterprise soft appliance.

Deployment Details August 2014 Series n



Before installing the Cisco Prime Infrastructure soft appliance:

Configure DNS entries for each network device.

Enable Simple Network Management Protocol (SNMP), Secure Shell (SSH) Protocol, and Secure Copy

Protocol (SCP) on the devices you are going to manage.

Create an email address on your internal email server that Cisco Prime Infrastructure will use in order to

send reports to subscribed users.

Step 1: In the VMware vSphere client, click File and then choose Deploy OVF Template.

5 vCenter.cisco.local - vSphere Client

File | Edit Wiew Inventory Administation Plug-ins Help
New " btory b [ Datastores and Datastore Clusters

| Deplay OVF Template..
Export »
Repart

[llisco.local, 10.4.48.11 ¥Mware vCenter Server, 5.1.0, 1473063

Browse ¥ Marketplace..

&+ search Inventory

=l o=

Q

Print Maps
Exit

T THIET

w dicnlave all

s the Datastores and Datastore Clusters view?

and dataciare clusters in

close tab [X]

Step 2: In the Deploy OVF Template wizard, on the Source page, browse to the location of the Cisco Prime
Infrastructure OVA file and then click Next.

Step 3: On the OVF Template Details page, review the OVF template details and then click Next.

Step 4: On the Name and Location page, enter a unique and descriptive name for the virtual appliance that
you are installing (Example: Prime Infrastructure), choose a location to install the virtual appliance, and then click

Next.

@ Deploy OVF Template

MName and Location

=N | =

Specify a name and location For the deployed template

Source

OYF Template Details

Name and Location
Host | Cluster

Resource Pool

Disk. Format

Ready to Complate

Mame:

Prime Infrastruckure

The name can contain up to 80 characters and it must be unique within the inventory Folder,

Inventory Location:

B [ wCenter.cisco.local

Help |

< Back | Mexk = I

Cancel

A




Step 5: On the Host/Cluster page, choose the host or cluster on which to install this virtual machine and then
click Next.

Step 6: On the Storage page, choose where you want to store the virtual machine files and then click Next.
Step 7: On the Disk Format page, select Thick Provision Lazy Zeroed and then click Next.

Step 8: On the Network Mapping page, in the Destination Networks column, choose the appropriate network
mapping group previously defined to the VMware environment (Example: Servers_1), and then click Next.

@ Deploy OVF Template EI@

MNetwork Mapping
‘what networks should the deployed template use?

Source
CNF Template Details Map the networks used in this OYF template to networks in your inventory

Marme and Location
Host f Cluster Source Metworks Destination Metwarks

aan e TN |
Disk, Format

MNetwork Mapping
Ready to Complate

Description:

Defaulk Metwark -

Help | < Back. | Mext = I Cancel

A

Step 9: On the Ready to Complete page, review the selected options, and then click Finish. The OVF installation
of Cisco Prime Infrastructure begins.

Customize the VMware environment

(Optional)

If you find that key strokes are repeating when entering various settings, it may be necessary to configure a
keyboard delay value. This procedure is optional but is included here in the event that it is required.

Step 1: Using the VMware vSphere client, access the VMware vCenter environment, while the virtual machine is
not in Power On state, highlight the Prime Infrastructure virtual host just installed, and then on the Getting Started
tab, click Edit virtual machine settings.



Step 2: On the Virtual Machine Properties dialog box, click the Options tab, under Advanced, select General,
and then click Configuration Parameters.

@ Prime Infrastructure - Virtual Machine Properties EI@
Hardware Options | Resaurces ] Profiles | wServices | Virbual Machine Yersion: 7
Settings Summary Settings
General Options Frime Infrastructure ™ Dicable accaleration
wipp Options Enabled
Pﬁipeﬁties Configured [ Enahic logging
IP Allocation Policy Fixed, IPv4
OVF Settings Enabled Debugging and Statistics
Advanced Configured % Run narmally
fHware Tools hut bown " Record Debugging Information
Paower Management Skandbey
Advanced " Record Statistics
General Mormal | i
CPUID Mask Expose Mx flagka ...
Mermnory fCPI Hotplug Disabled/Disabled Carfiguration Parameters
Eoot Opkions Mormal Boak
Fibre Channel MPTY MNone Click the Configuration Farameters button to edit the
CPUIMMU Wirtualization Automatic CENEECE i e SEEE,
Swapfile Location Use defaul settings Configuration Parameters. .. {i

Help [e]4 Cancel

A

Step 3: On the Configuration Parameters dialog box, click Add Row, in the Name column, enter keyboard.
typematicMinDelay, and in the Value column, enter 2000000 (2 million), and then click OK.

_I'F,l Configuration Parameters @

Modify or add configuration parameters as needed For experimental Features or as instrucked by
technical support, Entries cannok be remaoved,

Mame < Malue

peiBridge0. peislotMumber 17

peiBridged, peislothumber 1

peiBridges. peislothumber 22

peiBridges, peislothNumber 3

peiBridge7 . peislothumber 24

replay.filename

replay.supported false

sched, swap.derivediame JvmnfsfvolumesS08edS0b-cca58448-7dF7 -0025bSFR0 1 OF fPrime. ..
scsil, peislatMumber 16

scsil:0.redo

userCPUID.O 0000000d756e654 7 6cE0 7402496560209
userZPUID. 1 000206d70020080002952 2030 ebrbff
userCPUID, 0000001 0000Q0000000000000000001 253100200
wmcid, prislokMumber 33

wmotion, checkpointFBSize 4194304

keyhoard. bypematicMinDelay [ 2000000 |

Ok ﬂ Cancel Help
.




Step 4: On the Virtual Machine Properties dialog box, click OK.

Step 5: On the newly installed virtual machine, click the Getting Started tab, and then click Power on the virtual
machine.

Configure Prime Infrastructure

Step 1: Access the Console tab, and at the localhost login prompt, enter setup. This one-time login
automatically starts the setup script.

R R R S S S S S S I I I e I I O i Y

Please type ‘setup’ to configure the appliance

R R R b 2 S S I b b b S S b b b S S S b b b 2 S S b b 2 S S b 2b b S S b b b 4

localhost login: setup

Step 2: In the startup script, enter the following configuration details for the server :

Hostname—Prime-Infra
IP address—10.4.48.35
IP netmask—255.255.255.0
Default gateway—10.4.48.1
DNS domain name—cisco.local
Primary name server—10.4.48.10

- Add/Edit another name server? Y/N-N
Primary NTP server—10.4.48.17

- Add/Edit secondary NTP server? Y/N—N

- System time zone—PST8PDT

- Change system clock time? Y/N—N

Step 3: When prompted, create a username and password for accessing the Cisco Prime Infrastructure
appliance console. This user will have the privilege to enable the shell access.

The default username is admin. You can use only alphanumeric characters for the username.

The password must have one upper case character (Example: C1sco123). By default, this password is set as the
shell password.

1 | Tech Tip

You cannot use root as the username because it is a reserved username.

Step 4: If you are planning to use this server as a standalone server or if this is the first or primary server, at the
Will this server be used as a Secondary for HA? prompt, enter no.



Step 5: Enter and confirm the password for the root account that will be used to access the GUI through a
browser. This password cannot be a variation of the word Cisco, and must contain a minimum of five characters.
It is also used for the System Identity account. (Example: 1Qazxsw?2)

Step 6: Enter and confirm an FTP password (Example: 1Qazxsw2), review the settings, and then at the Apply
these settings? prompt, enter Y.

It takes 15 to 20 minutes to process the database engine, and then the server automatically reboots.

After the reboot, it takes some time before the system initializes and is ready for operation. When the server is
ready, a login prompt is displayed.

Prime-Infra login:

Apply software patches

If you intend to apply any recommended software patches to Cisco Prime Infrastructure, you should do that now.
If you do not intend to apply any patches, skip to the next procedure.

Step 1: Establish an FTP server on the network and ensure that it has IP reachability to the VM running Cisco
Prime Infrastructure. The FTP server must have the software patch accessible for the FTP user account that you
use to access the repository.

Step 2: Use an SSH client to access the CLI of the Cisco Prime installation. Login using the admin username and
password created during the initial installation. (Example: admin/C1sco123)

Step 3: Enter configuration mode.

Prime-Infra/admin# configure terminal
Enter configuration commands, one per line. End
with CNTL/Z.

Step 4: Create the software repository.

Prime-Infra/admin (config)# repository My-Prime-Repository

Step 5: Assign the remote repository a URL by entering url ftp://[FTP server IP address].
Prime-Infra/admin (config-Repository)# url ftp://10.4.48.250

Step 6: Assign the remote repository username and password. This is the username and password for the FTP
server.

Prime-Infra/admin (config-Repository)# user root password plain Clscol23
<CTRL + Z>

Step 7: Enter show repository [Repository Name] and verify that the patch filename is displayed.

Prime-Infra/admin# show repository My-Prime-Repository
PI 2.1 W Y Update Y-Z.gz

Prime-Infra/admin#

Step 8: Start the installation of the patch update by entering patch install [Patch File Name] [Repository
Namel].

Prime-Infra/admin# patch install PI 2.1 W X Update Y-Z.gz My-Prime-Repository


FTP://10.4.48.250
ftp://10.4.48.250

Step 9: When prompted to save the running configuration, confirm by pressing Enter.
Save the current ADE-0S running configuration? (yes/no) [yes] ?yes
The installation starts.

Generating configuration...
Saved the ADE-0OS running configuration to startup successfully

Initiating Application Patch installation...
When installation completes successfully, the following message appears:

Patch successfully installed

Step 10: Verify that the installation is complete by entering the show version command. The web interface does
not show the full version number but instead only shows the base version number. The show version command
is the only way to verify that the patch has been applied to the base installation.

Prime-Infra/admin# show version

Cisco Application Deployment Engine OS Release: 2.0

ADE-0S Build Version: 2.0.6.003-px-build

ADE-OS System Architecture: x86 64

Copyright (c) 2005-2010 by Cisco Systems, Inc.
All rights reserved.

Hostname: Prime-Infra

Version information of installed applications

Version : 2.1.0.0.87
Patch: Cisco Prime Infrastructure Version: Update-Y Z for version 2 1 X Y

Prime-Infra/admin#
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If you can’t access the web interface after upgrading, verify that the NCS services are
running by entering ncs status from within the CLI of Cisco Prime Infrastructure. If the
services are not running, enter the ncs start command.

Configure browser settings

Cisco Prime Infrastructure supports specific web browser client configurations and versions. Management
functionality can be impaired when you deviate from the supported clients. As an example, the supported
versions of Internet Explorer require the Google Chrome Frame plugin. For the latest information about supported
web browser clients, see the System Requirements references in the Cisco Prime Infrastructure release notes.

Step 1: On the client machine, in a supported web browser, disable any pop-up blockers.

Some browsers allow you to enter the IP or hostname of specific sites that pop-up blocking should be disabled
for. This approach allows pop-up blocking to be allowed globally with only those sites enter to be excluded.


http://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure/products-release-notes-list.html

Step 2: Enable JavaScript.

If you are using Internet Explorer 8 or later, navigate to Tools > Internet Options > Security > Custom level >
Settings, and then under Scripting > Scripting of Java applets, select Enable.

Internet Options
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If you are using Mozilla Firefox 25.0 or later, enter about:config in the navigation bar and accept the warning
message. Find the javascript.enabled preference and ensure it is enabled. If it isn’t, right-click it and choose

[“rirerox < [E=H oS =5
‘ about:config | + ‘
€& U rirefox | aboutconfig e | B~ Googie P B~ & -
Search: R
Preference Name “ Status Type Valug B,
liawascript.enabled default boolean true i
Jjavascriptoptions.asmjs default boaolean true
Javascriptoptions.baselingjit.chrome default boaolean true
Javascriptoptions.baselingjit.content default boaolean true |£‘
Javascriptoptions.gc_on_memory_pressure default boaolean true
Javascriptoptionsion.chrome default boaolean false o




If you are using Chrome 25.0 or later, enter chrome://settings/content in the navigation bar and verify that
JavaScript is enabled.

3, Settings - Content se %

€ - C [ chromey/settings/content

Content settings

N Cookies
(@0 Allow local data to be set (recarmrmended)
() Keep local data anly until T quit my browser
4 ) Black sites from setting any data

["] Black third-party coakies and site dats

Manage exceptions... || Al cookies and site data..

Images
(®) Show all images {recommended)
() Do ot show sny images

| Manage exceptions...

| JavaScript
(®) Allowr all sites to run lsvsSeript (recomrnended)
) Do netallow any site ta run JavaSeript

Manage exceptions..

Handlers

Configure Prime Infrastructure basic settings

Step 1: In a web browser, open the Cisco Prime Infrastructure web interface (Examples: https://prime-infra.
cisco.local or https://10.4.48.35).

If you are installing in an evaluation environment without a registered certificate server, accept the certificate
warnings.

If you receive a message about needing a more recent version of Adobe Flash Player, follow the installation
instructions.

If you are using an unsupported web browser client, you may see a warning message as shown in the following
figure. If you see this message, please return to the previous procedure for information about supported web
browser clients.

o For best results use a supported browser ¥

Internet Explorer - 8, 9
Firefox ESR - 17, 24

Cisco Prime | Chrome
Infrastructure
l =" Version: 2.1
Username | |
Password | |
Yy B
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https://prime-infra.cisco.local
https://prime-infra.cisco.local

Step 2: Log in by using the username root and the password that you provided during installation (Example:

root/1Qazxsw?2).

~ . Cisco Prime
Infrastructure
S Yersion: 2.1

Username | root |

Password | ITITTTTY) |

—

Step 3: Navigate to Administration > System Settings, click Mail Server Configuration.

Step 4: Under Primary SMTP Server, in the Hostname/IP box, enter the host name of the SMTP server
(Example: smtp.cisco.local).

Step 5: Under Senders And Receivers, in the From box, enter the email address from which you want to send

notifications.

Step 6: In the To box, enter the email address to which you want notifications sent.

Step 7: Select Apply recipient list to all existing alarm email notifications, and then click Save.

This enables you to receive email alerts about network issues, job status, report generation, etc.

Vi3l Bomain ROGT-DOMATN | ddaum y | (0., Search Menu/Prime Data

Deploy ¥  Operate ¥  Report ¥ administration ¥ wWorkfiows v

2 Home

Design ¥

System Settings

Alarms and Events

Audit

Audit Log PLrgE Settings
Change Audit Motification
CLT Session

Cliertt

Configuration

Configuration Archive
Controller Upgracke Settings
Data Dedupiication

Data Retention

Grouping

Guest Account Settings
Image Management
Twentory

Job Approval Settings
Kriown Ethernet MAC Address List

Lagin Disclaimer

nfiguration

[ Data Sources @ Appliance E2 Background Tasks (B High Avalabilty £25 System Audit

Mail Server Configuration
Administration = System Settings > Mail Server Configuration

Primary SMTP Server

Hastname/TP emtpciscolocal Port 25
Userrame (Optional) ]
Password ]
Confirm Password [ —

Secondary SMTP Server (Optional)

HostnamefTP Port 25
Username (Optional)

Passiord

Confirm Password

Sender And Receivers

From PIdPrime-Infra.cisco.ocal

Johnemith@erample. com

To
canma-separated email addresses

Apply recipient list to al existing alarm email notifications,
subiect This text. il be appended to the emai subject
Configure email notification for individual dlarm categaries.

[t ) e | ey
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Configure user authentication

(Optional)

Cisco Prime Infrastructure can use its local database, RADIUS, or TACACS+ in order to authenticate user logins.
To enable a common authentication experience for network administrators across network devices and the
network management system, this guide describes how to configure Cisco Prime Infrastructure to use TACACS+
authentication.

Step 1: Navigate to Administration > Users, Roles & AAA, and then in the left column, click TACACS+ Servers.

The TACACS+ page appears.

Step 2: In the Select a command list in the upper right corner of the web page, choose Add TACACS+ Server,

and then click Go.
r O Search MenuyPrime Data
. (£ I
astructure ~
70 Home Design v Deploy ¥ COperate ¥ Report ¥ v
e
- Sek d -

virtual Domain ESOT-DOMAIN | raat v

Administration ¥ wWaorkflows

Users, Roles & AAA

TACACS + Servers

FRANERE Adriristration > Users, Roles & ARA > TACACS+ Servers

Active Sessions None detected

Change Password
Local Password Palcy
RADIUS Servers

S50 Server AAA Made

S50 Servers

User Groups

Users

Step 3: In the Server IP Address box, enter the IP address of the TACACS+ server (Example: 10.4.48.15)

Step 4: In the Shared Secret and Confirm Shared Secret boxes, enter the TACACS+ secret key (Example:

SecretKey), and then click Save.
rime L. Search MenuyPrime Data
. /) Home Desion v Deploy ¥ Cperate ¥ Report v

Users, Roles B AAA

Virtuzl Domain ROOT-DOMAIN. | ract v

Administration v Wiorkflows ¥

AR, Mode Settings
Active Sessions
Change Passward
Local password Palicy
RADIUS Servers

S50 Server AAA Mode

S50 Sarvers

User Graups

Users

Add TACACS + Server

Admiristration > Users, Roles & AAA » TACACS + Servers » Add TACACS + Server

* Server IP Address

* Port,

Shared Secret Format

* Shared Secret

* Canfirm Shared Secret
* Retransmit Timeout

* Retries
Autherttication Type

Lacal Interface 1P

save || Cancel

10.4.48.15
4
ASCI [~

5 (secs)

1

Step 5: Navigate to Administration > Users, Roles & AAA, and then in the left column click AAA Mode

Settings.

The AAA Mode Settings page appears.

Step 6: Select TACACS+.
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Step 7: Select the Enable fallback to Local option and then in the list, choose ONLY on no server response.

Step 8: Click Save.

» Cisco Prime
Infrastructure s 5 R e
/1% Home Design ¥ Deploy ¥  Operste ¥  Report ¥ Administration v Workflows v

Users, Roles & AAA

AAA Mode Settings
Administration > Users, Roles & 444 = AAA Mode Settings

Active Sessions - ~ T — -
Ass Made (7 O Local © Rrapius B Tacacs+ © S50

Change Passward Enable falloack o Lacal | OMLY an no server response =]

Local Password Policy
| save |
RADIUS Servers
S50 Server AAA Made
550 Servers
TACACS+ Servers

User Groups

LUsers

LT [T W/ Configure users and user groups

User groups (or roles) are collections of privileges that dictate the type of system access the user has. Some
predefined roles are:

System Monitoring—Users can access network status information only. They cannot perform any action
on a device or schedule a job on a network.

Config Managers—Users can perform all system monitoring tasks and tasks related to network data
collection. They cannot perform any task that requires write access on the network.

Admin—Users can monitor and configure operations and perform all system administration tasks.

Super Users—Users can perform all Cisco Prime Infrastructure operations, including administration and
approval tasks.

When using an authentication module other than the Cisco Prime Infrastructure local database, Prime
Infrastructure authenticates the user against the external module. After the user is successfully authenticated,
Prime Infrastructure assigns the configured role to this user.

Step 1: Navigate to Administration > Users, Roles & AAA, and then in the left column click Users.

Step 2: In the Select a command list, choose Add User, and then click Go.

Virtual Domain ROOT-DOMAIN | roat | O Search Menuy/Prime Data
+ Cisco Prime
Infrastructure o~ e
/0 Home  Design ¥ Deploy ¥ Operate ¥  Report ¥ Administration v workflows ¥

Users, Roles B AAA

A Mods Settings Users -~ Select a command -- ﬂ [ | Go | |

Adriristration > Uses, Roles 6. A4 > Users e ——
Active Sessions [ | User Name Member Of Status l
Delete User(s)
O root Root Artive
Change Password L User(s)
Unlock User(s)

Local Password Policy

RADIUS Servers

S50 Server AAA Made
S50 Servers
TACACE+ Servers

User Graups

The Add Users screen appears, with the General tab selected.



Step 3: Enter the username and password.

Step 4: Under Groups Assigned to this User, select the role for the user, and then click Save.

Virtual Domain ROOT-DOMAIN | root | O Search Menwu/Prime Data
0 Prime
e — ——
/Y Home  Design ¥  Deploy ¥ Operate ¥  Report ¥ Administration ¥ workflows ¥

Users, Roles & AAA

AAA Mode Settings Add User
Administration > Users, Roles & AAA > Users > Add User

Active Sessions General Wirtual Domains

Change Password =

Userriame
s Reserd Pl P ()
RADIUS Servers Confirm Password (2
50 Server ARA Mode Groups Assigned to this User
S50 Servers [T Admin
TACACS+ Servers [ config Managers |

User Groups Lobby Ambassador 02

[T eI Credential

Horth Bound ap1 (7
Root (7
i super Users

[T system Moritoring

Save {b Cancel

Step 5: For each user you need to create, repeat this procedure.

MG - Discover network devices

Before Cisco Prime Infrastructure can manage a device, the device must be in the database. You can add
devices to the database in three ways:

Discover the devices by using a discovery protocol
Add devices manually

Import devices in bulk

Cisco Prime Infrastructure supports Layer 2 and Layer 3 protocols for device discovery. Cisco Discovery Protocol
(CDP) is the preferred protocol for discovering network devices.

Before you perform this procedure, you must enable both CDP and SNMP on all devices that you want to
manage. If you did not deploy your network by using the Campus Wireless LAN Technology Design Guide, which
enables both of these protocols, see the Cisco Prime Infrastructure production documentation for guidance:

http://www.cisco.com/c/en/us/products/cloud-systems-management/prime-infrastructure/index.htm!
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http://cvddocs.com/fw/355-14b
http://www.cisco.com/c/en/us/products/cloud-systems-management/prime-infrastructure/index.html

This procedure uses a number of Cisco Prime Infrastructure Discovery features—including Layer-2-based CDP,
SNMP v2, and SSH.

1 | Tech Tip

Before discovering devices, it is recommended that you check for the latest Cisco
Prime Infrastructure Device Package Update and read the release notes in order to
understand if the software update is appropriate for your deployment. You can look
for the latest Device Package Update by navigating to Adminstration > Software
Update, and then clicking on Upload Update File to get instructions for downloading
and installing the updates from your web browser. When the update is available
within Cisco Prime Infrastructure, you can use the Software Update interface to easily
observe the support information associated with the updates.

Step 1: Navigate to Operate > Device Work Center > Discovery.

Step 2: In the upper right corner, click Discovery Settings.

The Discovery Settings dialog box appears.

Discovery Settings x

Delete et [fycopy (@Runiow 7 schedule  [gNew show [~

Hame Date Created Date Modified

No data available
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Step 3: Click New.

A second, blank Discovery Settings dialog box appears. In the following steps, the values that you enter are the
default credentials that Cisco Prime Infrastructure uses when it connects to discovered devices when it performs
jobs for device inventory, configuration archive, and software image management.

Discovery Settings b

*Mame | |

Current Discovery Settings

Protocol Settings

| PingSweep Module & | @
» Layer 2 Protocols
» Advanced Protocols
Filters (7,
IF Filter | @
b Advanced Filters
Credential Settings
| SNMPvZ Credential | @
| SNMPy3 Credential ¢ @
| Telnet Credential | @
| SEH Credential ¢ @

Preferred Management IP (%)

| Lse Loophack - |

| RLIn Mo | | Cancel |

Step 4: In the Name box, enter My_Discovery_Settings.
Step 5: Expand Layer 2 Protocols, and then next to CDP Module, click the + icon.

Step 6: In the expanded CDP Module area, select Enable Cisco Discovery Protocol and select Enable Cross
Router Boundary.

Step 7: Click Add Row. If your browser collapses the view, click the + icon again to expand it.



Step 8: In the Seed Device box, enter the management IP address for the core switch (Example: 10.4.40.254)
and a Hop Count (Example: 11), and then below the Seed Device box, click Save.

1 | Tech Tip

The neighbor devices from the CDP-MIB are gleaned and then also queried for
neighbors, and then the discovery process repeats. Depending on the network, this
could be a large number of devices. In large networks, it is recommended that you
restrict the scope of the discovery by adding an appropriate Hop Count value.

Cisco Discovery Protacol ' | &

Enable Cisco Discovery Protocol
Enable Cross Router Boundary

Edit Delete Add Row | Irnport CSY File
Seed Device Hop Count
® |[10.4.40.254 | [11

Step 9: Under Credential Settings, next to SnmpV2 Credential, click the + icon.
Step 10: In the expanded SnmpV2 Credential area, select Enable SnmpV2 Credential.
Step 11: Click Add Row.

Step 12: Enter an IP address, using an asterisk wildcard to represent an octet. For example, if all devices on your
network use the same community string, enter: ****

Step 13: Enter the read and write community strings (Examples: cisco, cisco123).



Step 14: Below the IP box, click Save.

Credential Settings

SMMPY2 Credential = @
Enabla SNMPw2 Credential

" Edit Delete | o= Add Row

P Read Cormrmunity String Wirite Community String  SKMP Tirr

@ | *.*.*.* | | L1111} | LIl 11 ]] | |3

a4 1 (2

— e :
1 | Tech Tip

Adding the read/write community string is critical for wireless management because
Cisco Prime Infrastructure will add the MSE-VA Key Hash and MAC address value to
each of the synchronized wireless LAN controllers using SNMP SET commands. The
use of the Read/Write community string is therefore required.

Step 15: Next to SSH Credential, click the + icon.
Step 16: Select Enable SSH Credential.
Step 17: Click Add Row.

Step 18: Enter an IP address, using an asterisk wildcard to represent an octet. For example, if all devices on your
network use the same SSH credentials, enter: ****

Step 19: Enter the username, password, and enable password.

Step 20: Select SSHv2, and then below the User Name box, click Save.

Credential Settings

[ SNMPYZ Credential $| @

| shMPyz Credential ¢ @

[ Telnet Gredential & @
55H Credential =l @

Enable S5H Credential

) Edit Delete | &= Add Row
P Iser Mame Passwiord Enable Passwe...
@ | *.*.*.* J (L1 1]]} | | LI 1Ll 1] ) | I ........l |
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Step 21: Click Run Now.

The discovery settings are saved and Cisco Prime Infrastructure begins device discovery. The amount of time
this discovery process takes depends on the number of devices on the network.

Discovery Settings frd
¥ Delete ;}s Edit g Copy @Run Mo ESchedule BNEW Show | Al A || %
Marne Date Created Date Modified
® My _Discovery_Settings 2014-Jun-18 19:22:43 2014-Jun-18 19:22:43

Step 22: If you want to view the discovery progress, click Operate > Discovery. If you want to instantly update
the in-progress results, click the green refresh icon in the upper right corner.

Virtual Domain ROGT-DOMAIN | ddaum v | O Search MenuyPrime Data

ZiHome Design ¥ Deploy ¥  Operate ¥  Report ¥ Adminstration ¥ Workfows

@ Device Work Center | Discovery 6 Quick Discowery B Discovery settngs

Discovery Jobs & .

sre | %
MName Status Start Time End Time Discovery Settings Reachable Filtered Urreachable

O b Discovery 22 54 23 16 18 6 RUNMING  2014-Jun-18 19:54:, My_Discovery_Settings 14 o o

After the process is completed, the status changes from running to completed.

Virtual Domain ROGT-DOMAIN | ddaum v | O Search Mernu/Prime Data

4)Home Desgn ¥  Deploy ¥  Cperate Report ¥ Adminstration ¥ Workflows ¥

@ Device Work Center | Discovery B Quick Discovery B Discovery Settings

Discovery obs B 5.

Xosies B R | ]
Narme Status Start Time End Time Discovery Settings Reachable Filtered Unrearhable

® b Discovery 22 54 23 16 18 6 SUCCESS  2014-Jun-18 19:54: 2014-Jun-18 20:02: My_Discovery_Settings 54 o 18

Mame Status Start Time Erd Time Discovery Settings Reachable Fitered Unreachable
w Job Discovery 22 54 23 16 18 6 2 SUCCESS  2014-un-18 19:54: 2014-Jun-18 20:02; My_Discovery_Settings 54 a 18
Filtered Unrearhabile %
System Obiject ID System Name System Location Mewr Device
10.4.40.254 1.3.6.1.4.1,9.1.1934 (CEB07-VSS. cisco.local Existing &
104,111,254 1.3.6.1.4.1.9.1.1732 D4500K-vS5, cisco.lacal Existing @
10.479.5 1.3.6.1.4.1.9.1.1286 £4507-DEE80. cisco.Jocal Existing
10.4.32.242 1.3.6.1.4.1.9.1.1165 CE-ASR1001-2. cisco.local Existing
10.4.32.162 \1.3.6.1,4,1,9,1,1301 a5 12k-1, ciscoocal e
10.4.175.62 \1.3.6,1,4.1,9.1,1272 2504-1 Existing -

workflow tatus B 0 B 0w 0 | &3 Support Cases | Alam Browser | alarm Summary @ 22 U 0 4 188

Devices on the network have now been discovered and are ready for other management tasks such as device
inventory, configuration archive, and software image management.
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MG (T WP Configure software image management settings

The network deployment described in the Campus Wired LAN Technology Design Guide does not enable
Telnet or TFTP on Cisco network devices. This procedure describes how to enable Cisco Prime Infrastructure to
distribute software images to devices using Secure Copy Protocol (SCP).

1 | Tech Tip
To distribute images by SCP, you may need to enable the SCP server feature
on Cisco I0S devices. To do so, add the ip scp server enable command to the

running configuration. For examples of enabling the SCP server feature for network
management of a device, see the Campus Wired LAN Technology Design Guide.

Step 1: Navigate to Administration > System Settings and then in the left column click Image Management.

Step 2: In the Cisco.com user name and Cisco.com password boxes, enter the credentials for a Cisco.com
account that has permissions to download software.

Step 3: Enter the SSH Username and SSH password for a user that has access to manage the devices.
Step 4: Ensure that TFTP fallback is not selected.

Step 5: Select Use SSH for software image upgrade, recommendation, upgrade analysis and software
image import through CLI (with fallback to TELNET).

Virtuzl Demain ROOT-DOMAIN | ddsum v | O Search MenufPrime Data

sali, Cisca Prime
4 /Y Home Design ¥ Deploy Y Operate Y Report Y Administration Y Workfiows ¥ @ S @

isco Infrastructure

System Settings [ patasources ¢ Appliance £ Background Tasks (33 High avalabiity £ System Audi

Image Management

Alarms and Events adrinistration > System Settings > Image Management

Auit Log Purge Settings Cisco.com passwiard 2
s 2
Change Auit Natification semame |_prime
ot paswens z
CLI Session =
Staging directory [ jopt/Staging v
Client Continue distribution on falure \2 i
[ collect images along with inventary colection /7
configuration [ Reboot mmediately 12
O Distribute paralelly />
Configuration Archive O TP falback 52
O Backup current image V7
Controller Upgrade Settings O Insert boot command 2
[ Recommend latest mantenance version of each major release 7
el DRl glesEas [0 Recommend Same Image Featurs (2 .
[ Recommend versions higher than current version %
Data Retention O )
Recomrmend general deployment images orly 2
g Include CCO for recommendation (7
JEAE Use S5H for software image Upgrade,recommendation,upgracke analysis and software image impart through CLIwith falback to
TELNET), 7
Guest Account Settings [N
Avalable Options Selected Options
[1FTe -] [sce -

Step 6: In the Image transfer protocol order dual list, ensure that SCP is in the right list. Protocols in the right
list are used by Prime Infrastructure. Also, ensure that TFTP is in the left list, which shows the protocols that are
not used.

Step 7: In the Config protocol order dual list, ensure that SSH is in the right list. Also, ensure that TELNET is in
the left list, which shows the protocols that are not used.


http://cvddocs.com/fw/220-14b
http://cvddocs.com/fw/220-14b

Step 8: Click Save.

Available Options Selected Options

TFTR = SCP =

Inwentaory

Job Approval Settings Image transfer protocal :» @
order

Known Ethernet MAC Address List & &

Login Disclairmer

Mall Server Configuration

Maotification Receivers Availahle Options Selected Options

Plug & Play TELHET o 55H e

Prozy Settings
Config protocol order

4 &

Report

Rogue AP Settings

Server Settings - -

Server Tuning

Save | [ Resat |
R—

T[T KR Configure syslog host settings

Cisco Prime Infrastructure can act as a logging host for system messages sent by managed devices.

1 | Tech Tip

Managed devices must be configured to send system messages to Cisco Prime
Infrastructure. After devices are successfully discovered by Prime Infrastructure, you
can use the CLI template to configure logging on devices. For an example of using the
logging configuration template, see the Deploy CLI templates procedure.

Step 1: Navigate to Administration > Logging and then, in the left column, click SysLog Logging Options. The
SysLog Logging Options page appears.

wirtusl Domain ROCT-DOMAIN | ddaum v | O Search Menu/Prime Data
4 73 Home Dedgn v Deploy ¥ Operate ¥ Report ¥ Adminktration v Workflows v b

8ysLog Logging Options
Administration > Logging > SysLog Logging Options

Logging

General Logging Options

SMMP Logging Options

SysLog Settings

Enabie SysLog [ Enable
SysLog Host

SysLog Faciity UsER  [+]
Save

Step 2: Next to Enable Syslog, select Enable.
Step 3: In the SysLog Host box, enter 10.4.48.35.

Step 4: In the SysLog Facility list, choose LOCAL7Z.
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Step 5: Click Save.
O, Search Menu/Prime Data

Virtual Domain ROST-DOMAIN | ddaum v
rire
e . _
4 {Home Desgn Y Depioy Y Operate Y Report v Adminstration ¥ workfows v b

Logging

SysLog Logging Options

Ezree]lere e Gl Adiristration > Logaing > SysLog Logging Options

SHMP Logging Optiars

SysLog Settings

Erable SysLag Enable
SysLog Hast 10.4.48.35

SysLog Facilty (5EHTT+]

Save

Step 6: To see syslog messages from managed devices that are correctly configured to send system messages
to Prime Infrastructure, navigate to Operate > Alarms and Events and then click the Syslogs tab.

Managing the Network

1. Import and distribute software images
Customize monitoring

Customize and schedule reports

= N

Deploy CLI templates

Import and distribute software images

The Software Image Management feature enables you to keep a library of Cisco software images and to
distribute software images to managed devices. Cisco Prime Infrastructure enables you to upgrade a managed
device to an image.

You can add to the repository software images that you import from Cisco.com, a managed device, a file system,
ora URL.

1 | Tech Tip

To distribute images by SCP, you may need to enable the SCP server feature

on Cisco I0S devices. To do so, add the ip scp server enable command to the
running configuration. For examples of enabling the SCP server feature for network
management of a device, see the Campus Wired LAN Technology Design Guide.

To download a software image from cisco.com and distribute it to a device, perform this procedure.
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http://cvddocs.com/fw/220-14b

Step 1: Navigate to Operate > Device Work Center, and then click Software Image Management.

Cperate ¥ | Report ¥ Administration ¥ Wiorkflowes € Bk

E_g Monitoring Dashboards dll Maps
ey Google Earth Maps
Inciderts Wi Container Services
Performance Services Catalogue
Detal Dashboards Deployed Services

& Device Work Center ¥4 Applications and Services
Dizcovery Application Server Managerment
Configuration Archives £ Operational Tools
Software Image Manaqemer‘léb spplication Troubleshoating
Image Dashboard Mediatrare
Plug and Play Status Device Resource Estimation

. Metwork Audit Packet Capture »
& alarms & Events Medlia Streams
[#l Clients and Users Wireless »
& Mobility Work Center

Step 2: Click Import.

The Import Images dialog box appears. As you make selections and choices, the Import Images dialog box
updates.

Step 3: Under Source, select Cisco.com.

Step 4: In the Select Device Platform list, choose the type of Cisco device for which you want a software
image.

Step 5: In the Select Image Version list, choose the version of the software image.

Step 6: In the Select Feature Package list, choose the feature package for the software image.
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Step 7: Under Schedule, configure the following items:
Job Name—Enter a descriptive name for the Cisco.com software image import job.

Start Time—Select Now.

Import Images x

¥ Source -

O Device F
@® Cisco.com
O URL
O File

¥ Collection Options

Select Device Platform | CATAO00-YS-52T v
Select Image Version | 15.1.2-8v2 -
Select Feature Package | CED IP SERVICES FULL ENCRYPT »

Selected Image  s2t54-advipservicesk9-mz.SPA.151-2.5Y2.bin

i

w Schedule

Job Mame | ok CCO_Tmage_Collection_11_ 40 29 052 PM_18 5 2014 |

Start Time ® Now O Date | nef1g/2014 0z:40 P BB (MMddfyyyy hhimm ARJPMY

(ot [T

Step 8: Click Submit.

Cisco Prime Infrastructure begins the software image import job.

1 | Tech Tip

To view the status of the job, navigate to Administration > Jobs Dashboard and look
for the job name that you entered.

If importing software from Cisco.com fails, go to www.cisco.com, login with the
credentials that you provided in Procedure 12, and ensure that you can download
software.

Step 9: After Cisco Prime Infrastructure has imported the software image, return to Operate > Software Image
Management.

Step 10: Select the software image and click Distribute.

1 @ Virtual Domain ROGT-DOMAIN | ddaum v | JO . Search MeruyPrime Data
wailis Gisco Prime
Infrastructure _—
1sco 4 4 Home Design ¥ Degloy ¥ Operste Y Repot Y Adminstration Y workfows v b P 2

@ Device Work Center | Software Image Management

Software Images Images for Group - ALL Selected 1 | Total 1 & 8 ,

& tmport | O Distrbute | 48y Uparade Analysis 5 Delete show [l g
S . O/ Flename e + | Image Farity Image Tyoe Version Size Updated o

» EJ All s2t54-advipserviceskd-mz, P4 1. 52754 STYSTEM_SW 15.162)8v2 113.0 ME (118451672 bytes) June 18, 2C

The Distribute Images dialog box lists the managed devices that are compatible with the selected software
image.

Step 11: Under Device Selection, in the Devices list, select one or more devices to distribute the software image
to.

Step 12: Under Distribute Image and Location Selection, verify the device and software image selected.


http://www.cisco.com

Step 13: Under Schedule Distribution, configure the following items:
- Job Name—Enter a descriptive name for the Cisco.com software image distribution job.

Start Time—Select Now.

Distribute Images

» Device Selection
¥ Distribute Image and Location Selection
¥ Distribution Options

w Schedule Distribution
Iob Marne | Job_Irnage_Distribution_11 5016 791 PM_18 5 2014 |
Start Tme ® Mow O Date | osf1s/z014 0s:50FM B | (MM ddfywyy Bhornm SR PR

Step 14: Click Submit.

Cisco Prime Infrastructure begins the software image distribution job.

1 | Tech Tip

To view the status of the job, navigate to Administration > Jobs Dashboard and look
for the job name that you entered.

Customize monitoring

The role of monitoring in network management is so essential that the home page in the Cisco Prime
Infrastructure web interface is the monitoring dashboard. This dashboard provides a unified view of all the
activities being monitored by an administrator. Cisco Prime Infrastructure provides a comprehensive list of
monitoring dashlets from a device level to the network level—such as device and interface availability; high
severity alerts; memory, CPU, and interface use; performance threshold; fault summary; and syslog information.

Each dashlet includes options that allow you to customize the dashlet to suit your needs. This procedure provides
an example of how to customize the CPU utilization dashlet.

Step 1: Navigate to Operate > Monitoring Dashboards > Performance.

The monitoring page displays the performance monitoring dashboard.

Step 2: If the Network Device tab is not selected under Performance, click Network Device.



The Top N CPU Utilization dashlet appears, along with other network-device performance-monitoring dashlets.

By default, you can view a list of devices with the top CPU utilization during the past hour.

Top N CPU Utiization (E)

Device Marme Device IP Laszt Polled Average Mazirnurm -
DO-MgMEATS0.. 10.4.63.5 B e T —
A 10.4.15.7 e T R —
DES00,cisco.lo...
A2FB0 10.4.111.7 e ST ———T E—
D500, ciscol...
Aedolx 10.4.127.9 T TP ———T —
D750, ciscol...
AIOAM-

10.4.79.7 e T ———T E—

DESE0.cisco.lo..

W 0%%-50% [ 51%-70% M 71%-90% M 91%-100%

2014 June 19, 07:47.38 PDT

Step 3: Move the mouse pointer to the upper right corner of the dashlet

The dashlet shows the Dashlet Options icon and icons for refreshing, maximizing, minimizing, and closing the
dashlet.

Step 4: Click the Dashlet Options icon.

Top N CPU Utiization (E)

Dashlet Title  Top N CPU Utilization
Refresh Dashlet
Refresh Interval n
Mo, of Rows |5 (Default) |Z|
Device Farnily |-"-‘«LL El
CPU Instance [
Time Filter Lack [

Time Frame [Past 1 Hour |

[ Reset || Save || Save andclose || Close |

Device Mame Device IP Last Pollied Average Mairmumm -
DC-MOMES?S0..  10.4.63.5 e T T —
A5 10.4.15.7 el TR ———TT T E—
Das00, cisco,lo...
Aadolx 10.4.111.7 e TP ——T —
D500, ciscol...
AIOAMN-

. 10.4.127.9 e TP ——— —
03750, ciscal...
Adeli: 10.4.79.7 e ST ——T E—

De2e0,cisco.lo...

W ooe-50% T 5197000 I 7190-900 I 919%-100%

2014 June 19, 07:47:38 PDT
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Step 5: Configure the options to suit your needs and then click Save And Close.

The dashlet shows the data in the way that you chose by configuring the options.

Customize and schedule reports

Prime Infrastructure provides you a single launch point for all reports that you can generate and view. The Report
Launch Pad page provides access to over 100 reports, each of which you can customize as needed.

This procedure provides an example of how to customize and generate a device inventory report.

Step 1: Navigate to Report > Report Launch Pad.

The Report Launch Pad lists by category all available reports.

Step 2: On the left, click the Device category, and then click Inventory.

ﬁ Home Design ¥ Deploy ¥ Cperate ¥ Report ¥

Autonomaus AP , Inventory -
. Report = Report Launch Pad = Device > Inventory ";Ir'?"

Cleanair »

Client 5 Mone detected

Compliance » UELT

& &P Ethernet Port Utilizati...
'_ AP Image Pre-download
&5 &P Profie Status

'_ AP Radio Dowenitirne Surnrmary
'_ AP Sumrary

'_ Busiest APs

& CPU Utiization

'S Classrnap QOS5 Statistics

& Detaied Hardware

& Detaled Software

& Device Credential Verifica..,
&5 Device Health

'_ Drnwpn Reports

& GET VPN Network Status
& Identity Capability

i Interface Availability

5 Interface Capacity

& Interface Utiization

'_ Inventory

& Mernary Utiization L\\’
& Mon-Primary Controller APs
' Top &P by Client Count

& vian

&5 wired Detaled Device Inve. .
5 wired Device Availability

&5 wired Module Detai

& wired Port attribute

'_ Wirgless Up Time

& wireless Utiization

Guest >

Deployment Details August 2014 Series .
34



Step 3: Click New.

The Inventory : New page shows the report settings and schedule options.

Step 4: Under Settings, configure the following items:
Report Title—Enter a descriptive report title (Example: Custom Switch Inventory).

Report Type—Choose either a specific device type to be included in the report or Combined Inventory
to include all managed devices in the report (Example: Switches).

fﬁ] Horme

Design ¥ Deploy ¥

Inventory : New
Report = Report Launch Pad = Device = Inventary > Inwentory Report Details

Settings =
[ | create reports in current and each sub Virtual
Domains 2
Wienw sub Wirtual Dornains
Report Tithe Customn Switch Inventory
Report Type |5Witches |Z|

CLstomize Report Customize the data for this report

Step 5: Click Customize.

Step 6: At the top in the Custom Report Name list, choose the subreport that includes the available fields that
you want to see in your customized report (Example: Switch Inventory).

Step 7: If the report type has the option to contain tables, graphs, or both, you can select this by using the
Report View list that appears below the Custom Report Name list.
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Step 8: If you want to add or remove fields from the report,

configure the “Data fields to include” list.

x
Create Custom Report
Customn Report Mame | Switch Inventary |Z| [[] Do not include
Available data fields Data fields to incude
Systermn Contact - Device Mame -
Last Boot Time Discription
Image Type IP Address
Image Famnily Location
Tmage Mame Reachability Status
Software Wersion |ﬁ\
Add = Product Type | Mave L |
‘ S ‘ \ Move Down \

Sort: by

Then by
Then by
Then by

Data field sorting

Morne

MNone

MNone

MNone

Ascending
Ascending
Ascending

Ascending

* COnly reports in tabular format can be sorted.
* Only fields that can be sorted appear in the selection menus.

Descending
Descending
Descending

Dascending

* Blug fields are mandatary in this subreport,

After clicking Apply, click Save on the Report Details page to save the custom report settings.

| #pply | | Reset | | cancel |

Step 9: Click Apply.

Step 10: If you want to the report to run at a specific time, under Schedule, enter the following values:

Scheduling Enable—Selected

Start Date/Time—Specify the date and time for the report.

at and then use the Add and Remove buttons to

Step 11: If you want to run the report on a regular basis, select the recurrence basis—hourly, daily, weekly, or
monthly—and specify the period.

Step 12: Click Run and Save.



When the report is complete, the Report Run Result area shows the report contents.

Report Run Result g8
14 44 <1 > bbbl

Customized Switch Inventory Clseo Prime F

Gererated: 2014-Jun-19, 08:19:49 PDT Infrastructure
Count of Switches by Model

Cisco 3750 Stackable Switches
Cisea Catalyst 29605

Cisca Catalyst 3650-24PD-E Switch
Cisco Catalyst 3650-24PS-E Switch

Cisco Catalyst 3850 24P 10/100/1000 PoE+ Parts
Layer 2/Layer 3 Ethernet Stackable Switch

Cisco Catalyst 4507R plus E Switch
Cisco Catalyst 66xx Virtual Switch

6
3
1
z
3
Cisea Catalyst 4500 Virtual Switching Systern 2
4
3
Cisca Mexus S596UP Switch z

2

Ciseo Virtual Switching System
Switches by Model

Cisco Virtual Switching System Cisco 3750 Stacksamz Switches
=g =

Cisco Nexus 5596UP Switch =2

Cisco Cataly st 68xx Virtual
Switch =3 Cisco Catalyst 3650-24PD-E
swteh =1

Cisto Catalyst 4507R plus £ N P SEDE e Bl
Switch =4 L witch =
5 \ < Cisca Catalyst 3850 24P
Cisco Catalyst 4500 Virtual \ 4
BTt of % 10/100/1000 PoE+ Forts Layer
~

2/Layer 3 Ethernet Stackable
Switch =

® Cisco 3750 Stackable Switches = 6 @ Cisco Catalyst 29605 =6 o Cisco Catalyst 3650-24PD-E Switch = L
Cisco Catalyst 3650-24P5-E Switch = 2

® Cisco Catalyst 3850 24P 10/100/1000 PoE+ Forts Layer 2/Layer 3 Ethernet Stackable Switch =3
Cisco Catalyst 4500 Virtual Switching System =2 @ Cisco Catalyst 4507R plus E Switch =4

® Cisco Catalyst 68 Virtual Switch =3 @ Cisco Nexus S596UP Switch  — 2 @ Cisco Virtual Switching System =2

1 | Tech Tip

If you want to access a list of reports that you have configured and saved, navigate to
Report > Saved Report Templates.

Deploy CLI templates

The Configuration Templates feature enables you to deploy device configuration commands to many devices
with a single deployment job, including support for device-specific values.

Cisco Prime Infrastructure provides a set of command-line interface (CLI) templates. You can customize these
templates to accommodate your needs or create your own templates. The CLI templates feature uses Apache
Velocity Template Language (VTL). For more information about Apache VTL, see:

http://velocity.apache.org/engine/devel/vtl-reference-guide.html
For more information about using the CleanAir templates, see the Campus CleanAir Technology Design Guide.

The following procedure demonstrates how to use the CLI template for configuring logging on a managed switch.

Step 1: Navigate to Deploy > Configuration Deployment > Configuration Tasks.

The Configuration Tasks page shows tiles for all available templates.


http://velocity.apache.org/engine/devel/vtl-reference-guide.html
http://cvddocs.com/fw/350-14b

Step 2: In the Templates tree, click CLI Templates, and then select the box next to Configure Logging.

Virkusl Demain ROGT-DOMAIN | ddaum v | O Search Menu/Prime Data
/i Home  Design ¥ Deploy ¥ Operate ¥ Report v Administration ¥ Workfiows v

Configuration Tasks

Templates Templates > CLT Templates
— R
_ Selected 1 | Totainz @ 5 ,
arEr
» 5t Templtes EBunPubleh fiistory  @Deploy () Undeploy Show ]
> () Composite Templates O Descrintion Publshed On Feature Category | Deploy Times | Last Deploved Date
5 My Torplten = I e O AR | el e S DO L G 5
O certificate suthority-105 This template is use..  2014-Jn-18 15:58:17 P CLI 0
{5 Configuration Group
O Colecting Traffic Statistics  Template to Colect..  2014-ln-15 1558:18 .. L1 0
O configure Device 1P Configure Device [P 2014-Jun-18 1558:16 P L1 0
O configure FTP TFTP Sou..  Configures FTP andl . 2014-Wn-18 15:58:17 P CLI 0
O configure Interface Configure Interface 2014-ln18 1553:20 .. (U1 0
* Configure Logging Configre Logging— 2014-Jun-18 15:58:16 P, L1 i
[P Configure NTP Configure NTP 2014-Jun-18 1558:11P..  CLI 1
O Configure SNMR Configures SHMP 2014-ln-16 1556:43P.. (LT 0

The Deploy button is activated for use.

Step 3: At the top of the list, click Deploy.

The Template Deployment dialog box appears.
Step 4: Under Device Selection, select the devices to which you want to deploy the template.

Step 5: Under Value Assignment, select specific devices or All Selected Devices, enter the required values, and
click Apply.

Template Deployment- Prepare and schedule : Configure Logging x
L4mpE List of 4l Devices Al .
¥ [m) Device Type Device Type

¥ W] Switches and Hubs Switches and Hubs
¥ [/] Cisco Catalyst 6800 Series Switches Cisco Catalyst 5300 Series Switches Ll
[] £ea07-wSS csco Iocal CABO7-YSS, cisco.local Switches and Hubs  10.4.40.254 Cisco
DEB8B0X. cisco local D&ga0x, cisca.ocal Switches and Hubs  10.4.79.254 Cisco
SEREB07WSS, cisco.local SERG807YSS, cisca.ocal Switches and Hubs  10.4.40.250 Cisco
¥ M1 Cisco Catalvst 3650 Series Switches Cisco Catalyst 3650 Series Switches
¥ Value Assignment S &

Devices *Logging Host | 10.4.48.35
® 2l Selected Devices el { e ( / )

Logging severity level / Logging buffer size (Enter <0-7x/ <4096-2147483647 >
O SERBBO7YSS cisco.l aana v s 7

@} __E

m | Cancel |
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Step 6: Under Schedule, enter a descriptive job name and select the start time.

Template Deployment- Prepare and schedule : Configure Logging x

Apply

¥ Schedule

Job Mame ‘ Logging Configuration Deployment ‘

Start Tme @ Now O Date | 06/132014 0943 A BB (MM7dd/yyyy hhemm AM/PI)

¥ Summary

m

Template Configure Logging
Deploy to number of devices 2

Deployment scheduled at - 2014-Jun-19 09:43:00 Eastern Standard Time

q Cancel |

Step 7: Review your selections on the Template Deployment dialog box. When you are ready to submit the job,
click OK.

At the selected start time, Cisco Prime Infrastructure applies the configuration template to the selected devices.

1 | Tech Tip

To view the status of the job, navigate to Administration > Jobs Dashboard and look
for the job name that you entered.



Appendix A: Product List

Network Management

Functional Area Product Description Part Numbers Software
Network Management Cisco Prime Infrastructure 2.x R-PI2X-K9 2.X
Prime Infrastructure 2.1 Software R-PI21-SW-K9 2.1
Prime Infrastructure 2.x Base License L-PI2X-BASE 2.X
Prime Infrastructure 2.x - Lifecycle - 25 Device License [-PI2X-LF-25
Prime Infrastructure 2.x - Lifecycle - 50 Device License [-PI2X-LF-50
Prime Infrastructure 2.x - Lifecycle - 100 Device License [-PI2X-LF-100
Prime Infrastructure 2.x - Lifecycle - 500 Device License L-PI2X-LF-500
Prime Infrastructure 2.x - Lifecycle - 1K Device License L-PI2X-LF-1K
Prime Infrastructure 2.x - Lifecycle - 2.5K Device License L-PI2X-LF-2.5K
Prime Infrastructure 2.x - Lifecycle - 5K Device License L-PI2X-LF-5K
Prime Infrastructure 2.x - Lifecycle - 10K Device License L-PI2X-LF-10K
Prime Infrastructure 2.x - Lifecycle - 15K Device License [-PI2X-LF-15K
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Appendix B: Changes

This appendix summarizes the changes Cisco made to this guide since its last edition.

- We revised the guide to show configurations using the updated software as shown in Appendix A:
Product List.
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