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Configuration Snippets
This document contains sample configuration snippets to give you a general idea about the configuration used in 
some of the use cases. Your actual configuration would require further customization for actual deployments. For 
detailed configuration options/best practices, refer to the CCO documentation.

ENERGYWISE USE CASE
energywise domain <> security shared-secret 0 <>

energywise allow query save

energywise allow endpoint-notify domain

energywise endpoint security none

!

interface GigabitEthernet<>

 description Connected to IP Phones

switchport port-security maximum <>

switchport port-security

switchport port-security aging time <>

switchport port-security violation restrict

switchport port-security aging type inactivity

 energywise level <0/10> recurrence importance <1-100> at <mins> <hours> <days-
of-month> <month> <weekdays>

 storm-control broadcast level <> <>

 storm-control multicast level <> <>

!

ACL USE CASE

VACL

!! define an IP and MAC acl’s!!

ip access-list extended net_10

  permit ip 10.0.0.0 0.255.255.255 any

mac access-list extended MACFilter

  permit 123.456.000 000.000.fff any

!! define a VLAN map with action !!

vlan access-map  sample_name
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match ip address net_10

match mac address MACFilter

action forward

!! apply to a list of vlan(s)!!

vlan filter sample_name vlan-list <>

RACL/PACL

!! define the ipv4 or ipv6 access list and apply to interface!!

ip access-list extended ACL_IPv4

 permit ip host 101.3.1.2 host 61.3.1.2

 permit ip host 102.3.1.2 host 62.3.1.2

.

.

ipv6 access-list ACL_IPV6

 permit ipv6 2020:198:664:27::/64 2009:197:17:138::/64

 permit ipv6 2020:537:81:67::/64 2009:886:61:281::/64

 permit ipv6 2020:704:446:79::/64 2009:694:7:124::/64

.

.

Interface GigabitEthernet<>

 ip access-group ACL_IPv4 <in/out>

 ipv6 traffic-filter ACL_IPv6 <in/out>

CISF USE CASE
ip dhcp snooping

ip dhcp snooping vlan <>

interface <>

description enable storm-control-port security

 switchport access vlan <>

 switchport mode access

 switchport port-security maximum <>

 switchport port-security
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 switchport port-security aging time <>

 switchport port-security violation restrict

 switchport port-security aging type inactivity

 storm-control broadcast level <> <>

 storm-control multicast level <> <>

 storm-control action shutdown

ip arp inspection validate src-mac dst-mac 

!

interface <>

 description enable IPSG 

 switchport access vlan <>

 switchport mode access

 storm-control broadcast level <> <>

 storm-control multicast level <> <>

 storm-control action trap

 ip verify source mac-check

interface Port-channel<>

 description Connected to Dist-Layer - Cat4k

 switchport trunk allowed vlan <>

 switchport mode trunk

 ip arp inspection trust 

 ip dhcp snooping trust

end

IPV6 FHS USE CASE

DHCPv6 Guard/RA Guard

ipv6 dhcp guard policy Univ-v6-DHCPG-Client-Policy1

!

ipv6 dhcp guard policy Univ-v6-DHCPG-Server-Policy1

 device-role server

!

ipv6 nd raguard policy Univ_IPv6_RA_Policy_Host

!
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 ipv6 nd raguard policy Univ_IPv6_RA_Policy_Router

 device-role router

!

device-tracking policy My_IP_DeviceTracking_Policy

 security-level glean

 no protocol udp

 tracking enable

vlan configuration <>

 device-tracking attach-policy My_IP_DeviceTracking_Policy

 ipv6 dhcp guard attach-policy Univ-v6-DHCPG-Client-Policy1

!

interface Port-channel82

 description Connected to Dist-Layer - Cat4k

 switchport trunk allowed vlan <>

 switchport mode trunk

 ip arp inspection trust

 ipv6 nd raguard attach-policy Univ_IPv6_RA_Policy_Router

 ipv6 dhcp guard attach-policy Univ-v6-DHCPG-Server-Policy1

 device-tracking attach-policy My_IP_DeviceTracking_Policy

 no keepalive

 ip dhcp snooping trust

Interface <>

 description -  IPv6 FHS RA Guard Attacker

 switchport access vlan <>

 switchport mode access

ipv6 nd raguard attach-policy Univ_IPv6_RA_Policy_Host

end
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IPv6 Source Guard/Destination Guard

ipv6 source-guard policy Univ-v6-IPSG-Policy2

 validate address

 validate prefix

!

ipv6 destination-guard policy Univ-v6-IPDG-Policy1

!

interface <>

 description Connected to host - IPv6 IPSG

 switchport access vlan <>

 switchport mode access

ipv6 destination-guard attach-policy Univ-v6-IPDG-Policy1

 ipv6 source-guard attach-policy Univ-v6-IPSG-Policy2

end

IBNS2.0 MODE USE CASE

AAA Configuration

!

aaa authentication dot1x default group <group_name>

aaa authorization network default group <group_name> local 

aaa accounting Identity default start-stop group radius

username lab privilege 15 password 0 lab

!

!

!

!

aaa server radius dynamic-author

 client <server-ip> server-key radius

 auth-type any

!

!

radius server ISE

 address ipv4 <server-ip> auth-port 1645 acct-port 1646

 key radius
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!

radius-server retransmit 12

!

aaa group server radius <group_name>

 server name ISE

!

!         

!

aaa new-model

aaa session-id common

!

Enable dot1x Globally

dot1x system-auth-control

Define Policy

policy-map type control subscriber ACCESS-IDENTITY-POLICY

 event session-started match-all

  10 class always do-until-failure

   10 authenticate using dot1x priority 10

 event authentication-failure match-first

  5 class DOT1X_FAILED do-until-failure

   10 terminate dot1x

   20 authenticate using mab priority 20

  10 class AAA_SVR_DOWN_UNAUTHD_HOST do-until-failure

   10 activate service-template CRITICAL_AUTH_VLAN_Gi1/0/1

   20 activate service-template DEFAULT_CRITICAL_VOICE_TEMPLATE

   30 authorize

   40 pause reauthentication

  20 class AAA_SVR_DOWN_AUTHD_HOST do-until-failure

   10 pause reauthentication

   20 authorize

  30 class DOT1X_NO_RESP do-until-failure

   10 terminate dot1x

   20 authenticate using mab priority 20

  40 class MAB_FAILED do-until-failure

   10 terminate mab
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   20 authentication-restart 60

  50 class NRH do-until-failure

   10 terminate webauth

   20 authentication-restart 60

  60 class NRH do-until-failure

   10 terminate webauth

   20 authentication-restart 60

  80 class WEBAUTH_FAILED do-until-failure

   10 terminate webauth

   20 authentication-restart 60

  90 class always do-until-failure

   10 terminate dot1x

   20 terminate mab

   30 terminate webauth

   40 authentication-restart 60

 event agent-found match-all

  10 class always do-until-failure

   10 terminate mab

   20 terminate webauth

   30 authenticate using dot1x priority 10

 event authentication-success match-all

 event violation match-all

  10 class always do-until-failure

   10 replace

!

Apply on Interface

interface <>

 switchport access vlan <>

 switchport mode access

 switchport voice vlan <>

 authentication periodic

 authentication timer reauthenticate server

 access-session host-mode multi-domain

 access-session closed

 access-session port-control auto
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 mab

 dot1x pae authenticator

 spanning-tree portfast

 service-policy type control subscriber ACCESS-IDENTITY-POLICY

AUTH-MANAGER MODE USE CASE

AAA Configuration

!

aaa authentication dot1x default group <group_name>

aaa authorization network default group <group_name>

aaa authorization auth-proxy default group <group_name> 

aaa accounting network default start-stop group <group_name>

username lab privilege 15 password 0 lab

!

!

!

!

aaa server radius dynamic-author

 client <server ip> server-key radius

 auth-type any

!

!

radius server ISE

 address ipv4 <server-ip> auth-port 1645 acct-port 1646

 key radius

!

radius-server dead-criteria time 10 tries 1

radius-server deadtime 1

!

aaa group server radius <group_name>

 server name ISE

!

!

!

aaa new-model
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aaa session-id common

!

Enable dot1x Globally

dot1x system-auth-control

Apply on Interface

interface <>

 switchport access vlan <>

 switchport mode access

 switchport voice vlan <>

 authentication host-mode multi-domain

 authentication order dot1x mab webauth

 authentication port-control auto

 authentication periodic

 authentication timer reauthenticate server

 mab

 dot1x pae authenticator

 storm-control broadcast level 10.00 5.00

 storm-control multicast level 20.00 10.00

 storm-control action shutdown

 spanning-tree portfast

end

GUEST ACCESS (LWA) USE CASE

AAA Configuration

aaa authentication login default local   

aaa authentication dot1x default group <AAA-RADIUS-GROUP>

aaa authorization network default local group <AAA-RADIUS-GROUP>

aaa accounting Identity default start-stop group <AAA-RADIUS-GROUP>

username <cisco123> password 0 <cisco123>  

aaa server radius dynamic-author

 client <> server-key radius

!
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radius server <ISE>

 address ipv4 <> auth-port 1645 acct-port 1646

 key radius

!

 aaa group server radius <AAA-RADIUS-GROUP>

 server name <ISE>

aaa local authentication default authorization default 

aaa new-model

aaa session-id common

Define Policy

policy-map type control subscriber <WebAuth_POLICY_LWA_CUSTOM>

 event session-started match-all

  10 class always do-until-failure

   10 authenticate using webauth parameter-map <LWA_WebAuth_Map_Custom>

policy-map type control subscriber <WebAuth_POLICY_LWA_global>

 event session-started match-all

  10 class always do-until-failure

   10 authenticate using webauth

parameter-map type webauth global

 type webauth

 timeout init-state sec 3000

 virtual-ip ipv4 <>

parameter-map type webauth LWA_WebAuth_Map_Custom

 type webauth

 custom-page login device flash:<web-login.html>

 custom-page success device flash:<web-success.html>

 custom-page failure device flash:<web-fail.html>

 custom-page login expired device flash:<web-expired.html>
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Apply on Interface

interface <>

 description Connected to Laptop For WebAuth LWA

 switchport access vlan <>

 switchport mode access

 access-session port-control auto

 service-policy type control subscriber <WebAuth_POLICY_LWA_CUSTOM>

interface <>

 description Connected to Laptop For WebAuth LWA

 switchport access vlan <>

 switchport mode access

 access-session port-control auto

 service-policy type control subscriber <WebAuth_POLICY_LWA_global>

interface <>

 description Client SVI VLAN

 ip address <>

 ip helper-address <>

GUEST ACCESS (CWA) USE CASE

Define Policy

policy-map type control subscriber <WebAuth_POLICY_CWA>

 event session-started match-all

  10 class always do-until-failure

   10 authenticate using mab

ip access-list extended <My_CWA_Redirect_ACL>

 permit tcp any any eq www

 permit tcp any any eq 443

 deny   ip any host <ISE IP>

 deny   ip any host <DHCP IP>
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Apply on Interface

interface GigabitEthernet<>

 description Connected to Laptop For WebAuth CWA

 switchport access vlan <>

 switchport mode access

 access-session port-control auto

 mab

 dot1x pae authenticator

  service-policy type control subscriber <WebAuth_POLICY_CWA>

interface <>

 description Client SVI VLAN

 ip address <>

 ip helper-address <>

TRUSTSEC (STATIC) USE CASE

Cisco Catalyst 4k

!

interface <>

no switchport

no ip address

cts manual

  sap pmk 0000000000000000000000000000000000000000000000000000000000123456 mode-
list no-encap

 channel-group <> mode desirable

!

 

! Enable Global enforcement for L2 & L3

!

cts role-based enforcement

cts role-based enforcement vlan-list <>

!

 

! IP-SGT

!
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cts role-based sgt-map <src-IP> sgt <SGT>

!

! Vlan-SGT

!

cts role-based sgt-map vlan-list <vlan-ID> sgt <SGT>

!

! Subnet –SGT

!

cts role-based sgt-map <ip subnet> sgt <SGT>

!

 

! Static role-based ACLS

!

ip access-list role-based RBACL_ICMP

permit ip

!

! Static role-based permissions

!

cts role-based permissions from <src-SGT> to <dst-SGT> RBACL_ICMP

!

Cisco Catalyst 3850

interface <>

no switchport

no ip address

cts manual

  sap pmk 0000000000000000000000000000000000000000000000000000000000123456 mode-
list no-encap

 channel-group <> mode desirable

!

! Enable Global enforcement for L2 & L3

!

cts role-based enforcement

cts role-based enforcement vlan-list <>

!

! IP-SGT
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!

cts role-based sgt-map <> sgt <>

!

! Vlan-SGT

!

cts role-based sgt-map vlan-list <VLAN-id> sgt <SGT>

!

! Subnet –SGT

!

cts role-based sgt-map <IPsubnet> sgt <SGT>

!

 

! Static role-based ACLS

!

ip access-list role-based RBACL_ICMP

permit ip

!

! Static role-based permissions

!

cts role-based permissions from <srcSGT> to <dstSGT> RBACL_ICMP

!

TRUSTSEC (DYNAMIC) USE CASE

Cisco Catalyst 4k

interface GigabitEthernet1/1/1

no switchport

no ip address

cts manual

  sap pmk 0000000000000000000000000000000000000000000000000000000000123456 mode-
list no-encap

 channel-group <> mode desirable

!

 

! Enable Global enforcement for L2 & L3

!

cts role-based enforcement
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cts role-based enforcement vlan-list <>

!

 

! SGT mapping and SGACL polices will come dynamically through ISE

Cisco Catalyst 3850

interface <>

no switchport

no ip address

cts manual

  sap pmk 0000000000000000000000000000000000000000000000000000000000123456 mode-
list no-encap

 channel-group <> mode desirable

!

 

 

 

! Enable Global enforcement for L2 & L3

!

cts role-based enforcement

cts role-based enforcement vlan-list <>

!

! SGT mapping and SGACL polices will come dynamically through ISE

TRUSTSEC (DYNAMIC OVER SXP) USE CASE

Cisco Catalyst 4k

! Enable global sxp and configure sxp link

!

cts sxp enable

cts sxp connection peer <peerIP> source <srcIP> password none mode local lis-
tener hold-time 1000 2000

!

 

! Enable Global enforcement for L2 & L3

!
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cts role-based enforcement

cts role-based enforcement vlan-list <>

!

SGT mapping and SGACL polices will come dynamically through ISE

Cisco Catalyst 3850

! Enable global sxp and configure sxp link

!

cts sxp enable

cts sxp connection peer <peerIP> source <srcIP> password none mode local speak-
er hold-time 0

!

! Enable Global enforcement for L2 & L3

!

cts role-based enforcement

cts role-based enforcement vlan-list <>

!

! SGT mapping and SGACL polices will come dynamically through ISE

VRF-LITE USE CASE
ip vrf vrf1

  description vrf1

  rd 100:1

  route-target export 100:1

  route-target import 100:1

 !

interface Port-channel55

 no switchport

 ip vrf forwarding vrf1

 ip address 33.0.0.1 255.255.255.0

!
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PRIVATE VLAN USE CASE
vlan 20

private-vlan primary

vlan 201-203

private-vlan community

vlan 204

private-vlan isolated 

!

vlan20

private-vlan association 201-204

interface <>                      

description community port on vlan201

switchport private-vlan host-association 20 201

 switchport mode private-vlan host

!

interface <>

description promiscuous port

 switchport private-vlan mapping 20 201-204   

 switchport mode private-vlan promiscuous

interface Vlan20

 description primary vlan20

 ip address 20.0.0.1 255.0.0.0

 private-vlan mapping 201-204

WCCP USE CASE

Cisco Catalyst 3850

ip wccp check services all

ip wccp web-cache group-address 224.0.1.1 password 0 systest

ip wccp 70 group-address 224.0.1.70 password 0 systest

ip wccp 80 group-address 224.0.1.80 password 0 systest

ip wccp 90 group-address 224.0.1.90 password 0 systest

interface GigabitEthernet3/0/14
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 description HTTP client

 no switchport

 ip address 172.31.30.1 255.255.255.0

 ip wccp web-cache redirect in

 ip wccp 70 redirect in

 ip wccp 80 redirect in

 ip wccp 90 redirect in

Cisco Catalyst 4k

ip wccp check services all

ip wccp web-cache group-address 224.0.1.1 password 0 systest

ip wccp 53 group-address 224.0.1.53 password 0 systest

ip wccp 60 group-address 224.0.1.160 password 0 systest

ip wccp 70 group-address 224.0.1.70 password 0 systest

ip wccp 80 group-address 224.0.1.80 password 0 systest

ip wccp 81 group-address 224.0.2.81 password 0 systest

ip wccp 82 group-address 224.0.2.81 password 0 systest

ip wccp 90 group-address 224.0.1.90 password 0 systest

interface <>

 description WCCP CE-facing interface

 no switchport

 ip address 49.4.4.81 255.255.255.0

 ip wccp web-cache group-listen

 ip wccp 53 group-listen

 ip wccp 60 group-listen

 ip wccp 70 group-listen

 ip wccp 80 group-listen

 ip wccp 81 group-listen

 ip wccp 82 group-listen

 ip wccp 90 group-listen



page 19Cisco Validated Profile

Configuration Snippets

Q-IN-Q USE CASE
interface <>

 switchport trunk native vlan 999

 switchport mode trunk

 switchport vlan mapping 200 dot1q-tunnel 102

 switchport vlan mapping 201 dot1q-tunnel 102

 switchport vlan mapping 202 dot1q-tunnel 103

 switchport vlan mapping 203 dot1q-tunnel 104

;

MULTICAST DATA/VIDEO USE CASE

Cisco Catalyst 3850

ip multicast-routing

ip multicast multipath s-g-hash next-hop-based

interface <>

 description Connected to Receiver Host1

 switchport access vlan <>

 switchport mode access

interface <>

 description Connected to Receiver Host2

 switchport access vlan <>

 switchport mode access

interface <>

 description Connected to Receiver Host3

 switchport access vlan <>

 switchport mode access

Cisco Catalyst 4k

interface <>

 description Multicast VLAN

 ip address <>

 ip helper-address <>

 ip pim sparse-dense-mode
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ip multicast-routing 

ip pim rp-address <> override

interface Port-channel <>

 description Connected to Cat6k Core

 ip address <>

 ip pim sparse-dense-mode

interface <>

 description Connected to Cat6k Core

 no switchport

 no ip address

 ip pim sparse-dense-mode

 channel-group <> mode active

Cisco Catalyst 6k

ip multicast-routing 

ip pim rp-address <> override

interface Port-channel<>

 description downlink to the Cat4k Distribution

 ip address <>

 ip pim sparse-dense-mode

interface <>

 description downlink to the Cat4k Distribution

 no ip address

 ip pim sparse-dense-mode

 channel-group <> mode active

interface <>

 description Connected to Video Source

 ip address <>

 ip pim sparse-dense-mode
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OSPF AND BGP USE CASE
router ospf 100

 router-id 3.2.1.2

 ispf

 nsf

 timers throttle spf 40 120 10000

 timers throttle lsa 10 100 10000

 ;

 network 3.2.1.2 0.0.0.0 area 0

 network 3.2.1.3 0.0.0.0 area 102

 network 3.10.1.0 0.0.0.255 area 0

 network 3.11.1.0 0.0.0.255 area 0

network 3.13.1.0 0.0.0.255 area 0

 ;

 maximum-paths 8

 bfd all-interfaces

!

 

interface GigabitEthernet2/2/12

 no switchport

 ip address 3.13.1.1 255.255.255.252

 ip pim sparse-dense-mode

 ipv6 address 3:13:1::1/126

 ipv6 enable

 ospfv3 1 ipv6 area 0

!

 

router bgp 100

 bgp log-neighbor-changes

 neighbor 3.3.1.1 remote-as 100

 neighbor 3.3.1.1 fall-over bfd

 neighbor 3.3.1.1 route-reflector-client

 neighbor 3.3.1.2 remote-as 100

 neighbor 3.3.1.2 update-source Loopback100

 neighbor 3.3.1.2 fall-over bfd

!
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QOS (AUTOQOS/ CUSTOM QOS) USE CASE

AutoQoS

interface <> 

 description autoqos cisco-phone

 switchport access vlan <>

 switchport mode access

 switchport voice vlan <>

 trust device cisco-phone

 auto qos voip cisco-phone

 spanning-tree portfast

 service-policy input AutoQos-4.0-CiscoPhone-Input-Policy

 service-policy output AutoQos-4.0-Output-Policy

interface <>

 description autoqos ip-camera

 switchport access vlan <>

 switchport mode access

 switchport voice vlan <>

 trust device ip-camera

 auto qos video ip-camera 

 service-policy input AutoQos-4.0-Trust-Dscp-Input-Policy

 service-policy output AutoQos-4.0-Output-Policy

Custom QoS

interface <>

 switchport access vlan <>

 switchport mode access

spanning-tree portfast

 service-policy input WIRED-INGRESS-POLICY

 service-policy output WIRED-EGRESS-POLICY

policy-map WIRED-INGRESS-POLICY

 class VVLAN-VOIP

  police 128000 8000 conform-action transmit  exceed-action drop 

 class VVLAN-SIGNALING
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  police 32000 8000 conform-action transmit  exceed-action drop 

 class MULTIMEDIA-CONFERENCING

  police 5000000 8000 conform-action transmit  exceed-action drop 

 class SIGNALING

  police 32000 8000 conform-action transmit  exceed-action drop 

 class TRANSACTIONAL-DATA

  police 10000000 8000 conform-action transmit  exceed-action set-dscp-transmit 
dscp table policed-dscp

 class BULK-DATA

  police 10000000 8000 conform-action transmit  exceed-action set-dscp-transmit 
dscp table policed-dscp

 class SCAVENGER

  police 10000000 8000 conform-action transmit  exceed-action drop 

 class DEFAULT

  police 10000000 8000 conform-action transmit  exceed-action set-dscp-transmit 
dscp table policed-dscp

!         

policy-map WIRED-EGRESS-POLICY

 class AutoQos-4.0-Output-Priority-Queue

  priority level 1 percent 10

 class AutoQos-4.0-Output-Control-Mgmt-Queue

  bandwidth remaining percent 10 

 class AutoQos-4.0-Output-Multimedia-Conf-Queue

  priority level 2 percent 20

 class AutoQos-4.0-Output-Trans-Data-Queue

  bandwidth remaining percent 10 

 class AutoQos-4.0-Output-Bulk-Data-Queue

  bandwidth remaining percent 5 

 class AutoQos-4.0-Output-Scavenger-Queue

  bandwidth remaining percent 5 

 class AutoQos-4.0-Output-Multimedia-Strm-Queue

  bandwidth remaining percent 10 

 class class-default

  bandwidth remaining percent 60 

!
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Access-list Definitions

ip access-list extended MULTIMEDIA-CONFERENCING

permit udp any any range 16384 32767

!

ip access-list extended SCAVENGER

permit tcp any any range 2300 2400

permit udp any any range 2300 2400

permit tcp any any range 6881 6999

permit tcp any any range 28800 29100

permit tcp any any eq 1214

permit udp any any eq 1214

permit tcp any any eq 3689

permit udp any any eq 3689

permit tcp any any eq 11999

!

ip access-list extended SIGNALING

permit tcp any any range 2000 2002

permit tcp any any range 5060 5061

permit udp any any range 5060 5061

!

ip access-list extended TRANSACTIONAL-DATA

permit tcp any any eq 443

permit tcp any any eq 1521

permit udp any any eq 1521

permit tcp any any eq 1526

permit udp any any eq 1526

permit tcp any any eq 1575

permit udp any any eq 1575

permit tcp any any eq 1630

permit udp any any eq 1630

!

ip access-list extended BULK-DATA

permit tcp any any eq 22

permit tcp any any eq 465

permit tcp any any eq 143

permit tcp any any eq 993
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permit tcp any any eq 995

permit tcp any any eq 1914

permit tcp any any eq ftp

permit tcp any any eq ftp-data

permit tcp any any eq smtp

permit tcp any any eq pop3

!

Class-map Definitions

class-map match-any VVLAN-VOIP

 match ip dscp ef 

class-map match-any VVLAN-SIGNALING

 match ip dscp cs3 

!

class-map match-any MULTIMEDIA-CONFERENCING

 match access-group name MULTIMEDIA-CONFERENCING

!

class-map match-any SIGNALING

 match access-group name SIGNALING

!

class-map match-any TRANSACTIONAL-DATA

 match access-group name TRANSACTIONAL-DATA

!

class-map match-any BULK-DATA

 match access-group name BULK-DATA

!

class-map match-any SCAVENGER

 match access-group name SCAVENGER

!
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QOS—3750X USE CASE
mls qos srr-queue input bandwidth 70 30

mls qos srr-queue input threshold 1 80 90

mls qos srr-queue input priority-queue 2 bandwidth 30

mls qos srr-queue input dscp-map queue 1 threshold 2 24

mls qos srr-queue input dscp-map queue 1 threshold 3 48 56

mls qos srr-queue input dscp-map queue 2 threshold 3 32 40 46

mls qos srr-queue output dscp-map queue 2 threshold 1 26 28 30 34 36

mls qos srr-queue output dscp-map queue 2 threshold 2 24

mls qos srr-queue output dscp-map queue 2 threshold 3 48 56

mls qos srr-queue output dscp-map queue 3 threshold 3 0

mls qos srr-queue output dscp-map queue 4 threshold 1 8

mls qos srr-queue output dscp-map queue 4 threshold 2 10 12 14

mls qos queue-set output 1 threshold 1 100 100 100 100

mls qos queue-set output 1 threshold 2 80 90 100 400

mls qos queue-set output 1 threshold 3 100 100 100 400

mls qos queue-set output 1 threshold 4 60 100 100 400

mls qos queue-set output 1 buffers 15 30 35 20

mls qos

interface <>

 switchport access vlan <>

 switchport mode access

 switchport voice vlan <>

 srr-queue bandwidth share 1 30 35 5

 priority-queue out

 mls qos trust dscp

 spanning-tree portfast

!

COPP USE CASE
macro global apply system-cpp

access-list 140 deny tcp host 10.1.1.1 any eq telnet

access-list 140 deny tcp host 10.1.1.2 any eq telnet

access-list 140 permit tcp any any eq telnet
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class-map telnet-class 

match access-group 140 

 

policy-map system-cpp-policy

class telnet-class

police 80000 1000 conform transmit exceed drop 

NETFLOW USE CASE

Exporter Definition

flow exporter <export_prime_nf9>

destination <ip_address>

source GigabitEthernet<>

transport udp 9991  <=== 9991 required if PRIME is used the collector

option exporter-stats timeout <>

!

Monitor Definition

flow monitor <monitor_ipv4>

 exporter <export_local_nf9>

 cache timeout active <>

 record <record_ipv4>

!

flow monitor <monitor_ipv6>

 exporter <export_local_nf9>

 cache timeout active <>

 record <record_ipv6> 

!

Record Definition

flow record <record_ipv4>

 match ipv4 protocol

 match ipv4 source address

 match ipv4 destination address

 match transport source-port
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 match transport destination-port

 match interface output

 collect counter bytes long

 collect counter packets long

 collect timestamp absolute first 

 collect timestamp absolute last

 

flow record <record_ipv6>

 match ipv6 version

 match ipv6 traffic-class

 match ipv6 protocol

 match ipv6 hop-limit

 match ipv6 source address

 match ipv6 destination address

 match interface output

 collect counter bytes long

 collect counter packets long

 collect timestamp absolute first

 collect timestamp absolute last

!

Sampler Definition

sampler <govt_sampler>

 mode <random> 1 out-of <2>

Apply on Interface

!

interface GigabitEthernet<>

 no switchport

 ip flow monitor <monitor_ipv4> sampler <govt_sampler> output

 ip address 20.1.1.1 255.255.255.0

 ip access-group 2001 in

 ip access-group 2001 out

ipv6 address 2000::1/64

 ipv6 eigrp 10

 auto qos trust 
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 service-policy input AutoQos-4.0-Trust-Dscp-Input-Policy

 service-policy output AutoQos-4.0-Output-Policy

end

!

interface GigabitEthernet<>

 no switchport

 ipv6 flow monitor <monitor_ipv6> sampler <govt_sampler> output

 ip address 21.1.1.1 255.255.255.0

ipv6 address 2001::1/64

 ipv6 eigrp 10

 ipv6 traffic-filter v6-b in

 ipv6 traffic-filter v6-a out

end

VSS USE CASE

Cisco Catalyst 4k

switch virtual domain 100

 switch mode virtual

 switch 1 priority 200

 mac-address use-virtual

interface Port-channel10

 switchport

 switch virtual link 1

!

interface Port-channel20

 switchport

 switch virtual link 2

interface <>

 no lldp transmit

 no lldp receive

 no cdp enable

 channel-group 10 mode on
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 service-policy output VSL-Queuing-Policy

end

interface <>

 no lldp transmit

 no lldp receive

 no cdp enable

 channel-group 10 mode on

 service-policy output VSL-Queuing-Policy

end

interface <>

 no lldp transmit

 no lldp receive

 no cdp enable

 channel-group 20 mode on

 service-policy output VSL-Queuing-Policy

end

interface <>

 no lldp transmit

 no lldp receive

 no cdp enable

 channel-group 20 mode on

 service-policy output VSL-Queuing-Policy

end

HSRP USE CASE

Switch 1

interface Vlan<x>

 ip address 10.60.1.102 255.255.255.0

 standby version 2

 standby 1 ip 10.60.1.1

 standby 1 preempt

 standby 1 authentication md5 key-string 7 <>
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 ipv6 address 2060::102/64

!

interface Vlan<y>

 ip address 10.61.1.102 255.255.255.0

 standby 2 ip 10.61.1.1

 standby 2 preempt

 standby 2 authentication md5 key-string 7 <>

 ipv6 address 2061::102/64

!

Switch 2

interface Vlan<x>

 ip address 10.60.1.202 255.255.255.0

 standby version 2

 standby 1 ip 10.60.1.1

 standby 1 preempt

 standby 1 authentication md5 key-string 7 <>

 ipv6 address 2060::202/64

!

interface Vlan<y>

 ip address 10.61.1.202 255.255.255.0

 standby 2 ip 10.61.1.1

 standby 2 preempt

 standby 2 authentication md5 key-string 7 <>

 ipv6 address 2061::202/64

!

ETHERCHANNEL USE CASE

L3 Portchannel

!

interface Port-channel<21>

 no switchport

 ip address 32.1.1.2 255.0.0.0

 speed 1000

 duplex full

 ipv6 address 3201::1/64
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 ipv6 eigrp 10

 !

Member Link Interface Configuration

interface GigabitEthernet<>

 no switchport

 no ip address

 speed 1000

 duplex full

 channel-group <21> mode active

!

L2 EtherChannel

!

interface Port-channel<1>

 switchport trunk allowed vlan 1-100

 switchport mode trunk

Member Link Interface Configuration

!

interface GigabitEthernet<>

 switchport trunk allowed vlan 1-100

 switchport mode trunk

 auto qos classify 

 channel-group <1> mode passive

 service-policy input AutoQos-4.0-Classify-Input-Policy

 service-policy output AutoQos-4.0-Output-Policy

!

SDG USE CASE
service-list mdns-sd <3850-MA1-PERMIT-LIST1> permit 10

 match message-type query

!

service-list mdns-sd <3850-MA1-PERMIT-LIST1> deny 20

!

service-list mdns-sd <3850-MA2-PERMIT-LIST2> permit 10
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 match message-type query

!

service-list mdns-sd <3850-MA2-PERMIT-LIST2> permit 20

 match message-type announcement

 match service-type _smb._tcp.local

!

service-list mdns-sd <3850-MA2-PERMIT-LIST2 > permit 30

 match message-type announcement

 match service-type _afpovertcp._tcp.local

!

service-list mdns-sd <3850-MA2-PERMIT-LIST2> permit 40

 match message-type announcement

 match service-type _printer._tcp.local

!

service-list mdns-sd <3850-MA2-PERMIT-LIST2> permit 50

 match message-type announcement

 match service-type _ipp._tcp.local

!

 

service-list mdns-sd <3850-MA2-PERMIT-LIST2> deny 60

!

service-list mdns-sd <PERMIT-ALL> permit 10

service-list mdns-sd <ACTIVE-QUERY1> query

 service-type _printer._tcp.local

 service-type _ipp._tcp.local

 service-type _afpovertcp._tcp.local

 service-type _smb._tcp.local

 service-type _raop._tcp.local

!

service-routing <mdns-sd>

 service-policy-query <ACTIVE-QUERY1> 900

!
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interface <>

 description Connecting the Access Switch1 VLAN

 ip address <>

 service-routing mdns-sd

 service-policy <3850-MA1-PERMIT-LIST1> IN

 service-policy <PERMIT-ALL> OUT

!

interface <>

 description Connecting the Access Switch2 VLAN

 ip address <>

 service-routing mdns-sd

 service-policy <3850-MA2-PERMIT-LIST2> IN

 service-policy <PERMIT-ALL> OUT

!

SMART INSTALL USE CASE

Cisco Catalyst 4k–—Director Switch Configuration

!

interface Vlan110

 description vstack vlan

 ip address 4.1.110.1 255.255.255.0

 ipv6 address 4:1:110::1/120

 ipv6 enable

!

!

vstack vlan 110

!

vstack group custom C1_3750x_acc2 stack

 image tftp://4.1.71.2/c3750e-universalk9-tar.152-2.2.48.E.tar

 config bootflash:C1_3750X_acc2-stack.cfg

 match 1 3750x 24poe

 match 2 3750x 24poe

 match 3 3750x 24

 match 4 3750x 24
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 match 5 3750x 24

!

vstack group custom C1_2960X_acc3 stack

 image tftp://4.1.71.2/c2960x-universalk9-tar.152-2.2.24.E.tar

 config tftp://4.1.71.2/c1_2960x_acc3-stack-confg

 match 1 2960x 48-2sfp-poe

 match 3 2960x 48-2sfp-poe

!

vstack group custom belvedere product-id

 image tftp://4.1.71.2/c3560cx-universalk9-tar.152-3.1.70.E1.tar

 match WS-C3560CX-8PT-S

!

!

vstack group built-in 2960x 48-2sfp-poe

 image bootflash:c2960x-universalk9-tar.152-2.1.99.PI3.tar

 config bootflash:vstack/C1_2960X_acc3-stack-7010.5c72.c200.REV2

!

vstack group built-in 2960c 12-poe

 image bootflash:c2960c405-universalk9-tar.152-2.2.8.PI3.tar

!

vstack group built-in 3560c 8-pd-poe

 image tftp://4.1.71.2/c3560c405ex-universalk9-tar.152-2.2.31.E.tar

!

vstack group built-in 4500 sup8-e 4510r+e

 image tftp://4.1.71.2/cat4500es8-universalk9.SSA.03.06.34.E.152-2.2.34.E.bin

!

!

vstack dhcp-localserver smi

 address-pool 4.1.110.0 255.255.255.0

 file-server 10.105.33.135

!

vstack director 4.1.110.1

vstack basic

vstack startup-vlan 110

vstack backup file-server tftp://4.1.71.2/

!
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AUTOCONF USE CASE

Global Configuration

autoconf enable

Builtin-Policy-map

policy-map type control subscriber BUILTIN_AUTOCONF_POLICY

  event identity-update match-all

    10 class always do-until-failure

      10 map attribute-to-service table BUILTIN_DEVICE_TO_TEMPLATE

Derived-Configuration after Applying the AutoConf

interface GigabitEthernet<>

 switchport mode access

 switchport port-security maximum <>

 switchport port-security maximum <> vlan access

 switchport port-security aging time <>

 switchport port-security

 storm-control broadcast level pps <>

 storm-control multicast level pps <>

 storm-control action trap

 spanning-tree portfast

 spanning-tree bpduguard enable

 service-policy input AutoConf-4.0-CiscoPhone-Input-Policy

 service-policy output AutoConf-4.0-Output-Policy

 ip dhcp snooping limit rate <>

ASP USE CASE

Global Configuration

macro auto global processing

Builtin-Macro for Phone

macro auto execute CISCO_PHONE_EVENT builtin CISCO_PHONE_AUTO_SMARTPORT ACCESS_
VLAN=10 VOICE_VLAN=20

!

interface gigabitethernet<>
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switchport access vlan 10

switchport mode access

switchport voice vlan 20

switchport port-security maximum <>

switchport port-security

switchport port-security aging time <>

switchport port-security violation restrict

switchport port-security aging type inactivity

auto qos voip cisco-phone 

qos trust device cisco-phone

neighbor device type phone

macro description CISCO_PHONE_EVENT

spanning-tree portfast

spanning-tree bpduguard enable

service-policy input AutoQos-VoIP-Input-Cos-Policy

service-policy output AutoQos-VoIP-Output-Policy

end

!

Builtin-Macro for IP Camera

Switch(config)#macro auto execute CISCO_IPVSC_EVENT builtin CISCO_IP_CAMERA_AUTO_
SMARTPORT  ACCESS_VLAN=10

!

interface gigabitethernet<>

switchport access vlan 10

switchport mode access

switchport voice vlan 20

switchport port-security maximum <>

switchport port-security

switchport port-security aging time <>

switchport port-security violation restrict

switchport port-security aging type inactivity

qos trust device ip-camera

 dot1x pae authenticator

 auto qos video ip-camera 

 macro description CISCO_IPVSC_EVENT
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 spanning-tree portfast

 spanning-tree bpduguard enable

 service-policy input AutoQos-4.0-Trust-Dscp-Input-Policy

 service-policy output AutoQos-4.0-Output-Policy

!

SPAN, RSPAN USE CASE

Cisco Catalyst 3850

monitor session 10 source interface <>

monitor session 10 destination interface <>

monitor session 10 filter ip access-group span-filter-acl1

monitor session 20 source interface <>

monitor session 20 destination interface <>

monitor session 20 filter mac access-group span-filter-macl1

monitor session 30 source interface <> rx

monitor session 30 destination interface <>

monitor session 40 source interface <>

monitor session 40 destination remote vlan 4001

vlan <4001>

 name RSPAN_VLAN

 remote-span

ip access list span-filter-acl1

    10 permit ip any host 169.1.1.112

    20 permit ip any host 169.1.1.120

mac access list span-filter-macl1 

    permit any host 0000.b1b1.b1b1

    permit any host 0000.b1b1.b1ba
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Cisco Catalyst 4k

monitor session 1 destination interface <>

monitor session 1 source remote vlan 4001

monitor session 1 filter packet-type good rx

vlan 4001

 name RSPAN_VLAN

 remote-span

WIRESHARK USE CASE

Data Plane Capture

File Capture Configuration 

(Captures the pcap file and saves it at a file/location)

monitor cap cap1 interface <> both match any file location flash:pcap.pcap 

Buffer Capture Configuration 

(Captures the pcap file and saves it in buffer)

monitor cap cap2 interface <> both match any            

Buffer Capture Configuration with Duration Limit
monitor cap cap3 interface <> both match any limit duration <seconds>

Buffer Capture Configuration with Size Limit
monitor cap cap4 interface <> both match any buffer size <MB>

Control Plane Capture

File Capture Configuration
monitor capture cap5 control-plane both file location flash:pcap2.pcap match any

Buffer Capture Configuration
monitor capture cap6 control-plane both match any

Buffer Capture Configuration with Duration Limit
monitor capture cap7 control-plane both match any limit duration <seconds>

Buffer Capture Configuration with Size Limit
monitor capture cap8 control-plane both match any buffer size <MB>
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GRE USE CASE

Layer 3 GRE Tunnel Non-VRF Environment

interface tunnel <>

ip address <>

tunnel source <>

tunnel destination <>

tunnel  mode gre ip

Layer 3 GRE Tunnel Interface in VRF Environment 

vrf definition <>

address-family ipv4

exit-address-family

interface tunnel <>

vrf forwarding <>

ip address <>

tunnel source <>

tunnel destination <>

tunnel mode gre ip



Americas Headquarters
Cisco Systems, Inc.
San Jose, CA   

Asia Pacific Headquarters
Cisco Systems (USA) Pte. Ltd.
Singapore

Europe Headquarters
Cisco Systems International BV Amsterdam,
The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/go/offices.

ALL DESIGNS, SPECIFICATIONS, STATEMENTS, INFORMATION, AND RECOMMENDATIONS (COLLECTIVELY, “DESIGNS”) IN THIS MANUAL ARE PRESENTED “AS 
IS,” WITH ALL FAULTS. CISCO AND ITS SUPPLIERS DISCLAIM ALL WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE WARRANTY OF MERCHANTABILITY, 
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE. IN NO EVENT 
SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, 
LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THE DESIGNS, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THE DESIGNS ARE SUBJECT TO CHANGE WITHOUT NOTICE. USERS ARE SOLELY RESPONSIBLE FOR 
THEIR APPLICATION OF THE DESIGNS. THE DESIGNS DO NOT CONSTITUTE THE TECHNICAL OR OTHER PROFESSIONAL ADVICE OF CISCO, ITS SUPPLIERS 
OR PARTNERS. USERS SHOULD CONSULT THEIR OWN TECHNICAL ADVISORS BEFORE IMPLEMENTING THE DESIGNS. RESULTS MAY VARY DEPENDING ON 
FACTORS NOT TESTED BY CISCO. 

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and figures included 
in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and coincidental.

© 2016 Cisco Systems, Inc. All rights reserved.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go 
to this URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not 
imply a partnership relationship between Cisco and any other company. (1110R)

Cisco Validated Profile

Please use the feedback form to send comments and  
suggestions about this guide.

B-849CVP-1 04/16

http://cvddocs.com/feedback2/?id=849CVP-16

	Configuration Snippets
	EnergyWise Use Case
	ACL Use Case
	VACL
	RACL/PACL

	CISF Use Case
	IPv6 FHS Use Case
	DHCPv6 Guard/RA Guard
	IPv6 Source Guard/Destination Guard

	IBNS2.0 Mode Use Case
	AAA Configuration
	Enable dot1x Globally
	Define Policy
	Apply on Interface

	Auth-Manager Mode Use Case
	AAA Configuration
	Enable dot1x Globally
	Apply on Interface

	Guest Access (LWA) Use Case
	AAA Configuration
	Define Policy
	Apply on Interface

	Guest Access (CWA) Use Case
	Define Policy
	Apply on Interface

	TrustSec (Static) Use Case
	Cisco Catalyst 4k
	Cisco Catalyst 3850

	TrustSec (Dynamic) Use Case
	Cisco Catalyst 4k
	Cisco Catalyst 3850

	TrustSec (Dynamic over SXP) Use Case
	Cisco Catalyst 4k
	Cisco Catalyst 3850

	VRF-Lite Use Case
	Private VLAN Use Case
	WCCP Use Case
	Cisco Catalyst 3850
	Cisco Catalyst 4k

	Q-in-Q Use Case
	Multicast Data/Video Use Case
	Cisco Catalyst 3850
	Cisco Catalyst 4k
	Cisco Catalyst 6k

	OSPF and BGP Use Case
	QoS (AutoQoS/ Custom QoS) Use Case
	AutoQoS
	Custom QoS
	Access-list Definitions
	Class-map Definitions

	QoS—3750X Use Case
	CoPP Use Case
	NetFlow Use Case
	Exporter Definition
	Monitor Definition
	Record Definition
	Sampler Definition
	Apply on Interface

	VSS Use Case
	Cisco Catalyst 4k

	HSRP Use Case
	Switch 1
	Switch 2

	Etherchannel Use Case
	L3 Portchannel
	Member Link Interface Configuration
	L2 EtherChannel
	Member Link Interface Configuration

	SDG Use Case
	Smart Install Use Case
	Cisco Catalyst 4k–—Director Switch Configuration

	AutoConf Use Case
	Global Configuration
	Builtin-Policy-map
	Derived-Configuration after Applying the AutoConf

	ASP Use Case
	Global Configuration
	Builtin-Macro for Phone
	Builtin-Macro for IP Camera

	SPAN, RSPAN Use Case
	Cisco Catalyst 3850
	Cisco Catalyst 4k

	Wireshark Use Case
	Data Plane Capture
	Control Plane Capture

	GRE Use Case
	Layer 3 GRE Tunnel Non-VRF Environment
	Layer 3 GRE Tunnel Interface in VRF Environment 





