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Malware Cloud Looku
Firefox

Application Protocol [ | HTTP
Client ||

File Name Renocide.exe
Action

Disposition {J Malware

10.0.108.147
251.2.87.115
10.112.10.114
10.131.15.248

10.0.202.16
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D Eriew Events

Indications of Compromise

Demo_Zaccess % ~  mark Resolved

Threat Detected, Java compromise, Executed malware,

Heat Map

FPotential Dropper Infection
[ I

Threat Detected , Adobe Reader compromise, Executed

Demao_SFEicar Mark Resolved

malware

& ~  Mark Resolved
Connection to suspicious domain, Executed malware, Threat
Detected

Demo_Sality

o -

Threat Detected , Executed malware , Potential Dropper

Demo_Zhot Mark Resolved

Infection

Demao_Ramnit & ~  Mark Resolved
Threat Detected , Executed malware

Demo_TDSS % ~  mark Resolved
Threat Detected , Executed malware

Demo_Stabunig & ~  Mark Resolved

Executed malware , Threat Detected

Hosts Detecting Malware (7 days)

Computer Count
Demo_Z8Cccess 23
Demo_SFEicar 13
Demo_Ramnit 14
Demao_TDSS 1z
Demo_Zhot 13
Detection Name Count
W32 Zhcces3 SR 16
W32 Ramnit. s 14
ZBot:Fakealert-tpd 13
Eldorado:alureon-tpd 1z
Win32 Demohdal. Rat. Client 1z

Recent Malware Threats

Computer Detection Name
Demo_TDSS Eldorado:alureon-tpd

Demo_TDSS Alureon:Olmarik-tpd

Refresh ll O suto-Refresh -

Hosts Detecting Metwork Threats (7 days)

Computer Count
Demo_Stabunig a
Demo_Tinba 2
Demo_Zbot 1

Metwork Threats (7 days)

Remote IP Count
82 165.237.12F z
205,234,252, 212 2
F5.102.25.76 2
178.19.25.92 1

Recent NMetwork Threats

Computer Detection Name Remote IP

Demo_Tinba DFC. CustomlIPList 82.165.37.127

Demo_Tinka DFC.CustamlIPList 82.165.37.127
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