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3800 Series
2800 Series

1800 Series

Performance and Services Density

The Integrated Services Router Portfolio
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Enhancing the Customer Experience
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Integrated Services Routers
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Services Performance Engine 250
Services Performance Engine 200
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Integrated Services Routers




Cisco 1900 %%

Integrated Services Routers
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Cisco

860 ISR Cisco 880CISR  Cisco 890C ISR

Data, Security, Data, Security, Data, Security,
Wireless Wireless Wireless, Applications

P

Small Business &

Small ST Small Branch Office
BiiSi Teleworker and _
§UI8RE secure T Full -featured, high

routing solution cure performance,

router secure router
Optional 802.11n 2.4 GHz 2.4 GHz _
Dual WAN Links No Yes _
Unified Wireless No Yes _
Security Basic Advanced _
Managed FE LAN port 4 port 4 port _
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V 880@890C u T L™
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- b o o A CPU p DSP
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CPU p o o A

F o " LAN L a
WAN1 a Etherswitch

EHWIC ISM SM PVDM3
Enhanced High Speed Internal Service Service Packet Voice/
WAN Interface Card Module Module Data Module
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WIC

Supports VIC, 8
VWIC

Pre- ISR

Supports WIC’ o ‘- =

VWIC, VIC

Supports NM,

ISR

EHWIC

SUppOI’tS WIC,
VWIC, VIC

SM

Supports NM,NME*

PVDM3

Supports PVDM2
Via Adapter Card

ISR G2
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NM to PVDM2 to PVDM3
SM Adapter Adapter
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Cisco ISR G2 Services Portfolio

Visibility and Acceleration and
Control Optimization

Infrastructure Agility

A NAM on SRE A WAAS Express A SRE Service Modules

On-demand visibility into branch |OS-integrated L4 WAN Hosting platform for on-demand
network and application traffic optimization branch services

A NetScout on SRE A WAAS on SRE A UCS Express

Cost-effective application L4-L7 WAN optimization and Unified networking, computing
performance monitoring application acceleration and virtualization platform




UCS Express

Operating System Certificatio
ns

Microsoft Windows Server 2003 SP2 Standard (32-bit& 64 - WHQL, SVVP
bit)

Microsoft Windows Server 2003 SP2 Enterprise (32 -bit & WHQL, SVVP
64- bit)

Microsoft Windows Server 2008 R2 Sta‘rﬁard

Microsoft Windows Server 2JGaEENI- Aandiey Aoy WHQLSVVP

WHQL, SVVP

SREV (vSphere Hypervisor)

SRE Hardware
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; A Policy : 12 Hours on per Working
\?upport Available in: Day
AISM (SRE) AM Y PM
ASM (SRE EtherSwitch) 2
APVDM3 )
AEHWICs el
iy
Hours Days Hours Total
ON Working days 251 (x 12h) 3012 3012
MoRFri
OFF Working days 251 (x 12h) 3012
MoRFri
5748 66% of
OFF Weekends 104 (x 24h) 2496 the Time
OFF Holidays 10 (x 24h) 240 o
Total 365 8760 8760
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Advanced Enterprise
Services

Advanced IP Enterprise
Services Services
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Making the best <::even better!

Cisco ISR

Up to 45 Mbps with Services
Single

X with 160GB

Voice Only

Fast Ethernet with PoE. Based
on Catalyst 3560/3750

Multiple

Hardware Coupled

Single Motherboard

EnergyWise

WAN Performance
Network processor

Service Module Performance
and Capacity

Onboard DSPs
Switch Modules

IOS Images

Service Delivery

Redundancy

Energy Efficiency

Up to 5X the Performance. Similar price points.

Cisco ISR G2

Up to 150 Mbps with Services
Multi - core

Up to 7X with Dual Core and 1TB
storage

Voice + Video

FE/Gigabit Ethernet with PoOE+
Based on Catalyst 3560 ~ E/2960

Single Universal IOS Image

Virtual Ser-demansndl On

Redundant power supplies.
Field - upgradeable motherboard

EnergyWisewith slot based
controls.
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Catalyst 4500E/49xx Series Leadership

100M Ports Sold 1st Catalyst to support;

48G/slot
650K Systems =N\|=

70%PoE/PoEFPort share ' e I0S XE
50% GET Customers et | = 'i & e ISSU

_ EEE/60W PoE *
70% Top Enterprise Customers

Leading BN Access Platform

Price/Performance aggregation

DC Smart L2/L3 ToR

Cisco Borderless Network Campus Platform




Next Generation Catalyst 4500E System
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SUpervisor7-E

848Gbps Switching Capacity W&EX4748 RI4ASV+E

48G/slot 48p 10/100/1000 non- blocking
Rich hardware features N ‘ . : 30Wport (  PoE) on all 48
(FnF TrustSec, Wireless, ERSPAN 8 B - ports

Tunneling, VRF-NG, VSS

Cisco TrustSec in Hardware

Catalyst 4500E and 4500E+

Chassis Rich 10§ s Proficy
) Services  controller
Forward and backward compatible
48G/S|0t HA Infrastructure

Lifecycle till year 2020

WSX4712 SFP+E e
12 PORTLOGE2 5:1 Line Card e — Cisco 10S XE
SIgésf%gﬁzgjlzsl?Lot/lvagflwoa\/(/eer 12 Port 1GE Line Card Modern OS to support multi - core CPU
mode) P 12 port 1GE SFP Ports IOS investment protection
Wire-rate 1:1 Enabling Open Service Platform



Catalyst 4500E#75|2%: Supervisor 7-E

Hardware Elements

2G DRAM

Dual Core
CPU

USB ports*

SD Memory
Card

Y &7
4 Uplinks %ﬂ
Console and Management 10GE with SEP+
Port 1GE with SFP

B e e ~ 'USB Type A s supported i

USB Type B is not supported
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Supervisor 7-E 14

System
Switching Capacity 848Gbps 320 Gbps 280 Gbps
Throughput 250 Mpps( 125 Mpps 250 Mpps( 125 Mpps 225 Mpps( 125 Mpps
for IPv6) for IPv6) for IPv6 )
Bandwidth / Slot Upto 48G Upto 24G Upto 24G
CPU Dual Core 1.5 GHz Single Core 1.3 GHz Single Core 1 GHz
SSOfailover time 0-10 msec 0-50 msec 0-50 msec
DRAM 2G ( Upgradable to 512 MB( Upgradable to 512 MB
4Q 1G)
Bootflash 1G 128 MB 128 MB
Number of 10/100/1000  Upto 384 access Upto 384 access Upto 240 access
ports Upto 4 GE uplinks Upto 4 GE uplinks Upto 4 GE uplinks

Number of 10GEports Upto 96 on Line cards  Upto 30 onLine cards  Upto 30 on Line cards
Upto 4 on Supervisors Upto 4 on Supervisors Upto 2 on Supervisors



Catalyst 4500E #1 4500E+ HLF8

E Series chassis designed to support higher bandwidth per slot line cards
. The chassis provides 24Gto 48G of bandwidth per slot with next

generation supervisor providing Investment Protection

WSC4507RE/+E
7 slot chassis WEBC4510RE/ :"E .

With Redundant 10 slot chassis mt/?
Supervisors Redundant supervisors
WSC4503E B ol ;| BEEREE WSC4506E
3 slot chassis | Bl B 6 slot chassis
With single .. ooo - fEnn ao With Single

Supervisor  |JaENRRECI-T ) R g S supervisor




. ANext gen campus performance, future proof with
o e Pole, EEE IPFIX etc

A Enables converged wired and wireless

A Next- gen collaboration with Medianet,
Trustpoint

A HW enabledCisco Trustsec security

Performance

848Gbps
48@Gslot
100 10GEports
384 10/100/100
Dual Core CPU
PoEPon all ports

Collaboration

Mobility video Security Lower TCO

' Flexible Netfl *
Conve_rged wired & exible Netflow e VSS .
Wireless* WRED* VRFENG

*
Unified Guest . HN=ESCERstll ERSPAN*
A N Medianet EEE*
ccess

Intelligent ~ Media f§  'ntégrated NAC NAT*

TrustPoint * Profiler* GRE*
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Drivers and Benefits
A Always on Network
(Negligible planned downtime)
A Ideal for new critical
services deployment
A PSIRTupdate made easy

Functionality

A Upgrade Software Images at
run time

A Subsecondupgrades(<10msec
with Catalyst 4500 Sup6,
Sup6lLE and Sup?E

New Enhancement:

A Single -line 1SSU greatly
simplifies the operational
tasks during ISSU




— 2B A SEBLISSU - Sup T7E

New Image on Standby Supervisor
Switch Over




Catalyst 4500E Flexible NetFlow
L J

Visibili
ty

TCP

P, Ports Flags

DayO Attacks I\ Control
Detect Anomal App. M&T .
= , With EEM

Compliance gzt oy | Euuduiy Integration

Catalyst 4500E Flexible
etFIow

- - ulticast
VLAN Flags Options

ORACLE =
+— ==

Benefits:

A Lower CAPEX
- Better insight for
planning,
network upgrade
A Lower OPEX:

':::: Campu Ea || P
HiEEN ﬁ T

llll Branch
S Collector

Catalyst 4500E Capabilities:

A Unprecedented visibility ~ w new L2~7
capacity fields

A Scalable, flexible flow monitors

A On box Customizable policy action ~ w

- Better service and user experience




f£%iNetFlow vs. RyENetFlow

Fixed definition of flow

record globally

Traditional -

NetFlow

Export only to one collector

Srclf |SrclPadd Dstlf 'DstlPadd Protocol/SrcPort DstPort

Fal/0 173.100.:Fa0/0 10.0.227..11 00A2  00A2 :::
Fixed 7 keys Fal/0 173.100..Fa0/0 10.0.227..6 15 15 [“:| Export
Fal/0 173.100.Fa0/0 10.0.227./11 00AL  00AL
Fal/0 173.100.¢Fa0/0 10.0.227..6 19 19

NetFlow Cache

Flexible Flow cache 1
NetFIOW DstlPadd Protocol TOS
) 10.0.227.12 11 80
low Monitor 1 Y E eIt 40 I]U Destination 1
10.0.227.12 11 80 /
10.0.227.12 6 40 f
Flow cache 2
Protocol TOS Hgs
. 11 80 10 P!
low Monitor 2 6 40 0 |]|:| Destination 2 Security
11 80 110 focused
6 40 10 analyzer
Flow cache 3
Srclf |SrclPadd Dstlf X%
. Fal/0 173.100.21.2 Fa0/0
IOW Momtor 3 Fal/0 |173.100.3.2 Fa0/0 Destination 3
Fal/0 173.100.20.2 Fa0/0 [“:I IT team#2
Fal/0 173.100.6.2 Fa0/0

Flexible definition of flow records applied Ability to export flow information to

to selected interface or VLAN multiple collectors/analyzers




RifNetflow5 Nir B4 as (EEM) 45

A Intelligent Customizable Events and Policies

[ 1
\
>'\
d

V Quick V Event-driven

Instant, on-board traffic anomaly detection and reaction NF event detector triggers policies locally on network
V Detailed devices instead

Granular view of flow info enables a wide range of

applications

TTL = 0O triggers an EEM event

ttacker sending Netflow cache

ﬁTL:O

alformed pkts with

srclf SrclPadd Dstlf DstIPadd TLL
*MAR 29 2010 12:29:02.604 UTC:

Fal/o 13112 Faolo .02t %HA_EM6- LOG: my-ttl - applet: flow
Fal/0 173.1.1.2 Fa0/0 10.0.277.1 record with zero TTL
Fal/0 173.1.1.2 Fa0/0 10.0.277.1

syslog message generated based

on pre - configured

Compromised phone

‘ sending traffic etFlo D triggers policies to monitor flow rate
ith high rate pica oice conversations are 64kbp
Netflow cache

srclf SrclPadd Dstlf DstIPadd bytes *Feb 18 01:24:30.455: %L INK -5-
Fal/0 173.1.1.2 Fa0/0 1002771 34340y CHANGED: Interface FastEthernet

1/0, changed state to

administratively down

Fal/0 173.1.1.2 Fa0/0 10.0.277.1 300

173.1.1.2 Fa0/0 10.0.277.1 1000 interface Fal/0 is shut down

when the flow rate exceeds
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MACSec——Uiiijﬂ

= Encrypted links

Benefits oHCY1L

AProtect data integrit

v, confidentiality and
meet compliance needs

APrevents man-in-the-middle attacks

Campus Deployment Scenarios
A Building -to - building encryption

A Host-to - Access switch: Prevent man -
In -the middle attacks

WhyMACSec

A Standard- based L2 HW line rate
encryption (Sup? -E uplinks and 47xx
LCY

A Hop by hop encryption: Security
without impacting network services
(QoS NetFlow etc)
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28 Medianet
FIAC &

k& Default Port

L Digital Media player
macro
L Security camera Macro
(QoS, VLAN)

Automatic Port Provisioning
based on device intelligence

A Upon endpoint connection,
access switch gathers device
intelligence via CDP, LLDP, MAC
OUl etc

A Automatic port configuration
of pre -defined macro based on
device ID

A Reset the port to default
state upon endpoint
disconnection

A Built -in system macros and
customizable

/Cisco Digital Media Players ,
IP Surveillance Cameras, IP
phones , Access points

' s
[ B b

enefits2
|
A Lower TCO with plug - and- play




Catalyst 4500E IPv6 Ready Campus

A Forwarding in "=rcware atline rate |
A Dual siack forwarding RERY

A Secure access perimeter with 176
First Hop Security

A IPv6 app. visibility with Flexible

IPv6 Migration Ready

A Robust IPv6 Ready Infrastructure

OSPFv3, EIGRP, ISIS, BGP, HSRPV6,
Fast Convergence*

A Optimized App & Video Delivery

IPv6 Qos MLDv2/v3, PIM SM/SSM for
IPv6

A Management Plane Migration

SYSLOG, SNMP, Telnet, SSHv6, TACACS+*,
RADIUS*, TETP*, FTP*, NTP* over IPv6

A National IT Strategy

I o n IA Infrastructure Evolution



Catalyst 4900 ARS52$1C RAZHMLK K

Non blocking downlink and uplink ports
ACL, Routing and MAC table scalability
Line rate multicast

IPv6 in Hardware

Microburst Protection

8 line rate Bi - Dir SPAN/RSPAN
Front to back cooling

Option of AC and DC power
Redundant power

Depth optimized for integrated solutions

Cisco Catalyst 4948E

1 RU, 48 10/100/1000 Server Links
4 x 1G/10G SFP/SFP+ uplinks
176Gbps Bandwidth

1G Access Switch
> D D> D D> D> D> D> D> D>

Cisco Catalyst 4900M

Industry Leadership

Industry. Most Deployed Flexible QoS

TOR
Cisco’ s 15t 10G Copper TOR IPv6 Leadership
Line Rate L2/L3 Auto, Provisioning

fifEsastipsrts Line Rate 8 SPAN/RPSAN

GE to 10GE Network Visibility

u 2010 s .0 "ent/ o i ¢ affiliates. Al rights reserved. 39



