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236 static const char #parse_string( cJSON #item, const char #str )
237 {
[..50dp...]
258 /#* Skip escaped guotes. */
while ([ #ptr != '"\"' && *ptr && ++len )} // extract key from ‘ptr'
if ( #ptre+ == "\\' )
ptre+;

if [ ! { out = (charx) cJSON_malloc( len + 1 ) } )} // Malloc Block Size of @8x3 |
reserves 8x28 bytes)
return 8;

ptr = str + 1; S/ move ptr past the first quote of the key ("\uC" in this case)
ptr2 = out; Jf ptr2 will store the resulting cstring
while ( #ptr != '\"' && =ptr ) { // until the second quote or backslash is found
if { =ptr != "\\' ) // the slash in ‘wC is found
#ptr2++ = #ptres; ff ptr2 will store the unescaped contents of ptr overflowing
block allocated for only 3 bytes
else {
ptr+s+; ff skip the slash found and check the escaped char
switch [ =ptr )} {
case "b': =pir2++
case "f': =ptr2++
case i kpira++
case : #ptr2++ ='\r'; break;
case : #ptr2++ ="\t'; break;
case "u': Jf UTFB/16 Tound
/% Transcode utflé to utfB. */f
/% Get the unicode char. %/
segcanf( ptr + 1,"%dx", Buc ): /f/ sscanf stops at non-hex char '™
ptr += 4; S/ ptr inc'd by 4 regardless of sscanf result,
skipping the first quote and continuing to read in the data beyond the bounds of the heap structure
allocated to store it.

*3b"; break;
'\f'; break;
*\n'; break;

RIE, BFLMBEATIRETHRIC, MRFRELBITET, WHBRNER, Ut
iR, AZHMBRNRE, BEFSIZBAGFERIIFNEIER, RERBETIE.
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3833 static void

3834 Eint_free (mstate av, mchunkptr p, int have_lock)

3835

3836 INTERNAL_SIZE T size; J* its size %/

3837 mfastbinptr *fb; /* associated fastbin *x/
3838 mchunkptr nextchunk; next contiguous chunk =/
3839  INTEBRNAL_SIZE_T nextsize; its size %/

3840 int nextinuse; true if nextchunk is used */
3841  INTERNAL_SIZE_T prevsize; size of previous contiguous chunk =*/
3842 mchunkptr bck; misc temp for linking =*/
3843 mchunkptr fwd; misc temp for Llinking s/
3844

3845 const char #errstr = NULL;

3846 int locked = @;

3847

3848 size = chunksize (p);

[Ftratl

3060 nextchunk = chunk_at_offset(p, size);

t: in __GI___libc_free (malloc.c:3848)
3848 size = chunksize (p);

>>> pfx size
£70 = Dx20

>>> pfX *p

$71 = {

prev_size = 0x0,

size = Bx21,

fd = @x454545454545440¢,

bk Bx4646464646464545,
fd_nextsize = 0x4747474747474646,
bk_nextsize = Ox7d4747

BafE, BFa=REEEHT, WREREFIARHERIERIRL, WSHBIEFHR.

if (!prev_inuse (p)) /#* consolidate backward */

{
p = prev_chunk (p);

unlink (ar_ptr, p, bck, fwd);
}



https://1.bp.blogspot.com/-xl89M9Qfqvc/V1gxjvutXDI/AAAAAAAAACw/OE2dpLtOGkwUIi12K9jKH5L6hGDLScANACLcB/s1600/002.tiff
https://3.bp.blogspot.com/-s-htv_HRzEs/V1gxyYzcq9I/AAAAAAAAAC8/SLYlicYzIM4WpbfxUXKxBajmFeSczZNPACLcB/s1600/003.tiff

3zt kg A<
Talos B3 IA TRARAZHI TR :

iperf 3.1.1 2015-10-16
iperf3 3.1-1 2015-11-02

i

cJSON EEE X BEFFEH, AT IR E. cJSON EMRE AR LUMEF cJSON Github
FHEERNSEHEA, RFMASEETS cJSON ELXMNELLREAXNENIERF.
1 iPerf3 A AN RIREHZ iPerf3 BIREFERA, LURRLILRRE.

TALOS-2016-0164 Zi&@id SID 39165 M EIAY.
BxtmBENTEEIFEES, FSRALLHASE.

%%#: Edmund Brumaghin; &#RE: T4 4:07
% : cve-2016-4303. esnet. #T . JEE. BEEE



http://www.talosintel.com/reports/TALOS-2016-0164/
https://www.blogger.com/profile/10442669663667294759
http://blog.talosintel.com/2016/06/esnet-vulnerability.html
http://blog.talosintel.com/search/label/cve-2016-4303
http://blog.talosintel.com/search/label/esnet
http://blog.talosintel.com/search/label/patch
http://blog.talosintel.com/search/label/vulnerabilities
http://blog.talosintel.com/search/label/vulnerability spotlight

	2016 年 6 月 8 日，星期三
	漏洞聚焦：ESnet iPerf3 JSON parse_string UTF 代码执行漏洞

	概要
	详细信息
	测试版本
	结论

