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Cisco ISE and AnyConnect


ACCESS POLICY 

WHO 

WHAT 

HOW 

WHEN 

WHERE 

HEALTH 

THREATS 

CISCO ISE 

CVSS Partner Eco System 

PxGRID   
& APIs 

Cisco ISE 

Context aware policy service, 
to control access and threat 
across wired, wireless and 
VPN networks 

Cisco Anyconnect 

Supplicant for wired, wireless 
and VPN access. Services 
include: Posture assessment, 
Malware protection, Web 
security, MAC Security, 
Network visibility and more. 

SIEM, MDM, NBA, IPS, IPAM, etc. 

WIRED WIRELESS VPN 

Role-based	Access	Control	|	Guest	Access	|	BYOD	|	Secure	Access	

FOR ENDPOINTS FOR NETWORK 



Security starts with ‘Visibility’


Asset	Visibility	



Cisco ISE Profiling


Asset	Visibility	

Feed	Service	
(Online/Offline)	

NePlow	 DHCP	 DNS	 HTTP	 RADIUS	 NMAP	 SNMP	

CDP	 LLDP	 DHCP	 HTTP	 H323	 SIP	 MDNS	

ACTIVE	PROBES	

DEVICE	SENSOR	

1.5	
million	

550+	

250+	

devices	with	‘50’	a[ributes	
each	can	be	stored		

High-level	canned	profiles.	
+Periodic	feeds	

Medical	device	profiles	

Cisco	ISE	

Cisco	Network	



Profiling : AD Probe

Condi2ons	and	A[ributes	

Match	on	the	following:	
•  AD	Computer?	
•  Join	Point	Domain	
•  OS,	Version,	and	Service	Pack	

Sample	A[ributes	

Condi2ons	

MAB	à	DHCP	à	AD	Probe	
	Simple	as	1	–	2	–	3	!	



ApplicaAon ‘Visibility’ via Anyconnect


Cisco	Anyconnect	with	‘Network	
Visibility’	module	

IPFIX/NetFlow

Collector


Corporate
 Public


Visibility	
in	to	process,	process	hash,	URLs,	and	more	

Context	
for	Network	Behavioral	Analysis	

Control	
run-2me	applica2ons	via	’Posture	Policies’	

Asset	Visibility	



Authen2ca2on	Methods	 Authoriza2on	Op2ons	

§  MAC	Authen2ca2on	Bypass	
§  Easy	Connect	®		

§  IEEE	802.1X	
§  Web	Authen2ca2on	

§  Central	WebAuth	
§  Local	WebAuth	

§  Downloadable	/	Named	ACL	
§  Air	Space	ACL	
§  VLAN	Assignment	
§  Security	Group	Tags	
§  URL-Redirec2on	
§  Port	Configura2on		

(ASP	Macro	/	Interface-Template)	

PASSIVE	
IDENTITY	

ACTIVE	
IDENTITY	

AuthenAcaAons and AuthorizaAons


Network	Access	Control	

ENTERPRISE		
NETWORK	

SAML	iDPs	

APIs	

Single	Sign-On	

Cer2ficate	Authori2es	

SCEP	/	CRL	

Cer2ficate	based	Auth	

LDAP	/	SQL	

Ac2ve	Directory	

LDAP	Servers	

SQL	Server	

External	Iden2ty	Stores	

Passwords	/	Tokens	

ASP:	Auto	Smart	Port			

Built-in	CA	
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50
0,
00
0	

Upto			100K	
Network	Devices	

Up	to		50		dis2nct	AD	domain	support	300K			Internal	Users	

Na2ve	Supplicants	/	
Cisco	AnyConnect		

80
2.
1X

	



Search Speed Test


•  Find	the	object	where…	
•  Total	stars	=	10	
•  Total	green	stars	=	4	
•  Total	red	stars	=	2	
•  Outer	shape	=	Red	Circle	



• Avoid	Unnecessary	External	Store	
Lookups	

AuthZ Policy OpAmizaAon


Example	of	a	Poor	Rule:	Employee_MDM		
•  All	lookups	to	External	Policy	and	ID	Stores	
performed	first,	then	local	profile	match!	

•  Policy	Logic:		
o  First	Match,	Top	Down	
o  Skip	Rule	on	first	nega2ve	

condi2on	match	
•  More	specific	rules	generally	at	top	
•  Try	to	place	more	“popular”	rules	
before	less	used	rules.	



AuthZ Policy OpAmizaAon (Good Examples)

Rule	Sequence	and	Condi2on	Order	is	Important!	

Example	#1:	Employee	
1. Endpoint	ID	Group	
2. Authen2cated	using	AD?	
3. Auth	method/protocol	
4. AD	Group	Lookup	

Example	#2:	Employee_CWA	
1. Loca2on	(Network	Device	Group)	
2. Web	Authen2cated?	
3. Authen2cated	via	LDAP	Store?	
4. LDAP	A[ribute	Comparison	

12	



Quickly see value with ‘Easy Connect’


Network	Access	Control	

EMPLOYEES 

UNKNOWN LIMITED ACCESS 

FULL ACCESS 

DHCP DNS 

NTP AD 

DOMAIN\bob 

Enterprise 
Network 

CISCO ISE SWITCH-1 

DOMAIN  
CONTROLLER 

LIMITED ACCESS 

ISE retrieves user-ID and 
user’s AD membership 

Limited Access CoA: Full Access 
FULL ACCESS 

No 802.1X 

Bob logged in 

Increased	visibility		
into	ac2ve	network	
sessions	

Flexible	deployment		
	co-operates	with	
other	auth	methods	

Immediate	value	
Leverage	exis2ng	
infrastructure	



ISE Deployment Assistant (IDA) 
to simplify Cisco ‘Network Device’ configuraAons


Network	Access	Control	

ISE	Service	

Per	Device	Ac2onable	Informa2on	

§  freely	downloadable	Windows	tool		
§  Network	Assessment	
§  Configura2on	of	NADs		

(Network	Access	Devices)	
§  Ability	to	Troubleshoot	failed	authen2ca2ons	

h[p://www.securview.com/products/cisco-ise-deployment-assistant/	



USB	Checks	are	“Dynamic”	a.k.a	real	2me	enforced,	although	USB	check	could	be	
configured	at	ini2al	posture	check	or	Passive	Reassessment	checks	(PRA).	

Any	Connect	4.3	enforces	the	Disk	Encryp2on	Policy	

ISE	2.1	only	supports	it	for	Windows		

Posture : USB CondiAon and RemediaAon 


Pre-Canned	
Policy		



LocaAon based authorizaAon 
with the integraAon of Mobility Services Engine (MSE)


Network	Access	Control	

Loca2on-based	authoriza2on	

Admin	defines	loca2on	hierarchy	
and	grants	users	specific	access	
rights		
based	on	their	loca2on.		

Lobby	 Pa2ent	
room	 Lab		 ER	

	
Doctor	
	

No	access	
to	pa2ent	
data	
	

Access	to	
pa2ent	data	

No	access	
to	pa2ent	
data	

Access	to	
pa2ent	data	

Patient 
data Patient data 

access locations 

Pa2ent		
room	

ER	

Lab		

Lobby	

Cisco	ISE	 Cisco	MSE	

The	integra2on	of	Cisco	Mobility	Services	
Engine	(MSE)	adds	the	physical	loca2on	of	a	
user	and/or	endpoint	to	the	context	by	which	
access	is	authorized.		

Enhanced	policy	enforcement		
with	automated	loca2on	check	and	
reauthoriza2on	

Simplified	management	
by	configuring	authoriza2on	with	
ISE	management	tools	

Granular	control		
of	network	access	with		
loca2on-based	authoriza2on	for	
individual	users	

Authoriza2on	changes	on	loca2on	change	
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-	Threat	events	
-	CVSS	
-	IOC	

-	Vulnerability	assessments	
-	Threat	no2fica2ons	

Threat Centric NAC


Threat	Containment	

AMP					Qualys	

Cisco	ISE	

Endpoints	

Cisco	ISE	protects	your	
network	from	data	breaches	
by	segmen2ng	compromised	
and	vulnerable	endpoints	for	
remedia2on.		

Compliments	Posture	
Vulnerability	data	tells	endpoint’s	
posture	from	the	outside	

Expanded	control	
driven	by	threat	intelligence	and	
vulnerability	assessment	data	

Faster	response	
with	automated,	real-2me	policy	
updates	based	on	vulnerability	data	
and	threat	metrics	

Who	

What	

When	

Where	

How	

Posture	

Threat	

Vulnerability	

P 

Create	ISE	authoriza2on	policies	based	on	the	threat	and	vulnerability	a[ributes		

Network	Access	Policy	

Common	Vulnerability	Scoring	System	(CVSS)	|	Indicators	of	Compromise	(IOC)	



Threat Centric NAC explained 
Reduce vulnerabiliAes, contain threats


Threat	Containment	

Compromised	endpoints	spread	malware	by	exploi2ng	
known	vulnerabili2es	in	the	network	

1	

Malware	infec,on	

Malware	scans	for	vulnerable	endpoints	2	

Vulnerability	detected	3	

Infec,on	spread	
4	

Common	Vulnerability	Scoring	System	(CVSS)	|	Indicators	of	Compromise	(IOC)	|	Advanced	Malware	Protec2on	(AMP)	

Flag	compromised	and	vulnerable	hosts	and	limit	access	to	
remedia2on	Segment	

Cisco	AMP	 Vulnerable	host	

Quaran,ne	and	
Remediate	

IOC	 CVSS	

“Threat	detected”	 Vulnerability	scan	



Threat Centric NAC with Qualys - Overview


Network	Access	Device	

Cisco	ISE	2.1	Qualys	ScanGuard	

Endpoint	

1	

Endpoint	connects	
to	the	network	

Ini2al	limited	
Authoriza2on	
(VA-Scan)	

2	 CoA	based	on	scan	
status	(Full	
Access	/	
Quaran2ne)	

6	

ISE	requests	a	VA	scan	for	Endpoint		

3	

Qualys	scans	the	
Endpoint	for	
Vulnerabili2es	

4	

Qualys	reports	the	CVSS	score	
5	



‘Vulnerable Endpoints’  
based on Common Vulnerability Scoring System (CVSS)


Threat	Containment	



‘Compromised Endpoints’ 
based on Incidents and Indicators


Threat	Containment	



TC-NAC Policy


Threat	Containment	

Authoriza2on	policy	for	‘vulnerability’	

Ini2al	‘limited	access’	+	Vulnerability	Scan	
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Cisco PlaZorm Exchange Grid (PxGrid) 
Enable Unified Threat Response by Sharing Contextual Data


Threat	Containment	

When


Where


Who


How


What


Cisco and Partner 

Ecosystem


ISE


pxGrid

Controller


Context


3
2


1


4
5


Cisco® ISE collects 
contextual data from network
1


Context is shared via 
pxGrid technology
2


Partners use context to improve 
visibility to 

detect threats

3


Partners can direct ISE to rapidly 
contain threats
4


ISE uses partner data to update 
context and 

refine access policy

5


Cisco Network


hQps://datatracker.ieT.org/doc/draU-appala-mile-xmpp-grid/	



pxGrid – Industry AdopAon CriAcal Mass

40+	Partner	Product	Integra2ons	and	12	Technology		
Areas	in	18	Months	Since	Produc2on	Release	

pxGrid-Enabled Partners: 
• Cisco:		WSA,	FirePower,	ISE,	StealthWatch	
• RTC:	Cisco	FirePower,	Cisco	StealthWatch,	Avvo,	
Bayshore,	E8,	Elas2ca,	Hawk,	Huntsman,	Infoblox,	
Intelliment,	Invincea,	Lemonfish,	LogRhythm,	NetIQ,	
Rapid7,	RedShix,	SAINT,	Splunk,	Tenable,	ThreatTrack,	
TrapX					

•  Firewall:	Check	Point,	Infoblox,	Intelliment,	Bayshore	
• DDI:	Infoblox	
• CASB:	Elas2ca,	Netskope,	SkyHigh	
Net/App:	Lumeta,	Savvius	

•  SIEM/TD:	LogRhythm,	NetIQ,	Splunk	
UEBA:	E8,	FortScale,	Niara,	Rapid7		

•  IAM:	NetIQ,	Ping,	SecureAuth,	Situa2onal	
• Vulnerability:	Rapid7,	SAINT,	Tenable	
•  IoT	Security:	Bayshore	Networks	
• P-Cap/Forensics:	Emulex	

Firewall	&		
Access	Control	

Vulnerability	
Assessment	

Packet	Capture	
&	Forensics	

SIEM		
UEBA	

Threat	Defense	

IAM	&	SSO	

Cisco	pxGrid	
SECURITY	THRU	
INTEGRATION	

Net/App		
Performance	

IoT		
Security	

Cisco	ISE	
Cisco	WSA	

Cloud	Access	
Security	

Cisco	FirePower	
Cisco	StealthWatch	

Rapid	Threat		
Containment		
(RTC)	

DDI	

?	

h[p://www.cisco.com/c/en/us/products/security/iden2ty-
services-engine/technology-partners.html	



Splunk use case 





Firepower polices based on ISE adributes


Threat	Containment	

Px
GR

ID
	

NGIPS	/		
ASA	+	Firepower	

‘Access	Control	Policies’	based	on	ISE	A[ributes	(SGT,	Device-type	and	Endpoint	Loca2on)	



MnT 

FMC 

Rapid Threat Containment with Firepower 
Management Center and ISE 


Controller	

WWW 

NGFW 

2.		Correla2on	Rules	
Trigger	Remedia2on	

Ac2on	

3.		pxGrid	EPS	Ac2on:		
Quaran2ne	+	Re-Auth	

1.		Security	
Events	/	IOCs	
Reported	

i-Net	



MnT 

FMC 

Rapid Threat Containment with Firepower 
Management Center and ISE 


Controller	

WWW 

NGFW 

4.		Endpoint	Assigned	
Quaran2ne	+	CoA-

Reauth	Sent	

i-Net	



AuthorizaAon Policy in ISE using  
QuaranAne Service


Quaran2ne	defini2on	in	ISE	Quaran2ne	state	as	one	of	the	condi2ons	



Context based ‘Web filtering’ 
With Cisco Web Security Appliance (WSA) and IdenAty Service Engine (ISE) 



Threat	Containment	

Who:	Doctor	
What:	Laptop	
Where:	Office	

Who:	Doctor	
What:	iPad	
Where:	Office	

Who:	Guest	
What:	iPad	
Where:	Office	

Enterprise	
Backbone	

Internet	

W	ww	

Web	
Security	
Appliance	

PxGRID	RADIUS	



Single	Sign	On	
(No	addi2onal	authen2ca2on,	iDP	

consumes	pXGrid	data)	
Cloud	

Cloud	Access	
Policy	

Secure cloud access 
Context enables Single-Sign-On (SSO) and role-based access


Threat	Containment	

EMP_BYOD	

EMP_CORP	
Cisco	ISE	

iDP	
Employee	

SAML:EMP_CORP 

SAML:EMP_BYOD 

§  Username	
§  IP	address	
§  MAC	Address	
§  Device-type	
§  Posture	
§  Security	Group	Tag	

•  Single	login	to	the	network,	cloud	access	without	authen2ca2on.	
•  Differen2ated	cloud	access,	based	on	contextual	data	sent	over	SAML	

Situa2onal,	
NetIQ	and	
Secureauth		
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Same ISE for ‘Network Device’ AdministraAon

Device	Administra2on	

Role-based access control  

•  Role-based access control 
•  Flow-based user experience 
•  Command level authorization with detailed logs for auditing 
•  Dedicated TACACS+ workcenter for network administrators 
•  Support for core ACS5 features 

Capabilities 

TACACS+ Device Administration 

Benefits 

Feature Highlight 
Customers can now use Terminal Access 
Controller Access Control System 
(TACACS) with ISE to simplify device 
administration and enhance security 
through flexible, granular control of access 
to network devices.  

Simplified, centralized device 
administration 
Increase security, compliancy, 
auditing for a full range of 
administration use cases 

Flexible, granular control 
Control and audit the configuration of 
network devices 

Security Admin Team 

TACACS+ 
Work Center 

Network Admin Team 

TACACS+ 
Work Center 

Holistic, centralized visibility 
Get a comprehensive view  
of TACACS+ configurations with the 
TACACS+ administrator work center 



Download	Migra2on	Tool	from	Overview	Page	

	

TACACS+ MigraAon Tool




Thank you 
György Ács 
Cisco Systems 
Gacs [at] cisco [dot] com 


