ldentity, Visibility
and Enforcement

Stop the bad guys immediately

Gyorgy Acs
Cisco Systems

ISE Champion

stfren]es
CISCO

CISCDSEC
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Cisco ISE and AnyConnect vl

CISsCO

SIEM, MDM, NBA, IPS, IPAM, etc.

CISCO ISE

Cisco ISE

Context aware policy service,
to control access and threat ACCESS POLICY

across wired, wireless and FOR ENDPOINTS FOR NETWORK
VPN networks
WIRELESS VPN

WIRED
Cisco Anyconnect e @

Supplicant for wired, wireless
and VPN access. Services
include: Posture assessment,
Malware protection, Web
security, MAC Security,
Network visibility and more.

Partner Eco System




Security starts with “Visibility’ cIsco

‘ds¢s' Identity Services Engine Home » Context Visibility » Operations » Policy » Administration » Work Centers
Summary Endpoints Guests Vulnerability Threat + o 304
METRICS - O
Total Endpoints @ Active Endpoints @ Authenticated Guests @ BYOD Endpoints @ Compliance @

. .
_f o534 W, 34258 et 4234 Ll 1341 (w5109

'COMPLIANT
i AUTHENTICATIONS © 8 0 X # NETWORK DEVICES © 8 0 X i ENDPOINTS © 8 0 X
Identity Store ‘ Identity Group | Network Device I Failure Reason Device Name ‘ Type | Location Type I Profile
other: [5%] other: [5%]
samsu...evice: [2.97%] —\ \ ntn01-11a-sw4: [3.1%)] — \ other: [7%]
apple-idevice: [4.05%] —— . rcdn5...tanal: [3.73%] —— cisco-device: [4.61%] ——
android: [4.33%] — ‘ —— workstation: [27.2%] eng-b...a-sw1: [5.79%] — ‘ ~——sampg...-wic1: [26.77%] intel-device: [5.06%] — _— apple-device: [29.87%]
apple-iphone: [5.73%] — ~ sic14...alwar: [6.33%] — apple-idevice: [5.46%] —\.

apple-iphone: [7.45%] — ‘ |

unknown: [12.7%] — eng-b...a-sw1: [11.22%] —
~ windo...ation: [9.43%] — -
\——apple-device: [24.28%] sbg-b...-wlc1: [11.94%] — ——sjc19...u-wic: [26.62%)] unknown: [15.88%]

. o ,
profiled: [14.15%] micro...ation: [15.53%] ———/

BYOD ENDPOINTS @ 8 0 X i ALARMS @ 8 0 X i SYSTEM SUMMARY @ 8 0 X
Type | Profile Sever... Name Occurre... Last Occurred 9 node(s) All~ 24HR ~
° Misconfigured Supplicant Detected 2205 10 mins ago a npf-sjca-mnt01
{ printers: [0.3%] RADIUS Request Dropped 6363 12 mins ago cas Memory, Authentication Latency
misc: [1.64%] ———
‘ i dr dil 3796 17 mins ago EmzEEmzEzEzREnzEENERENEEE IIIIIIIIIIIIIIIIIIIIIIIII _________________________
(%) Misconfigured Network Device Dete... 715 44 mins ago @ npf-sjca-mnt02
CPU Memory Authentication Latency
workstations: [46.91%] — — mobil...vices: [51.16%] 0 Unknown SGT was provisioned 54 3 hrs 56 mins ago

pro———————— | [| |1 10ET L EL T
E npf-sjca-pap01

o Configuration Changed 703 6 hrs 3 mins ago




" MAC Address IPv4 Address Username Hostname l&  Endpoint Profile

° o] e
C I S C O | S E P rOﬁ | I n g X MAC Address IPv4 Address Username Hostname Endpoint Profile

O E8:B1:FC:F5:18:65 10.35.70.248 CISCO\agollabi  AGOLLABI-BV... | Windows7-Workstation
0O AC:BC:32:A9:FD:81 10.33.249.93 ccarty CCARTY-M-H2... | Apple-iDevice
0O AC:5F:3E:D0:71:75 10.56.129.19 ac5f3ed07175 android-c7f130... | Android-Samsung
0 28:CF:E9:1B:A7:B7 10.33.249.192 loverbey LOVERBEY-M... |OS_X_EI_Capitan-Work...
O 18:5E:0F:71:4D:1E 10.32.2.23 CISCO\\arnshah ARNSHAH-J36.. |Microsoft-Workstation

device S Wlth ! 50' attributes O 10:4A:7D:D5:8D:4C 10.35.68.51 CISCO\\bychan =~ BYCHAN-WS03 | Microsoft-Workstation

each can be stored A3
———F =~

?"”_"‘\@ Cisco ISE
High-level canned profiles. _ (//\

+Periodic feeds Feed Service
(Online/Offline)

= s Cisco Network

ACTIVE PROBES
DEVICE SENSOR

Medical device profiles




Profiling : AD Probe

Conditions and Attributes

Profiler Condition List > New Profiler Condition
Profiler Condition

Conditions

Match on the following:

 AD Computer?

* Join Point Domain

* OS, Version, and Service Pack

*Name | AD-Check

Description | Custom AD Probe Condition

*Type | ACTIVEDIRECTORY

* Aftribute Name | AD-Host-Existd
AD-Host-Exists
AD-Join-Point

* Attribute Value | AD-OPerating-System
AD-OS-Version

System Type | AD-Service-Pack

* Operator

Sample Attributes

AD-Fetch-Host-Name

AD-Host-Exists

AD-Join-Point

(Gneal)

AD-Last-Fetch-Time

AD-OS-Version

MAB —> DHCP - AD Probe
Simpleas1-2-3!

AD-Operating-System

win7-pc.cts.local
true

CTS.LOCAL
1460430231349

6.1 (7600)

Windows 7 Professional N
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Application “Visibility” via Anyconnect

Corporate Public
-~ -
\ 4 \ 4

g% box @@ ebay

IPFIX/NetFlow
webex a facebook. W

Collector

@ Cisco Anyconnect with ‘Network

Visibility” module

Context
for Network Behavioral Analysis

Visibility

in to process, process hash, URLs, and more

Top 15 Locations by Flow Count
Top 15 Users by Flow Count 15mago
Top 15 Applications by Flow Count Om ago
Top 15 Destinations by Flow Count Gm ago
pagead2....tion.com s edgexads.com
pbs.twimg.com ' (Mac)
data.cnn.com
r16---zn-...ideo.com fsus-gro...ahco.com|
secure.in...ssai.com ‘
clients6.google.com ( . bs.serving-sys.com
mail.cisco.com . afs.moatads.com

vpc.altit.._.arena.com

s-static....book.com

Control

run-time applications via ‘Posture Policies’




Authentications and Authorizations clsco

l
[cal

SAMLIDPs . .
e Single Sign-On

Native Supplicants / J
Cisco AnyConnect ORACLE" © SECUREAUTH
M Pingldentity’ B Microsoft Azure

| nonn |

) e Upto

D Network Devices APls

S _ Passwords / Tokens

SCEP / CRL
External Identity Stores

== Active Directory PostgreSQL

>
g s == SQL Server w
L — ]

ENTERPRISE

NETWORK LDAP / sQL :
/ s LDAP Servers BN securlD*
?\ Built-in CA
Y BT Internal Users Up t@dls‘unct AD domain support
08 888)--—"" Authentication Methods Authorization Options
PASSIVE * MAC Authentication Bypass = Downloadable / Named ACL
IDENTITY » EasyConnect® &} = Air Space ACL
= VLAN Assignment
= |EEE 802.1X =  Security Group Tags <
ACTIVE *  Web Authentication * URL-Redirection q
IDENTITY » Central WebAuth = Port Configuration @
= Local WebAuth (ASP Macro / Interface-Template)

ASP: Auto Smart Port



Search Speed Test

I
CISCO

* Find the object where...
e Total stars =10
e Total green stars =4
e Total red stars =2
e Outer shape = Red Circle

HAGDED

CISCDSEC

i
b Zal
tetd
)1’*)1’
) o
s




AuthZ Policy Optimization Al
y p KPoIicy Logic: \

o First Match, Top Down
o Skip Rule on first negative

v Authorization Policy condition match
» Exceptions (0 * More specific rules generally at top
—— . * Try to place more “popular” rules
>tandarc
before less used rules. /
P 4 Employee_MDM MDM:DeviceCompliantStatus EQUALS Employee
- Compliant MDM:DeviceReqgisterStatus
EQUALS Registered AD1:ExternalGroups
EQUALS cts.local/Users/employees-
contractors EndPoints:LogicalProfile
EQUALS Androd Devices)
a )

Example of a Poor Rule: Employee_ MDM
* All lookups to External Policy and ID Stores
performed first, then local profile match!

\ %




AuthZ Policy Optimization (Good Examples)

CISCO
v Authorization Policy /Example #1: Employee ) /Example #2: Employee_ CWA
1. Endpoint ID Group 1. Location (Network Device Group)
» Exceptions (0) 2. Authenticated using AD? 2. Web Authenticated?
Standard 3. Auth method/protocol 3. Authenticated via LDAP Store?
\_ 4. AD Group Lookup J \_4. LDAP Attribute Comparison )
Status  Rule Name Conditions (identity groups and other conditions) Permissions
P4 Employee RegisteredDevices ~/|D [Network .11 | Employee
Access:AuthenticationIdentityStore EQUALS
AD1 AIND Network
Access:AuthenticationMethod EQUALS
MSCHAPV2 ~!|D AD1:ExternalGroups
EQUALS cts.local/Users/employees
7 Employee_CWA DEVICE:Location EQUALS All . Employee

Locations#North_America#San_Jose Al
Network Access:UseCase EQUALS Guest
Flow AIND Network
Access:AuthenticationIdentityStore EQUALS
AD_LDAP ~1!D Radius:Calling-Station-ID
EQUALS
AD_LDAP:msNPSavedCalingStationID




Quickly see value with ‘Easy Connect’ cisco

DOMAIN
CONTROLLER £\ Bob logged in

F—3

N\ &% UNKNOWN LIMITED ACCESS
)
L

J & EMPLOYEES FULL ACCESS

Enterprise
Network

"

No 802.1X

Immediate value I Increased visibility Flexible deployment
Z Leverage existing Al into active network Q co-operates with
infrastructure sessions other auth methods
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ISE Deployment Assistant (IDA) s,

T y . , CISCO
to simplify Cisco ‘Network Device’ configurations

Setup  NetworkDevices  Device Readiness  Operaions  Usage  Help
Device Readiness

| Service Selection Service Selection N ’
< [select the ISE Services you want to implement
I S E Se rVI Ce ) Authentication / 802.1X 7] Endpoint Profiling 1 Endpoint Posture
Select the ISE Services you want to implement [#) Bring Your Own Device (BYOD) [ TrustSec ) Guest Access
#) Authentication / 802.1X ] Endpoint Profiling [7] Endpoint Posture — —— cotect tomaton | | ssessmat st |
#) Bring Your Own Device (BYOD) ] TrustSec ] Guest Access Hardware and Sofware Additonal Device nfo

= freely downloadable Windows tool 5 0 - ( (
= Network Assessment | e : o — et

Imported Devic 05 +AddNew | W Delete Filter
o . _
u ( : O n ﬁ u r a tl O n Of N A D S ] DevicoName IP Address Location Group DeviceType  Hardware Model  Hardware Compatibility Software Version  Softare Guide
g Device 1 10.20.204.10 _— Wired Model X A\, BYOD Not Supported 08132 v ISE1.3-1.1-2014-06-01

L
v

Device 2 10.20.204.11 _— Wired Model Z v 08138 v ISE1.3-1.1-2014-06-01 v 10:20:10

N t k A D . Device 3 10.20.204.15 Wired Model Z v 08132 A s 1.3.8 required ISE1.3-1.1-2014-06-01 ! 10:20:10

e Wor CceSS eV|CeS Device 4 10.20.204.20 — Wireless Model Y v 08136 £ O 1.3.8 required ISE1.3-1.1-2014-06-01 v 1

o/ 18-JUN-2(

= Ability to Troubleshoot failed authentications

Imported Devices

: Device Name IP Address Location Group Device Type Hardware Mod | Hardware Compatibility | Software Version  Software Compatibility

A\ BYOD Not Supported 08132 v
Per Device Actionable Information , .

v OS138 —e v
'] Device 3 10.20.204.15 — Wired Model Z v 08132 £\ OS 1.3.8 required
] Device 4 10.20.204.20 e Wireless Model Y v 0S 1.36 £\ OS 1.3.8 required
7] Device 5 10.20.204.16  ~ee Wireless Model Y v 08132 v

http://www.securview.com/products/cisco-ise-deployment-assistant/



Posture : USB Condition and Remediation  ‘cisco

USB Checks are “Dynamic” a.k.a real time enforced, although USB check could be
configured at initial posture check or Passive Reassessment checks (PRA).

Any Connect 4.3 enforces the Disk Encryption Policy

ISE 2.1 only supports it for Windows

Requirements
Name Operating Systems AnyConnect Agent Conditions Remediati i
I USB_Block I I for Windows All I using 4.3 or later Irret f USB_CheckI then USB_Block

USB Remediations List > USB_Block
USB Remediation

Pre-Canned
Policy

*Name | USB_Block | G

Description | Cisco Predifined Remediation |

Compliance Module 4.x or later
Name USB_Check ?
Operating System Windows

Description Cisco Predefined Check: Checks if USB mass storage device is connected. Remediation Type Automatic
* Interval E] (Valid Range 0 to 9999)

Operating System Windows
* Retry Count E] (Valid Range O to 99)

Compliance Module 4.x or later ;

Save Reset




Location based authorization aliali,

CISsCO

with the integration of Mobility Services Engine (MSE)

Cisco ISE Cisco MSE Location-based authorization

O=

_g’_]-

Admin defines location hierarchy
. and grants users specific access

©
‘ @ rights

based on their location.

&
[ -
Ed

The integration of Cisco Mobility Services

Engine (MSE) adds the physical location of a Pati - Patient
atient data

user and/or endpoint to the context by which 'I' data

) ) access locations i
access is authorized.

Patient

Granular control
of network access with No access  Access to No access  Access to
Doctor to patient | patient data to patient  patient data

location-based authorization for data data
individual users 1
-] (V] (-] (V]

Enhanced policy enforcement a
[i-g with automated location check and m
reauthorization

= Simplified management Authorization changes on location change
by configuring authorization with

CISCDSEC

®
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Threat Centric NAC w1017

Cisco ISE protects your
network from data breaches
by segmenting compromised
and vulnerable endpoints for
remediation.

Compliments Posture
Vulnerability data tells endpoint’s
posture from the outside

5

Expanded control
driven by threat intelligence and
vulnerability assessment data

«

Faster response

with automated, real-time policy
updates based on vulnerability data
and threat metrics

)

Create ISE authorization policies based on the threat and vulnerability attributes

- VuInerabiIi.tY as§essments - Threat events
- Threat notifications - CVSS ‘ 6 Who
-10C
#  What

When
Q Where

Network Access Policy How

[E] ! Posture

Cisco ISE
% Threat
Endpoints
‘@ Vulnerability

Common Vulnerability Scoring System (CVSS) | Indicators of Compromise (10C)
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Threat Centric NAC explained

Reduce vulnerabilities, contain threats

Malware infection Infection spread

o’ © Vulnerability detected o’
{ @  E N NN NNNNN v

@ Malware scans for vulnerable endpoints

Compromised endpoints spread malware by exploiting
known vulnerabilities in the network

Iy
CISCO

Threat detected” / \ Vulnerab/l/ty scan

Quarantine and

Remediate
ﬁ v'j

Cisco AMP

Vulnerable host

Flag compromised and vulnerable hosts and limit access to
remediation Segment

Common Vulnerability Scoring System (CVSS) | Indicators of Compromise (I0C) | Advanced Malware Protection (AMP)



Threat Centric NAC with Qualys - Overview ‘cisco

Qualys ScanGuard . Cisco ISE 2.1
ISE requests a VA scan for Endpoint -

Q) o

Qualys reports the CVSS score

Qualys scans the CoA based on scan
Endpoint for @ Initial limited 9 status (Full
Vulnerabilities Authorization Access /
(VA-Scan) ' ,
Quarantine)
( =
@ " \==o
Endpoint connects
tO the network Network Access Device

Endpoint



‘Vulnerable Endpoints’ alials,

o : CISCO
based on Common Vulnerability Scoring System (CVSS)

alali. |dentity Services Engine ;

Compromised Endpoints Authentication BYOD Compliance Endpoint Classification Guest Vulnerable Endpoints L~

ENDPOINT COUNT BY CVSS

I
0 =)
i
-9
o@ cnm

9
Rows/Page 10 % 1 /4 Go 33 Total Rows

 Refresh =+ Add @ Trash~ @& Edit ANC ~ Change Authorizaton v Clear Threats & Vulnerabilities Export v Import ~ MDM Actions ~ Revoke Certificate Y Filter v &~
] MAC Address Username IPv4 Address Vulnerability Source Score Location Connectivity Hostname Identity Groug
X MAC Address Username |Pv4 Address Vulnerability Source Score Location Connectivity Hostname Identity Group
0O 00:50:B6:70:5B:71 cisco\\siyen 10.40.132.11 QID-90043 Qualys 7.3 Location#All Locations#... Connected SIYEN-WS01 Workstation

QID-95001 Qualys 10

QID-38170 Qualys 2.6

QID-38173 Qualys 9.4

|
QID-38601 Qualys 4.3

1 more vulnerabilities >>

@) 00:C2:C6:87:4F:79 host/JUZHANG-WS04.... 10.32.2.13 QID-90882 Qualys 4.7 Location#All Locations#... Disconnected JUZHANG-WS04 Workstation
T EEEE—EE———



‘Compromised Endpoints’ ol

CISCO
based on Incidents and Indicators

il Identity Services Engine 1
_D II Compromised Endpoints Authentication BYOD Compliance Endpoint Classification Guest Vulnerable Endpoints fo
COMPROMISED ENDPOINTS BY INCIDENTS COMPROMISED ENDPOINTS BY INDICATORS
» All endpolnts | G | o Allendpoints |  © | oi
Unknown Insignificant Distracting Painful Damaging Catastrophic Unknown None Low Medium High
IMPACT LEVEL LIKELY IMPACT LEVEL
Rows/Page 10 % 1 /8 Go 73 Total Rows
© Refresh =+ Add @ Trash~ & Edit ANC ~ Change Authorizaton v Clear Threats & Vulnerabilities Export v Import ~ MDM Actions ~ Revoke Certificate Y Filter v &~
[ MAC Address Username I¥ IPv4 Address Threats Source Threat Severity Logical NAD Location = Connectivity Hostname Identity Grouy
X MAC Address Threats Source Threat Severity Connectivity
M 28:CF:E9:1E:DF:C9 ssundalg 10.104.76.215 Threat Detected AMP Painful Location#All Locations#... Disconnected Workstation
@ 28:E3:47:35:9D:A0 rajestiw 10.104.76.85 Vulnerable Application ... AMP High Location#All Locations#... Disconnected Workstation
@) 4C:34:88:AC:43:2E PARTNERS\\bhparama 10.104.76.208 Vulnerable Application ... AMP High Location#All Locations#... Disconnected Workstation
a

@ 60:F8:1D:BC:32:C8 navankum 10.104.76.43 Vulnerable Application ... AMP High Location#All Locations#... Disconnected Workstation
@) C8:E0:EB:16:43:1D matreed 10.32.2.103 Vulnerable Application ... AMP High Location#All Locations#... Disconnected Workstation



TC-NAC Policy

Identity Services Engine Home

Authorization Policy

| First Matched Rule Applies v

v Exceptions (1)
Status Rule Name

Exception Rules

Standard

Status  Rule Name
Wireless Black List Default

Profiled Cisco IP Phones

(<]

Profiled Non Cisco IP Phones

(<]

ik SIGI 2

(<]

Basic_Authenticated_Access

Default

» Context Directory » Operations » Administration

Authentication = Authorization = Profiling Posture  Client Provisioning  » Policy Elements

Conditions (identity groups and other conditions)

i ThreatQualys-CVSS_Base_Score GREATER 1

!

» Work Centers

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration = System = Backup & Restore = Policy Export Page

then

Permissions

Qualys_Quarantine ~MD
Limited_Access

Authorization policy for ‘vulnerability’

Conditions (identity groups and other conditions)

it Blacklist AI'\[ Wireless_Access

it Cisco-IP-Phone

i© Non_Cisco_Profiled_Phones

iT Network_Access_Authentication_Passed

if no matches, then DenyAccess

then

then

then

Permissions

Blackhole_Wireless_Access
Cisco_IP_Phones

Non_Cisco_IP_Phones

then

VA_Access_Scan

License Warning A

l"ll'l'l
CISCO

Edit| v

Edit| v

Edit| v

Edit| v

Edit| v

Edit| v

Initial ‘limited access’ + Vulnerability Scan
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Cisco Platform Exchange Grid (PxGrid)

Enable Unified Threat Response by Sharing Contextual Data

pxGrid
Controller

o
wha
When

e

Context

e—a
e

Cisco and Partner %
Ecosystem

5 Cisco Network 4

https://datatracker.ietf.org/doc/draft-appala-mile-xmpp-grid/

Iy
CISCO

Cisco® ISE collects
contextual data from network

Context is shared via
pxGrid technology

Partners use context to improve
visibility to
detect threats

Partners can direct ISE to rapidly
contain threats

ISE uses partner data to update
context and
refine access policy




oxGrid — Industry Adoption Critical Mass

40+ Partner Product Integrations and 12 Technology
Areas in 18 Months Since Production Release

SIEM
UEBA
Threat Defense

Net/App
Performance

Firewall &
Access Control

Cisco ISE

IAM & SSO

M=

Cisco FirePower
Cisco StealthWatch

Cisco WSA

Vulnerability
Assessment

Packet Capture
& Forensics

Rapid Threat
Containment

Cloud Access

I
CISCO

pxGrid-Enabled Partners:

» Cisco: WSA, FirePower, ISE, StealthWatch

* RTC: Cisco FirePower, Cisco StealthWatch, Attivo,
Bayshore, E8, Elastica, Hawk, Huntsman, Infoblox,
Intelliment, Invincea, Lemonfish, LogRhythm, NetlQ,
Rapid7, RedShift, SAINT, Splunk, Tenable, ThreatTrack,
TrapX

* Firewall: Check Point, Infoblox, Intelliment, Bayshore

* DDI: Infoblox

» CASB: Elastica, Netskope, SkyHigh
Net/App: Lumeta, Savvius

* SIEM/TD: LogRhythm, NetlQ, Splunk
UEBA: E8, FortScale, Niara, Rapid7

* |AM: NetlQ, Ping, SecureAuth, Situational

* Vulnerability: Rapid7, SAINT, Tenable

* |oT Security: Bayshore Networks

 P-Cap/Forensics: Emulex

http://www.cisco.com/c/en/us/products/security/identity-
services-engine/technology-partners.html




Splunk use case cisco

ata=4= Radius.Service-Type, StepData=5= Radius.NAS-Port-Type, StepData=6=Dot1X, StepData=70=All_User_ID_Stor
StepData=71=Internal Users, StepData=74=All_AD_Join_Points, StepData=75=All_AD_Join_Points, StepData=76=jepp
StepData=77=lab6.com, StepData=78=lab6.com, StepData=80=jeppich@lab6.com, StepData=81=Al1_AD_Join_Points, S
ata=98=pxGrid_Users, StepData=99=WIN7-PC002$@lab6.com, StepData=106=pxGrid_Users, StepData=109= Session.EPSS
s, StepData=110=ANC_Quarantine, AD-User-Resolved-DNs=CN=john eppich\,CN=Users\,DC=lab6\,DC=com, AD-User-DNS-
in=lab6.com, AD-User-NetBios-Name=LAB6, HostIdentityGroup=Endpoint Identity Groups:Profiled, Location=Locati
11 Locations, Device Type=Device Type#All Device Types, EPSStatus=Quarantine, IdentityAccessRestricted=false
sponse={User-Name=jeppich; State=ReauthSession:0A0000020000001602A0D4EC; Class=CACS:0A0000020000001602A0D4EC
1/215460528/82; EAP-Key-Name=19:9d:13:bf:02:2a8:f4:d1:37:26:31:5d:77:9e:ca:7d:f8:47:73:81:65:40:05:21:ee:a7:d
:5f:78:d6:21:6e:55:01:03:09:1f:69:ae:53:cd:62:f4:ea:7b:aB:7c:91:a4:38:e6:76:96:b7:e2:91:15:b8:c1:16:a1:81:4b
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-DENY_ALL_TRAFFIC-544105ed; MS-MPPE-Send-Key=%*¥*%%; MS-
-Recv-Key=****: |icenseTypes=3; },

| EventActionsv |

Build Event Type Value Actio
Extract Fields | 100046 v
n udp:8191 v

ANC Quarantineby 10.0.017 |- T m oo
cisco:ise:syslog v

ANC Un-Quarantinebyip 10.0017 & lab6.com v
""""""""""""" labscom

CISCDSEC



Firepower polices based on ISE attributes b

CISCO
‘Access Control Policies’ based on ISE Attributes (SGT, Device-type and Endpoint Location)

Security Groups
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

J/ Edit  obAdd | @almport @ Export v | Y Delete v | (@)Push

Icon | Name  SGT(Dec/Hex) | Description
a £ Auditors 221/00DD Auditor Users Security Group
O [ svop 222/00DE BYOD Device Security Group
O % Contractors 223/00 Contractor Users Security Group
a £ Developers 224/00E Developer Users Security Group
O Development_Servers 301/012D Development Servers Security Group
O % Employees 235/00EB Employee Security Group
a £ Guests 401/0191 Guest Users Security Group
() O @ Network_Services 3/0003 Network Services Security Group
o
) Add Rule 2%
X
o
Name ! | E Enabled Insert !below rule v [4
Action |+ Allow M ae D
Available Attributes & Available Metadata € Selected Source Metadata (0)
|4 Search by name or value | |»4, Search by name or value any
NGIPS / i secitygoupTes, o d @ Audiors B
& Device type ‘ BYOD
ASA + Flre power 20 Location IP &' Contractors = TR
‘ Developers ﬁRul_Ev_l

‘ Development_Servers

‘ Employees
‘ Guests \
‘ Network_Services Add a Location IP Address I [ Add ]

i S L T~ —

[<]




Rapid Threat Containment with Firepower
Management Center and ISE

o~

e .
/‘F\ \“s‘r
5 » & -

S

- &




Rapid Threat Containment with Firepower
Management Center and ISE




Authorization Policy in ISE using T

.L_i S ~ /1 CIsCO
uarantine service
Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order.
|First Matched Rule Applie . . . .
Quarantine state as one of the conditions Quarantine definition in ISE
» Exceptions (0)
Standard
Status  Rule Name Conditions (identity groups and other conditions) Perrmissions
EPS-Quarantine-WIRELESS Session:EPSStatus EQUALS Quarantine Radius:NAS-Port-Type WIRELESS-AUTHZ,QUARANTINE Edit
EQUALS Wireless - IEEE 802.11
EPS-Quarantine-WIRED Session:EPSStatus EQUALS Quarantine 410 Radius:NAS-Port-Type WIRED-AUTHZ WIRELESS-AUTHZ-QUARANTINE
EQUALS Ethernet
AP-CAP3702 Cisco-AIR-CAP-3702 WIRED-AUTHZ-AP Edit
DOT1X-WIRELESS Wireless_802,1X WIRELESS-AUTHZ-ALLOW-ALL Edit
DOT1X-WIRED Wired_802.1X WIRED-AUTHZ-ALLOW-ALL Edit
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Context based ‘Web filtering’

With Cisco Web Security Appliance (WSA) and Identity Service Engine (ISE)

Who: Doctor
What: Laptop
Where: Office

Who: Guest
What: iPad
Where: Office

RADIUS

m@ Enterprise
Backbone

Iy
CISCO

Security
Appliance
Policies
Order| Group ‘ S;c::?z(;l:natgd URL Filtering | Applications | Objects éggjtﬂaatli::re A
1 | & Doctors (global policy) Sl'gr‘;’:;o: 78 I\Blllgr?::;::()%? (global policy) | (global policy)
""" 2 |0 DoctorsBYOD | (gobalpoicy | Bk [Boki 10 lnnnoiy) | (gobalpolicy)
""" 3 |3 Guests | (gobalpolicy) | DG T [ Blookt0 f i poicy) | (globalpoicy)

Global Policies

Monitor: 78

No blocked items | Monitor: 79

Monitor: 367

Monitor: 367

No Blocked Items

Web Reputation Enabled
Anti-Malware Scanning: Enabled




Secure cloud access Al

: : CISCO
Context enables Single-Sign-On (SSO) and role-based access
Situational,
I__ﬁl Cisco ISE = Username NEt'Q and
<0 L EMP_CORP " IPaddress Secureauth
. @ _ = MAC Address
= Device-type
; = Posture
- / = Security Group Tag

7] ) &
Single Sign On __- Q APP
- Employee (No additional authentication, iDP .

DP Cloud
consumes pXGrid data) ' l
Cloud Access
Policy

@ EMP_BYOD *  Single login to the network, cloud access without authentication.
* Differentiated cloud access, based on contextual data sent over SAML




Agenda cisco

 |ISE 2.0 and 2.1 introduction
e Threat Centric NAC
- pxGrid update

» Device Admin (TACACS+)
CISCOSEC



Same ISE for ‘Network Device” Administration .

CIsCO

Feature Highlight TACACS+ Device Administration

l-__l Customers can now use Terminal Access Role-based access control Security Admin Team

_Dj_ Controller Access Control System

(TACACS) with ISE to simplify device ‘
administration and enhance security

through flexible, granular control of access

to network devices. Il J Il i
o V] @ @
Borefis — Z
Benefits == ©-
= ] s
,@ Simplified, centralized device ? ? ? ?
administration
Increase security, compliancy,
auditing for a full range of
administration use cases
S-h Flexible, granular control Network Admin Team
Control and audit the configuration of
network devices Capabilities
¥ | Holistic, centralized visibility * Role-based access control
Get a compreheqsive v[ew . * Flow-based user experience
3 e RRIE RIS Ll L « Command level authorization with detailed logs for auditing

TACACS+ administrator work center ) o
Dedicated TACACS+ workcenter for network administrators

Support for core ACS5 features



TACACS+ I\/Iigration Tool cisco

T e e

Bat  Help
. . . Logged in as: acsadmin on ACS5: .lllulll-
Download Migration Tool from Overview Page e wise sesizen cisco
Migrabon | Settings
Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~Work Centers [ Bpotfronacs | [ ExportReportis) 1 | Current Runnirg Process: Export finished
» Network Access b GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture v Device Administration Migrated Objects Success  Warnings  Errors
~— @ NEIWOrk Levites au u u a
. - ) . . . . . &= |, Poicy Elements 49 9 0
~Overview b Identiies  User Identity Groups  Extld Sources  » Network Resources  Network Device Groups  » Policy Elements  Device Admin Policy Sets  Reports ~ Se e o 5 o
I
. ® Dato And Timo Conditicns 0 0 0
— @ Authorization Profiles 19 2 0
; : - : : -~ & Shel Profies 13 0 0
Introduction ® Device Administration Overview @ Command Sets N 13 0 0
. ® External Proxy Services 1] i} 0 =
TACACS Livelog - ® Network Access Services 4 z 0 =
= |, Access polices 1 [1] [1]
Deployment P G L' & M - & Polcy Groups 1 0 0 -
repare O LIve C
P [mtrem ] [ wetimeie) | [ rdocomsmient | [idisc ]
Authorization Roles Configure Devices Real-time Monitoril [ e oot fle. E
Consider the roles your organization needs to All the devices that will be controlled and View Livelog to monit{ ¥T-EventQueue-0 Opening export fie.... E
manage its devices. Create Authorization audited by TACACS device administration, } L0 Pty Ormae kst erlion e o Poboroums
Profiles and Command Sets to determine the should have TACACS secrets set. Auditing read 8 (ExportFepontiistenarimpl addCurrentObjectinto:191) - Accese poicies-Palicy Groups: In Poley Set DONOTEDIT:
. X . cation Policy: rue based - exported successfuly.
operations admins may perform. Examine reports 10 CH Lo policy Rule: 'DONOTEDIT: exported successfully.
Revice Administrators authorization is as int{ pionPolcy Rule: NAGIOS: exported successtly. I
Mig| 5-5. 8.1)7 s Who will perform device ki | m i
U administralon, whether internal or external, Clear Log Consde |
daXg and set default TACACS secrets for all should haye a common attribute or be assigned

netwo ffable group
Enable Deployment for TACACS Policy
To activate ISE Nodes for Device Create a policy within the policy sets for your

Administration, go to deployment Page. device administration service. Firstly, set the
authentication policy to select the identity stores
that contain the device administrators.
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Thank you

Gyorgy Acs
Cisco Systems
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