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MR Series
Access Points
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Meraki APs

Indoor
APs
MR18
2 Stream Triple-Radio
802.11a/b/g/n
600 Mbit/s
Outdoor AP "
S
MR66
2 Stream Dual-Radio
802.11a/b/g/n

600 Mbit/s

MR26

3 Stream Triple-Radio
802.11a/b/g/n
900 Mbit/s

CISCO.

ﬁ MR32 MR34

2 Stream Triple-Radio

3 Stream Triple-Radio
802.11ac 802.11ac
1.2 Gbit/s 1.75 Gbit/s

MR72

2 Stream Triple-Radio
802.11ac
1.2 Gbit/s
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CISCO.

built in policies

Assign group policies by | Enabled: assign groug whitelist .

device type @ blocked Out-of-the-box security, manage
student-access ment and Ca,oaC/'ty for BYOD-re

Device type AR Actions ady deployments

cmna-test
[iPad Q| /padguests
Accounting Staff
iPad - employees
Bandwidth Abusers

Groups for device types

Add group policy for

»+ 802.1X, native Active Directory A&7|=

+ Group H# 23}
Ctat S5 2f, Active Directory 150 HM M7=
Layer 3-7 W3t 7|5, OfZ2|H0|M & [§IZ &g, VLAN Ef 2
SHHES AU 82 448 7t

19
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Description Service VLAN Services Actions

Print / Scan 30 Printers % || Scanners ®

Apple TV 97 AirPlay x

* Bonjour T2 EZ X| ¥

« 37} QI XHH| 7} EQ5lX| %S

« MR(S2 M 2H) ZHH| @ MX(E Q) ZHH|
ol HE&
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Layer 7 Egf|& & 0| & f cisco’

Traffic shaping rules

Shape traffic | Shape traffic on this SSID =

Rule #1

N ET F I. I X : Definition

This rule will be enforcad on traffi

Netflix » Add +

matching any of thesa expressions.

Bandwidth limit | Choose a limit... 3|
500 Kbps detais
_@_
PCP / DSCP tagging Do not set PCP tag /| Do not set DSCPtag |
Rule #2
Definition

- } ) WebEx »x Add +
This rule will ba enforced on traffic

matching any of thesa expressions.

Bandwidth limit | Choose a limit... s |
2 Mbps details
PCP / DSCP tagging Do not set PCP tag £ 7 (WMM Voice) aal

Add a new shaping rule

ufotat layer 7 0] 5 |48 HE 75

|70
cl#lo] Mol tHHF2 X2, 58 o Scl7o|i2 U9 = =7
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A=Al MR32

. 2 stream 2x2 802.11ac * Full operation on 802.3af power

« 1.2Gbps for General Purpose indoor use

* Triple-radio design
« Dedicated Air Marshal & RF scanning



. 2 stream 2x2 802.11ac Outdoor AP

« 1.2Gbps for High Performance outdoor use

* Triple-radio design
 Dedicated Air Marshal & RF scanning
. - Full operation on 802.3af power

« External antennae for maximum flexibility
* Avail. US/CAN/EU/ANZ: January 2015



All New External Antennae

Omni Semi-Directional Patch Directional Sector

O O O




External Antennae;

Omni

O

Wide Coverage
Large Spaces

Open Areas
90
120 60
150/ /° N \30
/‘ "'-\
180 |1 - 0
| | 20 10 O 19
\ / /iab)
210N, N\, /" /330
240 | 300
270

Semi-Directional Patch

O

Outdoor Patios
Warehouses
Theaters
Arenas/Conferences

90

150 — 2 ey

180/ e [ 40

150 ] </ 30

Phi = 180
120 ™ | -~ 60

Directional Sector

O

LR Point-to-Point
Sectored Arrays

Warehouses
Stadiums
90
120 | 60
150 Ve 2 N30
\
180 2:>k ----- ~0 T
&[5 2010 IO,
\.
210 \. /330
240 ] 300

270
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Ar77FAFAL- BLE | Beacons ; WIF

BLE(Bluetooth Low Energy)2t HF™ &S

AEoHe ER2EA BE

—-fre AL KNE0| KHEH: smartphones, headsets,
fitness trackers, etc.

Beacon 2 BLE 7|&<S AFRSIA QX| 7|tt

MH| A2 Xt ERfE, BH Y HAHA S5 13, (%)
b5t ot 2R EA HE .
—iBeacon 2 Oj=A}°| BLE E&|0|E O3 (

WiFi Beacon signal 2 FMzi EH2H0| APE .
X200 AIRSH= AlS o] HEA

MR32, MR72: Integrated Bluetooth to drive location trends



BLE Beacon2| =4t B e cisco

00000 T-Mobil... T

1 —

010 .
011010101110110 - _
11010001001001001 "
100101011001111

100 — —

1

Information

fin some

%
>\\ > slide to
N

9

=210

1. AP deployed in contextual area, configured as specific Bea App hears Beacon, alerts on lockscreen.

con. User launches app for location-related engagement.
2. User with context-aware mobile app walks by Beacon locat 5. (Optional) App communicates with backend systems for dy
ion. namic content or analytics.

> w



CISCO.

Better consumer experienc Seamless deployment by i
e with opt-in mobile app | ntegrating Beacons into th
ntegration e AP

11:18 PM

Mission Bay Pizzeria

Mission Bay Pizzeria 4m agc
Your order is ready! Please proceed to the
pick-up window.




CISCO.

Track Beacon-tagged assets Seamless site-wide deploy Increased administrative vi
with Bluetooth scanning an ment with Bluetooth integ sibility with both WiFi and
d location estimation rated into the AP Bluetooth inventory built-i

N
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December 2013 March July December 2014

O Enterprise features driven by deal demand

© Innovative features that redefine the industry standard
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- Y T H1 - XIS RF X X3}
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Air Marshal™ wIPS X| &l — (CMX Location Analytics
— HOMO| X|QE|= HAE QAMA — Meraki MDM T} O =
— 802.1x / Active Directory 915 X| & - X}= C|HFO|A QA
— WIPS £ I3t HEo| B M — O = C|H}O|A X| & (Bonjour Gateway)
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MS Series
Switches

alvaln
cisco

cisco
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CISCO.

AR X|EH/AE 22X X|™H/X|A/A2HAUT A/ SE Layer 3 Fiber Switches
- o
MS420-24/4
MS220-8 MS220-24/48 /

. ‘ . * 4 x Gig SFP Uplink « All 10 Gb SFP+ Ports

. éégl{q SOF;UpImk » 24/48 Gig Port, PoE+ e« 24/48 Port, POE+

. 20 Gbl s Switching Capacit « External RPS + Hot Swappable Redundant Power, FRU Fans

. g -apactly » 104 Gbps Switching Capacity * 960 Gbps Switching Capacity

MEE X|H /oA / QE{ZEO|=

176 Gbps Switching Capacity

24/48 Port, Full PoE+ & All 10Gb SFP+ Uplinks
g -_
) | - = /

Feature Rich °

(Layer 3 OSPF, Virtual Stacking, Packet C
apture, AVC)

—eHot Swappable Redundant Pow
er Supplies




CISCO.

— — O
- O|=2|A 0], ArEX}, HHIE MO 75 - 37t 2E4/70|= 20|l i
- ZE| AO|E &t - StESo 28 EQ8ET
- QE{ZZ2lo|=2 HOQIA - 2} & 1} Redundancy
— 802.1x / Active Directory 915 — Route Redundancy (VRRP)
— PCI1.0 and HIPAA 22t Q1= — Dynamic Routing Protocols (OSPF) X| &

— Two-factor Authentication — DHCP Failover, Relay, Servers

— Access Control Lists X| 2

. o{Z2|70|H 7LA| Mt Hlof A AN ET L ¥
— Deep Packet Inspection - XI=s 24x7 BL|EE
- D Z2AHA AT - AEIHsT e
- SERE 7|8 Al LA - AF Aol H2E 7|5

- &d(Voice) =M=}



MX Series
Security
Appliances




Meraki 22t X| = f cisco.

1S

A ammiE mel® mTH
/1 MX64 MX64W MX80 MX100
e 5 Users e 25 Users e 25 Users « 100 Users * 500 Users
* 4 x GbE (1 WAN) - 5xGbE (Upto 2 WAN) * 5 x GbE (Upto 2 WAN) * 5x GDbE (Upto 2 WAN) * 8x GDbE (Upto 2 WAN)

2 x GbE (SFP)

802.11ac Wifi (3x3 Du 1 TB SATA WAN Op Stora
1 TB SATA WAN Op

al Band) ge

802.11n Wifi (3x3 Dual Band)

K| ™=/ XA/ A A M T A /B A (Concentrator)
8 x GbE;8 x GbE(SFP)

8 x GbE:8 x GOE(SFP) Dual Redundant Power Supplies 4 x 10GbE(SFP+)
[ 2000 Users 10000 Users T
i' ‘l ===
\\. (V\/AN Optimization, Application Firesall, MX6OO
1 TB SATA WAN Optimization Storag\eAX4OO Auto VPN,AVC etc...) 4 TB RAID WAN Optimization Storage

I
CISCO . TOMORROW starts harg



CISCO.

“Intelligent WAN" (IWAN) Is a collection of Cisco technologies and products that enable transport independence, intelligent
path control, application optimization, and secure connectivity for multi-site deployments.

e

Vonie s
Transport
Independence

+ |Psec overlay (Auto VPN)
Scalable (cloud architecture)
+ Traffic distribution over

multiple pathways (Internet,
cellular, MPLS)

Clanis o - for o wank TR || AMTE | TH oyl
mama| J ||. . | ! AL A . I-
Hlh S | R | N
L0 JVILJU T 1) T
e LML r Al LA If
= (S R P
fppicatane catais
]
i Beaipion [T Nimge e Ouepus
Mg $TIFS - FHTE - (T —
* Ol - i v s o T E ] =
e anm Y - -
"\:ﬂm = e afn WD @ s
* e oy L ] o
Vs weh N LT
e [ T
»»»»»»»»»

Optimization

* App visibility & control (Meraki
dashboard, group-based
policies, traffic analytics)

+ Application QoS & bandwidth
optimization (Traffic shaping)

Network dets for 12hours - i from Jen T3 SBE2 PST to Jan 58 D2 PST

L 1 1 [ 1 1 1]
a0 x=u

omw oox =n M

Intelligent Path
Control

Uplink chosen by link latency,
data loss, etc. (PfR, aka
performance-based routing)

Uplink assigned by traffic
protocol, subnet, source,
destination, etc. (PbR, aka
policy-based routing)

Secure
Connectivity

* |ntuitive, automatic,

scalable VPN solution to
connect remote branch
sites (Auto VPN)



OpEXx savings:
* Use low-cost Internet
- Maintain MPLS-like reliability

Improved bandwidth:

l
- E:‘  “Internet as WAN" offers cheaper bandwidth
internet [EAAAAL NN NN - Application control
g + Uplinks intelligently assigned

Branch edge

Ease of deployment, ease of use:

Increasing WAN costs over MPLS * Deep visibility and control
Bandwidth congestion » Highly scalable architecture
Complexity « Secure connectivity



Deep dive: Penn Mutual
saves $858K

Projects / Pain Points:

* Implement a BYOD platform at 50 remote sites
« Managed Service Provider & MPLS costs

Solution:
+ Complete Meraki Stack: MR, MS, MX
+ Phase off MPLS to Broadband

Business Outcomes:
+ Reduced Telco Spend by 40%
« Single platform in branch improved IT efficiency

Projected Costs for Legacy 3-Year WAN Run Rate

Internet Connectivity (3 years) $2,016,000

Traditional T1 VPB hub-and-spoke model x 45 $582,000 / year
sites (1.544-4.632Mbps Ethernet)

WAN at HQ & DR (45Mbps x 2) $90,000 / year
Content Management (3 years) $153,000
Content filtering software $51,000 / year
Maintenance $24,750
Hardware security appliance $8,250 / year
Total Spend (3 years) $2,193,750

Projected 3-Year Costs with Meraki (Incl. Rip & Replace)

Internet Connectivity (3 years) $673,495

HQ + 37 branches (50Mbps DSL broadband) $212,040 / year
WAN Management vendor (one-time setup) $37,375

Meraki Hardware & Licensing $599,141

MX, MS, & MR x 41 branches $382,896
Content Management Included
Wireless installation (one-time setup) $62,257

26 branches wired for MR

Total Spend (3 years) $1,334,893
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- Y HF - Auto VPN
— HE AX| TS - Xt ¢lA IPSec VPN
— O|Z2|A0|M, AFE X} &H|E MO 7t - FOotHE Fd0 M HE
~ QHE| A}O|E 2tZ - Al= VPN Lt2t0lH AX™

- WAN Z| X3} - O{E2|AH0|M QA Firewall
- WAN F7F ef= 7|= — Layer 7 Classification and Control
— X9 EFX| QIR

- ZZEZY XMz X & Sh=l=
— Universal Data Store with De-Duplication — ID Sl AH| Q1A HOL J| =

EEIE.la

- Failover and High Availability - ZAHIE SHY
- 3G/MAGCHERI X 7€ €83 - D7|gEHHY YA

o
— SafeSearch A& 2% 7S ot O[O H H| O] A

=

—  Warm Spare Failover
- Ats 2EFRE 7R AL EH0|E

— Datacenter High Availability



Meraki Systems
Manager

Reminders

iTunes

Clock

App Store Game C

MDM &5H

——

enter

i
CISCO.

Finder File Edit View Go Window Help




OF

Systems Manager trHE

CISCO.

Client details | & Refresh details | Edit details Approximate location @ | | & Refiesh location
Map Name Seoul. [Kg[eao{)guuth) {via IP_updated 13 minutes ago)
Model SM-G906S T Map | Saeliie |
Remote deskiop Serial: R3I9FI0BEMY N B Elis L
Tags: recently-added ale > o e
Event log Auto tags: Android devices ;) 4
il
Saftware Charge =
Owner: Set an owner
Command line ng =
0s ne .
STz Version: Android 5.0.1
MDM Security
Encryption: Block-level capable
Configure Passcode: Nat present
Rooted?: No _
Organization
Management 3
Help Settings: up-to-date HBHEEE
Apps: up-to-date
Supenised: - o
Enrollment date: 15:39 Feb 3 2015 = hey
%
Storage B
Device storage: 14.2 GB/25.8 GB -
Istorage/emulated/0: 14.2 GB / 25.6 GB SEONY-taerg T4-gif
Network
LAN IP: 10.217.154.151
Public IP: 223.62.204.20
WiFi MAC: 10:92:66:
Bluetooth Fvlﬁ_«C 10:92:66: 1z G-cfara T2-i
Carrier: -
Feb 03, 2015 test prof Yes Yes Reinstall
Apps & Refresh app list Search... 157 apps
Installed
Discover date v Name Vendor Version App size App data Managed? Status Actions
Mar 22, 2015 Exploration Lite Unknown 1030306 4.5MB 3520 KB - Installed -
Mar 21, 2015 Linkedin Unknown 132 349 MB 201 MB - Installed -
Mar 21, 2015 Linkedin Unknown 132 34.9MB 4.5MB - Installed -
Mar 21, 2015 pTorrent Unknown 181 254 MB 54 MB - Installed -
Mar 21, 2015 WTorrent Unknown 181 254 MB 54 MB - Installed -
Mar 21, 2015 KMZoIH Unknown 1142 38.1MB 5.2MB = Installed =
Mar 21, 2015 KMZdoIH Unknown 1142 381 MB 5.2MB - Installed -
Mar 21, 2015 DHIZ LUFEH|(1SP) Unknown 19 45.5 MB 9.3 MB - Installed -
Mar 21, 2015 et ZEFEH|(1SP) Unknown 1139 455 MB 9.3 MB - Installed -
Mar 21, 2015 SimCity Unknown 1002027 295 MB 700.0 KB - Installed -
10 - results per page («J1121314|5(6(718]..115[16[>]
Event log Mar 25 20:31 KST to Mar 26 20:31 KST

I
CISCO . TOMORROW starts harg



Meraki f il

oFXIZ= 74| A7 AT EQ 0] M| ChOF M XA MR

Add a New iOS App

Dictionary| (

Title Vendor Version
O~ Dictionary Farlex, Inc. 3.2.1
a‘c'.' Dictionary.com Dictionary.com, LLC 2.4

SAT Dict nar corn LLC

Emergency call

D b T amazon B, ol =

iOS i and301>  ER Windows  OS X

71 HELKa HA XpAE 2H2) SlA ER{E #E 9 AMY| X2
[=] —T [ — = = — =2 Tro X = [
= WiFi [ on @)
Erase Device
@ VPN [ on @) ot
Client list  sep 13 11:08 POTto Sep 14 11:08 POT
% ActiveSync [ on @)
b isonline 188 matches in 329 Downioad as CSV Are you sure you want to erase this device?
~ This operation cannot be stopped or undone.
Account Name Cisco Mail § St Modd 08 Comnectivty Enolioot Dta ¥ sqig) * P PP
Exchange host mail.cisco.com 4 — -
2 Nenis Q
Prevent move ) Cancel Erase
3 s ez —— .
Past days to sync mail Automatic % ‘4 VacBock Pro 08 X108 [ ] — @
5 Vackock Pro 0SX 1081 8
& Use only in Mail 2
o R 5 TheiPat 20 Wo P, 801 B 111 Sep06 1639 )
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Web caching
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Cloud : Simplified, anytime
anywhere Management

Comply : PCI Compliance
Verification

Analyze: Guests, Employees,
applications and behavior

Purchase : Mobile Pay
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Optimize : Operations

Protect: Mission Critical

Applications and Device
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Respond: Live Tools
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