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Your PC is blocked due to at least one of the reasons specified below,

You hawve been walating Copyiaght and Related Rights Law (Video, Music, Software) and ilegally
wing or distributing cogyrighted content, thus nfringing Article [, Secton 8, Clause 8, alio
krown a4 the Copyright of the Crimingl Code of United States af America.

1
Artiche 1, Section 8, Clause 8 of the Cnminal Code provides for a fire of two 0 frve hundred "ﬂ :l F-"GHE*,I'PEIH
el wages of & deparvabon of Boerty Tor twe 1o eght years,

You have bids wiwing of detnbuting profabeted Pormagrapte content (Chald PomafZochha and

atc). This vielating artacle 202 of the Crniminal Code of United States of America. Articls 2032 of Coda: Sum

the Crminal Code provides for a deprivation of liberty for four to twekee years. |'[l:I$ |
w

Illegal access has been initiated from your PC withowt your knowledge or consent, your PC may

b ifectad by malware, this you te violaling the law On Neglactful Use of Pemcnal Computer, |- 3 || 4
Artiche 210 of the Criminal Code provides for a fine of up to $100,000 andior a deprivation of

liberty for four 1o nine years.

Pay MoneyPak
Pursuant B0 the amendmént te the Crimnal Code of United States of Amenca of May 28, 2011,

this Law infingemant (if it is nol repeated - first bma) may be conssderad as condional in case
vou pay the fne to the State.

51| 8 / 4 3 a

Where 1 can by MoneyPak?

Fings may onby be paid within 72 hours after the infringement. As soon as 72 howrs elapse, the
possiballity to pay the firg expires, and a criminal case is mitkated against you automatcaly

wathin tha st 72 hours) i?! CVS pharmacy | RITE |
: anm i ]
To unblock the computer, you must pay the fine through MoneyPak Walmart K
of 100% ey e i . 3
mar

How do [ undock computer using the MoneyPak ¢ MW&J’

1. Faad a retail locabion Rear you.
2. Look for a MongyPak in the prepaid section. Take it to tha cashier and load it with cash, A

garhds fea of p 1o $4.95 will 3p0ly. FRAUD ALERT: Uss Mo Pk e E
3. To pay fine, you should enter the digits MoneyPak resulting code in the payrsent foom and mmm&j
press Pay MonayPai, MoneyPak and Linded States
Justice. B anyone el ks for :
number? 5 ascam pets
‘Whin you pay the fing, your PC will gt unlockoed in 1 bo 48 hours after the money & put nbo O NN, ‘“wblﬂf
the State's account, o back,

Ini case an emor cocurs, you'll have to sand the code by email fine@fbigoe [ Do not forged to
specify IP address )
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Message | Irvoice74531951 doc (44 KB)

Dear Sir/Madam,

I trust this email finds you well,

Please see attached file regarding clients recent bill. should you need further assistances lease feel free to email us.
Best Regards,

Barrett Gallagher
Community Health Systems, Inc. www.chs.net
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18 February 2015

MC-000068-MW

Please contact the FBI with
any questions related to this
FLASH Report at either your
local Cyber Task Force or
FBI CYWATCH.

Email;
cywatch@ic.fbi.gov

Phone:
1-855-292-3937

Local Field Offices:
www.fbi.gov/contact-us/field

8: B3 SamSam.exe iEZA1E R EI— FBI FLASH $R&545%E

FBI Liaison Alert System

This product is released at . The information in this product is
useful for the awareness of all participating organizations, as well as with
peers within the broader community or sector. Recipients may share this
information with peers and partner organizations within their sector or
community, but not via publicly accessible channels.

The FBI is providing the following information with high confidence:
Summary

The threat of ransomware continues to grow due to the relative availabil
of necessary tools, as well as the potential for extorting large sums of
money. Modern ransomware uses strong encryption to render victims’ fi
unreadable until the attackers are paid, often in Bitcoin, and release the
encryption keys. In a new scheme, cyber criminals attempt to infect whao
networks with ransomware and use persistent access to locate and delet
network backups.

Technical Details

The FBIis providing indicators regarding businesses that were recently
infected with a ransomware variant known as MSIL/Samas.A (a.k.a.
Gen.Variant.Kazy or RDN/Ransom). Many of the executables and tools use
in this intrusion are available for free through Windows or open source
projects. The malware encrypts most file types with RSA-2048. In additic
the actor(s) attempt to manually locate and delete network backups. Th
FBI is distributing these indicators to enable network defense activities and
reduce the risk of similar attacks in the future.
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