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Monthly Statement

Date Time

01/06/2013 02:06PM
01/06/2013 02:13PM
01/06/2013 02:14PM
01/06/2013 02:19PM
01/06/2013 02:35PM
01/06/2013 03:59PM
01/06/2013 04:00PM
01/06/2013 05:46PM
01/06/2013 06:23PM
01/06/2013 07:42PM

01/06/2013 07:47PM

Number Called

678-936-2247

678-617-6151

678-617-7783

678-617-7783

678-997-8365

678-617-6151

678-617-6151

678-617-6151

678-997-8365

678-617-6151

678-617-7783

Min

C

Airtime
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Flow Record

LD/Add’l Charge

Feature Total Charge T e 1 ephone B i 1 1
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Network As A
Sensor (NaaS)
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|

) 2 )

€= > *# Concurrent flows received
e Packets per second ¢Rate of connection
k — *Bits per second resets
‘*’ *New flows created <«Duration of the
@ e Number of SYNs sent flow
tinr B Tixact ey O i e

\ / Q\Iumber of SYNs /
Collect & Analvze Flows Establish Baseline of
‘ Anomaly detected in Behaviors

host behavior
threshold
threshold threshold
.‘. . ‘ . .‘. . “. . ‘ “ ‘ ‘ ‘ ‘ o thresheld . .t ‘. ‘ .‘. ‘ ‘ " nom
Critical Exchange Server Web Servers Marketing
Servers

Alarm on Anomalies & Changes in Behavior
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/= > ALY *erﬁ
AT R A =
Detect Behavioral Change SRle Sccurity Events (94 +)

Alarm Category

Response

E l:’ . Addr Scan Recon AlarmTable
= — Bad Flag C&C Host Snapshot
g FLOWS WW . Beaconing Host Exploitation Email

Bot Infected Host - Successfu Data Hoarding Syslog/ SIEM

= Brute Force Login Exfiltration Mitigation

Fake Application Policy

Flow Denied Violation

ICMP Flood DDoS Target

Max Flows Initiated

Max Flows Served

Suspect Quiet Long Flow

Suspect Data Loss

SYN Flood

UDP Received-:-

(+255 custom defined events)
IR RE G, WIATADT R, “2aFfE” . e Bodl s i
TORIFZR B — M B3R, KRR S H sdE s 206 LT 9.
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Cyber Threat Defense fEE# /7 & LancopeH A4 2H

STEALTH
a0

Note: Arrow indicates direction StealthWatch Web
Interface

of traffic flow initiation
(Client to Server)

HTTPS FlowSensor:
(TCP/443)

StealthWatch EID,LTJJ‘E)]F_&:_Netflow
Management Console m

R HTTPS (TCP/443)

HTTPS FlowReplicator:
(TCP/443)

HTTPS \
(TCP/443)
NTP (UDP/123) < @ isco ISE

d
(UDP 2/1\5\13)
h

ISEWeb |'% |
Interface

StealthWatch m E'I-’DJ‘ E ﬂ:ﬂ]Netf10W1§l%\

FlowCollector I

FlowCol lector:
IRE S HiNetflowlER

Console: EB{EH|&S

Netflow
(UDPA2055)

NetFlow

(Unzzgois;‘g

NetFlow
(UDP/2055)

""""—'aa-
S

Optional:
NetFlow StealthWatch
Generators FlowReplicator StealthWatch FlowSensor

Ne twork Traffic
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FlowCollector ¥ - pAniUib2

Deploy FlowCollectors regionally to
reduce NetFlow data plane overhead on

the network

StealthWatch
Management Console

? — —
StealthWatch StealthWatch f
FlowColilector FlowCollector StealthWatch

X FlowCgllector
1

Devices Network

D

NetFlow Device (s)

D

NetFlow Device(s) NetFlow Device(s)
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FlowCollector ¥ - £z

StealthWatch
Management Console

1

&=
— — .
W

Ste al?\Watch
FlowCoflector

Devices Network

[S2)
l NetFlow Device(s)
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* Allows a single FlowCollector to act as the
analysis engine for all traffic

e Enables a single IP address to be the global
collection point

*» However, all flow traffic is destined to a
single datacenter
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lthWatch fif k7 S8 488
[ Access ) Dist/Core 4 Edge Management

%\ £E==3 - Collect, store and analyze
[ 5) NetFlow Records
&)

P!
—t
@)
Qo

Converged )

B

Catalyst® 3850- LU
Access Point X Stack

yaue.d

r WSA with CWS
m redirect o .
‘ : SSitléthgN StealthWatch
i Flow Collector

Access P0|n\f\ 'O @ W
N
—

Conv erged
Access

N

sndwen

(@)
Q

g
<

w

3
N
(&)1
o
o

FirePOWER “‘ “

StealthWatch
Flow Sensor

Real-time data correlation,

4 B e
/ SMD \ traffic visualization and
R

consolidated reporting

Catalyst® Catalyst®

6800 6800 .

>
StealthWatch
Remote Management
Access J Console

Catalyst® 4500

J \

XPDO C

NetFlow Capable
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« Network slow
o BRI R EE N IPRYE.

Identity and Device Table =

¥ Filter @& Domain : Lancope
o IS SE (
de and Device Table ecord =N
Start Active Time ™2 | End Active Time ™2 | User Name Host * ost Groups % | MAC Address % Device Type + | Domain Name % |Network Access Device ¥ | Network Access Interface + | Security Group %
May 6, 2012 10:53:13 PM current jl Ich 2.1; local Atfenta, Desktops, |00:0e:0c:al:05:48 | Windows7-Workstation LC lchggwol.lancope.local GigabitEthernet4/7
(3 days 17 hours 8 (P 3_83) irtual Desktop | (Intel Corporation) (- _0_1)
minutes ago})
May 6, 2012 10:53:13 PM Current jbuchanan)| . 3.53 Atfhnta, Sales and |d4:be:d9:0b:87:4e | Windows7-Workstation LC lchggw01.lancope.local GigabitEthernet4/6
(3 days 17 hours 8 Marketing, (Dell Inc) - 0.1)
minutes ago) Desktops
May 6, 2012 10:53:132 PM Current jbuchanan)| Wl 3.5 Atfhnta, Sales and | 64:80:99:4b:28:fc | Windows7-Workstation LC lchggw01.lancope.local GigabitEthernet4/4
(3 days 17 hours 8 Marketing, (Intel Corporation)  ———_.0.1)
minutes ago) Desktops
May 6, 2012 10:53:13 PM Current jbuchanan)| jbuchanan-d2.lancope.local | Atfhnta, Sales and | 3c:43:8e:38:73:ch Android LC lchggw01l.lancope.local GigabitEthernet4/5
(3 days 17 hours 8 (W .3.04) Marketing, (Motorola {—_0.1)
minutes ago) k J Desktops Mobility, Inc.}
> 4
©2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 21



Best Practices — Analyzing Flows

Network slow

- BEEROREARELH

Identity and Device Table x -3 83 <

4 &
[l Identification | [ alarms | [ security | [t CI Events | [ Top Active Flows | || Identity, DHCP & Host Not || Exporter Interfaces
e erface e d =N
Appliance - Exporter - Interface - Description - Confidence (%) -
FlowCollectorol lchqgwiol.lancope.local Viani Desktops 100
(R .0.40) (. 0.1)
erface eeing as a e A 6 re d =N
Exporter - Exporter Type - Interface - Direction Current Utilization T Current Traffic (bps) T
FlowSensor-Ninjanet FlowSensor ath3 Inbound 0.61% |:t| 6.12M| =
(—_3.112)
FlowSensor-Core0l FlowSensor ath3 Inbound 0.550% ﬂ:l] 5.5M| =
(.. 1.163)
lchggwol.lancope.local Exporter viani Qutbound 0.44% |:|:t| 4.37M
{0 _1)
Ichggwe01.lancope.local Exporter Vianl Inbound 0.25% D:D 2.46M| _
Interfaces Seeing This Host as a Destination in Active Flows - 8 records

Exporter -

1

Exporter Type Interface = Direction Current Utilization = Current Traffic (bps) s
lchqgwi1l.lancope.local Exporter Vian202 Cutbound 0.83% [l:[] 8.33M
(—_0_1)

FlowSensor-Minjanet FlowSensor eth3 Inbound 0.61% |:[:| 6.12M
(—_2.112)

FlowSensor-Coredl FlowSensor eth3 Inbound 0.55% ﬂ:[] 5.5M
(il 1.163)

PR P L alacal, ePon e, Expostor Vagd,

©2013-2014 Cisco and/or its affiliates. All rights reserved.
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Best Practices — Analyzing Flows

« Network slow

- INREFFEORELE, EFHTopActve Flows.
High SRT (Server Response Time) = Server Issue
High RTT (Round Trip Time)= Network/HostIssue

Identity and Device Table X - 3 83 < 4 B

¥ Filter & Domain : Lancope Time : Today
& Ho : 3 “ -
1] Identification | |/[] Alarms | [[1] Security | [[]| CI Evalhits | | || Top Active Flows Identity, DHCF & Host Notes| ||1] Exporter Interfaces |
Most Recent Flows - 25 records B Flow Tahle ' Zh
Start Active Time T3 | This H... ¥ | Connected To ¥ | Connected ... ¥ | Protocol *!| Service ¥ |Bytes Outb...¥ | Bytes Inb... ¥ |Average .../l RTT Average * | SRT Average + \
Feb 22, 2012 11:18:24 AM Client e 0. 23 Atlanta tcp http 6.55k 26.17k 134.00k 1ms ims| =~
(1 minute 21s ago) il
Feb 17, 2012 8:44:50 AM Client 162.230 SG Public, BC tcp https 57.72M 2.49G 49 96k ims ims
5 days 2 hours 34 minutes ago) webserver
Feb 22, 2012 11:16:52 AM Client s 71.83 United States tcp http 80.43k 248.2k 28.96k 4ms 2ms
(2 minutes 53s ago)
Feb 22, 2012 11:18:29 AM Client v 234.66 United States tcp http 964 1.85k 22 .96k 80ms 371ms
(1 minute 165 ago) =
Feb 22, 2012 11:16:52 AM Client - 162.8 United States tcp http 47.21k 31.33k 0.9k ams 2ms
(2 minutes 53s ago)
Feb 22, 2012 11:18:29 AM Client » 237.212 United States tcp http: 2.15k 3.13k 3.90k 18ms 1ims
(1 minute 16s ago)
Feb 17, 2012 8:45:00 AM Client ——13.133 United States tcp http 134.62M 37.89M 3.48k 23ms 3ms
5 days 2 hours 34 minutes ago)
eh 22, 11;17:04 A Llient 3.35 United States, tcp _hitp 975k 48,56k 2.8& P

©2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 23
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-,
‘ 5. Concern index increased
Management R Suspicious network scanning activity alarms
Steal thWatch StealthWatch e — generated ),
" FlowCol Lector Management Console Cisco ISE

3

. Collection and analysis of —
NetFlow data J ﬂ 4__+m<_-_' ) \h—_.____
4.

Contextual information added to NetFlow

analysis
\
Infrastructure generates records of the
. activity using NetFlow |
Devices /

1. Infectedhost performs random pings and sweeps in the internal 1

network _J NetFlow Capable

©2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 24




R F3AT N

Concern Index Table

O
Summary -~ 9 records summarized into 9 records

Host Groups s |

number of suspicious events

Host ¢ | Cl | C1% vi|

High Concern Index indicates a significant

Suspicious network scanning
activity

O

Alarms Alerts

Desktops, Internal 3rd Party L

Managed Devices, By Location,
Trusted Internet Hosts, Flickr

SMS Servers, External IPs, By
Location, Flickr

WebEx.com, By Function, By
Location, Trusted Internet
Hosts, Flickr

Firewalls, By Location, PGP
Corp, Trusted Internet Hosts,
Flickr

Application Servers, By
Location, Flickr

WebEx.com, By Function, By
Location, Trusted Internet
Hosts, Flickr

Desktops, By Location, Trusted
Internet Hosts, Flickr

Servers, Atlanta, Internal 3rd
Party Managed Devices,
Trusted Internet Hosts, Flickr

By Location, PGP Corp, Trusted
Internet Hosts, Flickr

10.201.3.23 338,137,280 112.712>

(209.182.184.2)
10.202.1.122

2,328,268

10,875,454 109

(10.192.0.1)
209.182.176.42 2,539,292 79% N 1
1,083,341 76% N ]

(10.202.1.70)
g— 409,118 7S % [—]

(10.10.10.10)
188,988 63—

(10.201.0.1)

— 186,579 62—
(10.192.0.58)

TP Address/DNS name

©2013-2014 Cisco and/or its affiliates. All rights reserved.

776 [ High Concern Index, ICMP

Ping_Oversized_Packet

Excess_Servers, Ping,
TCP Scan. UDP Scan

Excess _Clients
Spoof

® Rejects
Ping_Oversized_Packet, Rejects

Flood
High Concern Index Ping, Ping_Oversized_Packer,
Ping_Scan
Rejects, Spoof

Rejects, UDP_Scan

Rejects, UDP_Scan

Suspect UDP Activity Rejects, UDP_Scan

UDP_Scan

Cisco Confidential 25



SN A A A S A A

.
l 5. Concern index increased Worm
Management ———— propagation Alarm generated J
. -
N StealthWatch StealthWatch
3. Collection and analysis of I FlowCollector anagenent: Console Cisco ISE
NetFlow data y M e — I 3
T 4. Contextual information added to
\ NetFlow analysis )

Initial Infection

-
Infrastructure generates records of the
activity using NetFlow

Devices

Secondary Infection

I . .
1. Infection propagates throughout the internal network as
attacker executes their objective NetFlow Capable

©2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 26




fard

W P 8 B AR AR 4

5\
J 5. Concern index increased Worm

Management ————— - propagation Alarm generated J

W .

N StealthWatch StealthWatch
. . | FlowCollector Management Console Cisco ISE
3. Collection and analysis of
NetFlow data — < - - B o "
—— -— Y i
g a m @ T 4. Contextual information added to
NetFlow analysis

\\ L g

Initial Infection P 1
e 2. Infrastructure generates records of the
. activity using NetFlow

Devices L v & J
Secondary Infection
Tertiary Infection

Infection propagates throughout the internal network as
attacker executes their objective ) NetFlow Capable

©2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 27
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] P 0 = R A 3

¥ Filter & Domain Time : February 1, 2012
& Host 10.40.10.254
| Identification M i Security ; a1 Lv:-n(s] | Top Active Flows ] i Identity, DHCP & Host Notes ! i Exporter Interface
Appliance s | Critical 2 | Major v |
FlowCollector0 1 50 9
IP Address (10.192.0.192)

Alarms - 21 records

Start Active Time v1| Alarm |
Feb 1, 2012 8:39:30 PM Worm Propagation |

(12 days 19 hours 27
i B i . minutes ago) | (Double-click for delails)
Alarm 1ndlcat1ng thlS hOSt tOUChedl eb 1,2012 7:40:00 PM New Flows Initiated 10.40.10.254 Observed 1.07k flows.

another host which then began (12 ‘:;:'Vli-“f:’"‘:)(;'o')‘i 26 Policy maximum allows up to 1k flows.
exhibiting the same suspicious ;

-
~

Details

Worm propagated from Source Host
using ms-rpc (135 tcp)

Source

' . \
Feb 1, 2012 7:39:30 PM Waorm Propagation 10.40.10.254 Worm propagated from Source Host
behavior (12 days 20 hours 27 using ms-rpc (135 /tcp)
— =0 (Double-click for detalls) ‘
g o o o Feb 1, 2012 6:40:00 PM New Flows Initiated 10.40.10.254 Observed 1.12K flows.
SUSDIClOUS aCthlty (12 days 21 hours 26 Policy maximum allows up to 1k flows
that triggered the alarm minutes ago) _
Feb 1, 2012 6:39:30 PM Worm Propagation 10.40.10.254 Worm propagated from Source Host
(12 days 21 hours 27 using ms-rpc (135/twep)
minutes ago) L ;4 (Double-click for details)
Feb 1, 2012 5:40:00 PM New Flows Initiated 10.40.10.254 Observed 1.04K fows.
(12 days 22 hours 26 Policy maximum allows up to 1k flows.
minutes ago)
©2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 28



& Domain ] Time : 14 days ago
& FlowCollector for NetFlow : FlowCollectorO1l (10.

£
L

9 subnets

9 subnets

Detal 3 records

Earliest Time = | Port = | Protocol i |
Feb 1, 2012 6:37:05 AM 135 wp
Feb 1, 2012 6:37:06 AM 135 o
Feb 1, 2012 6:37:06 AM 135 wp
©2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 29



RO A 8 B AR AR 3

M Addr_scan/tcp E
M Addr_Scanfudp
™ App_Fake jtcp
™ App_Fake/udp
& Domain : NinjaNet 1 Bad_Flag_aACK
& Host Group : Outside Hosts # Bad_Flag_all
s 13 d ized i ] Bad_Flag_NoFlg
ummary — records summarized i ™ Bad_Flag Rsrvd
Country id Host id Ci s Alerts = Client Services id # Bad_Flag_RST
70.46.194.122 . nw.nu 28,545,681 Excess_Clients, WMware-client, auth, bgp, dnstcp, finger, # Bad_Flag_SYN_FIN
United States WOX.Nnet Lbng_Ping., Mew_Host, ftp, h323, http, http-alt, https, imap4, E Bad Flag URG
Pirlg, Ping_Scan, Rejects, ipp, isakmp, kerberos, ms-rpc, ncp, —Flag_
TCP_Scan netbios-ss, nntp, pop, pop3s, rtsp, ] Bad_Flags
samba-web, slp, smb, smtp, ssh, tacacs, ™ Frag:First_Too_Short
telnet, time, unix-rpc, whois, wins, 17 ftcp. B
30/tcp, 199 ftcp, 256 /tcp g FFEQ'PE"CL‘E‘—?O—“}"Q
— Frag:Sizes_Differ
10-234-115-208|rev 7.226.510 Exless_Clients, TCP_Scan icqg, kazaa, mc-client, ms-rpc, rat, socks, E 9 -
United States erse.lstn.net 1032 /tcp, 1034 /tcp, 1036/tcp, 1042 /tcp Half_Open_Atack
|z a81-14-226-150|net 2,362,728 TCP_Scan smb ™ ICMP_Comm_aAdmin
Germany —htp.de ™ ICMP_Dest_Host_Admin
183.110.241.106 2,131,262 Exless_Clients, TCP_Scan UPnP, bittorrent, dc+ +, finger, h323, hup, ¥ ICMP_Dest_Host_Unk L
Korea, Republic Of ipp, irc, macromedia, ms-olap, ms-sms, E ICMP_Dest_MNet_admin
msn-im, mysgl, netmeeting, postgressql, E ICMP_Dest_Met_Unk
remote—-desktop, rsync, smtp, vnc, wbhem, E lood
xwindows, 655 /tcp, 730,/tcp, 1044 ficp, I-MP_Floo
3339/cp M ICMP_Frag_Meeded
7P| 86.12.142.61.broad.d 1,919,609 UDP_Scan sqgl-server M ICMP_Host_Precedence
China g.gd.dynamic.163¢c ata E ICMP_Host_Unreach
EOmEEn # ICMP_Host_Unreach_TOS
cﬁ-' 211.143.23.13 1,908,593 UDP_Scan sql-server ™ ICMP_Net_Unreach
na ™ ICMP_Net_Unreach_TOS
cma 211.141.79.26 31,052 UDP_Scan sqgl-server ™ ICMP_Port_Unreach
. ™ ICMP_Precedence_Cutoff
7P| 61.160.107.25 12,035 Ping_Scan
China ™ ICMP_Proto_Unreach
7| 58.221.28.142 9,018 [lew_Host, TCP_Scan 6239 /tcp, 14433 /tcp, 18530 /tcp, @ ICMP_5rc_Hos1_lsolated [
China 228627 /tcp
©2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 30
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Management (6 Concern Index increased 1
—————— Host Lock Violation alarm triggered

StealthWatch W Stealt?Wgtchl Ci ISE % <43 +
FlowCol Loctor anagement Console isco

-\- -

4. Collection and analysis of S —— ﬂ 4———»m4———- — ) i
NetFlow data ~~ 5. Contextual information added to
J L NetFlow analysis

2. Commands are sent in
return traffic

Infrastructure generates a record of the
communication using NetFlow

Thternal Network

1. Infected host opens l

connection from inside
NetFlow Capable
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far a2 54EH] (CnC) iHIE

Alarm indicating communication with IP Address

known BotNet Controllers

user name Policy that

triggered alarm

Alarm Table - 7 records

| W - Policy % | Start Active Time o | 2 | Source Host Groups © | Source Piser... & | _Target % | Target Host... @ Details
| b ] Inside Hosts  Jan 27, 2012 3:29:00 Host Lock ; L Zeus Botnet Rule #1 Suspicious Hosts Flow TO
™~ Violation z ¥ : Controllers, Source Host is using
(8 minutes 10s ago) [ ] United States htips (443 /1cp) as client
1o pw-in-1104.1100.net
| (Double-click for details)
] < Inside Mosts  Jan 27, zoxz 33200 | Mostlock | 10348518 Catch ANl T - — - Zeus Botnet Rule #1 Suspicious Hosts Flow TO
O violation - Conrotlers, O Source Host is using
(3 mlnnlot 10s ago) United States hup (80/tep) as client
to px ~In- noz.unoo.m
4]
(ooublo-clld( for details)
L 2 Inside Hosts  Jan 27, 2012 5:34:30 Zeus Botnet  Rule #1 SUSPICIOUS HOSTS FIOW TO
L) Controllers, Source Host is using
(2 minutes 40s ago) United States hups (443 /1cp) as client
to pz-in-199.10100.net
(A K .Y
(Double-click for details)
* Inside Hosts Jan 27,2012 %:85:30 Host Lock 10.34.85.20 Catch ANl — - i Zeus Rotnet Rule #1 Suspicious Hosts Flow TO
' M Violation a 1 Controllers, Source Host is using
(1 minute 40s ago) Co™ . ) United States hup (80/tep) as client
10 nuqO4s06 - ln ﬂ luoo net
[ )
(Double-click for details)
¥ ] Inside Hosts  Jan 27, 2012 3:37:00 Host Lock Zeus Botnet Rule #1 Suspicious Hosts Flow TO
Ll Vielation Controllers, Source Host is using
(10s ago) United States hitp (80/tep) as client
10 nuq04306-iIn-~f10.1e100.net
e ]
(Double-click for details)

©2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 32
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3.

Collection and analysis of o
NetFlow data

Management
StealthWatch M StealtlgWgtch le =
FlowCollector anagement L.onso.e

o - —

Suspect Data Loss Alarm triggered

|I'|

11

i\

|
1

11

o
(2]

\, A

Cisco ISE

Devices
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4. Contextual information added to NetFlow
analysis
-

-

. Infrastructure generates a record of the event using

NetFlow |
&

Infected host opens connection and exports
data

Ne tFlow Capable
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RINEACEPAPS

Alarm Type
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Cyber Threat Defense 2.0: Scalable Network Defence
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