
Song Li 

安全顾问工程师 

全方位的安全保护 
StealthWatch 解决方案介绍 
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 思科网络安全战略 

 StealthWatch解决方案介绍 

日程 



3 来源：《2012 年Verizo 数据泄露调查报告》 

秒 分钟 小时 天 周 月 年 

初始攻击至防御瘫痪 

防御瘫痪至数据外泄 

防御瘫痪至发现问题 

发现问题至修复漏洞
和恢复运行 

我们客户目前遇到的问题？ 

我们需要扩大防护时间 

我们需要缩短响应时间 



Cisco Confidential 4 © 2013-2014  Cisco and/or its affiliates. All rights reserved. 

安全设备一个不少 但遇到安全问题„„. 
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对于威胁 应该基于特征还是行为 
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网络基础平台其实可以为安全做出更多  

快速缓解 网络作为传感器 细粒度隔离 

减少横向移动  

加强动态细粒度控制,  
合规 

监测异常信息流 

恶意设备及应用，以及用户的
使用违规现象 

自动隔离 

流量重定向 
实时应用控制 

攻击前 
发现 
执行  
加固 

攻击中 
监测 
阻断 
防御 

攻击后 
定位 
缓解 
修复 



思科动态防御模型——解决安全难题 

攻击前 
发现 
执行 

加固 

攻击后 
定位 
缓解 

修复 

覆盖整个攻击周期 

Network Endpoint Mobile Virtual Cloud 

检测 
阻挡 

防御 

攻击中 

单个时间点的 持续性的 



与网络设备集成, 

情景感知 

自动化 

提供安全防护的准确依据 

高级威胁防御 

云安全智能 

减少恶意威胁造成的损失 

灵活开放平台, 

可扩展，全面控制与管理 

提供统一动态的安全防护 

思科方案助力用户解决安全难题 

网络 终端 移动 虚拟化 云 

全面提高可见性 
Visibility-Driven 

真正解决用户面临的威胁 
Threat-Focused 

统一平台实现整体安全防御 
Platform-Based 



 

 思科网络安全战略 

 StealthWatch解决方案介绍 

日程 
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你不能保护你不能看到的！ 

60% 的数据在小时之内
就可以被盗取 

85% 的安全事件是在几周之内才
被发现 

54% 的黑客留有的后门再数
月才被检测到 

51% 

的公司在过去3年
内由于安全事件造
成百万资产的损失 
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enterprise network 

Attacker 

边界 

边界 
(Outbound) 

初始入侵 

建立后门 
1 

  

C2 Server 

      

Admin Node 

内网扫描 2 

侵入 ,权限提升  3 

分段 ,持续性攻击 (Repeat 

2,3,4) 
4 

数据泄露 5 

如今的环境中 网络是否还有边界 
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Monthly Statement 

Bill At-A-Glance 

CHADWICK Q. SULLIVAN 
2259 TECHNOLOGY DR 

ALPHARETTA, GA 30022 

Telephone Bill 

Flow Record 

12 

NetFlow – 网络中的手机通话账单 
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采样法 = 部分监控 
• 部分流量 (不超过 5%) 

• 对现有网络给出流量快照 

• 仅对一本书的头200个词进行阅读 

非采样法 = 监控全部 
• 所有网络流量都将被查看 

• 监控所有实时流量 

• 确保一本书的全部内容被阅读 

采样方式对于网络性能监控是可行的，但对比安全并不是很好的建议！！！ 

思科CTD解决方案-差异化价值 
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利用网络获得最大的可见性和可控性 

Network As A 
Sensor (NaaS) 

动态隔离，抑制攻击 

Network As An 
Enforcer 
(NaaE) 

检测异常流量 

获得网络全面可见性 

检测用户网络访问滥用 

对核心资产部署访问控制 

动态的策略/用户组 
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Collect & Analyze Flows 

1 2 

• # Concurrent flows 
• Packets per second 
• Bits per second 
• New flows created 
• Number of SYNs sent 
• Time of day 
 

• Number of SYNs 

received 
• Rate of connection 
resets 

• Duration of the 
flow 

• Over 80+ other 
attributes 
 

Establish Baseline of 
Behaviors 

Alarm on Anomalies & Changes in Behavior 

threshold 

threshold 

threshold 
threshold 

Critical 
Servers 

Exchange Server Web Servers Marketing 

Anomaly detected in 
host behavior 

3 

利用基于行为的异常检测——检测高级威胁 
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© 2014 Lancope, Inc. All rights reserved.  

行为检测模式 

数据流被采集后，通过行为分析算法来发现并建立“安全事件”. “安全事件”将会通过“加点”方
式来归类到一个告警类，这样非常容易且高准确率检测到可以行为。 

Detect Behavioral Change 

Addr_Scan 

Bad_Flag 

Beaconing Host 

Bot Infected Host – Successful 

Brute Force Login 

Fake Application 

Flow_Denied 

ICMP Flood 

Max Flows Initiated 

Max Flows Served 

Suspect Quiet Long Flow 

Suspect Data Loss 

SYN Flood 

UDP Received„ 

(+255 custom defined events) 
 

Security Events (94 +) 

Recon 

C&C 

Exploitation 

Data Hoarding 

Exfiltration 

Policy 

Violation 

DDoS Target  

 

Alarm Category  

Alarm Table 

Host Snapshot 

Email 

Syslog/ SIEM 

Mitigation  

 

Response 
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Cyber Threat Defense 解决方案Lancope组件介绍 
 

NetFlow 
Generators 

StealthWatch 
FlowCollector 

StealthWatch FlowSensor 

Optional: 
StealthWatch 
FlowReplicator 

StealthWatch 
Management Console 

NetFlow 
(UDP/2055) 

Cisco ISE 

Network Traffic 

NetFlow 
(UDP/2055) 

NetFlow 
(UDP/2055) 

NetFlow 
(UDP/2055) 

StealthWatch Web 
Interface 

HTTPS 
(TCP/443) 

HTTPS 
(TCP/443) 

NetFlow 
(UDP/2055) 

ISE Web 
Interface 

HTTPS 
(TCP/443) 

NTP (UDP/123) 

HTTPS (TCP/443) 

Note: Arrow indicates direction 
of traffic flow initiation 
(Client to Server) 

Radius 
(UDP/1812/1813) 

FlowSensor： 
可以协助产生Netflow 
 
FlowReplicator： 
可以复制Netflow信息 
 
FlowCollector： 
收集分析Netflow信息 
 
Console：管理控制台 
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FlowCollector 部署 – 分布式部署 

Network Devices 

NetFlow Device(s) 

Network Devices 

NetFlow Device(s) 

Network Devices 

NetFlow Device(s) 

StealthWatch 
Management Console 

StealthWatch 
FlowCollector 

StealthWatch 
FlowCollector StealthWatch 

FlowCollector 

Deploy FlowCollectors regionally to 
reduce NetFlow data plane overhead on 
the network 
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FlowCollector 部署 – 集中式 

Network Devices 

NetFlow Device(s) 

StealthWatch 
Management Console 

StealthWatch 
FlowCollector 

• Allows a single FlowCollector to act as the 
analysis engine for all traffic 

• Enables a single IP address to be the global 
collection point  

• However, all flow traffic is destined to a 
single datacenter 
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Management 

StealthWatch 
Management 

Console 

StealthWatch 
FlowCollector 

NetFlow 

NetFlow 

NetFlow Capable 

Collect, store and analyze 
NetFlow  Records 

NetFlow/
NSEL 

Real-time data correlation, 
traff ic visualization and 
consolidated reporting 

Devices 

Conv erged 
Access 

Conv erged 
Access 

Catalyst® 4500 

Catalyst® 4500 

Access Point 

Access Point 

Access Dist/Core 

Catalyst® 3850-
X Stack 

Catalyst® 
6800 

Catalyst® 
6800 

Edge 

Site-to-
Site VPN 

Remote 

Access 

ISR-G2 

ASA 
With 

FirePOWER 

ESA 
StealthWatch 
FlowSensor 

WSA with CWS 
redirect 

WCCP 

FirePOWER 

B
ra

n
c

h
 

C
a

m
p

u
s

 

ISE 

Exporters 

StealthWatch 解决方案架构 
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案例：如何解决网速慢 

• Network slow 
• 通过用户找到对应IP地址. 
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Best Practices – Analyzing Flows 

• Network slow 
• 查看接口是否有流量过载 



Cisco Confidential 23 © 2013-2014  Cisco and/or its affiliates. All rights reserved. 

Best Practices – Analyzing Flows 

• Network slow 
• 如果没有接口流量过载，查看Top Active Flows. 
• High SRT（Server Response Time） = Server Issue 
• High RTT (Round Trip Time)= Network/Host Issue 
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案例：识别网络扫描行为 
 

NetFlow Capable 

Internal Network 

Devices 

Management 

StealthWatch 
FlowCollector 

StealthWatch 
Management Console 

1. Infected host performs random pings and sweeps in the internal 
network 

2. Infrastructure generates records of the 
activity using NetFlow 

3. Collection and analysis of 
NetFlow data 

4. Contextual information added to NetFlow 
analysis 

5. Concern index increased 
Suspicious network scanning activity alarms 
generated 

Cisco ISE 
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识别扫描行为 
 Concern Index Table High Concern Index indicates a significant 

number of suspicious events 

IP Address/DNS name 

Suspicious network scanning 
activity  
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案例：检测内部恶意软件传播 

NetFlow Capable 

Devices 

Management 

StealthWatch 
FlowCollector 

StealthWatch 
Management Console 

3. Collection and analysis of 
NetFlow data 

4. Contextual information added to 
NetFlow analysis 

5. Concern index increased Worm 
propagation Alarm generated 

Cisco ISE 

Initial Infection 

Secondary Infection 

1. Infection propagates throughout the internal network as 
attacker executes their objective 

2. Infrastructure generates records of the 
activity using NetFlow 

Internal Network 
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检测内部恶意软件传播 

Devices 

Management 

StealthWatch 
FlowCollector 

StealthWatch 
Management Console 

3. Collection and analysis of 
NetFlow data 

4. Contextual information added to 
NetFlow analysis 

5. Concern index increased Worm 
propagation Alarm generated 

Cisco ISE 

Tertiary Infection 

1. Infection propagates throughout the internal network as 
attacker executes their objective 

Initial Infection 

Secondary Infection 

2. Infrastructure generates records of the 
activity using NetFlow 

Internal Network 

NetFlow Capable 
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检测内部恶意软件传播 
 

Alarm indicating this host touched 
another host which then began 
exhibiting the same suspicious 
behavior 

Suspicious activity  
that triggered the alarm 

IP Address 
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感染轨迹 
 

第三感染 

第二个感染 

初始感染 
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检测内部恶意软件传播 

 超过100种以上的检测算法 
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1. Infected host opens 
connection from inside 

案例：检测命令控制（CnC）通道 
 

Devices 

Management 

StealthWatch 
FlowCollector 

StealthWatch 
Management Console Cisco ISE 

3. Infrastructure generates a record of the 
communication using NetFlow 

5. Contextual information added to 
NetFlow analysis 

6. Concern Index increased  
Host Lock Violation alarm triggered 

2. Commands are sent in 
return traffic 

NetFlow Capable 

4. Collection and analysis of 
NetFlow data 

Internal Network 
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检测命令与控制（CnC）通道 

Alarm indicating communication with 
known BotNet Controllers 

IP Address Source user name Policy that 
triggered alarm 
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案例：检测数据丢失 
 

NetFlow Capable 

Devices 

Management 

StealthWatch 
FlowCollector 

StealthWatch 
Management Console Cisco ISE 

1. Infected host opens connection and exports 
data 

2. Infrastructure generates a record of the event using 
NetFlow 

3. Collection and analysis of 
NetFlow data 

4. Contextual information added to NetFlow 
analysis 

5. Suspect Data Loss Alarm triggered 

Internal Network 
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检测数据丢失 
 Alarm Type IP Address Username Policy  

violation details 
Flow 
Table 
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Firewall 

Threat Detection 

Routers 

Switches 

Firewall 

N
e
t
F
l
o
w  

V
i
s
i
b
i
li
ty

 

Endpoint 

NGIPS 

Policy 
 Engine 

Web/CWS 

Email 
Content 
Security 

ISE 

Cyber Threat Defense 2.0: Scalable Network Defence 

基于“数据流行为统
计分析” （ 中医） 
更多覆盖内部东西流
量可视及威胁发现(面
覆盖) 

基于“特征库、漏洞
库” （西医） 
更多覆盖南北流量可
视及可控、威胁发现
（点覆盖） 
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NetFlow 

NetFlow 

NetFlow/
NSEL 

Devices 

Conv erged 
Access 

Conv erged 
Access 

Catalyst® 4500 

Catalyst® 4500 

Access Point 

Access Point 

Access Dist/Core 

Catalyst® 3850-
X Stack 

Catalyst® 
6800 

Catalyst® 
6800 

Edge 

Site-to-
Site VPN 

Remote 

Access 

ISR-G2 

ASA 
With 

FirePOWER 

ESA 
StealthWatch 
FlowSensor 

WSA with CWS 
redirect 

WCCP 

FirePOWER 

B
ra

n
c

h
 

C
a

m
p

u
s

 

ISE 

Exporters 

思科园区网解决安全 

NetFlow Capable 

： 

• ISE+802.1X实现网络安
全接入 

• 边界防火墙实现网络边
界4-7层访问控制 

• Sourcefire Firepower 
实现边界威胁防御（应
用控制、入侵检测、恶
意软件检测） 

• CTD检查网络异常主机，
东西流量异常检测，防
止病毒产生流量冲击网
络设备 

• ESA实现邮件安全，防
垃圾邮件、防病毒 



Lancope StealthWatch应用场景 

提供网络流量情景信息 

检测网络中异常流量 

检测网络中用户违规访问 

有线|无线|VPN 

办公园区场景 

网络运维 网络安全 

数据中心场景 
公有|私有|混合 

•异常流量检测 
 
•蠕虫爆发 
 
•僵尸检测 
 
•数据窃取 
 
•非合规访问 

 
•网络流量统计 
 
•网络访问回溯 
 
•网络异常快速
定位、取证 
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 安全手到擒来 一键安全保护 可以结合ISE 进行快速安全隔
离 减缓威胁影响 

 集思广益 全民皆兵 网络中的路由器 交换机 无线控制器 防
火墙 只要支持flow协议的都可以作为安全的监测点 

 保护我们能看到的资产 让网络通道也变的可视化 

总结 




