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SEY), Talos £ 7 —&HIEX, IR T RIG WEKEEWAIFIRAEE SEIIFILEER
HEmEZRENRR. TR SE—WREINEEERNEAR, UEREMBLIEZZER
EMr SRS AFERK. 6 ANXMENUFIHLT, B&IiA Talos R MBEZAT %
Tofsee HEE M RILIR B ESH AR EMRE E X BAEIEK.
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2016 &£ 6 A, 7 Angler R EMBIEETIHEAZ R, REttEERANEEH Y Fia
EmEMmAE. RIGHEAKNEBEMNT L Tofsee HAZAEMTE, XATREREANEFIRY
AEXRE, TREMHHENTNEILEEEGRSN, LAERARAATRNIEEREH
tafE R X MR EREARTEERM T L E.

ETZREFNEAD LKNRRMHHE X, ET DNS g RS (DNSBL) BURE M T 1R
ST R, MEXEXMBERGE, XREHFTEMERZIEZEFHBIBIEZHMEERST .
ATRELIRIHHERERE, LHATEIEMITR. & RIGFILS % Tofsee T121RT, £
X Tofsee WL E ek MR M R %,

XETEH, Tofsee BFMLEEE L ENIRMBH, ERMXLMHEEHNTMERARZXEZASN
SHANE ML R95EE. M 8 BINFFEA, Talos K IIXMEF MK L EMBIREBEIERIHBE
FiE{k. Tofsee hiREBHEF MEF AT ABEMEEABERGTHRIEF . XMIEINER
EfHErEmcEBmEK.


https://www.microsoft.com/security/portal/threat/encyclopedia/entry.aspx?Name=Win32/Tofsee
http://blog.talosintel.com/2016/01/rigging-compromise.html
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— TG RERIX T Tofsee TARAY 5 NI 2181 5158 FA 3T FF Ea 25 £ & BR 14 &2 X A R B M
SRR, XMMENEMEERRERR (AIHETHNESRE) &, ™A ZMK
AXREANS. BHNEESHNXAKREESR, BRE Talos S HHIFTE MR A R RIS
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BY4EHE. TERE Tofsee R4 IESTHY 1 :

Excuse me dear ==2D]

Wenld = you rund to finding a young = and rice gul?

Iy name = 13 Dhgrdre, I am = from kraine = B

Have you ever = heard that the = loveliegt = girls in the = world live i my = country? Don't even = doubt!
The f-ag-: 15 over = there: httpcfisamrzdh. datnes d8d= 12290

It's ooy = photao-

3D Dherdre®s"=

Thawe = much more sexy pids Er = you, my love =) Welcome!
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https://4.bp.blogspot.com/-bKC6bpnDn9k/V-lfiuJqbpI/AAAAAAAAAI0/RnEGg6qCPgUbSz0dDytQpSl0NAjlhXArwCLcB/s1600/image03.png
https://3.bp.blogspot.com/-9oD3ZzhLvO8/V-lf-2ZBAvI/AAAAAAAAAI4/iixJuaQv6Tw6Lq9TES7-slAS_8CdB5EQACLcB/s1600/image06.png

Javascript TEFEF

LB P R — TR0 [ 8 P photos zip # zip 7SS H, Reb@&—1 Javascript .

ERMHITFBEOIR, 1 Javascript XHNTH & BERILINET. SEIHX

ﬁ:%%u**ﬁﬁuﬁﬂﬁﬂ, HpBLmE2EEESE B HAERM. Javascript Mtk AIKEEE
RAENIE, AEEMSHEE.

ubulagsagqg5s Array("phammage", "13732", "10473", "ing"):
r Tiotyfevhy Array("19473", "te");
r rgehavsy Array('us', "12595");
r omefatar2 Array({"mlugegudynk", "fihabitdun", 599, "20164", "lbasognespu");
r ycighanrd Array("Write", "zlomxervoz");

iction uxagky() {

var xzohoqul [1:

xzohoqul ["fcopgavim"] “zubze":

xzohoqul [“ecwulwyw"] = "e /™;
: xzohoqul ["ecwulwyw"] ;
var ycwekjokwul3 Array("em0", "sgivyndyguw", "18978", "24328", "tyvotelr");
var lubkormow Array("M5", "yfofaj");
var nbekyxwak Array("13048", "now", “22855");

function wagexo2() {
var wxutule Array("ame", "15265", "11248");
wxutulB[B8];
}
function epyvsajo() {
var rvyxymre Array("el", "ugullutijm"™, "ufogqjez", "20847");
rvyxymre[0] ;

}
var nbykcodo Array("uzysyl", "21746", "“ipt", "opribijpif", "14953"):

function rpuhhijexf8() {
var ksittygil Array("21685", "1618e", "28986", "1tG", "hfewzoram");

ksittygil[3];

}

var oladgufb@ Array{"ifmucuryv", "28050", "B.S5t");

var yjkorgelr Array(“pisryxnapgyp™, "18282", 218);

var ujgadleco Array("ydebkeju", "ipt", "19944", "12696", "14924");:

var derurmafgl Array("17765", "“23278", "TP", "14275");

var ofexypbo Array("21e7e", "ti", "20459");

var punidagh Array("23911", "pwupxabti", "14763", "“Adu", "16917");

F 3: &R ENER) Javascript TEFERF <G

&Y Javascript 3f WScript TEHIZFHIT TIRFBLIE, KTHEFATAKEEIETHIEM
R RMPITEE PE32 ATHIT . K THIEFERITR SRR EEARITXHHIBEITIZ
X, MfEFRZ RS Tofsee.


https://4.bp.blogspot.com/-e_Z-BJpFU6Q/V-lgUHj9gOI/AAAAAAAAAI8/1tOZNBIhIEQtxXNkSxWyefCufIDqcRcegCLcB/s1600/image07.jpg

S oy =
REEI—
B S — 1 BEHL % & B PE32 A1 T 1% %) %USERPROFILE% BHEH.

B Saved Games SI0JZ016 G126 PM File Folder

Searches SLOFZ016 6126 PM Filer Faldet
qvuxocgh,exe Qileiz0le 12:54 FM application 33,7Ta KB

4: FRITHEY Tofsee —thIST

FriZ BT I T B EM, REFREMNARPERAGHRSRBE. HiTIEREIEE
HKCU\Software\Microsoft\Windows\CurrentVersion\Run ;& i1—/ 5 B 3&#1T7HY .

editstring x|

Walue name:
|MSConfig

Walue data:
I"I:: WUeers I v =0cgh exe”

| 0k I Cancel
5: RS

TR EA— MRS HERIBRAI9E B3, IR IR AR %TEMP% B3R .

@ off
snext_try
"C:\Users? \Desktop\tofsee.exe"-nul
exist "C:\Users® \Desktop\tofsee.exe" |

ping 127.0.9.1 -nul
next_try
)

"ﬂsﬂ-"

E 6: TEMP B3RP EHEROHEALIRSH



https://4.bp.blogspot.com/-SwQCPBtN2e0/V-lgnXj-wsI/AAAAAAAAAJE/B-yfOx3PLus8sKopySjGd8Us9Gskg6M2wCLcB/s1600/image00.png
https://3.bp.blogspot.com/-KhIHp0vAh5U/V-lg3effNnI/AAAAAAAAAJI/KhNQkiWoFzkRiiOevSHqqV34PfREM6QhACLcB/s1600/image04.png
https://2.bp.blogspot.com/-JucEXEpNDt8/V-lhNYOJI4I/AAAAAAAAAJM/uBukWGvLNo4_erWOCdcz9r1kPCJVWHkgQCLcB/s1600/image05.png

ARG —BRE, SSTHAEES M SMTP fhgkH & X hislepft.

|

L Waking conneckions 2563 65.95.37.68 25 TR T wealk
7 wating cornections e 144,180.159.21 T iz vk
B iating cornections 565 9B.13E.112.33 25 TP Time wal
B waking cornections 2585 mialea-mic-aume.ac.com 25 TiE i wak
B iating cornections I567  64.233.160.27 5 TR Titre weat
1] Yiaking cornections 589 0813811233 5T Time wak
I_F': Waking connections 2590 65.54.1868.94 25 TP Time weat
1 waking cornections 501 BE.S5.92.136 25T Timnea wak
BT Wiating cornections 2592 144.160.159.21 25 TP Time weait
T vraking connections 2593 OB.138.112.32 25 T Tirnee wak:
BT iating cornections 2995 98,138, 112.32 25 TP Tirre vaak
87 #aking connechons 2595 655415858126 25 TZE Time wai
(i Waking connechions 2597 wrin-f27. el 0. net 25 TP Timez veaik
T akting connections 503 65.55.37.83 25 T Time wak
077 Wating cornections 2593 144.160.159.21 25 TP Timee vt
! Waking connections 2601 1730194 21927 25 TP Thire vwalk
W71 wwating cornedtions 602 152.163.0.99 2T Time wak
] g Waking conneckions 2604 98.136.112.32 25 TP Tirre wa
n Waking connechions al 6d,233, 160,27 25 Tk iz walk
W raineg carrections 605 65.54.186.34 25 TR Tive wai
7] waking cornections 2607 144.160.159.21 25 TiF Time wak
'_': Faking cannackions 96.136.112.35 25 TP Tirre sl

5] 7: SMTP ERE

s, HEERHFESTIEEFPSEREN AT &0, SEBE/R HTTP GET 15K,

GET http://ticketsnow.com/InventoryBrowse/Hamilton-Tickets-at-Richard-Rodgers-Theat re-NY-in-New-York-9-13-208167
PID=1816875&ts=1472670183 HTTP/1.1

Proxy-Authorization: Basic Og=

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOWE4) AppleWebKit/537.36 (KHTML, Llike Gecko) Chrome/48.8.2564. 189
Safari/537.36

Connection: close

Host: www. ticketsnow.com

Connection: keep-alive

Pragma: no-cache

Cache—Control: no-cache

Accept: text/hitml,application/xhtml+xml,application/xml;q=0.9, image/webp,*/=;q=0.8

Referar: httpd// wwe. ticketsnow.com/

Accept-Encoding: gzip, deflate, sdch

Accept-Language: en=US,en;q=@.8

HTTE/1.1 208 0K
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PEERTENTHEZA DX EERHNRERENAN, Bt ETHLRENL. BihLi
EL2FRAKERNSEE KN ERNAFPMIRE, TSN AEZEE. Talos F| A1
BB R E ALY, REWS AR AR £ B H PRIRAC I B 3 B RV SREG . 3ARF
BFAERNEN, AMERNEBFFERIFTFRIMNEMSE.
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SREERERTR (AMP) R A AR EBITEM & & R ATEER M.

CWS 5t WSA B Web FI#ThgERT LABRLE T BB s,  HAiix L B0 o B A BB B3R
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URL:

hXXp://franny.goadultgamel[.Jru:80/js/boxun4.exe
hXXp://getfile.myadultgame[.]Jru:80/js/boxun4.exe
hXXp://gsbooz.goadultgame[.]ru:80/js/boxun4.exe
hXXp://ibvl.theadultgame[.Jru:80/js/boxun4.exe
hXXp://oajwwh.goadultgamel[.Jru:80/js/boxun4.exe
hXXp://picshare.adultgamemedial.]Jru:80/js/boxun4.exe
hXXp://pics.theadultgamel.Jru:80/js/boxun4.exe
hXXp://reworder.adultgamesite[.Jru:80/js/boxun4.exe
hXXp://rkeujctg.adultgamemedial.Jru:80/js/boxun4.exe
hXXp://video.theadultgame[.]Jru:80/js/boxun4.exe
hXXp://view.webadultgamel.Jru:80/js/boxun4.exe


http://www.cisco.com/c/en/us/support/security/amp-firepower-software-license/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/products/security/cloud-web-security/index.html
http://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
http://www.cisco.com/c/en/us/products/security/intrusion-prevention-system-ips/index.html
http://www.cisco.com/c/en/us/products/security/asa-next-generation-firewall-services/index.html
http://www.cisco.com/c/en/us/products/security/email-security-appliance/index.html
https://2.bp.blogspot.com/-tisuEMltAhc/V3WkcWaQY3I/AAAAAAAAALA/QiWgnlGkrXs8981242iEusx21V20o3QXQCLcB/s1600/coverage.png

1aj, ;
myadultgame[.Jru
theadultgame[.Jru
webadultgame[.Jru
adultgamesite[.]ru
goadultgamel[.Jru
adultgamemedial.Jru
datingst[.Jru
globalhotstore[Jru
datingrg[.]ru
datingsd[Jru
datingdsl.Jru
datinghql[.Jru
datingfr[Jru
datinghl[Jru
dategh[.]ru

P bt -

184.18.26.30
103.232.222.57
111.121.193.242

THIERFXHS:

Sandi.js
Tessa.js
Dori.js
Debbie.js
Lira.js
Griselda.js
Chere.js
Jess.js
Bettie.js
Katerine.js
Karena.js
Birdie.js



Blondelle.js
Pansy.js
Thomasina.js
Nananne.js
Abigail js
Adelaida.js

TEIEFES:
fe6290253a02c231c07e8604c6b2a1b298520e112e0c0bal8f76c26724b3c820
f706c9c0982¢358a165¢c5d31b218140461e110662332c6c508a9a66305311b17€8072ee6e6007bad4071bee91bd25f88c3e9d5db8c49c59975946d8f421b7ab7
23a37772ff69c0da4294f858ee1b50ef8f261c007fc5ae0a1216757d0a1a4148
5d005f26295b05b7a9e8bf317¢c1452a616¢c362594e787d3bac5ech2709059f2¢e

IS LS

3100af215a1dbe16be91faSee4fd8def2c58623e5¢7b3751e2a4c4df1263c5be
08eb7d50f070f84227ba9a7f55149bcd775d700636417¢917a317248acd2f57d
0904af6c04c349dddc1cdb1e76a7c0782dd750e36c3e2e9e84ea8e40f41905c6
O0aaea185e269923b4181951b3761a33a745f1ff8671f9a17ee69798c605b7aff
25fae47b7959cfb5be90cffc9a33d0875a0f5cb8dc7f6bd1bfb926ca26e24ea3
4529bc3de5ac1e5807d91dbe9883aca563dc845ef80cbddd835fd04a4b2d7ab8
4cb9925bcc4d8eB8e74f8a1288595b3775bc8a8e7cac3e2e05f4febfefcebB8af2
5babeb7748f1e01c8302f8a97c264e82256f5b7¢796b5a893550673c5cale134
5d06f55a5fb94d5717dfa798e670c3cdacbaa57a798fe917e0c69ee0e42cfch8



6c6b60b62b1090fee62336852ecf2€9999050de32ec7a9114a0fce54fe9fb177
785c9f48829d0ac2958a403976346833d630e8eba24bf5fa4024d36e37d8f77d
7c41a29a697dab21b7303baf75bf931bdc06123b339349268e5de0f124818364
8204b8590b916268dd683a5d040225d1ec3836a473e79fda5463031da9cce632
906cbae96a9d21d0dd692b858f11¢7515d515773da854add7dc695e8b0f973d1
9a7e3fda688862achad677f62f99ac449c3df6b884408c80a34938dd18d5284f
9e0550c4a5dbbb19¢30fa82ff05d28971d8934f1a954b24a6335ed19aeba72d5
a77355c3dd7f65957aab46a586463762e02cbfc981817fdb95c44b144deal1842
acb5bd713f0077725d754e98961eb4c691e1d68d45678597c5dbf1ff667e27ca
b1f96a761338ec65ecfb385486c583f8677fb865735b8d839a4a7ff094cc9744
b86c1f59060c6607f8da882ac45c9e4e82a899dbb57a77f007b15f8460d32a71
bcf9256595fa8da550b479ccfd518a67a1fc53ff2bffe990c3789dda29¢cc5886
cla1lb521a365402ec82adff554be11e22cdedce7d50dc49d47609b1bb6aed2d79
c4808689aaf69cee2db9783d9831abe568e0953f9f6f1e80e162€99fb9c664f0
caB8851bdb285c02fd1d5176cffcOcedafe8838610466df859b33e465f3a91572
d2085fd53064953de40f9735ec31c09b479612cfa13597c9a30df4ebf06dd85b
€522062d780fc38f89c463f0a2002b3646681a1582435276d2f81d75b9c7696b
ffc9744be0450e5ed8dd296798c2562f688d77c954ed976c9cchb723163fa7006
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https://www.blogger.com/profile/10442669663667294759
http://blog.talosintel.com/2016/09/tofsee-spam.html
http://blog.talosintel.com/search/label/botnet
http://blog.talosintel.com/search/label/Malware
http://blog.talosintel.com/search/label/spam
http://blog.talosintel.com/search/label/Threat Research
http://blog.talosintel.com/search/label/tofsee
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