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71— k% ISE— ldentity Services Engine

BEFORE
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Control

Who? What? When? Wher
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AAA + Profiling, Provisioning, and
Posturing = BYOD

Wired | Wireless | VPN

Simple | Unified | Automated
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5 Dimensions of Policy

IF $ldentity AND $Device AND $Access
AND $Location AND $Time THEN $Policy
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Secure Groups
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4t —& 15— Prime Infrastructure
Single Pane of Glass View and Management of WLAN T LAN

BEFORE

Improved

Visibility

" ldentity

x Siloed Inefficient Operational Model o/ Simple Improves IT efficiency
x Repetitive Manual correlation of data »/ Unified Single view of all user access data
x Error Prone Consumes time and resources »/ Advanced Troubleshooting Less time

and resources consumed

Cisco Prime Infrastructure i
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Authorization Profile Permit AccessLimg
Applications Alarms

Application Usage Summary

Endpoints

0OS Version
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Alarms Modules [Tinterfaces | Endpoints Neighbors
Top S Utlized Interfaces
Interface Top 3 Applications
* =] sjlo-65kel-tp Cisco TelePresence, Video, Voice
* =) sjo-65kel-n Authenticaton, Name Services
e &l 510o-65kel-d Oracle
» L= Sj0-65kel-al SAP ERFP, CRM, Content Management
e = sjo65kel-a2 Web, Email, Messaging

Last Invertory Change Monday, Apnil 4,
Utilization Sbmieaci izt
40%0 o +2% 35%0 ~

T

ThinkPad X201

2011

i)
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[

2360° Endpoint View

» 80:0a:e4q4:
192.168.0.128 ...

& US > West > 5l 51-0, 2nd floor ...

Last seen an Thursday, June 16, 2011, 3:30 PM PST
Most Recent User  jfields ...
Posture Status Compliant
! Authorization Profile PermitAccessTP

Applications Alarms

Outstanding Alarms

@ =) s10-
170.10.130.62 / 01:23:45:67 -B9:AB

@ uUs = West > 5
Up for 32 cays 17 howr
MNetwork Device S10-3945-E-1

Index 0370
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Applications Metwork Edge Devices Endpoints Users

Top N Applications

Application - | Traffic In (Kilobytes)

Cisco TelePresence 52.3471 51.6783
Cisco Voice 23.196 23.08
Oracle 6.6715 6.1501
SAFP ERP 1.39 1.0283
Web Browsing 3.3821 3.025

Message Category Time
€ Lorem ipsum dolor sit amet Type ABC 2011-06-20 15:06:20
@ Sapien sit amet ornare venenatis Type XYZ 2011-06-20 10:16:01
€ Praesent imperdiet dignissim laoreet Type ABC 2011-06-20 09:34:42
@ Donec eget tellus sed dui pulvinar Type ABC 2011-06-19 22:03:56
Mullam vitae dolor libero Type X¥Z 2011-06-20 15:06:20

Cisco TelePresence Mowvi

Last 24 hours
Status
New
Mew
New
Mew
New

+4%

Last 24 hours

Traffic Out (Kilobytes)
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Control and Visibility for IT - Predictability for Users

Mobility Services Engine

. 3310 & 3355
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or Virtual R,
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Branch Controller

2500 Series
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Data Integration e — ﬂ
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Cloud Controller

Distribution
Switches

T2 ) — 3750/
6500 Series 3560-X
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Multi-
architecture
Capable

D |

8500
(SP Wi-Fi)

FlexConnect

Flex 7500
(Lean
Branch)

Features / Performance

Controller

Scale (# of clients, APS)
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Cisco CUWN in a BOX

7.3w
Flexconnect 0 T ©
@ 200 AP

ESX ESXi Hypervisor

UCS /x86 Servers

Virtual CUWN




Cisco 8510 &R 41|45 #%

Optimized for high scale deployments

0 SP
: A 4K vlan
Clients 64,000 R
Access Points per 100 0 7.3 (7.3 release)
FlexConnect group _ AL oap

Form Factor
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AP Stateful Switchover (AP SSO)

L HA

A L "y | ~ AP
A 73 ¢ 1+1 Y 1i H a Y
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5508, Flex7500 and 8500 1:1

WiSM2 P VSS
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5500/ 7500 / 8500 Fu4s BB B

Active Controller

A 5500 75008500 wLe £ WLC 5500 g B[ CeomusisticessCoio
a. R E) - T Madsl 5508
© RP 1
A 100 RP 0 Redundancy
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WiSM-2 #:2 EFEIF I

WISM2 configurationon Caték Multi Chassis Connectivity
A W| S NQ |_ wism service-vlan 192 (service port Vlan)
o wism redundancy-vlian 169{ redundancy port Vlan)
Redu ndancy\/lal._n wism module 6 controller 1 allowed-vlan 24-38(data vlan)
@ VLAN € h

L [ Active Controller HotStand-by Controller

A 100 RP VLAN
Ho h L
A WiSida HA WIiSK
We _ p
VSS K~ 65
: T l:l. 6|_5|H SBVLA & PSRN Single Chassis HA Setup
fun L s

> Slot 8: Active WiSM-2
Slot 9: Hot Stand-By WiSM-2




S I i - WLAN Setting

A72 vy [b Y aWLAN 6 I

A73 Y Per-User Per-SSID H No# 't A

Al 00 4 @ QoS Profile | Platinum Gold Silver Bronze

il I i I I figuration Bing Logout f vl I I I I =a zonfiguration Ping Logout
cISco . 5 _ URITY CISCO MOMITOR WLAMs COMTROLLER  WIRELESS  SECURITY
- , WLANS WLANSs > Edit 'BDRL Testing' | < Back | o
WLANS WLANs > Edit 'Jian2-ma' < Back | i
¥ WLANs General T Security ] QoS ) Advanced
¥ WLANS . \ WLANS |
AN General T Security ] QoS | Advanced B Quality of Service (Qos)
¥ Advanced ) Override Per-User Rate Limits
Quall_ty 0 | Silver (best effort) v|
Service (Qos) 7.3 Release DownStream  UpStream
?'2 R8|ease WHMM Average Data Rate |4DDD | |4DDD |
WMM Policy alowed v Burst Data Rate [4p00 | [4000 |
fverage Real-Time Rate (4000 | [4o00 |
7920 AP CAC ] Enabled
Burst Real-Time Rate [4p00 | [4o00 |

7920 Client CAC [0 Enabled

Clear

Override Per-SSID Rate Limits

DownStream UpStream

fverage Data Rate [3000 | [3000 |
Burst Data Rate [3000 | [3000 |
tverage Real-Time Rate  [3000 | [3000 |
Burst Real-Time Rate [3000 | [3000 |
WMM
WM Policy Allowed W
7920 AP CAC [ Enabled
7920 Client CAC [ Enabled

Media Stream

S IlE A §=Bu [ eestores 1 s I
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B£1802.11n + 802.11aclr] = ik 2k

- S - Best in Class
Business-Ready Mission Critical Mission Critical

AP 3600
AP 3500 and

AP 1260 802.11ac
— Module
AP 1040 AP 1140

OfficeExtend =4 With CleanAir
AP 600 7 technology

802.11n + 802.11ac WiFi
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Wireless Standards — Past, Present, and Future
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802.11ac: #&11n H 4R 5%

A 80211n%  t 10 [ 30

A 3x
A1G T Wave 1
Y HD
A 802.1l1ac W 2012 F W 1x1 2x2 1lac
Number of SS 802.11ac 802.11n
80 MHz with 64 QAM 20 MHz with 64 QAM
1 290 Mbps 65 Mbps
650 Mbps 144 Mbps
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802.11ac Wave 1 f=it 01 CY13
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AP3600 — $EiE {54

Target FCS

802.11ac Wave 1 itk Q1 CY13

A 802.11ac Wave 17 5 GHz AP3600

5GHz
A1 802.11a n
1.3 Gbps / ~1 Gbps MAC ( )

3 oy ,80MHz, 256 QAM
802.11ac %o

A AP3600 2.4 5 GHz
2.4G 802.11 b/g/n  5G a/ac/n
A 802.11ac L
L 15.4 Watts (802.3af), ni:

Enhanced PoE, 802.3at PoE+, Local Supply or Power Injector 4

A 4 Universal Mounting Brackets (Bracket-
2) , Ceiling Mounting Brackets (Bracket-3)
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Cisco Aironet 2600i /2600e Access Points

r

A ¢

AIRCAP2602+K9
AIRCAP26024K910
AIRSAP2602¢K9

AIRSAP2602K385
\_

A Aironet 2600i Access Point
P WE

~

Duadband 802.11 a/g/n
controllebased access point

10 Pacl802.11 a/g/n contrdiiased
access point

Dualband 802.11 a/g/n
Standalone access point

5 PackB02.11 a/g/n standalone
access point )

© 2010 Cisco and/or its affiliates. All rights reserved
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A Aironet 2600e Access Point

ANa

AIRCAP2602EK9

AIRCAP2602EK910

AIRSAP2602&K9

AIRSAP26028K95
N\

Duadband 802.11 a/g/n external
antennaontrollebased access point

10 Pacl802.11 a/g/n external

antenna controllErsed access point

Dualband 802.11 a/g/n external
antenn&tandalone access point

5 PackB02.11 a/g/n external ante

nna

Standalone access point J

General Availability T Sept 2012
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AP2600 vs. AP3600 [X #|

AAP3600 t = n
A AP3600

AAP3600 G o3
A n
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D ReXt LR

3600 Seiies 3500 Seiies 2600 Series
450 Mbhps 300 Mbps 450 Mbps
AP-2600 o o s
. . X2
- 3
AP-3600 o
D ClientLink 2.0 7] ClientLink 2.0
AP2600b o
4x4:3 3
-
7]
AP-2600
AP-3600 =
)
] ] 10/100/1000 101001000 10/100/1000
Cllent Llnk 20 802.3af 802.3af 802.3af
(i) -0 to 40° C (i) 0 tod0° C (i) -0to 40° C

() -20 to 55°C

() -20 to 55°C

() -20t0 55°C

80211 afbigin

80211 albigin

80211 alblgin




AP-2600e and AP2600i

2600 3600
LOGO



