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From Your Security
Community Manager

Hello! I'm your
Community
nager, Heather

Network as a Sensor and Enforcer
Leverage the power of the network to use it as a sensor

and enforcer.
» Leam More

Security Everywhere

Benefits

Security everywhere is a reality and is
available today. Cisco has embedded
security into and across the extended
network, combining the most intelligent
network with the best threat protection.
/e're helping customers extend security

to wherever users are and wherever
data is with advances in five key areas:

« The broadest set of solutions from
the network to the data center,
cloud, branch, and endpoints

The most effective, integrated
advanced threat prevention across
the full attack continuum

Enhanced threat visibility to
minimize the time needed to
contain a threat

Minimized complexity with
streamlined deployment in the
network fabric

aximization of current and future
network and security investments

co Embeds Security Everywhere
Across the Extended Network Enabling
Organizations to Capit; on the
Internet of Everything and the Digital
Economy

EXPEriences ?keycode

& Merriam-Webster [T] Wo(gf Ave 0] Wiojgf () WebEx [ Thread Report (] CISCO_Weekly Fore.. (*] Security_Solution_In...

Security Everywhere

Embed security everywhere throughout the extended
network.

» Learn More

Learn About
Enterprise
Network Security

Security Everywhere Across
the Extended Network
by Scott Harrell

Security Week Article: The
Network is the Security

4 Device
by Marc Solomon

Security Everywhere in
Action

L

Threat Centric Security: Hear from the
experts

Security Everywhere
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alvaln Seizing new business opportunities by embedding
Cisco. security into the intelligent network infrastructure
and across the extended network

Security Everywhere:
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i-' . | B - trol [T URL Fltering, Adeanced Makamre . Ummatched visibility: See onoe; control and 4. The most ctive advanced threat preverntion
e | vETYWIISIE protect everywhens. across the full attack continwum

Retrospective security that can detect, comtain,
and remediate threats even after they have

emtered the emvironment
Integrated security across the extended network;

sharing inteligence, information, and capabilities
for systemic response

1. The broadest set of solutions from the network
to the data center, clowd, branch, and endpoints
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At-a-Glance M
cisco
"

Cisco Network as a
Sensor

Use Your Cisco Network as a Powerful Security Sensor

Benefits

-+ Gain networkwide visibility
e network

Obtain contextual threat
intelligence with real time
Ni

network

Save time and control costs
by building upon existing
security investments in y:
network infrastr

1ty the
and
e traffic going to
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At-a-Glance

Use the security
enforcement technology
already in your network to:

Cisco Network as an
Enforcer
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Security for the Real World

1,000,000
JAVA
v FLASH
SPAM <
PDF, OFFICE ]r
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Timespan of events by percent of breaches — Source : Cisco Managed Threat Defense
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Spear Phishing
(you@gmail.com)
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Linkedin
REMINDERS http://welcome.to.jangle.com/exploit.php
Invitation reminders: "

From linkedin.com " (Rachel Jackson
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o Lo P(Advanced Malware Protection)
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Better Together

AMP for Endpoint

AMP for Network

EQA9 HEZQIECHIX| SEHE AMP M2}
oS XY Y AHEHs}I| AsiME

EHEI E1I |0 XpEE M2ko| HephL| o}

AMP 7|=1f NGIPS, Content Security 7|&0|

27HotH O £2 O[77F 97[0 Uz LICE.
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Talos

AMP™ 74 L| E|

Email  Endpoints Web Networks  IPS Devices Advanced Microsoft
and Industry Disclosures

1.6 million 35%
=23 AA HMA oY Ecid

Snort and ClamAV @ =4 A

FHELIE

100 TB 13 billion AMPOO 17 HE
O M= GOy 4 a3 &L T
AN

150 million+ 24x7x365
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AMP Threat Grid s & £A1 — 10008H7)/&
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One-to-One Fuzzy Machine Advanced Analytics Dynamic

Signature Finger-printing Learning Analysis
Heh TE(Z 9 oh MEEY
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Email Endpoints

Network
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Not 100%
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Sleep Techniques
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Tell the Story
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Overview WELEIUSTE Policies Devices Objects = FireAMP @ Health System Helpv admin v

Context Explorer Connections » Intrusions » Files » Network File Trajectory Hosts » Users v Vulnerabilities Correlation » Custom » Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on B 10.4.10.183 SAM PLE
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on B 10.4.10.183
File Type MSEXE Event Count 7
File Category Executahles Seen On 4 hosts
Current Disposition {F Malware & Seen On Breakdown 2 senders -+ 3 receivers
Threat Score e8eC High &
Trajectory
Dec 06,
2013
10:57 17:40 18:06 18:10 1B8:14 18:17
10.4.10.183 3 & £y
10.5.11.8 S G S & @
10.3.4.51 b & Time 2013-12-06 18:17:27
10.5.60.66 T G} Event Type File Sent
IP Address = 10.4.10.183
Blocked Recipient = 10.5.11.8
Events w/ Transfer i) Block +) Create  {2) Move P File Name WindowsMedialnstaller.exe F
Dispositions Unknown Q Malware :::. Clean Custom Disposition {} Malware
Action Malware Block
Application Protocol [ | HTTP
Events Client [ | Firefox
Time Event Type Sending IP Receiving 1 rlIE Name isP...
2013-12-06 10:57:13 Retrospectiv... Malwa...
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Unkn... Malware Cloud L... HTTP Firefox Retrospective Event, Fri Dec 6 ...
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.... Unkn... MetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller.... Unkn... MetBIOS-... Retrospective Event, Fri Dec & ...
2013-12-06 18:14:10 Retrospectiv... Malwa...
2013-12-06 18:14:23 File Quaranti... 10.5.11.8 WindowsMedialnstaller.... Malwa...

2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa.. Malware Block HTTP Firefox



A A3 AMP Everywhere T2k

Virtual

[
PC Mobile
MAC
T
- 1;_1=: Y, AMP for Endpoints :
AMP for Networks AMP Private Cloud x4 3

=8 . —r o o U]

Virtual Appliance

AMP ThreatGrid
OO S APIAE M +
2 QI A AT

AMP on ASA Firewall

with FirePOWER Services AMP for
h Cloud Web Security

AMP on Web & Email & Hosted Email
Security Appliances
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Summary
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A New Threat Centnc Security Approach which Offers

BEFORE DURING

Discover Detect Scope
Enforce Block Contain
Remediate

(e
Network Endpoint Mobile Virtual

Point in Time Continuous
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Services Gsco P
Adviso ry TALOS cws- ¢
Integration Senderbase CES - email A
Managed CTA, OpenDNS
SOS,SPA,SDA
- EZHUC} ¢ Internet
pt @/
el i
— e —
ASAw/ FP * ::i IDMZ
25 + IPS i|
pxGrid — FirePower [ 1 oaiGriD
- NGIPS/INGFW
215 — R .
S o FirePower
_(:
LanCope NN Management*
Netflow &
= —== 7 ESA-o|H¢
TrustSec ‘ p—
o WSA - &l
* moacaan | B aws
ASAV,NGIPS HI I A7 L
FPMC-v =y
. [ Cooz0
AMP for private cloud =y ®
[Coococ
V=" ®
o

[ CMS, RMS, ERP DataCenter]

Content & ©F

- ESA, WSA, CES ,CWS
HES I =20t

- ASA , FirePower, FireSight, AMP

HES 3 &H| 20F

- ISE, TrustSec, StealthWatch
CHEF & ot

- EndPoint AMP, NAC, AnyConnect

*- Advanced Malware Protection

AnyConnect - VPN
SSL VPN

ISE NAC

e

EndPoint AMP
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“Threat-Focused” Next-Generation
Firewall
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The more infrastructure they see, the better protection they get

Client applications

Operating systems
C & C Servers @

File transfers Mobile Devices
maENE) © ‘ ~
Routers & switches —
Application
Users
protocols E
Web applications @

Malware

Printers

(&

>
VOIP phones

Network Servers

J: Typical NGFW

<

== Cisco ASA with FirePOWER Services
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FirePower
NGIPS
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Threat Centric Security
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o A|AZAUANR? ...
#1 We are Serious About Security

We are transforming to create the industry’s broadest security solution portfolio via
Hot=F 9| 0| H|0] M= Sol 114 E S0 7| #1 ALO|H{ A| R 2| E]
A7 E A S 5ot X|HHa = A H6| 7t QY=L L.

Messaging & Web Security Appliance : :
Threat-Centric Security (NGIPS & AMP)

UtT™m
l '
@IRONPORT ﬂ ‘
2007 2009 2011 2013 y 2015

2012 2014
S S ThreercRic

XML Firewall Cloud Security Advanced Malware Protection (AMP) Security Analytics Security Consuling

Dynamic Malware Analysis
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ClEZ[ M A ClHAZS NS L.

5B

100TB | 150,000

Security Micro-
Intelligence applications

Daily Email
Connections

Cisco Talos represents the

1.6M 93B

Deployed Daily Email
Devices Messages

150M 3000 -

Deployed

Endpoints Applications

35%

Enterprise
Email

3-5 min
Updates

120K | 75,000 |"6,000| 14M

Sandbox FireAMP
Reports Updates

Deployed
Access
Gateway

New Clam AV
NS
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FROST @@ SULLIVAN

Market Share Leader
Cisco excels as leaders in F&S’s
Industry Quotient with a leading
21.9% market share in Asia Pacific
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Cisco Threat Centric Security Model
Offers protection through the entire attack continuum ...

Data Center Secure Web
Firewall Advanced Access Gateway

Malware Email

Protection Gateway
(AMP)
Managed
Integration
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